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ISE Deployment Staging and
Planning

Katherine McNamara - Technical Solutions Architect

@kmcnam1
BRKSEC-2347
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A little about me....

. Over 10 years in the technology field

. Bachelors of Science and Masters of
Science in IT Security

. 2x CCIEs (Data Center + Security),
CISSP, and various other industry
certifications

. Co-organize for the largest Cisco
Meetup study group - Routergods

- Network-node.com blog
. @kmcnam

cisco W-/ #CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 3



Cisco Webex App

8199 wF -

€ Catalyst 9000 Series Switching Family =...

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How
@ Find this session in the Cisco Live Mobile App e
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

HOW MORE ¥

Webex spaces will be moderated
by the speaker until June 17, 2022.

cisco W. #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Agenda

- Where To Start
- ISE Appliances & Deployment Options

- Network Devices

- ldentity Sources

- Enforcement

- 802.1x Deployment Phases
- Day 2 Operations

- Conclusion

cisco LW-/ #CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Where do we start? o,
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Deploying any network access
control isn’t easy...

¢ °9 ’..o
cisco Lg{/&/ ° °.




Why isn’t there an easy button?

- There are a lot of layers to account for: Layer 1 through 8
- Discovery required

- Often need to work with other teams in the organization:
- Active Directory
. PKI
- Desktop Support
- Virtualization Team
- Etc

- Planning & Staging

cisco W./ #Ciscolive BRKSEC-2347
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Understand the Business Objectives

What is the business trying to accomplish with ISE?

Asset Visibility

-E' Access Control

E@ BYOD Access
9’0 Segmentation

C}" Context Exchange

Device Admin

5 o
=
[0) D
o 2
>
& 3
= ;
o 7]

cisco Lz/&/

Cisco ISE can reach deep into the network to deliver superior visibility into who and what is
accessing resources.

Consistent access control across wired, wireless and VPN Networks. 802.1X, MAC, Web
Authentication and Easy connect for admission control.

Fully customizable branded mobile and desktop guest portals, with dynamic visual workflows
to easily manage guest user experience.

Simplified BYOD management with built-in CA and 3rd party MDM integration for on boarding
and self-service of personal mobile devices

Topology independent Software-defined segmentation policy to contain network threats.

Context sharing with partner eco-system to improve their overall efficacy and accelerate time
to containment of network threats.

Protection against threats across the attack continuum, before, during and after an attack.
Reduce time-to-detection from days to hours.

Cisco ISE supports device administration using the TACACS+ security protocol to control and
audit the configuration of network devices

#CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE Appliances &
Deployment
Options
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Let’s talk about ISE personas...

Persona Types:

- Administrative Node (PAN)
- Max 2 in a deployment

- Monitoring Node (MNT)

- Max 2 in a deployment

- Policy Service Node (PSN)
- Max 50 in a deployment

- pxGrid Node
- Max 2 in a deployment

cisco L{V&‘/

Co
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#Ciscolive

Policy Administration Node (PAN)
- Single plane of glass for ISE admin
- Replication hub for all database config changes

Monitoring and Troubleshooting Node (MnT)
- Reporting and logging node
- Syslog collector from ISE Nodes

Policy Services Node (PSN)
- Makes policy decisions
- RADIUS/TACACS+ Servers

pXGrid Controller
- Facilitates sharing of context

BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Scaling ISE

(9 x50PSNs

9(3) x 25 PSNs
: @ X 2 MnTs

Multi-Node deployment

Multi-Node deployment
L ]

Multi-Node deployment

Standalone deployment

o— 6 o

py py N/
1 Endpoint 20,000 Endpoints 50,000 Endpoints 100,000 Endpoints 250,000 Endpoints 500,000 Endpoints

cisco M ./ #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



ISE Deployment Models

Separating RADIUS & TACACS+ ISE Cubes?

- Three different options:
- Separate ISE cubes for RADIUS & TACACS+
- Mixed ISE cube with separate PSNs for RADIUS and TACACS+

- Mixed ISE cube where PSNs are not dedicated to either

RADIUS RADIUS RADIUS/

cisco M ./ #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Other Considerations

- Number of concurrently connected endpoints

- Redundancy
- PSNs deployed to critical sites?
- Load balancers?

- Bandwidth between ISE nodes

- Latency considerations:
- 300 ms between PAN and PSN
- QA-tested guardrail

cisco W./ #Ciscolive BRKSEC-2347 © 2022 Cisco an

d/or its

affiliates. All rights reserved. Cisco Public
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Network Devices
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Network Device Discovery

-« Support for RADIUS and/or TACACS+

- Cisco device or third party?
- Hardware model
« |OS version

- Count
- Vendor-specific RADIUS dictionary needed?

- Support for RADIUS CoA or SNMP CoA?
- Network Device Profile Creation

- Hardware limitations

cisco W ./ #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Easy way to check hardward and OS Feature

Support

ISE Network Component Compatibility Matrix

cisco Lu/&/

Table 1. Features and Functionalities

Feature Functionality
AAA 802.1X, MAB, VLAN Assignment, dACL
Profiling RADIUS CoA and Profiling Prabes
BYOD RADIUS CoA, URL Redirection and SessionlD
Guest RADIUS CoA, Local Web Auth, URL Redirection and SessionlD
Guest Originating URL RADIUS CoA, Local Web Auth, URL Redirection and SessionlD
Posture RADIUS CoA, URL Redirection and SessionlD
MDM RADIUS CoA, URL Redirection and SessionlD
TrustSec SGT Classification

Validated Cisco Access Switches

Table 2. Validated Cisco Access Switches
1

Device Validated OS AAA | Profiling BYOD Guest
_— &
Minimum OS
IE2000 108 15.2(2)E4
IE3000 10S 15.2(4)EA6
10S 15.0(2)EB
IE4000 10S 15.2(2)E5
IE5000 10S 15.2(4)E2
10S 15.2(4)EA6
10S 15.0.2A-EX5
IE4010 10S 15.2(2)E5
10S 15.2(4)E2
10S 15.0.2A-EXS
SMB SG500 Sx500 1.4.8.06 4 ! X X
Sx500 1.2.0.97 ! ! X X
~ro acan Inc ac afoirn
#Ciscolive

Guest Posture
Originating
X
X X
X X

BRKSEC-2347

MDM TrustSec Z

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Additional Tips

- Favorite study motto: Always Be Labbing!
- 3" party device documentation

- Standardize! Standardize! Standardize!
- |OS versions
- AAA configurations
- Wireless configurations

cisco W./ #Ciscolive BRKSEC-2347
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ldentity Sources
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ISE Supports a Large Number of |[dentity Sources

- Active Directory

- LDAP

- ODBC

- RADIUS Token Servers

- RSA SecurlD

- SAMLV2 Identity Providers

- Certificate Authentication Profiles

- Social Login

cisco W ./ #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Integration with Identity Sources is Key

- Active Directory?
- Multiple domains?
- Multiple forests?
- Version of AD?

- Common issues with domain join:

« Time skew
- AD DNS SRV records

cisco W ./ #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Prepare the Certificates

- Server Certificate

- Public Certificate (Guest)
- Cert errors if self-signed

- EAP Certificate

- px@Grid Certificate
- Protip: EKU: Server & Client Authentication

cisco W./ #Ciscolive BRKSEC-2347
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ISE Profiling

- Pre-loaded profiles covers majority of endpoints
- For everything else: custom profiles

- Discovery before enforcement
- Passively discover with ISE

- Find the unique endpoints
- Average person carries 2.9 devices
- New device times are introduced every year

cisco W / #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



RADIUS Probes

« RADIUS

Description | The RADIUS probe collects
RADIUS session attributes as well
as CDP, LLDP, DHCP, HTTP and

ISE can profile endpoints based on the RADIUS attributes
collected from the RADIUS request/response messages
from the RADIUS Servers over standard radius ports

UDP/1645 or UDP/1812 for Authentication
UDP/1646 and UDP/1813 for Accounting

Network devices must be configured for AAA

- The following are the known attributes that are collected

by the RADIUS probe:
IP-MAC Bindings

User-Name Calling-étation-ld Called-Station-Id Framed-III’-Address

NAS-IP-Address NAS-Port-Type NAS-Port-Id NAS-Identifier

Device Type (NAD) Location (NAD) Authentication Policy Authorization Policy
NDG's

#CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SNMP Probe
Interface Query ~ [Twam

MAC Trap Query

5—0—0

Alert ISE Profiling Services to the presence (connection or

disconnection) of a network endpoint
SNMP Query
Frobe - Trigger an SNMP Query probe
- Key attributes highlighted include EndPointSource,

v SUMFOUERY MACAddress, and OUI

Retries [2 |

- |

EventTimeout ‘30 |
Descripton | This prabe collecs detais from - This probe collects details from the network devices such as
Interface, COP, LLOP and ARP. ) |nterface, CDP, LLDP, and ARP

v SNMPTRAP

- “Network devices” in ISE must be configured for SNMP

Link Trap Query

MAC Tras Query - System Query (Polled) [Default 8 hours]

Interface | GigabitEthernet 0 A

- Interface Query (Triggered)

Port [ 162

Description | This probe receives Linkup,

o T e - RADIUS Accounting Start messages also trigger the SNMP Query

Lae! e
Cisco &. #CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




HTTP Probe

Endpoint
Redirection
(TCP/8443)

],
CIsCo

- User-agent is an HTTP request header that is sent from
web browsers to web servers. The user-agent includes
application, vendor, and OS information that can be used
in profiling endpoints.

- User-agent attributes can be collected from web browser
sessions redirected to ISE for existing serves such as:

- Central Web Auth (CWA)
- Device Registration WebAuth (DRW)
@ - Native Supplicant Provisioning

# Web Redirection (CWA, DRW, MDM, NSP, CPP)

| dlient Provisioning (Posture) | *|  ACL | ACL-WEBAUTH-REDIRECT
Centralized Web Auth
Client Provisioning (Posture)
Device Registration Web Auth
/| MDM Redirect
Native Supplicant Provisioning

#Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DHCP Probe

Server

—
HIENE DHCP REQ 7

ISE.

profiling policy

Simple method of getting DHCP traffic to ISE
Requires configuration of NADs to relay DHCP packets to

DHCP probe in ISE will collect DHCP data to use in

« For WLCs disable DHCP proxy

Deployment Nodes Ust > npf-sjca-pdp01
Edit Node

General Settings
M5 pHee
Interface| GigabitEthernet 0 -
port| 67
Description| The DHCP probe listens for

DHCP packets from IP helper.

#HCiscoLive  BRKSEC-2347
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DNS Probe

ons =  FQDN? '. - DNS probe in the profiler does a reverse DNS lookup for IP

addresses learnt by other means.

@ N S PN - Before a DNS lookup can be performed, one of the
following probes must be started along with the DNS
N / probe: DHCP, DHCP SPAN, HTTP, RADIUS, or SNMP.

e « You can create an endpoint profiling condition to validate
; the FQDN attribute and its value for profiling.

v DNS

v, Timeout |2
Cisco

Description | The DNS probe performs a DNS
lookup for the FQDN.

cisco L‘V&-/ #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



NMAP Probe

Trigger scan for Subnet
endpoints with Scan
OUl = Apple (On demand)

alrafn,
CISCO

cisco Lz/&/

NMAP utility incorporated into ISE allows profiler to detect
new endpoints through a subnet scan and to classify
endpoints based on their operating system, OS version,
and services as detected by the NMAP.

The network scan probe is considered an “active”
assessment mechanism since it communicates directly
with the endpoint to obtain information from the source.

The scan can trigger dynamically based on policy.

Manual NMAP Scan Run Manual NMAP Scan

Manual NMAP Scan Results Node * [ Select Node - l Scan Options
oS Run SMB Discovery script @

Manual Scan Subnet * ,' 2 SNMP Port i Skip NMAP Host Discovery i
(Only applies to manually run scans)

) Common ports @
Scan Options © Specify scan options ’

Custom ports i
Select an existing NMAP scan N - L
action Include service version information i

Configure NMAP scan subr

net exdusions at: Reset to Default Scan Options
‘Work Centers > Profiler > Seftings > NMAP Scan Subnet Exclusions.

m Cancel Scan Save As Scan Action...

Configure NMAP scan actions at:
Click to see scan results Work Centers > Profiler > Policy Elements > NMAP Scan Actions
#CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Active Directory Probe

Increases OS fidelity through detailed info extracted via
AD.

Leverages AD Runtime Connector

AD
Attributes

WY DHCP / DNS il

L
)

PSN

Controller

Attempts to fetch AD attributes once computer hosthame
learned from DHCP Probe and DNS Probe

AD queries gated by:
- Rescan interval (default 1 day)
- Profiler activity for endpoint

-
-
-
-
»
-
-
-
L
s #
@ e
~
.
hy
°

D Days beforerescan |1

Description | The Active Directory probe
gueries Active Directory for
Windows information.

F—3 H 7
- ! ¥ Active Directory

32
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pxGrid Probe

/ IND \
. }EAC Address |
- [IP Address \
- [iotAssetDeviceType l\
« [ iotAssetProductCode

« | iotAssetProductName

. |iotAssetRetrievedFrom I\

« | IotAssetSerialNumber
- [TotAssetTrusiLevel

Publisher

- [iotAssetVendorName |
 |LiotAssetVendorlD

. iotAssetSwE{evision
- | iotAssetHwRevision
- [ iotAssetProtocol

\

| iotAssetBusinessOwner e

+ | iotAssetLocation

\ iotAssetTag
cisco Lg/&/

o

Subscriber

‘ pxGrid ‘
W

#CiscoLive

BRKSEC-2347

Custom Attributes

Supported !!!

ISE

_Profiler Attributes
» MAC Address
*» |P Address
* iotAssetDeviceType
* jotAssetProductCode
* jotAssetProductName

-

* otAssetRetrievedFrom
* jotAssetSerialNumber
* jotAssetTrustLevel

* jotAssetVendorName

* jotAssetVendorlD

* jotAssetSwRevision

* jotAssetHwRevision

* jotAssetProtocol

* jotAssetBusinessOwner
* jotAssetlocation

* iotAssetTag

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Netflow Probe

"diss Identity Services Engine Home

v Context Directory + Operations * Policy = Administrafion

» Work Centers

= System | ¢ |denfity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD

Deployment Licensing ¢ Certificates
—

* Logging

Deployment
.l .

.
» «'o Deployment
ofs PAN Failover

cisco W/

L

Deploym

* Maintenance Upgrade Backup & Restore

Edit Node
General Settings

O

&

O

¥ NETFLOW

Interface
Port

Description

« DHCP

Interface
Port

Description

» DHCPSPAN

ent Nodes List > ise

-2

GigabitEthemet 0
9996
The Netflow probe collects

Netflow packets sent to it from
Routers.

+ Admin Access

GigabitEthemnet 0
67

The DHCP probe listens for
DHCP packets from IP helper.

+ Settings

NetFlow vendor specific attributes reveal device
identity

Flow reception on Port # 9996/UDP

Cisco ISE profiler implements Cisco I0S NetFlow
Version 9, while backward compatible to earlier
versions

Cisco |I0OS NetFlow Version 5 packets do not
contain MAC addresses of endpoints. Prior
record on ISE via other means necessary for
merging attributes.

As a general rule, avoid this probe - only unique
corner cases where this might be applicable

#Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Device Sensor for Wired

: | RADIUS Accounting |

-
”-— -

f
MAB or EAP-OL

1)  Filter DHCP, CDP, and LLDP options/TLVs»

2) Enable sensor data to be sent in RADIUS
Accounting including all changes

device-sensor accounting
device-sensor notify all-changes

3) Disable local analyzer if sending sensor
updates to ISE (central analyzer)

no macro auto monitor
access-session template monitor

cisco W/

v RADIUS

Description
RADIUS

device-sensor filter-list cdp list my cdp list

tlv name device-name

tlv name platform-type

device-sensor filter-spec cdp include list my cdp list

device-sensor filter-list lldp list my lldp list

tlv name system-name

tlv name system-description

device-sensor filter-spec lldp include list my lldp list

device-sensor filter-list dhcp list my dhecp list

option name host-name

option name class-identifier

option name client-identifier

device-sensor filter-spec dhcp include list my dhep list

#Ciscolive
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Wireless Device Sensor

RADIUS Accounting | v RADIUS

Description | RADIUS

e N - Per WLAN Enable/Disable
== device profiling
« DHCP (WLC 7.2.110.0)
 Hostname, Class ID
_ « HTTP/Both (WLC 7.3)
Client Profiling - o 2 — : ° User Agent
DHCP Profiling v )
HTTP Profiling 2 « FlexConnect with Central

Switching supported

cisco W-/ #Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Profiling Policies

The minimum ‘certainty metric’ in the profiling policy
evaluates the matching profile for an endpoint.

Certainty
Factor
/-l Class-ID: MSFT
» +10
EI [ZIAE) User Agent: Windows
» +10
Endpoint m OS: Microsoft Windows
< » +10 CiscoISE

DHCP:dhcp-class-identifier CONTAINS MSFT
DHCP:dhcp-class-identifier CONTAINS MS-UC-Client

IP:User-Agent CONTAINS Windows

NMAP:operating-system CONTAINS Microsoft Windows

cisco M/

Profiler Policy List > Micrasoft-Workstation
Profiler Policy

* Name | Microsoft-Workstation | Description

Generic policy for Microsoft workstat

Palicy Enabled

* Minimum Certainty Factor | 10 | ‘(Valid Range 1 to 65535)

* Exception Action | NONE Y|

* Network Scan (MMAP) Action | NONE '|

Greate an Identity Group for the policy () Yes, create matching |dentity Group
(® No, use existing Identity Group hierarchy

Parent Policy Workstation

* Assoviated CoA Type | Global Settings -]

System Type Cisco Provided

Rules

If Condition | Microsoft-WorkstationRule1Check1 < | Then| Certainty Factor Increases -| | 10 |
If Condition | Microsoft-Workstation-Ruled-Check? < | Then | Certainty Factor Increases vl | 10 |
If Condition | Microsoft-WorkstatianRule2Check1 <> | Then [ Certainty Factor Increases =] [10 |
If Condition | Microsoft-WorkstationRuleaCheck1 <> | Then [ Certainty Factor Increases ~| [10 |

#CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Profiles Precedence

Cisco Provided
Profile

[ oonn)
WL

Existing Cisco Profile New Customer Profile
CF =30 CF =40

=

cisco M ./ #CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 38




What about Unknowns?

- There will be endpoints that don’t have pre-built profiles
- Endpoint profiles will show as “Unknown”

« View your unknown endpoints under Context Visibility>Endpoints
w Context Visibility » Operations » Policy » Administration » Work Centers

\ Endpoints  Users  Network Devices

o o+ i @ ANC ~ Change Authorization ~ Clear Threats & Vulnerabilities Export ~ Import MDM Actions Release Rejected Re
MAC Address Status IPv4 Address Username &  Hostname Location Endpoint Profile

X MAC Address Status < Pv4 Address Usemame Hostname Location unknown
00:30:44:17:C5:62 " 10.40.132.18 00-30-44-17-... SJC = SJC19 Unknown
00:D0:2D:3A:87:9C g 9% 10.0.0.186 00-d0-2d-3a-... OEAP Unknown

I 00:D0:2D:40:AC:C6 o 10.0.0.73 00-d0-2d-40-... OEAP Unknown

& 00:0F:E5:01:7D:9A 173.39.21.15 000fe5017d%a bgli6-access... IND = BLR-B Unknown
00:17:C3:7A:C7:92 0017¢c37ac792 OEAP Unknown

00:21:CC:CB:51:16 10.127.6.12 0021cccb5116 IND » BLR-B..J Unknown

cisco W-/ #CiscoLive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Creating a Custom Profile

Under Attributes,

Other Attributes

5080-tcp

80-cp

AAA-Server
AuthenticationldentityStore
AuthenticationMethod
AuthenticationStatus
AutnorizationPalicyMatchedRuie
BYODRegistration
Called-Station-ID
Calling-Station-ID
DTLSSupport
Destination|PAddress
DestinationPort

Device IP Address

Device Type

D

sip

hitp

ise

Internal Endpoints
Lookup
AuthenticationPassed
Default

Unknown
CD-67-AF-EE-08-AB
00-14-43-00-30-8C
Unknown
10.1.100.21

1812

10.1.100.75

Device Type#All Device Types#Switches

ElapsedDays
EndPointMACAddress
EndFointPolicy
EndPointProfilerServer
EndPointSource
FailureReason
Framec-IP-Address
IPSEC

IdentityGroup
IdentityPalicyMatchedRule

InactiveDays

Cisco

0

00-14-43-00-30-8C
Unknown

ise securitydemo.net
SNMPQuery Probe
10.1.100.103

IPSEC#Is IPSEC Device#No
Unknown

MAB

o

.&/

oul

OriginalUserName
PaolicyVersion
PostureApplicable
PostureAssessmentStatus
RadiusFlowType

SSID

SelectedAccessService

lected Authenti: tore:
SelectedAuthorizationProfiles
Service-Type
Static Assignment

StaticGroupAssignment

StepData

Total Certainty Factor
TrustSec-Enabled
UseCase
User-AD-Last-Fetch-Time
User-Fetch-User-Name
User-Name

UserType
allowEasyWiredSession
chaddr

ciaddr

Inventec Multimedia & Telecom Corporation
00144200208

8

Yes

NotApplicable
WiredMAB
CO-67-AF-EE-09-AB
PEAP-EAP

Internal Endpeints
PermitAccess

Call Check

false

false

5= DEVICE Location, 6= DEVICE.Device Type, 7= DEVICE Mode, 8= DEVIC
Radius.RadiusFlowType, 11=Internal Endpoints, 17= Session. ANCPolicy, 18

0
TrustSec-Enabled#TrustSec-Enabled#Non-TrustSec
Host Lookup

1543131831802

00144300308

00144300208

Host

false

00:14:48:00:30:3¢

00.00

HCiscolLive  BRKSEC-2347

dhcp-class-identifier
dhcp-client-identifier
dhcp-message-type
dhcp-parameter-request-list
dhcp-requested-address
dot1xAuthAuthControlledPortControl
dotixAuthAuthControlledPortStatus
dotixAuthSessionUserName

flags

giaddr

hlen

htype

iMescr

ifindex

ifOperstatus

ip

op

operating-system
operating-system-result

yiaddr

you can see all the attributes for the unknown endpoint

uchep 0.9.7
01:00:14:48:00:30:8¢
DHCPREQUEST
1,3, 6, 12, 15,28

10.1.100.103

00-14-48-00-30-8C
0x0000

10.1.100.75

6

Ethernet (10Mb)
GigabitEthernet1/0/43

50

10.1.100.103

BOOTREQUEST

Linux 2.4.9 - 2.4.18 (likely embedded)
Linux 2.4.9 - 2.4.18 (likely embedded)

0.0.0.0

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Custom Profiles: Get All Endpoints

#Ciscolive BRKSEC-2347 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Apple, Inc.

Apple, Inc.
Apple, Inc.

Apple, Inc.

Apple, Inc.

Apple, Inc.

Apple, Inc.

Apple, Inc.

Apple, Inc.

Breaking Down Profiling Attributes

oul

dhcp-parameter-request-list

1,121, 3,6, 15, 119, 252, 95, 44, 46

1,121, 3, 6, 15, 119, 252, 95, 44, 46
1,121, 3, 6, 15, 119, 252, 95, 44, 46

1,121, 3,6,15, 119, 252, 95, 44, 46

1,121, 3,6, 15, 119, 252, 95, 44, 46

1,121, 3,6, 15, 119, 252, 95, 44, 46

1,121, 3,6, 15, 119, 252, 95, 44, 46

1,121, 3,6,15, 119, 252, 95, 44, 46

1,121, 3,6,15,119, 252, 95, 44, 46

cisco Lzﬁo//

User-Agent AD-Operating-System
Mozilla/4.0 (compatible;
MAC_OSX; 2.10.13; AnyConnect
Posture Agent v.4.8.00175)
Mozilla/4.0 (compatible;
MAC_OSX; 2.10.14; AnyConnect
Posture Agent v.4.8.00175)

Mac 0S5 X/10.13.6 (17G66)
Mozilla/4.0 (compatible;
MAC_0SX; 2.10.13; AnyConnect
Posture Agent v.4.8.00175)
Mozilla/5.0 (iPhone\; CPU iPhone
0S12_1_3 like Mac OS X)
AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0
Mobile/15E148 Safari/604.1
Mozilla/4.0 (compatible;
MAC_0SX; 2.10.12; AnyConnect
Posture Agent v.4.8.00175)
Mozilla/4.0 (compatible;
MAC_0SX; 2.10.14; AnyConnect
Posture Agent v.4.8.00175)
Mozilla/4.0 (compatible;
MAC_0SX; 2.10.14; AnyConnect
Posture Agent v.4.8.00175)

Mac OS X

Mac OS X

Mac OS X

Mac OS X

Mac OS X

Mac OS X/10.13.6 (17G8030)
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device-platform

mac-intel

mac-intel
mac-intel

mac-intel

mac-intel

mac-intel

mac-intel

mac-intel

mac-intel

device-type

MacBook8,1

MacBook8,1
MacBookAir4,2

MacBookAir7,2

MacBookAir7,2

MacBookAir7,2

MacBookAir8,1

MacBookPro10,1

MacBookPro10,1
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Custom Profiles: Using Endpoint Attributes

= Normal gad Good = 2. Autasi iy O

alculation Check Coll Explianatory ..

host-name MatchedPolicy oul sysContact sysLocation sysName hrDeviceDescr sysDescr

HP ETHERNET MULTI-
HP-LaserJet- Hewlett HP Laser]et 400 ENVIRONMENT,PID:HP
Printer Packard MFP M425dn Laserlet 400 MFP M425dn jetdirect

HP ETHERNET MULTI-
HP-LaserJet- Hewlett HP Laserlet 400 ENVIRONMENT,PID:HP
Printer Packard MFP M425dn Laserlet 400 MFP M425dn jetdirect
Visit
www.dymo.com LabelWriter
KCodes or call 203-588- www.dymo Print ucd-snmp-4.1.2/Red Hat
2 lw*print*server Unknown Corporation 2500 .com Server eCos jetdirect
Visit
www.dymo.com LabelWriter
KCodes or call 203-588- www.dymo Print ucd-snmp-4.1.2/Red Hat
B lw*print*server Unknown Corporation 2500 .com Server eCos
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ISE Endpoint Analysis Tool

- Free tool available to customers
- Simply register at iseeat.cisco.com using a work email address

- Pulls all endpoints off ISE
- Custom profile creation through the tool
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ISE Endpomt Analysis Tool Endpomt Report

) ]bt Endpoint f\na!ysls Tool

Il l L ™

cisco ISE Endpaint Analysis Tool

1:’:4

Profiles

My praofiles Public profiles

Reports 2 reports
Create new report Open saved report

i

b

T3
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ISE Endpoint Analysis Tool - Custom Profile Creation

il oz Fridpaint fnsysis Taal [

Cisco

CLEUR-Report] 172220, 613 P 5

show 0 ¥ antries Skowag 1o 502 110 entrlez
MAC Adeess SHKIP Dievice Disscrct.. S Soite WA Dperaring U Narre Medfes €20 8061 T CHCP Parzmster Recuest List LLDF Sysem Descrot..
OO0 14 45 0O 3050 Linax 24.3 - 2.4 18 (ke emisided) Inwsnlec Mullred s % Telecom Corporaticorn LEE 1215 2% 1
B 624743 EA LHENCWH 1R E G528 0,58 W 1
COCC 294807 Ck Vivizia, Ins. TLEIS 15 26, 33, 120, 48 1
000G, 28780012 Viezia, I, 331501242 1
04 62 7 97 £ Cieoo Averal T147H (05 12.2) o 3E021 (05 15 Cieco Syddenm, Ins TLO0 6 15 44, 3, 07, 12,33 100 45 120 128 1
000029250706 Uizia, I, LES56 1012 15 15 16,17, 18 42, 54, €0 €7, 135, 129, 930, 127..
T4 DAGE.SE 0028 Edirvas Tachaclogy Co Lid, T8 5 G 24, A0, 2T, 31,33, 120, 243, 43, 1T 1
Il Conporels VDE G 4420 27, 51,35 121 249043 202 1

COAER 6alE EE Cisco Syslenm, Ine %, 66 6.3, 1% 150,35 Cieo IF Fhces 7301 1
EQAA 77 97 77 50 G Syedee, Ins 013 44,5 7,55, 190 23 1
002000, 92.7E. 50 Cieco Sysdew, Ing To015 44,035,755, 100, 25 10
00 CC 29 803F 06 Iz, T8 E 12,15 OE 07, 150 10
0002 29,00 0585 Vivizis, s, TE D 12,40 47, 42 10
00 €29 260030 v Iz, 10
00 CL.29.34.7F.00 Vhvizis, Ins.
00 0L 29.34.5F. 04
00 CL.29.34.7F. 74 Vhvizis, Ins.
00 CC29.34.5F 0k vizis, Inc. 10
000G 28.56.0 7 Vizia, 1. 10
COCC 29,4304 00 vigia, Ins. 10

CO0C29.£807.E2 Vllvzia, Inc.

1 7 3 M
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Deploying 802.1x in Phases

Monitor Mode Low-Impact Mode Closed Mode
s - DHCPDNS o ole — File

‘ Servers

.‘) Servers
|

=
©]

PREAUTH ACL PERMIT ACL

Port Open permit eap dhcp dns permit ip any any Only EAP 1
Unconditionally W deny any } Allowed '
[e] ) o D o D ( i o ) o )
[———— — —_— [——————] —
Pass / Failed Before After Befo_re_ Aft(_ar _
Authentication Authentication  Authentication Authentication  Authentication
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Utilizing Policy Sets with Modes

53 [ ] i F y securitydemo.net,/a
‘dyd Identity Services Engine b Policy b Adminisirabon b W
Summary Endpaints Guests Viulnerabiity Threat + L~
METRICS ]
Total Endpoints @ Active Endpoints & Rejected Endpoints & Anomalous Behavior @ Authenticated Guests @

“ 71 .1. 1 _;. 0 .:_ 0 Jok 0’

i AUTHENTICATIONS @ g O X # NETWORK DEVICES @ 2O X i ENDPOINTS @ oD O X
Identity Stode Idenity Group Network Device Fallure Reason Device Name Type Locaton Type Profile
printars: [1.41%]1
3650-x: [12.5%] infra.. vices: [11.27%] L

inter...oints: [28.57%]

5

mohil..mees: [11.27%]__

ad-secdema: [71.43%]

misc: [76.06%]
wic02: [87.5%]
i BYOD ENDPOINTS @ & O X i ALARMS @ 2O X § SYSTEM SUMMARY @ & O X
Tvpe  Promie Severity MName QOccu... Last Occurred = 5 node(s) All~ 24HR -
No data available. g | Name [ atw-ise243 .
cPU Memary Authentication Latency
o Configuration Changed as less than 1 min ago

(IR v
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Enforcement
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Network access control does not
automatically mean you have
segmentation
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Many Options for Enforcement

- Downloadable ACL (dACL) - Vulnerability scan

« ACL « Reauthentication

- SGT - MACSec Policy

- VLAN - Network Edge Access Topology
* No east-west segmentation (NEAT)
- DHCP - Local Web Authentication

- Voice Domain Permission * Interface Template

« Centralized Web Redireoti_or_w | « Wireless and VPN ACLs
(e(séj)est, BYOD, Client provisioning, . AVC Profile Name

. Auto Smart Port - Custom attributes
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Supporting ISE After Deployment

- Document, Document, Document!
- Policy Configuration
- Supplicant Configuration
- Certificate Information
- Network Access Devices
- Network Access Device Configuration Template

- Standardize
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Supporting ISE After Deployment (Cont’d)

- Train Your Support
- Avoid being called for every issue
- Playbook for common issues
- Utilized built-in ISE roles for Helpdesk

- Many document templates available on ISE Communities

« User Communication before and after ISE rollout
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Deploying any network access control
solution isn’t easy....

Planning is essential to any successful
development.
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Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.
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Pay for Learning with
Cisco Learning Credits

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

oo

T Learn =8 Train @=] Certify

a
@ O, @ >
Cisco U. Cisco Training Bootcamps Cisco Certifications and
IT learning hub that guides teams Intensive team & individual automation Specialist Certifications
and learners toward their goals and technology training programs Award-winning certification
program empowers students
Cisco Digital Learning Cisco Learning Partner Program and IT Professionals to advance
Subscription-based product, technology, Authorized training partners supporting their technical careers
and certification training Cisco technology and career certifications
Cisco Guided Study Groups
Cisco Modeling Labs Cisco Instructor-led and 180-day certification prep program
Network simulation platform for design, Virtual Instructor-led training with learning and support
testing, and troubleshooting Accelerated curriculum of product,

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

technology, and certification courses

Cisco Learning Network
Resource community portal for
certifications and learning

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions
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Continue
your education

Cisco

Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Visit the On-Demand Library
for more sessions at

www.CiscolLive.com/on-demand
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