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Introduction

This document demonstrates how to configure an IPsec tunnel from PIX Security Appliance 7.x and later or
the Adaptive Security Appliance (ASA) with one internal network to a 2611 router that runs a crypto image.
Static routes are used for simplicity.

Prerequisites

Requirements
There are no specific requirements for this document.
Components Used

The information in this document is based on these software and hardware versions:

» PIX-525 with PIX Software version 7.0
« Cisco 2611 router with Cisco IOS® Software Release 12.2(15)T13

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Cisco - IPsec: Router-to—PIX Security Appliance 7.x and Later or ASA Configuration Example



Background Information

On the PIX, the access-list and nat 0 commands work together. When a user on the 10.1.1.0 network goes
the 10.2.2.0 network, the access list is used to permit the 10.1.1.0 network traffic to be encrypted without
Network Address Translation (NAT). On the router, the route—map and access—-list commands are used to
permit the 10.2.2.0 network traffic to be encrypted without NAT. However, when those same users go
anywhere else, they are translated to the 172.17.63.230 address through Port Address Translation (PAT).

These are the configuration commands required on the PIX Security Appliance in order for traffic not to run
through PAT over the tunnel, and traffic to the Internet to run through PAT

access—list nonat permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
nat (inside) 0 access-list nonat
nat (inside) 1 10.1.1.0 255.255.255.000

Configure
In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Toaokgistered customers odlyo obtain more information on the commands
used in this section.

Network Diagram

This document uses this network setup:

172.17.63.224/28

10111 0 229 230 10221

Headquarters PIX Branch Router
e Sanch Lo
T 10.2.2.0/24
Configurations

These configuration examples are for the command line interface. See the Configuration using Adaptive
Security Device Manager (ASDM) section of this document if you prefer to configure using ASDM.
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* Headquarters PIX
« Branch Router

Headquarters PIX

HQPIX(config)#show run
PIX Version 7.0(0)102
names

|
interface EthernetO

description WAN interface

nameif outside

security—level 0

ip address 172.17.63.229 255.255.255.240
|

interface Ethernetl

nameif inside

security—level 100

ip address 10.1.1.1 255.255.255.0
|

interface Ethernet2
shutdown

no nameif

no security—level
no ip address

|
interface Ethernet3
shutdown

no nameif

no security—level
no ip address

|
interface Ethernet4
shutdown

no nameif

no security—level
no ip address

|
interface Ethernet5

shutdown

no nameif

no security—level

no ip address

|

enable password 8Ry2Yjlyt7RRXU24 encrypted

passwd 2KFQnbNIdI.2KYOU encrypted

hostname HQPIX

domain—-name cisco.com

ftp mode passive

clock timezone AEST 10

access-list 100 extended permit ip any any

access—list 150 extended permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
access—list nonat extended permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
pager lines 24

logging enable

logging buffered debugging

mtu inside 1500

mtu outside 1500

no failover

monitor-interface inside

monitor-interface outside

asdm image flash:/asdmfile.50073

no asdm history enable
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arp timeout 14400

nat—control

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 10.1.1.0 255.255.255.0

access—group 100 in interface inside

route outside 0.0.0.0 0.0.0.0 172.17.63.230 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp—pat 0:05:00
sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

aaa—server TACACS+ protocol tacacs+

aaa—-server RADIUS protocol radius

aaa—server partner protocol tacacs+

username cisco password 3USUcOPFUIMCO4Jk encrypted
http server enable

http 10.1.1.2 255.255.255.255 inside

no snmp-server location

no snmp-server contact

snmp-server community public

snmp-server enable traps snmp

crypto ipsec transform-set avalanche esp—des esp—-md5-hmac
crypto ipsec security—association lifetime seconds 3600

crypto ipsec df-bit clear—df outside

crypto map forsberg 21 match address nonat

crypto map forsberg 21 set peer 172.17.63.230

crypto map forsberg 21 set transform-set avalanche

crypto map forsberg interface outside

isakmp identity address

isakmp enable outside

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption 3des

isakmp policy 1 hash sha

isakmp policy 1 group 2

isakmp policy 1 lifetime 86400

isakmp policy 65535 authentication pre—share

isakmp policy 65535 encryption 3des

isakmp policy 65535 hash sha

isakmp policy 65535 group 2

isakmp policy 65535 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

tunnel-group 172.17.63.230 type ipsec—I2|

tunnel-group 172.17.63.230 ipsec—attributes

pre—shared-key *

|

class—map inspection_default

match default-inspection-traffic

|
!

policy-map asa_global_fw_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp

inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh

inspect rtsp

inspect skinny
inspect esmtp
inspect sqglnet
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inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
inspect http

|

service—policy asa_global_fw_policy global
Cryptochecksum:3a5851f7310d14e82hdf17e64d638738
s end

SV-2-8#

Branch Router

BranchRouter#show run
Building configuration...

Current configuration : 1719 bytes
!
I Last configuration change at 13:03:25 AEST Tue Apr 5 2005

I NVRAM config last updated at 13:03:44 AEST Tue Apr 5 2005
!
version 12.2

service timestamps debug datetime msec
service timestamps log uptime

no service password—encryption

1

hostname BranchRouter
!
logging queue-limit 100

logging buffered 4096 debugging
!

username cisco privilege 15 password 0 cisco
memory-size iomem 15

clock timezone AEST 10

ip subnet-zero

|
|
1
ip audit notify log

ip audit po max-events 100
|
|
1
crypto isakmp policy 11

encr 3des

authentication pre—share

group 2

crypto isakmp key ciscol23 address 172.17.63.229
|

!
crypto ipsec transform-set sharks esp—des esp—-md5-hmac
|

crypto map nolan 11 ipsec—isakmp
set peer 172.17.63.229

set transform-set sharks

match address 120
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|
|
!

no voice hpi capture buffer

no voice hpi capture destination
|
!
mta receive maximum-recipients 0
|
|
|
!

interface Ethernet0/0

ip address 172.17.63.230 255.255.255.240
ip nat outside

no ip route—cache

no ip mroute—cache

half-duplex

crypto map nolan

|

interface Ethernet0/1

ip address 10.2.2.1 255.255.255.0
ip nat inside

half-duplex

|

ip nat pool branch 172.17.63.230 172.17.63.230 netmask 255.255.255.0
ip nat inside source route-map nonat pool branch overload

no ip http server

no ip http secure-server

ip classless

ip route 10.1.1.0 255.255.255.0 172.17.63.229

|

!
!

access—list 120 permit ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255
access—list 130 deny ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255
access—list 130 permit ip 10.2.2.0 0.0.0.255 any

!
route—map nonat permit 10
match ip address 130

!

call rsvp-sync

!
!

mgcp profile default
|

dial-peer cor custom
|
|
|
|

|

line con O
line aux O
linevty 04
login

!
!
end
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Configuration using ASDM

This example demonstrates how to configure the PIX using the ASDM GUI. A PC with a browser and IP
address 10.1.1.2 is connected to the inside interface el of the PIX. Ensure http is enabled on the PIX.

This procedure illustrates the ASDM configuration of the Headquarters PIX.

1. Connect the PC to the PIX and choose a download method.

s Cisco ASIM 5. Fe

Cisco ASDM S.0 provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco Security Appliances,

Cisco ASDM runs as either a local application or a Java Applet, k

When you run Cisco ASDM as a local application, it connects to your Secunty Appliance from
your desktop via SSL. Running Cisco ASDM as an application has these advantages:

o Upgrades of the local application are performed sutomatically,
® You can invoke ASDM from desktop shortouts, No browser is required.

e One desktop shortcut allows you to connect to multiple Secunty Appliances.

Download ASDM Launcher and Start ASDM

You can run Cisco ASDM as a Java applet that is dynamically downloaded from the device to
which you connect,

Run ASDM as a Java Applet

Copynght € 2005 Cisco Systems, Inc. All rights reserved.

ASDM loads the existing configuration from the PIX.
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8 Cisco ASOM 5.0 for PIX - 10.1.1.1 i e

=101.x
Fie Options Tools Wizards Help
ar ¢) =1 7) Ciseo Sesrens
“ % J J J L & I 4
Home Configrr stion Mortorng Back Forwaed Sesrch Refresh Save Help E
Device Hformation Interface Status

1 |
Wdl License | Interface | P Address/Mask l Line ] Link {Current Kbps|

Host Namo

P Version Device Uptime

ASDM Version Davice Type

Firewall Mode (5% status XJ
Total Flash
VPN Status ‘ Please watl while ASOM is ading the current configuraton Fom your
KE Tunnels J device
System Resowces Status

cPU CPU Usage O 62%

Initializing Monitor modules

Totat
Memory Memary Usag
npat Wbpe W Output ¥ipr
Latest ASDM Sysiog Messages
In®alizng Monitor modules <admin> NA(15) @ A5 45758 PM

This window provides monitoring instruments and menus.

Clsco ASDM 5.0 for PIX - 101,11

e - =101 %]
File Options Tools Waards Help

@ 2 5 A) Cisco Srsveus
& 3 L) * o < & \J 7
Home Configrraton Mondoring Back Forweed Search Refresh Save Help -
Device information IMerface Status

General ] Licens? | Interface [ IP AddressMask I LmeJ Link ]Cu'renl Kbns.]

inside 101117124 Q up Q up 1

Host Name SV-2-8.cisco.com

PIX Version 7500102 Device Uptime:  Od Oh 24m 50s

ASDM Version. S.%0)73 Device Type PIX 526

Firewall Mode  Routed Contend Mode:  Single

Total Flash 16 M8 Total Memory 256 MB .

= Ay Select an interface to view input and output Kbps
VPN Status Traflic Status

KE Tunnels 0 IPSoc Tunnels: 0 Connactiont Per Second Utage
System Resources Status

CFPU CPU Usage (percant)

_ - e ta =

Yindid o’ lebertace Trathie Usage (Waps)

Memary Usape (MB)

Input Kbps o B Octput kdps 1
Latest ASDM Syslog Messages gafigure ASOM Syziog Filtey
Syslog Disabled _J
Device configuration loaded succassidly <admin> NA(15) B3 & 405 4 57.46 AMUTC

2. Select Configuration > Features > Interfaces and select Add for new interfaces or Edit for an
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existing configuration.

Cisco ASDM 5.0 fer PEX - 10110

-,
o reartace name [Ensbled| PV | o acsess | Sutmetmask uTU o ]
= Larvnd
Securty Pokcy Eda I
% Ethesnet) outside Yes 01721763229 255255255140 No 1500  WWAN interface o I
NAY Etnesnet? Ko o
ﬁ Ethesnet} No No
v
—~ Ethemetd No No
% Ethemets No No
Routrg
Busdng Docks
3
Dewce
Admairson
Properties
‘| | |
I Enatde Fafic between two or more interfaces which are configured with same secuty levels
I Resat l
Wasrds -
tsco NA (D) D& B 205 324.05 PMAEST

3. Select the security options for the inside interface.

B8 Cisco ASDM 5.0 for PEX - 10,11, B =101 %]

File Rules Search Opbons Tools Wiards Help

r-) 3 2 Cisea Svsneus
S |.3_Uieojlle s ? re

[ Fenm
eeF A IRREE S
@ Flactess Rules| C AsARules " FilerRules Service Policy Rules
Ftertaces
o Show Rules for Intertsce: [41 itarfaces  +] M
- ule Source Dessnaton Rule Apciled Loglevel _ Add |
Security Policy F e nablod A400N } h To Trafic Interface Sence 1
[ _Ea |
D
o Deless
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VN
Foutrg
Eudng Socks
2
Adrrerden
Fropertes
o i i |
w Allow trafic © Denytrafic & Show Summaty © Staw Detsd
Weads - | Reget l Acvanced. l
tisco NA (D) D& ) w05 32525 PM AEST

4.In the NAT configuration, encrypted traffic is NAT—exempt and all other traffic is NAT/PAT to the
outside interface.
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& Cisco ASD™ 5.0 for PEX - 10111

File Rules Search Opliens Tools Waards Help

¢ (& B0 O (Q @ ? m
Hoe  (Configwetion  Mondorng Back Forwwd | Sewch  Fafresh S Hep Y

Show Rules for interface: lmmpﬂ;;qg 'I Show At I
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| Reset |

Weaeds |
dsco NA (D) Ba B 480532525 PMAEST
5. Select VPN >General > Tunnel Group and enable a Tunnel Group

& Cisco ASDM 5.0 for PIX - 10.0.1,1

Fle ~uic Seoscn Ogoons Tools Waards Hep

@ (5 00 90 % 8 9 2 o

L L] COrtgurabon » Features » VPN » General » Tunnl Group
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ey |2 Manage VPN funnel groups. AVPN tnnel group repres ents a connesiion specilc receed for
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& |onie oo . cowroe ] [ A
I FRaicbal Parameters OetautRAG 0w Ipsec-ea Ot GrpPolicy Ect |
Sﬁ Bg“““ Defaull 2L Orcup pseci D GepPolicy
SCerfcade Group Makchng Datote I
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3 |- WP 5ec Rules
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| Qg Pre-Fragmentiten
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P
Propartes

Growp Datinter l-uono-- 'l

| __pem |

5o NA (D) B ) 408 32825 PMAEST
6. Select VPN > IKE > Global Parameters and enable IKE on the outside interface.
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% Cisco ASOM 5.0 for PIX - 10.1.1.1 - =101 x]

) _33— ugw 2 » Q 9. 2 Cisto Sriring

23 EKIf:BABRE S
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irterieces VPN Systom Optans

é-.b ‘jcumwaw

| Bl Tunne Group

RSty Ruse -l Group Poley
5’6 L e3vDetautt Tunnel Gateway

=3 N3

NAT Transparancy
I Enabie IPSec over NAT.Y

I ony

™ Enabie 1PSec over TCP
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[ )

1 Wrobaes
B2 Consicato Group Makcring
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aWyPsec
WP Sec Rutes Identeyto e Seat 1o Peer
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&
VPN
3
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nﬂf\gnm ¥anmrmsm vsortny. [aaaress <] korfasng. [
)
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2}
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|tisco NA(Z) 73" () 4805 230:05 PHAEST

7.Select VPN > IKE > Policies and choose the IKE policies.

29 KA LsEARE S

@ B Cioeneal Pailcies
Feertaces
; ‘; bt ataca Cenfigure specths ntemet Key E 0E) and  wihinthe IPSec Inteenet
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Sonugy Folcy - i Group Polcy
s IeDefalt Tunnel Gatoway
% BRE Priotiy ¢ | Encerpion | Mash | DM Group | Auhentication | Listime(secs) | | Add I
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A o em |
PN @ ) Cenricate Group Matching
Peicy Dulese I
% Prules
Routing =0 TEES
I P Soc Rules
&)- - W@ Tunne! Policy
Bubing Bocks i~ @ Transform Sets
& Pre-Fragmentason
\&: D R P Acdress Managemant
n?:‘t“‘n #rssioent
a PP Poals
Propertins
reply I Recet I
[c3c0 NA(D) Ba ) 4505 32155 PMAEST

8. Select VPN > |Psec > IPsec Rules and choose IPsec for the local tunnel and remote addressing.
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9. Select VPN > IPsec > Tunnel Policy and choose the tunnel policy.
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10. Select VPN > IPsec > Transform Sets and choose a Transform set.
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% Cisco ASD™ 5.0 for PIX - 10.1,1.0 . -l“y
Flile Fules Sooil Optens Tools Weards Help
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)
fu

Heews Configes Ferward
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11.Select Routing > Routing > Static Route and choose a static route to gateway router. In this
example, the static route points to the remote VPN peer for simplicity.

Hove
Features i Confguration » Fesdures » Routing » Roulng » Stabic Rous
23 KN LRRABRES
@ B gRouwing Stadc Route
erfaces a3
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Verify

Use this section to confirm that your configuration works properly.

The Output Interpreter Took¢€gistered customers oflYOIT) supports certain show commands. Use the OIT to
view an analysis of show command output.

« show crypto ipsec sa Shows the phase 2 security associations.
« show crypto isakmp sa Shows the phase 1 security associations.

Troubleshoot

You can use ASDM to enable logging and to view the logs.

 Select Configuration > Properties > Logging > Logging Setup, choose Enable Logging and click
Apply to enable logging.

« Select Monitoring > Logging > Log Buffer > On Logging Level, choose Logging Buffer, and click
View to view the logs.

Troubleshooting Commands

The Output Interpreter Took¢€gistered customers oflYOIT) supports certain show commands. Use the OIT to
view an analysis of show command output.

Note: Refer to Important Information on Debug Commands before you use debug commands.

« debug crypto ipsec Shows the IPsec negotiations of phase 2.

« debug crypto isakmp Shows the ISAKMP negotiations of phase 1.

« debug crypto engine Shows the traffic that is encrypted.

« clear crypto isakmp Clears the security associations related to phase 1.

« clear crypto sa Clears the security associations related to phase 2.

« debug icmp trace Shows whether ICMP requests from the hosts reach the PIX. You need to add the
access—list command to permit ICMP in your configuration in order to run this debug.

« logging buffer debugging Shows connections being established and denied to hosts that go through
the PI1X. The information is stored in the PIX log buffer and you can see the output with the show log
command.

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for VPN

Service Providers: VPN Service Architectures

Service Providers: Network Management

Virtual Private Networks: General
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Related Information

* Cisco PIX Firewall Software

* Cisco Secure PIX Firewall Command References
 Security Product Field Notices (including PIX)

* Requests for Comments (RFCs)
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