PIX Device Manager

Terms you’ll need to understand:

v PDM

v Unsupported commands
v Access Rules tab

v Translation Rules tab

v VPN tab

v Host/Network tab

v System Properties tab
v Monitoring tab

Techniques you’ll need to master:

v Knowing which operating systems are supported
v Locating mroute

v Locating VPN settings

v Using the Startup Wizard

v Locating Java and ActiveX filters
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Up to this point, you have been using the command-line interface to make
changes and view information about the PIX firewall. The PIX Device
Manager (PDM) is Cisco’s Web-based interface, and it enables a graphical
user interface (GUI) to configure the PIX via HI'TPS. The interface enables
you to view, configure, and monitor PIX functions and settings. This chap-
ter covers system requirements and installation and an overview of the PDM
interface.

PIX PDM Requirements

The PDM is just one of several GUI interface tools used to configure and
monitor the PIX firewall. PDM is a Java Web-based interface that enables
configuration of your firewall via a secure HT'TPS connection. The tool is
designed for a single firewall system. However, Cisco does have another GUI
interface tool called the Cisco Secure Policy Manager (CSPM) that supports
centralized management of several security systems simultaneously—PIX is
one such security system.

PIX Device Requirements, Client Needs,

and Limitations

The PIX PDM version 2.1 supports all models—501, 506/506E, 515/515E,
520, 525, and 535 models that run the PIX firewall software 6.2 or higher.
The following is a list of all the requirements for these models:

» PIX software 6.2 or higher

» Minimum of 8MB of flash memory

» DES or 3DES activation keys

The encryption of DES or 3DES is required because of the HT'TPS, Secure
Socket Layer (SSL) connection needed to use the PDM interface. This SSL

connection allows secure traffic to pass between the interface and Web
browsers and typically used port 443.

,om\ The PDM software also supports the Cisco Firewall Service Module (FWSM) ver-
@ sion 1.1 that can be installed in a Catalyst 6500 series switch.
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Clients Using the PDM

The Java-based interface doesn’t require a client installation; only an
HTTPS connection to the firewall, which will download and execute the
Java applets required to run the interface, is needed. Table 13.1 lists the client
platforms that can run the interface.

Table 13.1 Supported Clients

Client Description

Solaris  Version 2.6 or higher with a windows manager
Linux Red Hat 7.0 or higher with KDE or GNOME as an X Window System manager
Windows Windows 98, NT 4.0, 2000, XP, or Me

Development Kit (JDK) version 1.1.4 or higher.

ﬁ ; To execute the PDM Java, the Web browser must support JavaScript and the Java

The PDM is supported on Windows, Linux, and Sun Solaris operating systems.

ALERT

PDM Limitations

The PDM can configure almost all commands necessary to make the PIX
firewall work. However, several commands and features are not supported;
the PDM might, in fact, prevent you from setting up certain configurations
on the firewall with the GUIL. When this happens, the only option you can
use is the Monitoring tab, which we will look at later. Following is a list of
commands not supported on the PDM:

» The alias command

» The aaa command with the match option when other commands use the
include and exclude options

» The same access-lists and outbound command linked to more than one
interface

» The established command
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See Cisco’s Web site for other unsupported commands. Figure 13.1 displays
the error message displayed when an unsupported command, such as the
alias command, is found.

Unsupported Command Found N x|

& PDM has encountered a firewall configuration command statement that PDM daes
not support, Configuration parsing has been stopped. PDM access is now imited to
the Monitaring tab during the current session. Ta regain access lo the rest of POM,
use the command line interface window to fix the unsupported command statement
and then refresh PDM with the modified firewal configuration.

PDM doss not support the “alias'* command in your configuration.

K | Help |

Figure 13.1 The unsupported commands alert box.

Unsupported commands on the PDM disable all configuration functionality on the
interface. If unsupported commands are detected, the PDM locks out access to all
A T tabs except the Monitoring tab.

Installing the PDM

The PDM is actually software stored on the PIX firewall itself and down-
loaded to create the GUI after an HT'TPS connection is made by a client. In
addition, the PDM image can be acquired from Cisco. Before installing the
PDM software, be sure the firewall meets the minimum requirements listed
previously. The following are the basic steps needed to configure a new PIX
firewall that has no current PDM or configuration:

1. Activate DES or 3DES.

2. Configure a basic IP address on the PIX.

3. Place the PDM software (image) on a TFTP server.
4. Upload the PDM image.

Activating DES or 3DES

Encryption licensing can be obtained from Cisco. The DES activation key is
free, whereas the 3DES key comes at a small cost. The show version com-
mand can display your current activation keys.
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Configuring a Basic IP Address

"To upload the PDM image, a basic IP address needs to be set on an interface.
The command shown here demonstrates this:

pixfirewall(config)# ip address inside 192.168.1.1 255.255.255.255

PDM Software on a TFTP Server

After the PDM image/software is obtained from Cisco, save it on a basic
TFTP server. A free TETP server can be obtained from Cisco and be easily
installed. After it’s installed, make sure your TEFTP server and the firewall
can connect to each other.

Uploading the PDM Image

By now, everything should be ready to upload the image. The example
shown here states that the TFTP server address is 192.168.1.2 and the image
name is pdm-211.bin:

pixfirewall(config)# copy tftp flash:pdm

Address or name of remote host [127.0.0.1]? 192.168.1.2
Source file name [cdisk]? pdm-211.bin

copying tftp://192.168.1.2/pdm-211.bin to flash:pdm
[yes nojagain]? yes

Erasing current PDM file

Writing new PDM file

| A A A O A O A |

PDM file installed.

.,M\ The copy tftp flash:zpdm command needs to have the pdm option; otherwise, you
can overwrite the PIX operating system.

Configuring an HTTP Server

Now that the PDM is installed, let’s see it in action. The PIX first must have
the http server enable command set. This command enables the PIX to be a
Web server and host PDM Web pages. The next step is to define which man-
aged clients will be allowed HTTPS access to the PIX. This is very similar
to the command for enabling Telnet users’ access. The following commands

311
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are necessary to enable the Web server function and allow a single host
access:

pixfirewall(config)# http server enable

pixfirewall(config)# http 192.168.1.2 255.255.255.255 inside
pixfirewall(config)# show http

http server enabled

192.168.1.2 255.255.255.255 inside

You can also allow an entire subnet access by using the following commands:

pixfirewall(config)# http 192.168.1.0 255.255.255.0 inside
pixfirewall(config)# show http

http server enabled

192.168.1.0 255.255.255.0 inside

192.168.1.2 255.255.255.255 inside

Connecting to the PDM

After the HT'TP server functionality and managed clients have been config-
ured, HT'TPS clients can connect. To do so, open a Web browser on a sup-
ported operating system and browser, such as Microsoft Internet Explorer,
and enter the PIX IP address on the HT'TP server-enabled interface. Follow
these steps to establish your first connection to the PDM:

1. Enter the PIX IP address in a Web browser.
2. Accept the certificate security alert.

3. Enter the password.

4. Accept the security warning.

5. Enter the PDM interface.

The following is the syntax for your 192.168.1.1 PIX inside interface:

https://192.168.1.1

When the browser connects to the PIX, HI'TPS provides an SSL connec-
tion between the client and the PIX. The certificate dialog box is then dis-
played, warning you that this is an untrusted certificate. Figure 13.2 displays
the first dialog box you will see.

Click Yes to proceed. Next, you are presented with the authentication dialog
box. If you have configured AAA services, a username is required; otherwise,
leave the Username field blank and enter the current enable password.
Figure 13.3 shows the login dialog box.
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Security Alert x|

@ Information you exchange with this site cannot be viewed or

! changed by others. However, there is a problem with the site's

security certificate,

& The security certificate was issued by 8 company you have
not chosen to tust. Yiew the certificate to determine whether
you want to trust the certifying authority.

o The security certificate dale is valid.

& The name on the security certificate is inwalid or does not
malch the name of the site

Do you want to proceed?

s No | !Ew[lelriﬁt:atﬂl

Figure 13.2 The security alert box.

21
it

PLX

User name: I [ <& j

Password: I

I Remember my password

cocs |

Figure 13.3 The Login dialog box.

After the authentication succeeds, a security warning dialog box might be
displayed requesting consent to install a publisher’s certificate. Click Yes.
Figure 13.4 shows this dialog box.

Security Warning I x|

Do you want to install and run "'Cisco PIX Device
Manager*' signed on 8/19/2002 3:16 AM and distributed

by:
Cisco Systems

Publisher authenticity verified by VeriSign Class 3 Code
Signing 20014 CA

Cautior: Cisco Spstems asserts that this content is safe.
“You should only install/view this content if you trust Cisco
Systems to make that asseition.

SIGNED WITH PERMISSIONS
Full Permissions

™ Always trust content from Cisco Systems

veo |[CEE ] Moeldo |

Figure 13.4 The security warning dialog box.

After it’s installed, the PDM interface takes a few seconds to load. Figure
13.5 displays the window that appears during the loading stage.
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; Cisco PIX Device Manager Information Window - 192.168.1.1 - Microsoft In|

i
a
(B3

Cisco PIX°’Device Manager 2.1

v 2.1(1),
Casco Srsrems

Copyright @ 2001, 2002 Cisco Spstems, Inc.

Loading PIX Device Manager. Please wait ... T

Figure 13.5 Loading the PDM.

After the PDM has loaded, you will see one of three possible screens.

The Startup Wizard is displayed if you don’t have a configuration. The
Startup Wizard automatically launches and walks you through several easy
steps to configure the basic PIX system. Figure 13.6 displays this screen.

Cisco PIX Device Manager 2.1 - 192.168.1.1 - Startup Wizard i x|

Startup Wizard Welcome to the Startup Wizard

The Cisco PIX Device Manager PDM) Startup Wizard assists you in getting your Cisco PIX
Firewall up and running. After you complete this wizard, you will have a basic configuration that
enforces your security policies in your netwark.

*You can run this wizard at any time. It wil contain the values from your current configuration.

< Back [[Nest> ]| Finish | Cancel|| Help

Figure 13.6 The Startup Wizard.
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The Access Rules tab is displayed if you already have a configuration and all
the commands in the configuration are supported. Figure 13.7 displays this
screen.

& Cisco PIX Device Man...

Figure 13.7 The Access Rules tab.

The Unsupported Commands dialog box is displayed if any unsupported
commands are configured on the firewall. Figure 13.1, shown earlier in this
chapter, displays this warning. After you click Yes, you are only able to mon-
itor items on the firewall in the Monitoring tab. Figure 13.8 displays the only
tab you will be able to access.

When your PIX has not been configured, the PDM Startup Wizard automatically is
displayed.
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Il Cisco PIX Device Manager 2.1 - 192.168.1.1 i BEIES|
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Figure 13.8 The Monitoring tab.

Using the PDM to Configure the PIX
Firewall

The PDM can be used to edit almost all the commands supported on the
PIX firewall. Most of the PDM functionality is broken up into six main tabs
and wizards. This section provides an overview of the following wizards and
main tabs:

» Access Rules

» Transition Rules
> VPN

» Host/Networks
> System Properties

» Monitoring

Make sure you know that the five main configuration areas are Access Rules,
ALERT Translation Rules, VPN, Host/Networks, and System Properties.
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The Access Rules Tah

The Access Rules tab enables configuration of which traffic is permitted or
denied access through the firewall. Access lists, AAA rules, and URL filter
rules can be configured on this tab (refer to Figure 13.7).

The Translation Rules Tab

The Translation Rules tab enables you to configure NAT pools and PAT
configuration. On this screen you can manage pools of addresses by clicking
the Manage Pools button. Figure 13.9 displays this screen.

Il Cisco PIX Device Manager 2.1 - 192.168.1.1 B M|
Fle Rules Search Options Took Wizards Help Close
Cisco Srsreus
B = | mo| [
HEEEXNEEES OF B L |
Access Rules 1~ Translation Rules | VPN 1 Hosts/Metworks | System Properties | Manitoring

Use the Rules menu, the toolbar, or the right mouse button to add, edit or delete rules

(% Translation Aules € Translation Exemption Aules Manage Padks...
Rule Diiginal Translated
Type Interface Address Interface Address DNS Rewite ‘ E
1y nside inside:any /0.0.0.0 outside Interface PAT No
i

| s

3|+ Static NAT rule 311 Dynamic NAT rule
Apply | Reset |
User: <admin> Privilege Levet NA [15) PIX Time; 18:04:03 UTC Tus Aug 05 2003
i#start| | &} cisco PIx Device Manage... | €] Cisco PIX Device Manage... | [ @) tisco P1X Device Man... 2:36 PM

Figure 13.9 The Translation Rules tab.

The VPN Tab

The VPN tab is a very powerful screen that enables you to create VPN con-
nections. This screen enables you to set the transform sets, IKE parameters,
site-to-site settings, and even remote-access VPN settings, to name a few.
Figure 13.10 displays this screen.
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ul;start| J & Cisco PIX Device Manage... | 4§ Cisco PIX Device Manage. .. | & Cisco PIX Device Man... 2:37 PM
Figure 13.10 The VPN tab.

The Host/Network Tab

The Host/Network tab enables you to configure access list object groups for
networks and hosts. The Host/Network section of the screen creates hosts
and networks that can be used on the groups’ commands on the right side of
the screen. For example, you can create WWW, mail, and FTP server entries
and then group them together in an object group using the Host and
Network group section of the screen. Figure 13.11 displays this screen.

The System Properties Tab

The System Properties tab enables you to configure just about everything
else, including interfaces, failover, routing, DHCP servers, logging, AAA
services, intrusion detection, and multicast (see Figure 13.12).
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@ Cisco PIX Device Man... -
Figure 13.11 The Host/Network tab.

& Cisco PIX Device Man...

Figure 13.12 The System Properties tab.
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The Monitoring Tab

The Monitoring tab, as its name suggests, is used to provide several moni-
toring features of the PIX firewall. The PIX provides a wealth of informa-
tion that can be monitored via this screen, shown in Figure 13.13.

Ml Cisco PIX Device Manager 2.1 - 192.168.1.1 Il HEIES
File Rules Options Tools Wizards Help
e == — [ Cisco Systius
ol B X R RS @E L
Access Aules 7 Translation Rules | VPN 1 Hosts/Networks | System Properties | Monitoring

Categories —PDM Log

7—: PO U ‘You can view specific syslog message types by selecting the desired
_!A,Ea'gpuéf“ t loaging level.
ot ient

— 8/ PPPGE Client
B VPN Statistics

i :EE SA:PN Loaaing Level Informational -
c VPN
= | o7p
=) ppTP

E+EJVPN Connection Graphs
tg IPSec Tunnels
L2TP/PPTP
EHE)System Graphs
s Blocks
% CPU
Failaver
EY Memory
B Connection Graphs
= Xiates

4 Perfmon View
92 Miscellaneous Graphs

£-22}Interace Graphs
T e 6

User: <adminy Privilege Level: NA (15] PIX Time; 18:03:13 UTC Tue Aug 05 2003
start| | &} cisco Px Device Manage... | €] Cisco PIx Device Manage... [ @ Cisca PIX Device Man... 2:35 PM

Figure 13.13 The Monitoring tab.

PDM Pull-down Menus

The pull-down menus also provide several configuration features and
options. Figure 13.14 displays a snapshot of the PDM pull-down menu
options.

The File Pull-down Menu

The File pull-down menu enables you to reset the firewall to the factory
defaults, save the running configuration to flash or a TETP server, or simply
refresh the PDM interface. Figure 13.15 displays the options in the File
menu.
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& Cisco PIX Device Man...

Figure 13.14 Pull-down menus.

! Cisco PIX Device Man...

Figure 13.15 File pull-down options.
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The Options Pull-down Menu

The Options pull-down menu enables you to select preferences and define
three main settings: namely, preview commands, confirm before exiting, and
display dialog about VPN wizards. The preview command preference is
handy when you want to learn which commands the PDM is actually send-
ing down to the firewall via the CLI. Figure 13.16 displays the preferences
dialog box.

rrefrences X

Select your preferences and click the OK button to activate them. Thess preferences are saved as & cookie in your
browser. |f cookies are disabled in your browser, it anly applies ta the cuent session. Ta restore the default setiings,
click the Default button and then ciick OK.

I~ Preview befors sending to the firswall;

[V Conlfirm before exiting from POM.

¥ Display dilog about the VPN Wizard when the VPN tab is selected

OK | Cancel | Default Help

Figure 13.16 Preference options.

The Wizards Pull-down Menu

The Wizards pull-down menu contains two wizards that help you configure
the PIX firewall (see Figure 13.17). The Setup Wizard enables you to con-
figure a basic firewall by answering simple questions, whereas the VPN
Wizard enables you to configure a VPN configuration for either site-to-site
or remote access. Figure 13.18 displays the first screen of the VPN Wizard.

The PDM interface enables you to configure the PIX firewall using a Web-
based interface. The PDM can be installed on almost all the PIX firewall
products, and it provides several interface screens for PIX configuration. If
commands are found that are not supported by the PDM, the interface warns
you about them and sometimes even locks you out of all the configuration
screens, thus limiting your monitoring ability. Lastly, the PDM contains two
wizards that assist in the initial setup of the firewall’s standard and VPN con-
figurations.
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.|| @ Cisco PIX Device Man...

Figure 13.17 The available wizards.

Figure 13.18 The VPN Wizard’s first screen.
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