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Module 5

Deployment of Advanced
Cisco ASA Adaptive Security
Appliance VPN Solutions

Overview

This module lirst deseribes how to deploy authorization, access control, and acecunting for all
types of remote access virtual private networks (VPNs). The module also deseribes how to use
Cisco Secure Deskiop to additionally protect Secure Sockets Layer (SSL) VPN deployments.
The module alse deseribes dynamic access policies ( DAP), which can be used to assign
additional session attributes based on client authentication, authorization, and accounting
[AAA) auributes and client posture assessment. The module concludes with a deseription of
high-availability and high-performance {eatures in SSL and 1P Security ([Psec) VPNs, which
are essential for scalable and reliable VPN deployments.

Module Objectives

Upon completing this module, you will be able to implement and maintain advanced VPN
solutions on the Cisco ASA adaptive security appliance VPN gateway according to policies and
environmental requirements. This ability ineludes being able to meet these objectives:

m  Deploy and manage advanced authorization, access control, and accounting features ol a
Cisco AnyConneet Tull tunnel S8L VPN

m  Deploy and manage Cisco Secure Desktop leatures and manage related faults in a Cisco
SSL VPN

m  Deploy and manage DAP on the Cisco ASA adaptive security appliance

s Deploy and manage high-availability and high-pedformance leatures
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Lesson 1 |

Deploying VPN Authorization,
Access Control, and
Accounting

Overview

An important security aspect of virtual private networks (VPN &) that is described in this course
15 the ability to selectively control aceess to interiial enterprise resources. Scalable deployments
implement a centralized approach, where the access control policy is stored on an external
database. From the database, it is downloaded o VPN servers on demand. Accounting is
needed to collect VPN connection records that are used to analyze potential security breaches
and create VPN access pallerns,

This lesson discusses the supported access control methods of Secure Sockets Layer (351 and
Cisco Easy VPN solunions, It deseribes authorization and accounting that complement the
guthentication function.

Objectives

Upon completing this lesson, you will be able to deploy and manage advanced authorization,
aceess control, and accounting features of a Cisco AnyConnect full tunnel S8L VPN, This
ability includes being able to meet these objectives:

m  Choose authorization, aceess control, and accounting methods in 851 and Cisco Easy VPN
solutions

m  Configure and verify local authorization
m  Configure and verify remote authorization
m  Configure and verify remote accounting

®  Troubleshoot authorization, aceess control, and accounting features



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic introduces the access control features, authorization, and accounting in a YPN
environment on the Cisco ASA adaptive security appliance,

VPN Authorization, Access Control, and
Accounting

Solution Components

Autmonzston Dofons:
Local, RADIUS, LDAP

: TACACSS RADLE %
S TACACS+, RADILS
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Aceess control is tightly related w authorization, and in fact, bath terms are often used
interchangeably. Authorization specifies the actions that a user is permitted to perform. It
depends on access control mechanisms, such as access control lists (ACLs) or webtype ACLs,
to enforce the access policy.

The VPN implementation on the Cisco ASA adaptive security appliance supports these
authorization methods:

m  Local authorization uses ACLs or webtype ACLs to control aceess to internal resources.
The policy can be applied to VPN connections for individual users or user groups.
m RADIUS or Lightweight Directory Access Protocol ( LDAP) authorization can upload

authorization attributes to the VPN server, which are then applied to individual user
SESS1015,

VPN accounting 1§ only supported with external authentication, authorization, and sccounting

(AAA)Y servers. Lt keeps track of VPN connections and stores the records on the external AAA
database, These two AAA types are supported:

m TACACS-
m RADILS

The most common AAA solution is RADIUS, because it supports all AAA components:
authentication, authorization, and secounting.
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T
VPN Authorization, Access Control, and
Accounting

Access Control Methods
Generic VPNs
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The security appliance offers various aceess contral mechanisms for the supported VPN
technologies:

®  Generie VPNs: This feature suite 1s available for all types of SSL VPN types and remote
access [P Security ( 1Psec) WPNs. [tincludes aecess restrictions such as the maximum
number of simultaneous connections, sccess hours, maximum connect time, and so on.

®  Tunnoel YPNs: This family ineludes the Cisco AnyConnect S5L and remote access [Psec
WPENs. Aceess control 1s enforeed using ACLs that are delined using the classic approach
that 1s based on addresses and services.

m  Clientless SSL VPNs: Access control in Cisco SSL VPN solutions is enforeed using
selective portal features and webtype ACLs.

—  Selecuive portal features can control access to the following:
m  Files: Browsing, server entries, hidden share access
B Resources other than files: Browsimg, server entnes
m  Applieations: Port forwardmg lists, smart tunnel lists
—  Webtype ACLs, also called webtypes, offer two types of alTic definitions:

m  URL-based: This ACL type consists of a number of permit or deny access
control entries (ACEs) that control trafTic based on the destination URL and port
numbers. The syntax follows the widespread URL usage on the World Wide
Web.

m  Service-based: This type is identical to the ACLs that are configured on Cisco
108 routers and most ather Cisco deviees. A service-based webtype ACL
consists of 8 number of permit or deny ACEs that specify 1P addresses,
protocols, and port numbers of network services.

Note URL- and service-based ACEs can be mixed in the same webtvpe ACL. A webtype ACL has
an implicit deny statement at the end, just like a normal ACL on most Cisco platforms.

©2010 Cigca Systems, Ins, Daployment of Advancad Cisco ASA Adaplive Secunty Appliancs VPN Salutions 5-5



VPN Authorization, Access Control, and
Accounting
Policy Hierarchy

The security appliance applies user policies
according to the following hierarchy:

1. Dynamic access policies (DAP) rules

2. User profile

3. Group pelicy attached to the user profile

4. Group policy attached to the connection profile
5. DiltGrpPaolicy settings

All settings not specified in each level are
automatically inherited from the lower-priority level.

Aceess control mechanisms can be applied at different levels in the VPN system. This
precedence model determines efTective access permissions (from highest to lowest precedence):

L.

vnamie access policy (DAP): DAP rules are built at the session connection time and can
take into account temporary parameters, such as the endpoint secure posture. The
precedence among multiple DAP policies is configured using a precedence value.

User profile: Parameters configured at the user level are the most granular settings that are
configured statically (without considering security posture).

Group policy attached to the user profile: Parameters are defined in a group policy that
1s attached to the individoal user.

Group poliey attached to the eonnection profile: Parameters are defined in a group
policy that is attached to the connection profile that the user connects to.

DMtGrpPolicy settings: This detault group policy 1s preconligured on the seeurity
appliance with default parameters. 1t can be modified but cannot be removed. By default,
all other policy groups and wsers inherit the settings from the DtGrpPoliey.

58
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VPN Authorization, Access Control and
Accounting

Authorization Options

Authorization Benafits Limitations
Options
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VPN authonzation defines what actions a user 15 allowed to perform within the VPN connection.
The authenteation phase must be completed before authorization can be completed.

Authonzation of VPN users can be configured locally on the security appliance, or using an
external AAA database. RADIUS and LDAP are the only two supported remote authorization
protocols.

You ean take one of three general approaches when deploying VPN authorization:

®  Lacal: With this approach, the entire ruleset, consisting of VPN aceess restrictions, ACLs,
selective portal features, and webtype ACLs, must be configured locally on the VPN
server. This approach is quick to deploy and often used in small networks. However, it does
not scalé to larger environments with multiple VPN servers providing high availability and
load balancing.

8 External AAA server selects loeal group poliey: This method offers a semicentralized
policy configuration, in which the external AAA server authenticates users and authorizes
them by applying a locally configured group policy to the user session. The group policies
still need to be confizured locally on each security appliance in the network.

®  External AAA server applies suthorization parameters: This technique provides the most
centralized poliey configuration. The AAA server applies authorization settings to the user
sessions by applymng parameters that are stoced in the AAA database. Not all settings are
configurable on the AAA server. Some parameters, such as port forwarding or smart tunnel
lists must be configured locally on the appliance and are then referenced by the AAA server.
Optionally, the AAA server can reference & local policy group (defined on Cisco ASA
adaptive security appliance), to provision.a baseline for unspecilied parameters. This method
isused by the second approach (external AAA server selects local group policy),

©2010 Cigca Systems, Ins, Daployment of Advancad Cisco ASA Adaplive Secunty Applianca VPN Salutions 57



TACACS=
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VPN Authorization, Access Control, and
Accounting
Accounting

* Accounting generates records about client activity.
— Including start and stop of VPN sessiens
» Cisco ASA does not suppert lecal accounting.

= Acecounting does net require authentication to be performed
against the same database.

e
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Accounting of VPN sessions generates records about per-user session activity. It includes the
start and stop tme of each session.

The security appliance supports accounting using these AAA protocols.

m RADIUS: This option provides For simplified deployment by allowing the same AAA
server to be used for authentication, anthorization, and accounting. The protocol is widely
used due to 18 extensible, standards-based blueprint,

m  TACACS+: Thismethod is less common, because authorization eannot be performed
using the same TACACS— server. In comparison to RADIUS, TACACS~ is more secure
because it encrypls entire packet pavioads instead of encrypting only passwords. This
option 18 mostly used in environments consisting of only Cisco equipment with an existing
TACACS- infrastructure.

Loeal accounting on the security appliance 18 not supported.

Accounting does not require that authentication or authorization be performed against the same
database. For example, a user can be authenticated usig an LDAP server and accounting
information can be sent 10 a TACACS— server.
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T
VPN Authorization, Access Control, and
Accounting

AAA Server Chaining

« Some supported authentication servers do not pravide
authorization and accounting.

* AAA sarvers can be daisy-chained to offer all three features.
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For the most lexibility, you can design the AAA system as a chain of two servers: the AAA
front-end, and AAA back-end servers. The AAA servers play different roles in the AAA
Operations:

® AAA front end acts as the authenoeation proxy between the SSL WPN server and the back
end. The front end typically does not contain user records and is therefore not used for
authentication. Instead, it supports a wide setof authonzaton options and accounting.
Because the users do not exist in the database of the front end, the authonzation settings are
conligured on a group basis. This approach ensures scalable policy enforcement. In this
fgure, the front end uses RADIUS, 1t supports authentication, authonzation, and accounting.

u  AAA back end stores the user database but is typically not capable of providing
authorization and aceounting features, It can employ sophisticated one-time password
(OTP) algorithms. An example of such a back-end approach 15 the RS A SD server that is
shown in the figure.
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Deploying Local Authorization

This topic deseribes how to configure local group policy authorization on the Ciseco ASA
adaptive security appliance.

Deploying Local Authorization
Group Folicies

Sales
Group Poiicy

Fueh
o Remote Usar

Training

Within & corporation, not everyone has the same access requirements. Customer service
engineers may require T-day, 24-hour aceess; sales entey personnel need S-day, 8-hour access;
and contractors might need access from Y am. to 3 pomn. (0900 1o 17004, with restricted server
access. The security appliance can accommodate different access and usage requirements. By
using group policies, you can define different rights and privileges on a group basis. A
customer service engineer, sales entry person, and contractor can be assigned to different
groups. Within each group, you can configure different access hours, aceess protocols, idle
timecuts, and server restrictions,

A group policy is a set of user-oriented attribute-and value patrs that are stored erther internally
on the security appliance or externally ona RADIUS server. The connection prolile refers to a
eroup policy that sets terms for user eonnections after the connection 18 established. Group
policies enable you to apply whole sets of atributes o a user or a group of users, rather than
having to specify each attribute individually for each user. Each remote VPN user belongs to a
specilic VPN group. As users connect to the VPN Server, the server identifies the group 1o
which they belong. It then pushes the appropriate VPN group policy to the remote user.

If you deeide to grant idenucal rights to all VPN users, you do not need to configure specilic
group policies; however, VPNs seldom work that way. For example, you might allow a finance
aroup to access one part of a private network, 8 customer support group to access another part,
and a sales group to access other parts. In addition, you might allow speeific users within sales
group to access systems that other sales users cannot access, Group policies provide the
flexibility to do so securely.

513 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



The security appliance includes a default group policy named DIMGrpPolicy. This group policy
always exists on the security appliance, but it does not take effeet unless you configure the
security appliance to use it. When you configure other group policies, any attribute that you do
not explicitly specify takes its value from the default group policy. You cannot delete the
default group poliey. but you ean modify it You can also create one or more group policies
specific to your environment. Y ou can configure internal and external group policies. [nternal
groups are configured on the internal database of the security appliance. External groups are
configured on an external authentication server, such as RADIUS,

Group policies inelude the following attributes:

m  [dentity

® Server definitions

s Tunneling protocols

m  Fillers

m  Client configuration settings

Connection settings

®  Cisco AnyConnect-, chientless SSL VPN-, and [Psec-specific parameters

In the figure, there are three VPN group policies configured: Sales, Support, and Training. Each
user belongs to one group. As the users estabhish VPN connections, the central site security
appliance pushes a specific policy to each remaote user.

To view the default group policy, enter the show running-config all group-policy
DiltGrpPoliey command at the security apphiance CLL

By default, users inherit all user attributes from the assigned group policy. The security
appliance also lets you assign individual auributes at the user level, overriding values in the
group policy that apply to that user. For example, yvou can specily a group policy giving all
users aceess during business hours, but give a specilic user 24-hour aceess.

To assign atiributes to an individual user, the user account must exist on the seeurity appliance.
For an existing user account, you can use the username attributes command to enter the
conliguration mode for username attributes and configure the attributes. Any attributes that you
do not specify are inherited from the group policy. User-specific attributes always take
precedence over group-specific attributes. By default, VPN users that you add with the
username command Have no attributes or group policy association. Y ou must explicitly
configure all values.

©2010 Cigca Systems, Ins, Daployment of Advancad Cisco ASA Adaplive Secunty Applianca VPN Salutions 5-11



Deploying Local Authorization

Configuration Tasks
1. Cenfigure ACL (full tunnel VPMN).
2. Configure webtype ACL (clientless SSL VPN).
3. Configure group pelicy with required restrictions.

- Single group policy can accemmedate beth full tunnel
and clientless parameters.

— Edit policy in appropriate menu to configure the
relevant settings.

4. Apply group policy to connection profiles, users, ar both.
- Usersetting has precedence over connection profile.

To confligure local VPN authorization, you will perform these configuration tasks:

L.

b

lak

Configure an ACL (full tunnel YPN).

Confligure a webtype ACL (clientless SSL VPN,

Configure a group policy with required restrictions using one of two possible approaches:

Drefine separate group policies for clientless and full tunnel users. This approach 15
more difficult to manage if’ the users are allowed multiple access types.

Define one group policy for a set of users with similar privileges. Enable multiple
access types and conligure the appropriate parameters through the respective

configuration menu.

Apply the group policy to the connection profile, users, or both. The user setting has
precedence over the connection profile.
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Deploying Local Authorization
Configuration Scenario
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In this scenario, you will authorize Sales users to access only common World Wide Web ports
on the web server (10.0.0.11). This authorization will be achieved by applying appropriate
ACLs to the Sales users who are connecting either via full tunne! VPNs (Cisco AnyConnect or
IPgec), or clientless SSL VPNs. In addition, you will configure two generic parameters: a
banner warning and idle imeout. These settings will be applied 1o all VPN types.

This example uses an already configured connection profile. Conliguration of a connection
profile 18 not discussed in this topic. The users are allowed to select a connection profile when
they establish a connection. In this scenano, they will select the SalesProfile connection profile
that will start local user authentication. The authorization parameters will be configured in local
group policy SalesGroupPolicy, which will be assigned to local users on the ASAL
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Deploying Local Authorization
Task 1: Configure ACL
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To lecally authorize access through full tunnel VPNs (Cisco AnyConnect or 1Psee), you need to
define ACLs by completing the following steps:

Stap 1 Choose Configuration > Remate Aecess VPN = Network (Client) Aceess >
Advanced > ACL Manager.

Step 2 Click Add = ACL 1o create an ACL and enter 1ts name. Click OK. In the example,
COMMON_WEB_PORTS ACL is created.

Step 3 Select the previously ereated ACL and click Add > ACEto create the required ACEs
that define the rraffie filter. Click OK. Repeat this step to-add all required ACEs.

Step 4 Click Apply wapply the configuration.

MNote AnACL has an implicit deny any statement at the end. This deny statement is not applied

when the ACL is selected by & DAP record. DAP records support concatenated ACLs. and
the impiicit deny is applied at the end of the ACL chain. An ACL must consist of only pemit
or only deny statements to be applied to 8 DAP record. DAP is covered in a |ater lesson,
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Deploying Local Authorization
Task 2: Configure Webtype ACL
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Toauthorize aceess through clientless SSL YPNs, you need to define webtype ACLs by
completng the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Step 7

Step 8

Step 9

Choose Configuration > Remote Access VPN = Clientless SSL VPN Access >
Advanced > Webh ACLs.

Click Add 1o create a new ACL.

Enter a name {or the webtype ACL_ In this example, the name is WEBACL. Click
OK (not shown in the example).

Select the created ACL and elick Add to create an ACE that 1s a member of the ACL,
Choose the desired ACE action: permit or deny.

I you want to conligure a URL-based ACE, elick the Filter on URL radio button
and choose the required protocol from the drop-down list. Enter the URI in the
adjacent lleld. The URL may contain a port number and must end with a slash (/).

If you want to configure a service-based ACE, make the appropriate selection, and
enter the destination [P address and port number or serviee name.

Click OK and repeat the deseribed procedure 1o add the required number of ACEs 1o
the webtype ACL.

Click Apply to apply the configuration.

MNote

A webtype ACL can contain a mix of URL- and service-based ACEs. Every webtype ACL
has an implicit deny any statement at the end that prevents all other unspecified access
methods:

As with an ACL, the implicit dany at the end of the webtype ACL is not applied whenthe
webtype ACL is selected by a DAP record.

©2010 Cigca Systems, Ins,

Daployment of Advancad Cisco ASA Adaplive Secunty Applianca VPN Salutions 5-15



Deploying Local Authorization
Task 2: Configure Webtype ACL (Cont.)
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You can use regular expressions o match multple URIs with a single ACE: These are the most
common supported regular expressions:

m Asterisk (*) 1s used as a wildeard to mateh none or any number of characters. An example
15 hetp: /™ cisco.com/. This expression matehes any servers in domain cisco.com,

= (uestion mark () matches any single character. An example is hip:/ww? cisoo.com/. This
expression matches multiple servers, such as www.eiscocom and ww . eisco.com.

m  Range [| matches any charaeter in the range. An example is htp:/www.cisco.com:8[ 01 ]/
This expression matches www.clseo.com:80 and www.eisco.com:81.

The pane mat the top portion of the figure illustrates the webtype ACL that will be applied 1o
the group peliey in the current seenario. It allows access to the common ports (80, 81, and
BOR0Y of the web service that 18 running on the host Insrv].
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Deploying Local Authorization
Task 3: Configure Group Policy (Client Access)
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Next, you create a local group policy. The group policy can be created and modified using two
Cisco Adaptive Security Device Manager (Cisco ASDM) menus:

®  Configuration = Remote Aceess VPN > Network (Client) Aecess = Group Policies

®  Configuration > Remote Access VPN > Clientless S5L VPN Access > Group Policies

You may define a group policy in one menu and then edit it through the other menu, the
difference being in the list of displayed parameters. This lgure displays the full tunnel settings
of the SalesGroupPolicy.

To configure a group policy using Ciseo ASDM, complete the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Choose Configuration > Remote Aceess VPN = Network (Client) Access >
Group Policies.

Select & group poliey that you want to configure from the table and elick Edit. Te
add the new group policy, click the Add button.

Uncheck the Inherit cheek box near the Banner keyword and speeily banner in the
field next o the check box.

Uncheck the Inherit check box near the Tunneling Protocols keyword and specify
which VPN protocols can be used by clicking the proper check boxes. In the
example, Clientless S85L VPN, 881 VPN Client, and IPsec are allowed inside the
policy group.

Uncheck the Inherit check box near the 1Pv4 Filier keyword and select the
previously configured ACL from the drop-down menu. In the example, the
COMMON_WEB PORTS ACL is selected.

Uncheck the Inherit check box near the Idle Timeout keyword and specify idle
timeoul by entering a number inte the Minutes field. ln the example, idle timeout is
set to 20 minutes,
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Step 7 Chick OK.
Step B Click Apply 1o apply the configuration.

Note In addition to internal group policies, you can also configure external group policies. External
group policies are used in'IPsec remote access VPNs, where they correspond to user
groups, which are actually Internet Key Exchange (IKE) identity names. An external group
policy requires the configuration of & pre-shared key (PSK) that is needed for IKE Phase 1
authentication. External group policies are not applicable to SSL VPNs.

Deploying Local Authorization

Task 3: Configure Group Policy (Clientless Access)

= Commen options configured in Metwerk (Client) Access
menu are:

bt s i LA

T e T s ] | P emibagies, Wit
SvEiabis frough fie
clentess menlate
IPwdiE fiters, NAT,
S0 clant s2Mnga

e [ v T ¥ e

e T e

Confguraton = Remots Acceas VPN = Cisnteas 88 VPN Access = Broun Poloies

Next, you configure authorization settings for the clientless S8L VPN users. To configure a
group policy for elientless access using Cisco ASDM, complete the following steps:

Step 1 Choose Configuration > Remote Ac¢cess VPN = Clientless SSL VPN Access >
Group Policies.

Step 2 Unecheck the Inherit cheek box near the Web ACL keyword and select the
previeusly confligured webtype ACL from the drop-down menu. In the example, the
webtype ACL named WEBACL is selected.

Step 3 Click OK.
Step 4 Click Apply to apply the configuration.

This figure displays the clientless SSL VPN settings of the SalesGroupPolicy. The generic
settings, such as banner, and idle imeout have alréady been set and can be verified here. The
sertings that apply to the full tinnel, such as 1P version 4 (1Pv4) and 1P version (1Pv6) lilters,
and Network Admission Control (NAC) policy are omitted.
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Deploying Local Authorization
Task 4: Apply Group Policy

* Group policy can be applied to connection prefiles or local users

EE T e b st 1w e b SO0 8 GO0 DOACY

iy Rl e

Sonfgursion = Remats Access VEN » AfAloes Laers

Sonfgurston = Devies Menagement = Ussral A44

The group policy needs to be applied either to the connection profile or to individual user. The
user setting takes precedence over the connection profile setting. In this example, the group
policy SalesGroupPolicy is applied at the user level.

Toapply a group policy toa user profile on the Cisco ASA adapuive security appliance,
complete the following steps:

Step 1 Choeose Configuration > Remote Aceess VPN > AAA/Loeal Users.
Step 2 Choose the VPN Poliey option from the menu on the left.

Step 3 Uncheck the Inherit check box near the Group Policy keyword and select the

previously conligured group policy from the drop-down menu. In the example, the
SalesGroupPolicy s selected.

Step 4 Click OK.

Step 5 Click Apply to apply the conliguration.
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Configuring Local VPN Authorization
CLI Configuration

accapp=lis: COMMDN WES_ PORTE sxtended permic top any host 18.8.0.21
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BT wWWW

i
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moccaBs-liss WEBACL webtype par=it url heop://f10.0

.E.;lEI:"_EN Configurs

a

To conligure the aceess list and web access list using the command line intertace (CLIL, use the
access list extended and access-list webtype commands respectively.

access-list extended

Toadd an ACE, use the aecess-list extended command in global configuration mode. An ACL
is made up of one or more ACEs with the same access list 1D ACLs are used to control
network access or Lo specify trafTic for many features to act upon. To remove an ACE, use

the no form of this command. To remove the entire ACL, use the elear configure access-

list command.

access-list id [line fne-number| [extended | {deny | permit] {proocel | object-

group protocel_obi_grp_id} {sre_ip mask | interface ifc_name | object-

group network_ohj_grp_id} [operator port | objeet-group service_obj_grp_id] {dest_ip
mask | interface {c_name | object-group network_elf_grp_id| [operator port | abject-
group service._ obj_grp id | abject-group icmp_type obj_grp_id] (log |[level] [interval secs)
| disable | default]] [inactive | time-range time_range_name]

access-ist extended Parameters

Parameter Description

dafault [Optional) Sets logging to the defsult method, which is to generate
system log message 106023 for each denied packet.

dany Denies a packet if the conditions are matched. Inthe case of network
access (the access-group command), this keyword prevents the
packet from passing through the adaptive security appliance. In the
case of applying application inspection to & class map (the class-
map and inspect commands), this keyword exempts the traffic from
inspection. Some features do not allow ACEs to be used, such as
MNAT. See the command documentation for each feature that uses an
access list for more information.

523

Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Parametar

Description

dest ip Specifies the [P adoress of the network or host to which the packet is
being sent. Enter the host keyword before the |P address to specify a
simgle address. Inthis case, do not enter @ mask. Enter the any
keyword instead of the sddress and mask to specify any address.

disable [Optional} Disables logging for this ACE.

extandad (Optional} Adds an ACE

ilemp type {Optional) If the protocol is Internet Control Message Frotocol (ICMP],
specifies the ICMP type.

id Specifies the access list |D, as a string or integer up to 241 characters
i length. The ID is case-sensitive.
Tip Use all capital letters to see the access list D better in

your configuration.
inactive {Optional} Disables an ACE. To re-enable it, enter the entire ACE

without the inactive keyword. This feature lets you keep a record of
an inactive ACE in your configuration to make re-enabling easier.

intaerface ifc nams

Specifies the interface adoress as the source or destination address.

Note You must specify the interface keyword instead of
specifying the actual IP address in the access list when
the traffic destinationis a device interface.

interval s=cs

(Optional} Specifies the |og interval at which to generate system log
message 106100, Valid values are from 1 to B00 sec. The default is
200

[Optional} Sets the system log message 106100 severity level from 0
to 7. The default level is B {informational).

line Iine-num

{Optionaly Specifies the line number at which to insert the ACE. If you
do not specify & line number, the ACE is sdded to the end of the
access list. The line number is not saved in the configuration; it only
specifies where to insert the ACE.

lag

(Optionai) Sets logging options when an ACE matches a packet for
network sccess (an scoess list that is applied with the access-group
command). If you enter the log keyword without sny arguments, you
enable system log message 106100 at the default level (6) and for the
default interval (300 sec}. If you do not enter the log keyword, then
the default system log message 106023 is generated.

mask

The subnet mask for the IP address. When you specify & network
mask, the method is different from the Cisco I0S Software access-
list command. The adaptive security appliance uses a network mask
(for example, 255.255.255.0 for a Class © mask}. The Cisco IOS
mask uses wildcard bits (for example, 0,0.0.255),

cbiect-group
iemp type obj grp id

{Optional} If the protocolis ICMP, specifies the identifier of an ICMP-
type object group.

cbiject-group
network cobj grp id

Specifies the identifier of 3 network object group.

cbiect-group
proteocol obj grp id

Specifies the identifier of 8 protocol object group.
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Parameter

Description

cbisct-group
sarvice ocbj grp 1id

(Crptional ) If you set the protocol to TCP or User Datagram Protocol
[UDP), specifies the identifier of a2 service object group.

cperatoyr

[Optional } Matches the port numbers that are used by the source or
destination. The permitted operators are as follows:

m  [It: less than

gt: greater than
= eq:eguslto
= neq: not equal to

= range: an inclusive range of values. When you use this operator,
specify 2 port numbers, for example:

range 100 24040

permit

Pemits. 2 packet if the conditions are matched. In the case of network
sccess (the access-group command), this keyword lets the packet
pass through the sdaptive security appliance. In the case of applying
application inspection to & class map (the class-map and ins pect
commands ), this keyword applies ingpection to the packet

port

(Optional) If yoo set the protocol to TCP or UDP, specifies the integer
or rame of 2 TCP or UDP port. Domain Name System (ONS),
Discard, Echo, Ident, Network Time Protocol (NTF ), remote procedure
call (RPC), Sun Remote Procedure Call (SunRPC), and Talk each
require ore definition for TCP and one for UDP. TACACS+ requires
ome definition for port 48 on TCP,

Specifies the IP protocol name or number. For example, UDPis 17,
TCP is B, and exterior gateway protocol (EGFP| is 47,

Specifies the IP address of the network or host from which the packet
is being sent. Enter the host keyword before the IP address to specify
a single address. n this case, do not enter a mask. Enter the any
keyword instead of the address and mask to specify any address.

time-range
time range name

{Cptional) Schedules each ACE to be activated at specific imes of the
day and week by applying a time range to the ACE.

access-list webtype

Toadd an ACL to the configuration that supports [iltering for clientless SSL VPN, use
the aecess-list webtype command in global configuration mode. To remove the access list, use

the no form ol this command.

access-list id webtype {deny | permit] url [wr!_string | anyU] [log [[disable | default] | level]
[interval secs] [lime_range name])

access-list id webtype {deny | permit) tep [host ip_address | ip_address subnet_mask
anyA] [aper port [port]] [log [[disable | default] | level] [interval secs | [time_range name]|)

access-list webtype Parameters

Paramaeter Description

anya Specifies all IP addresses

anyyu (Optional) Specifies all URLs

dany Denies sccess If the conditions are matched

host 1ip address

Specifies a host I[P address

14

Mame or number of an access list
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Parametar

Description

interval s=cs3

[Optioral} Specifies the time interval at which to generate system log
message 106100, valid values are from 1 to 600 sec

ip address ip mask

Specifies a specific |P address and subnet mask

log [[{disable

[Optional ) Specifies that system log message 10810018 generated for

dafault] lavel] the ACE

cper Compares ip_sddress ports. Possible operands include It (less than}, gt
(greater than), eq (egual}, neg (not egusl), and range (inclusive range)

parmit Permits access if the conditions are matched

ort Specifies the decimal number or name of a TCP or UDP port

time range nams

[Optional} Specifies a keyword for sttaching the time-range option to
this access list element

url

Specifies that 8 URL should be used for filtering

uri string

(Optional } Specifies the URL that is to be filtered

Configuring Local VPN Authorization
CLI Configuration (Cont.}

weabvpn
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To configure local VPN authorization using the CLI, use the following commands. Use the
group-poliey internal command to create a group policy. Use the group-poliey aitributes
command to enter group-policy configuration mode. Use the banner command Lo configure a
banner. Use the vpo-idle-timeout command to specify the VPN idle timeout. Use the vpn-
filter command to specily the ACL to use for VPN connections. Use the vpn-tunnel-protocol
command to select allowed VPN protocols inside the group policy. Finally, enter clientless
VPN attributes configuration mode using the webvpn command and use the filter command to
specify webtype ACL to use for clientless VPN connections.

To assign group policy to a user, enter user configuration mede using the username atiributes
command and use the vpo-group-poliey command.
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group-policy

To ereate or edit a group policy, use the group-poliey command in global configuration mode.
To remove a group policy from the configuration, use the no form of this command.

group-policy name {internal [from group-policy_name] | external server-
group server_goup password server_password |

group-pelicy Parameters

Parameter Descripiion

external server-group Specifies the group policy as external and identifies the AA~ server

SEIVer. group group for the adaptive security appliznce to query for attributes,

from group-policy nams Initizlizes the attributes of this internal group policy to the values
of a preexisting group policy.

internal |dentifies the group policy as internal.

namea Specifies the name of the group policy. The name can be up to 64

characters long and can contain spaces. Group names with spaces
must be enclosed in double guotes, for example, "Sales Group.”

paseword Provides the password to use when retrieving attributes from the
servar. password external ASA server group. The password can be up to 128
characters long and cannot contain spaces.

group-policy attributes

To enter group-policy conliguration mode, use the group-poliey attributes command in global
configuration mode. To remove all arributes from a group policy, use the no version of this
command. In group-policy configuration mode, you can configure attribute-value pairs fora
specilied group policy or enter group-policy webvpn configuration mode to conligure
WebVPN attributes for the group.

group-policy name attributes

group-policy attributes Parameters

Parameter Description

nama Specifies the name of the group policy

banner (group-policy)

To display a banner, or welcome text, on remote clients when they connect, use

the banner command in group-pelicy configuration mede. To delete a banner, use the no form
of this command. This option allows inheritance of a banner from another group policy. To
prevent inheriting a banner, use the banner none command.

banner {value hanner string | none|

Note If you configure multiple banners under & VPN group policy, and you delete any one of the
banners, all banners will be deleted.
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banner {group-policy) Parameters

Parameter Description

none Sets a banner with a null value, which disallows a banner. Prevents
inheriting 2 banner from a default or specified group policy.

value banner string | Constiutes the banner text. Maximum string size is 500 characters.
Use the "\n" sequence to insert a carriage return.

vpn-idle-timeout

To configure a user imeout period, use the vpo-idle-timeout command in group-policy
configuration mode or in username configuration mode. 1T there is no communication acuvity
on the connection in this peried, the adaptive security appliance terminates the connection.

To remove the attribute from the running configuration, use the no form of this command. This
option allows inheritance of a timeout value from another group policy. To prevent inheriting a
value, use the vpo-idle-timeout none command.

vpo-idle-timeout |{minutes | none|

vpn-idie-timeout Parameters

Parameter Description

mnutes Specifies the number of minutes inthe timeout period. Use an integer between 1 and
35,791,304
none Uses the global WebW PN default-idle-timeout value (seconds) from the command:

hostname (config-webvpn) fdefault-idle-timeout

The rarge for this value in the WebW PN default-i dle-timeout command is 60=
BE,400 sec. The default Global WebW PN Idle timeout in seconds—default is 1800 sec
(30 min}.

vpn-tunnel-protocol

To configure a VPN wnnel type ([Psec, L2TP over 1Psec, SVC, or WebVPN), use the vpn-
tunnel-protocol command in group-policy configuration mode or username conliguration
mode. To remove the attribute from the running conliguration, use the no form of this
command.

vpn-tunnel-protocol {ipsec | 2ip-ipsec | sve | webvpn}

vpn-tunnel-protocol Parameters

Parameter Description

ipsec Negotiates an IPsec tunnel between two peers (a remote access client or another
secure gateway). Creates security sssociations that govern authentication,
encryption, encapsulation, and key management.

litp-ipsec Megotiates an IPsec tunnel for a Layer 2 Tunneling Protocol (LZTP ) connection.

Bvec Negotiates an SSLWPN tunnel with an SSL VPN client.

wabvpn Provides VPM services to remote users via an HTTPS-ensbled web browser, and
does not require a client.
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webvpn (group-policy and username modes)

To enter this webvpn mode, use the webvpn command in group-policy configuration mode or
in username configuration mode. To remove all commands that are entered in webvpn mode,
use the no form of this command. These webvpn commands apply to the username or group
policy from which you configure them.

The webvpn commands for group policies and usernames define access to files, Messaging
Application Programming Interface (MAPL) proxy, URLs, and TCP applications over
WebVPN, They also identily ACLs and types of traffic to filter.

webypn
filter
To specify the name of the aceess list to use for WebVPN connections for this group policy or
username, use the filter command in webvpn configuration mode. To remove the access list,
including a null value that 15 créated by issuing the filter none command, use the no form of
this command.
filter {value 4ACLname | none}
filter Parameters
Parameter Dascription
none Indicates that there is no webtype ACL. Sets a null value, thereby disallowing an
access list. Prevents inheriting anaccess list from another group policy.
value ACLname | Provides the name of the previously configured AGL.
vpn-filter

To specily the name of the ACL to use for VPN connections, use the vpn-filter command 1n
group policy or username mode. To remove the ACL, including a null value that is created by
issuing the vpo-filter none command, use the no form of this command. The no option allows
inheritanee of a value from another group policy. To prevent inheriting values, use the vpo-
filter none command.

You configure ACLs to permit or deny various types of trafTic for this user or group policy.
You then use the vpn-filter command to apply those ACLs.

vpo-filier {value ACLname | none}

vpn-filter Parameters

Parametor Description

none Indicates that there is no'access list. Sets a null value, which disallows an
access list. Prevents inberiting an access list from another group policy.

value ACCLname | Provides the name of the previously configured sccess list.

username attributes

Te enter username attributes mode, use the username attributes command in username
configuration mode. To remove all attributes for a particular user, use the no form of this
command and append the username. To remove all attributes for all users, use the no form of
this command without appending a username. The attributes mode lets you configure attribute-
value pairs for a specified user.
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username {nome] attributes

username attributes Parameters

Parameter Description
nams Provides the mame of the user
vph-group-policy

To have a user inherit attributes from a configured group policy, use the vpn-group-
poliey command in username configuration mode. To remove a group policy from a user
configuration, use the no version of this command. Using this command lets users inherit
attributes that you have not configured at the username level.

vpn-group-paolicy {group-policy name}

vpn-group-policy Parameters

Parameter Description

group-policy name Provides the name of the group policy

Verifying Local Authorization
Cisco AnyConnect User-Side Verification
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The user-side venficanon of local authonzation for full tunned access is pedformed in this order:

Step 1 Conneet to 5L VPN via the sales profile (alias of the Sales-Profile connection
profile) and log in as a local user (LocalSalesUser). The vsername and password are
case-sensitve.

Step 2 View the banner message and click Aceept.
Step 3 Werify that unauthorized wrafTic is blocked (ICMP in this example).

Step 4 Verifly that authorized traflic i1s permitted { HTTP access to the Web Server on ports
SO/BT/B0R0).
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Verifying Local Authorization
Clientless SSL VPN User-Side Verification
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The user-side verification of loeal authorization for clientless 851 VPN access is performed in
this order:

Stap 1 Connect to S5L VPN via the sales-profile (alias of the Sales-Profile conneetion

profile) and log in as a local user ( LocalSalesUser). The username and password are
case-sensitive.

Step 2 Wiew the banner message and click Continue.
Stap 3 Artempt to access unauthorized resources (HTTP to port 2002 1n this example).

Step 4 Wiew the message that informs you that the rafTic is blocked.
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Verifying Local Authorization
Clientless SSL VPN User-Side Verification
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The server-side verification of local authorization can be performed by browsing to the
Monitoring > VPN > VPN Staustics > Sessions menu and viewing the details of the respective
eonnection,

You verify both full tunnel users and clientless users are connected via the Sales-Profile and
that the loeal group policy SalesGroupPolicy has been applied to the sessions,
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Deploying External Authorization

This topic deseribes how to deploy external authorization of VPN sessions on the Ciseo ASA

adaptive security appliance.

External VPN Authorization
Atfribute Examples
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The table lists some VPN authorization attributes. Some attributes define generic parameters,
and may deseribe the network infrastructure, such as DNS, or Microsoft Windows Internet
MName Service (WINS) servers. Some attributes refer some to tunnel VPNs, and others relate 10

selective portal features that are available through the portal.
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VPN Authorization Attributes

Attribute Type of Value Values Default
addr (Framed-IP-Address i) | ipeddr |IP_address —_
addr-pool string name —
auto-applet-downioad integer 0 (dizsabile) o

1 (enable)
banner string — il
default-gdomain string — —
Ons-S&IVErS ipaddr |P_address -
dpd-client-timeout integer [seconds) 0 (disabled}=3600 300
dpd-gateway-timeout integer [seconds) 0 [disabled)=3600 300
fle-access integer 0 (disable) o

1 {enable)’
file-browse integer 0 (disabie) o

1 {enable)®
file-entry integer D (disabie) 0]

1 [Er.E.I:\IIE}3
hide-urlbar integer D {disabile) o

1 (enzble)*
home-page string —_ —_
idletime (IdlE-Timaout!} integer {seconds) 0=3500 2100
ie=provy=-exception string CMS_name -

ipaddr |IP_address —_

iB-proRy-Server ipaddr |IP_sddress —
ribnslist-name string name —_
port-forward-name string name —_—
primary=-dns ipaddr IP_address —
secondary-dns ipaddr |IP_address —_
fimeout IfSBSSiDI’:-TiI’iTEDL:F] integer {seconds) =1,209,600 43,200
urllist-name string name —
WANS-3EMVEr-primary ipaddr IP_sddress _—
wWing-server-secondary ipaddr |P_sddress —_
WINg=servers ipaddr |P_sddress -

_Any integer other than U enables this feature,
weger other than 0 enables this faature,
iweger other than U enables this feature.
ieger other than 0 enables this featurs.
Qlal dard Intemet Engineering Task Force (IETF) RADIUS attributa.

*Standard [ETF RADIUS attribute,
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External VPN Authorization

Input Parameters

RADILS Cisco ASA interface connecting to server
connectivity Server name or [P address
parameters Ercryplion password
Radius ports (181211813 or 1645/1648)
LDaP CiscoASA interface connecting to server
connectivity Server name or IP address
parameters Connection port ang type [388/636(55L)1
Server type
(GenericiMicrosoftNovel/{OpenL DAP/Sun)
LDAP directory  Base DN, login DN, group base DN
parameters Login password
Scope

Attribute names used by the LDAP host
Mapping of LDAP aitributes to SSL VPN atiributes

To implement external authorization of clientless SSL VPN sessions, you need to gather input

parameters pertaining to these areas:

l. Settings necessary to establish RADIUS communications: These parameters include the
RADIUS server name or |P address, the ASA interface connecting to the RAIMUS server,
encryption password, and the ports on which the authentication and accounting services are

running. { The ports are typically [812/1813 or 1645/1646, or both.)

2. Settings necessary to establish LDAP communications: These parameters include the

LDAP server name or 1P address, the Ciseo ASA adapuve security appliance interface
connecting o the LDAP server, connection port and type (389/636- 851, and the server

type (generie, Microsolt, Novell, OpenLDAP, Sun).

3. MNecessary parameters (o access the LDAP database and map its records to S5L VPN
eements: These parameters include the Base distinguished name ( DN), Login DN, Group
Base DN, Login password, scope, attribute names that are used by the LDAP host, and the

mapping of LDAP attributes o S8L VPN attributes.
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VPN Gateway

Add external AAA
server (RADIUS or
LOAP).

Configuring External Authorization
Configuration Tasks

Authorization Server

1
2

Canfigure AAA client.

Create users and user
greups.

(Optionai) Canfigure 3. (Optional) Define IETF
LDAP attribute map. Attribute 25 ta

Assign external AAA reference a baseling
senver o connection group palicy.

profile. 4. (Optional) Prepare

(Opticnal) Create
baseline group
policies that are

(%]

autherization interface.
(Opticnal) Configure
specific authorization

referanced by external

arameters.
AAL server P

To configure external authorization, you will need to configure two components: the VPN
gateway, and the authorization server.

To enable external authorization on the security appliance, perform the following
configuration tasks:

. Addanexternal AAA server (RADIUS or LDAP).

2. Optionally, configure an LDAP attribute map.
3. Assign the external AAA server to a connection profile.
4, Optionally, create baseline group policies that are referenced by the external AAA server.

To configure authorization functionality on the AAA server, perform the following
conliguration tasks:

. Configurean AAA association.

2. Create users and user groups.
3. Opuonally, define [ETF Aurnibute 25 to reference a baseline group policy.

4. Optionally, prepare the authorization interface and configure specilic authorization
pAarameLers,

©2010 Cigca Systems, Ins,

Daployment of Advancad Cisco ASA Adaplive Secunty Appliancs VPN Salutions 5-33



Configuring External VPN Authorization

Configuration Scenario

Fus unnetspectc givoulss:

= Overrida ACL 1o permital IF 1o web server
Ceentieag-apecido BHnbules:

= Disanée fis access

= Lise cusiohizaton ohisa “Bos-oustomzaton”

Ao COMMOR Wweb
ooris o wel asnwer
Bannar

e timieail

!_L‘-uqﬁm,

VPN EadnacTan,
—_—

o Lninaiad Matwaes

This figure presents the configuration scenario that is used in upeoming confliguration tasks.
You will configure the Cisco ASA adaptive security appliance to-authenticate and authorize
clientless SS1L VPN users on the external RADIUS server. The security appliance has a local
group policy named “SalesGroupPolicy™ that will be referenced by the RADIUS server when
the appliance is authorizing users belonging to the sales group. The group poliey
SalesGroupPolicy has been configured in the previous example. In addition to selecting the
local group policy, the AAA server will override some parameters of that local group policy,
such as disabling file aceess, and using customization object.

Because of this configuration, when a member of the Sales department with useérname
ExternalSalesUser connects to the VPN, the RADIUS server authenticates and authorizes the
SEESI0N.

The AAA server will authorize aceess in this way:

m [ the user connects viaa full unnel VPN (Cisco AnyConnect or 1Psec), the banner, and
idle timeout that is configured in the SalesGroupPolicy will be applied. Additionally, the
RADIUS server will push a downloadabie ACL 1o override the local ACL defined in the
SalesGroupPolicy policy. The downloadable ACL permits all 1P traffie to the internal
web server.

m  [[the user connects via the clientless SSL VPN, the banner, idle timeout, and the webtype
ACL that is configured in the SalesGroupPolicy will be applied. The Radius server will
override these two parameters:

— File aceess will be disabled,

—  The portal design will be obtained from the locally configured aes-customization
object.
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Configuring External VPN Authorization
Task 1: [Cisco ASA] Add RADIUS Server

TH | Add a0 Ass ssreer
e Foun
T T e P PR e Er e |

wa J —

= e, =z = i = O
T e

(B -

T RS R
i Mt et il .
Serves Haww i T AnSwe 000 1 T e

S| | Temcnct; [ ez | = 12 group.

G| [ re—. e o

SEVE JabE A R e
Sarve by Fas | S

Fatrp i [Epee— =
et el G LT u
ot ot
ML e ot Slarcend = Spacty RADILIS
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Sanfgursion = Remats Acceas VBN > ARA L oos Users » AAA Berver Bumuze

In the first configuration task of the configuration sequence on the Cisco ASA adaptive security
appliance, create the RADIUS server group and conligure a member of that group. Complete
the following steps:

Step 1 Choose Configuration > Remote Access VPN > AAA/Loeal Users > AAA Server
Groups.

Step 2 Click Add in the upper section to ereate an AAA server group (not shown in the
figure).

Step 3 Select RADIUS as the AAA protocol. Optionally, configure other parameters. Click
OK (not shown in the fgure).

Step 4 Select the RADIUS server group and elick Add in the lower section to configure a
member of that group.

Step § Select the appropriate local Ciseo ASA adaptive security appliance interface. Then
choose the hostname or 1P address of the AAA server and, optionally, chouose other
parameters that are required to establish communications with the RADIUS server.

Step & Click OK.
Step 7 Click Apply to apply the configuration.

©2010 Cigca Systems, Ins, Daployment of Advancad Cisco ASA Adaplive Secunty Applianca VPN Salutions 5-35



Configuring External VPN Authorization
Task 1: [Cisco ASA] Add LDAP Server

LDAR cffers authorization altermnative to RADIUS.
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As an alternative to the RADIUS server, you can use an LIVAP database to authorize clientless

SSL VPN
member o
Step 1
Stap 2
Step 3

Stap 4

Step 5

Step &
Step 7

sessions. Complete these steps to create an LDAP server group and configure a

{ that group:

Choose Configuration > Remote Aecess VPN > AAA/Local Users > AAA Server
Groups.

Click Add in the upper section to create an AAA server group (not shown in the
ligure).

Select LDAP as the AAA protocol. Optionally, configure other parameters. Click
OK (not shown in the Ngure).

Seleet the LDAP server group and click Add in the lower section to confligure a
member of that group.

Select the appropriate local Cisco ASA adaptive security appliance interface, and the
hostname or |P address of the LDAP server. Enter LDAP-specilic parameters, such
s Base DN, Login DN, Group Base DN, Login password, scope, and naming
attributes. The mapping of LDAP attributes to $5L VPN attributes will be applied 1n
the next task.

Click OK.
Click Apply 1o apply the configuration.
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Configuring External VPN Authorization
Task 2: [Cisco ASA] Define a LDAP Attribute Map
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In the second, optional task, you may define the mapping of LOAP attributes to Ciseo ASA
adaptive security appliance attnbutes. This task 15 required when the atinbute names that are used
by the LDAP database are dillerent from the ones that are used on the 851 VPN server. Complete
these steps to create an LIYAP anribute map and apply the map to an LDAP server entry:

Step 1 Choose Configuration = Remote Access VPN > AAA/Loeal Users > LDAP
Attribute Map and click Add to ereate an attribute map. The Add LDAP Autribute
Map window appears.

Step 2 Enter the map name.

Step 3 Enter an LDAP attribute name and the corresponding Cisco attribute name and elick
Add to move the mapping to the conligured list.

Step 4 Repeat the previous step for any additional required mappings.
Step 5 Chek OK.

Step & Choose Conliguration > Remole Access VPN > AAALoeal Users > AAA Server
Groups.

Step 7 Select an LDAP server group and a specilic LDAP server and elick Edit to modify
its settings.

Step B Choose the appropriate map from the LDAP Atteibute Map drop-down menu and
click Ok,
Step 9 Click Apply to apply the configuration.

In the figure, the LIYAP atribute map EnterpriseL DAPmap maps two LDAP atributes
(SSLVPN-File-Acecess-Enable and SSLVPN-File-Server-Browsing-Enable) to the respective
Cisco attributes ( WebVPN-File- Access-Enable and WebVEN-File-Server-Browsing-Enable).
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Configuring External VPN Authorization
Task 3: [Cisco ASA] Enable Authentication in Connection

ol M Thig groud pofoy wid be
17 ey ORENATE RN by RADILS atiriuls

Confguraton > Remole Access » Ceenteas 8BS WFN Access » Sonneclion Frofies

In the third task, you configure a connection profile for authentication using an external
database. Complete these steps to configure a connection profile for external authentication:

Stap 1 Choose Configuration > Remate Aecess VPN = Connection Profiles.
Step 2 Seleet the required connection profile and elick Edit.

Stap 3 Locate the Authentication area in the Basic pane, choose appropriate authentication
method, and select the required AAA server group from the AAA Server Group
drop-down menu. In the example, MY-RADIUS-SVRS 15 selected.

Step 4 Click OK.
Step 5 Click Apply wapply the conliguration.

Note The connection profie points to a default group policy. In this scenario, the default group
policy will not be applied to the users, becsuse the RADIUS server will apply the
SalesGroupFolicy to them,
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Configuring External VPN Authorization

Task 3: [Cisco ASA] Enable Authorization in Connection Profile
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CUptionally, vou may enable external authorization within the connection profile. 1t 1s not
required 1T the same RADIUS server 15 configured for authentication, because RADIL'S
performs the authentication and authorization i a single step. External authorization is needed
for ceruficate-based client anthentication or when another authentication database was used.

Complete these steps to configure a connection profile for external authorization:
Step 1 Choeose Configuration = Remote Access VPN > Connection Profiles.
Step 2 Select the required connecnion profile and choose Edit.

Step 3 Expand the Advanced option from the menu on the left and choose the
Authorization option. Choose the AAA server group from the Server Group drop-
down menu. In the example, MY-LDAP-SVRS is selected.

Step 4 Click OK.
Step 5 Click Apply to apply the conliguration.

If you use a certificate to authenticate SSL VPN users, you can define which certificate fields
are used as a username (not shown in the example).
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Configuring External VPN Authorization

Tasks 1: [Cisco Secure ACS] Basic Settings
» Configuration depends on the AAA server implemeantation,

Netwosi Confgureton > Add Entry
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The configuration procedure involves several tasksthat are performed on the authonzation server.

In the first task, you will define the parameters that enable RADIUS communications with the
Cisco ASA adaptive security appliance, which acts in this seenario as the AAA client. The
figure illustrates the AAA client entry that 15 created on a Cisco Secure Aceess Control Server
(Cisco Secure ACS). This entry defines the AAA elient [P address; the used protocol—
RADIUS (Cisco VPN 3000V ASAPLX 7.x=), and the secret key.

Note Screenshots of Cisco Secure ACS in this lesson apply to version 4.2
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Configuring External VPN Authorization
Tasks 2: [Cisco Secure ACS] Configure Users and
User Groups
« Autherization can be performed on per-user or per-group basis.
= Consider using per-group authorization.
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In the second task, yvou will create user accounts and assign them to user groups. Managing user
groups rather than individua! users guarantees less configuration and more scalable
maintenance. [ you use per-group authorization, you configure authorization in individual
group settings and then you assign mdividual users inte the group.
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Configuring External VPN

Group Policy

internal group policy

Interface Configuration
P [id] Lingari- T E8= 0l
F [012] Foply-Meszage

vhisnles
CiSCo

IETF 5 Attiouls

Task 3: [Cisco Secure ACS] (Optional) Reference
= |[ETF alfribute-value pair 25 can be used to refersnce an

= Fallback to DfitGroupPolicy if group pelicy is not set

Authorization

Group Selup
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In the third optional task that is performed on the
Attribute 25 1o reference a loeal group policy.

AAA server, you may conligure the IETF

The right half of the figure illustrates how the attribute 25 inside a group 15 set to the value

SalesGroupPolicy. The notation 15 case-sensitive.

This configuration has been performed for

the user group vpngroup and will be applied o all members of that group.
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Configuring External VPN Authorization
Task 4: [Cisco ACS] Prepare Authorization Interface

Interfate Configuration
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External authorization can be used to-apply a large number of attnibutes to the clientless SSL
VPN user sessions. These attnibutes may have to be explicitly added to the administration
mnterface of individual users or user groups.

This figure 1llustrates an example of adding several auributes that are relevant for a clientless
SSL WPN in Cisco Secure ACS. The list that is shown in the figure is not complete.

Each hsted auribute is a vendor-specilic attribute ( VSA)L It contains two parameters: the
atiribute identilier and the attribute name. An example of such an entry 15 [(026/3076/071 )
WebVPN-Url-List. The atribute identifiers result from this convention:

m  ETF Auribute 26 (vendor-specific) encapsulates vendor-specilic attrbutes, which allows
vendors to support their own extended attributes otherwise not suitable for general use.
Antribute 26 contains the following three elements: Type, Length, and String (also known
as data). The String includes Vendor-1d, Vendor-Type, Vendor-Length, and Vendor-Data.

®  Vendor 1D 3076 is the vendor 1D for the implementation of Ciseo VPN 3000/ASAPIX 7.x—
RADIUS VS As that were selected when you added the AAA client to the ACS database.

m The 071 1sthe individual identifier for the WebVPN-Url-List feature. Each feature hasa
different identifier in this last position.
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Configuring External VPN Authorization

Task 5: [Cisco ACS] Configure Authorization Parameters
aleei]s.  Shared Profile Components
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Full tunnel ¥PXN authorization is primarily based on ACLs that are applied to the VPN user
sessions or user groups. Instead of using a local ACL defined on the security appliance, you
may ereate a downloadable ACL on the external AAA server and push it to VPN users. If you
use local ACLs and downloadable ACLs concurrently, the downloadable ACLs will override
the local ACL configuration.

The downloadable ACLs are configured in the Cisco ACS in the Shared Profile Components
menu. The syntax of & downloadable ACL resembles the ACL that is used on security
apphances and Cisco 108 routers. In this example, the downloadable ACL permits all 1P waffic
to the web server (10.0.0.11), using the notation permit ip any host 10.0.0.11.

The downloadable ACLs can be applied either 10 user groups or to individual users. The first
approach ensures better manageability and scalability,
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Configuring External VPN Authorization
Task 5: [Cisco ACS] Configure Authorization Parameters
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In the optional Task 4, you may set the V8 As to the required values. The precedence order that
specilies which values are used in the S5L VPN session is defined as follows (from highest to
lowest precedence):

L.

5

Individual authorization attributes sent by the AAA server

Parameters that are defined by the nondefault group policy that is configured locally on the

Cisco ASA adaptive security appliance and is referenced by the AAA secver using IETF

Attribute 25

Settings that are included in the DMGroupPolicy that exists on the Cisco ASA adaptive
security appliance, il the AAA server does not send 1ETF Atnibute 25 to the Cisco ASA

adaptive security appliance

The Tigure illustrates how 1o restraet the permitted VPN protocols to 881 VPN, It alse shows

how to disable [ile access, disable file server entry, disable file server browsing, and applya
given customization object that is called acs-customization inside group settings. The

customization object must exist on the security appliance to be applied to the 881 VPN session.
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Configuring External VPN Authorization
CLI Configuration
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This figure shows the CL1 commands that are needed 1o enable external YPN authorization.

To create an AAA server group, use the asa-server command, Tollowed by a server group
name and authentication protocol. To add a secver to the server group, use the aaa-server
command. Follow the command with a server group name, interface through which the secver
isreachable, and IP address of the seever. To configure a shared key that is used for
communication between the Cisco ASA adaptive security appliance and the RADIUS server,
use the key command in the AAA server conliguration mode.

To configure mappings between LDAP and VPN atributes, first ereate an LDAP map using the
Idap attributé-map command. Then create individual mappings using the map-name command.

To configure parameters inside the LDAP server group, use the following commands in the
server group conliguration mode, Use the ldap-base-dn command to specily where the server
should begin searching when it receives an authentication request. Use the Idap-scope
command to specily extent of the search in the LDAP hierarchy. Use the Idap-naming-
attribute command to specily the Relative Disunguished Name attribute, Use the Idap-login-
dn and Idap-login-password commands to specify the name and password the Cisco ASA
adaptive security appliance will use to search the LDAP directory. Use the server-Lype
command to specily the type of LDAP server. Use the ldap-attribute-map command to bind
an LDAP map to LDAP server.

To enable AAA authentication for & connection profile (tunnel group) using the CLL use the
authentication-server-group command. Follow the command with the AAA server group name,
in tunnel group configuration mode. To enable authonzation, use the authorization-server-
group command, followed by AAA server group name, in tunnel group configuration mode,

daa-server

Toereate an AAA server group and configure AAA server parameters that are group-specific
and common Lo all group hosts, use the aaa-server command in global configuration mode. To
remove the designated group, use the no form of this command.

aaa-server server-rag protocol server-protocal
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aaa-server Parameters

Parameter Description

sErvar-tag Specifies the server group name, which is matched by the name that is
specified by the aaa-servar host commands. Other AA~A commancs make
reference to the AAA server group name.

protocaol Specifies the ASLA protocol that the servers in the group support:
sarver-protocol a  http-form

n kerberos

m ldap

= nt

m  radius

= 5di

n iacacs+

aaa-server host

To configure an AAA server as part of an AAA server group and to configure AAA server
parameters that are host-specilic, use the aaa-server host command in global configuration
mode, When you use the aaa-server host command, you enter the aaa-server host
eonfiguration mode, from which you can specily and manage host-specific AAA server
connection data. To remove a host configuration, use the no form of this command.

aaa-server server-rag | (mferface-name)| host {server-ip | name} [fey] [imeout seconds)

aaa-server host Parameters

Parameter Description

(Interface-name) (Optional } Specifies the network interface where the authentication server
resides. The parentheses are required in this parameter. If vou do not
specify an interface, the default is inside, if available

fay (Optional} Specifies a case-sensitive, alphanumeric keyword of up to 127
characters that is the same value as the key on the RADIUS or TAGACS+
server. Any characters that are entered past 127 are ignored. The key is
used between the adaptive security appliance and the server for encrypting
data between them. The key must be the same on both the adaptive
security appliance and server systems, Spaces are not permitted in the
key, but other special characters are allowed. You can add or modify the
key using the key command in host mode.

name Specifies the name of the server using either a mame that is assigned
locally using the name command or a DNS name. The maximum number
of characters is 126 for NS names and 63 charactars for names that are
assigned using the name command.

sarver-ip Specifies the IP address of the AAA server.

ssrver-tag Specifies a symbolic name of the server group, which is matched by the
name that is specified by the aaa-sarver command

timeout seconds (Optional) The tmeout interval for the reguest, This is the time after which
the adaptive security appliance gives up onthe request to the primary AAL
server. If there is 8 standby AAL server, the sdaptive security appliance
sends the request to the backup servar. You can modify the timeout interval
using the timeout command in host mode.
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Idap attribute-map

To ereate and name an LDAP attribute map {or mapping user-delined attribute names to Cisco
LDAP atiribute names, use the Idap attribute-map command in global configuration mode. To
remove the map, use the no form of this command.

ldap attributle-map map=-name

Parameters
Parameter Descripiion
map-nams Specifies g user-defined name for an LDAP attribute map
map-name

To map a user-defined attribute name to a Cisco attribute name, use the map-name command
in ldap-attribute map configuration mode. To remove this mapping, use the no form of this

command.

map-name wser-aitribute-name Cisco-attibute-name

map-name Parameters

Parameter Dascription

user-attribute-nams Specifies the user-defined atiribute name that you are mapping to
the Cisco attribute

Cisco-ateribute-nams Specifies the Cisco attribute name that you are mapping to the
user-defined name

ldap-base-dn

To specily the location in the L DAP hierarchy where the secver should begin searching when it
recerves an authorization request, use the ldap-base-dn command in the aga-server host
configuration mode. The aaa-server host configuration mode is accessible from the aaa-secver
protecol configuration mode, To remove this specification, thus resetting the search to start at
the top of the list, use the no form of this command.

Idap-base-dn siring

Idap-base-dn Parameters

Paramater Dascription

string A case-sensitive string of up to 128 characters that specifies the location in the LOAP
higrarchy where the server should begin searching when it receives an authorization
request. An example of such a string is OU=Cisco. Spaces are not permitted in the
string, but other special characters are aliowed.

ldap-scope

To speecify the extent of the search in the LDAP hierarchy that the server should make when it
recerves an authorization request, use the ldap-seope command in the aaa-server host
configuration mode. To remove this specification, use the no form of this command.

ldap-seope scope
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Idap-scope Parameters

Parameter

Description

soope

The number of levels inthe LDAP hierarchy for the server to search when it receives an
suthorization request. Walid values include the following two rules:

n  onalevel: Search only one igvel benesath the Base DM,
= subtres: Search &l levels beneath the BEase DN,

Idap-naming-attribute

To specify the Relative Distinguished Name attribute, use the ldap-naming-
attribute command in the aag-server host configuration mode. To remove this specification,
use the no form of this command.

ldap-naming-atiribute string

Idap-naming-attribute Parameters

Parameter Description
string The case-sensitive, alphanumernc Relative Distinguished Mame
attribute, consisting of up to 128 characters, that uniguely
identifies an entry on the LDAP server. Spaces are not permitted
in the string, but other special characters are alowed.
ldap-login-dn

To specily the name of the directory object that the system should bind this as, use the ldap-
login-dn command in the asa-server host configuration mode. To remove this specification, use
the no form of this command.

Idap-login-dn sering

Idap-login-dn Parameters

Parameter

Description

string

A case-sensitive string of up to 128 characters that specifies the name of the directory
object in the LDAP hierarchy, Spaces are not permitted in the string, but other special
characters are sllowed.

Idap-login-password

To speeily the login password For the LDAP seever, use the Idap-login-password command in
the aaa-server host configuration mode. To remove this password specification, use the ne form

of this command.

Idap-login-password siring

Idap-login-password Parameters

Parameter

Description

string

A case-sensitive, alphanumeric password, up to 64 characters long. The password
cannot contzin space characters.
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server-type

To manually configure the LDAP server model, use the server-type command in aaa-server
host configuration mode. The adaptive security appliance supports the following server models:

= Microsoft Active Directory

m Sun Microsystems Java System Directory Server, formerly named the Sun ONE Directory
Server

m  Generie LDAP directory servers that comply with LDAP version 3 (LDAPVI) (no
password management)

To disable this command, use the no form of this command,

server-type {auto-detect | microsofl | sun | generie | openldap | novell}

server-type Parameters

Parametar Description

auto-datact Specifies that the adaptive security sppliance determings the LDAP server type
through autodetection.

ganaric Specifies LDAPv3-compliant directory servers other than Sun and Microsoft LDAP
drectory servers. Password management is not supported with generic LDARP
SBIVErs.

microgoft Specifies that the LDAP server is a Microsoft Active Directory.

openldap Specifies that the LDAP server is an OpenlLDAP server.

novell Specifies that the LDAP server is a Novell server.

Bun Specifies that the LDAP server is a Sun Microsystems Java System Directory
Server,

Idap-attribute-map (aaa-server host mode)

To bind an existing mapping configuration to an LDAP host, use the ldap-attribute-
map command in aaa-server host configuration mode. To remove the binding, use the no form
of this command.

ldap-attribute-map map-name

Idap-attribute-map (aaa-server host mode) Parameters

Parameter Dascription

map-namsa Specifies an LDAP sttribute mapping configuration

authentication-server-group {tunnel-group general-attributes)

To specify the AAA server group to use for user authentication for a tunnel group, use
the authentication-server-group command in tunoel-group general-attributes configuration
mode. To return this attribute to the default, use the no form of this command.

authentication-server-group [(inierface_name)] server_group [LOCAL | NONE]
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authentication-server-group {tunnel-group general-attributes) Parameters

Description

|Optional) Specifies the interface where the IPsec tunnel terminates.

LOCAL (Optional) Reguires authentication against the local user database T all of the
servers in the server group have been deactivated because of communication
failures. If the server group name'is either LOCAL or NONE, do niot use the
LOCAL keyward here.

NONE [Optional) Specifies the server group name a3 NOME, indicating that

authentication s mot reguired.

ssrver group

Identifies the previously configured authentication server or group of servers.

authorization-server-group (tunnel-group general-attributes)

To specify the set ol authorization servers for user authorization for a tunnel group, use

the authorization-server-group command in tunnel-group general-attributes conliguration
mode. To remove authorization servers from the configuration, use the no form of this
command. The adaptive security appliance uses authorization to verily the level of access to
network resources that users are permitted.

authorization-server-group group tag

authorization-server-group (tunnel-group general-attributes) Parameters

Parameter

Description

group tag

|gentifies the previously configured authorization server or group
of servers. Lise the aaa-server command to configure
authorzation servers.
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Verifying External Authorization

Cisco AnyConnect User-Side Verification
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To verify external authorization for full tunnel access from the user perspective, you may
complete these steps:

Stap 1 Connect 1o SSL VPN using the sales profile and login as a remote user
(ExternalSalesUser). The username and password may be case-sensitive, depending
on the ype of the external database.

Step 2 Wiew the banner message and choose Aeeept.

Stap 3 Verily that authorized taffic is permitted, although it would be blocked by the local
ACL (1CMP in this example).

Step 4 Verify that other authorized trafTic 18 permuatted (HT TP access to the web server on

ports 80/81/8080).
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Verifying External Authorization
Clientless S8L VPN User-Side Verification
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To verily external authorization for clientless SSL VPN access from the user perspective, you

may complete these steps:

Step 1 Conneet to SSL VPN using the sales profile and log in as a remote user

{ExternalSalesUser).

Step 2 View the banner message and choose Continue.

Step 3 Verifly that the customization object has been applied to the portal. Verify that CLES

is missing from the list of available URL types.
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Verifying External Authorization
Server-Side Verification
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The server-side verification of external authonzation can be performed by browsing to the
Momtonng > VPN = VPN Stanstics > Sessions menu and the details of the respecuve
connection.

You will verify that full tunne! users and elientless users are connected via the

RemoteSalesProfile profile and that the local group policy SalesGroupPoliey has been applied
1o the sessions.
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Configuring Session Accounting

This topic describes how to implement accounting of VPN sessions on the Cisco ASA adapuve
securily appliance.

Configuring Session Accounting
Configuration Scenario

Bxizrnal AAS suinenticataon (& not
mandaiory for ARA scoouning.

\'@'ﬂ VAN Cannacian

This figure illustrates the scenario that is used in the upcoming configuration. The security
appliance has a connection profile that is configured for accounting. The accounting

mnformation will be sent to a RADIUS server that has been previously configured for
authentication and authorization purposes.
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Configuring Session Accounting

Configuration Tasks
1. Adda RADIUS or TACACS+ server.
2. Enable accounting in a connection prefile.

To confligure session accounting, you will complete these tasks:

. Create a RADIUS or TACACS= association. This task 1s not presented in this sequence,
because it has been discussed in the previous topic.

b

Enable accounting in a connection profile.
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Configuring Session Accounting
Task 2: Enable Accounting in a Connection Profile

Sonfguretion = Remots Acceas WVFN > Newoek |Chant) Access > Connection Frofies

Sonfgureton = Remats Acceas WiEN > Sientess 851 VPN Access » Spnnecion Frofies

tunnel-graup Sales-Frofile gensral-attributes
accounting-server-group MY-RADIUS-SVRS

In the second configuration task. enable a connection profile for session accounting using these

sleps:

Step 1

Step 2

Step 3

Step 4
Step 5

Choose Configuration > Remaote Access VPN = Clientless S5L VPN Access >
Connection Profiles or Configuration > Remote Access VPN = Network (Client)
Access > Connection Profiles.

Selecta desired connection profile and click Edit to edit the connection protile.
Alternatively, click Add to create new connection profile.

Expand the Advaneced option from the menu on the left and select the Aceounting
option. Choose the appropriate AAA server group from the Server Group drop-
down menu. Since RADIUS and TACACS+ are the only supported accounting
methods, yvou will choose one of these server groups. In the example, MY-
RADIUS-SVRS is selected.

Click OK.
Click Apply to apply the configuration.

To enable accounting using CLI1, use the accounting-server-group command, followed by
AAA server group name, in tunnel group configuration mode.

accounting-server-group

Tospecily the AAA server group lor sendmg accounting records, use the aceounting-server-
group command in various modes. To remove accounting servers from the configuration, use
the no form of thiscommand. The adaptive security appliance uses accounting 1o keep track of
the network resources that users aceess.

accounting-server-group group fag

©2010 Cigca Systems, Ins,

Daployment of Advancad Cisco ASA Adaplive Secunty Applianca VPN Salutions 5-5T



accounting-server-group Parameters

Parameter Description

group tag Identifies the previously configured accounting server or group of servers. Use the
aaa-sarver command to configure accounting servers.

Verifying Session Accounting
AAA Server Verification
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Session accounting generates session records on the AAA server. The ligure illustrates a start
and stop session that is generated lor two types of users. The two types of users are
LocalSalesUser, who exists in the ASA local database, and ExternalSalesUser, who exists in
the RADIUS database. This example has been taken on a Cisco ACS server. The users who
exist in the Cisco ASA database appear as members of the Default Group. The users who exast
in the RADIUS database appear along with the user group to which they belong. In this
example, the user ExternalSalesUser belongs to group vpogroup.

Each session has two entries that are associated with it: the Start and Stop entry. Both indicate
the time and date when the sessions started or stopped. The Stop entry contains statistics about
the exchanged tralTic.
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Troubleshoot Authorization and Accounting of a

Clientless SSL VPN

This topic provides guidelines on how to troubleshoot authorization and accounting in a VPN

environment.

Visual Troubleshooting Aid

snae logging
Lo Taco ASDA Evern Viewer

vimnfy leved of resaoTCe BOTEES.

¥
%grl— Unusied Napansi
Chand o

Troubleshooting Authorization and
Accounting of a Clientless SSL VPN

vy A processas.
Al clyeers, mnd
BshaREian paTy

Catahaze

When troubleshooting VPN authorization and aceounting, you should perform troubleshooting
tasks on both the security appliance, and on the external AAA server. This figure shows some
most uselul troubleshooting commands and actions that vou can use on involved components,

Note that the security appliance will extensively log all issues into its syslog subsystem. Debug

commands are generally not required, except for in-depth roubleshooting of complex issues.

The troubleshooting tasks that are performed on the AAA secver are not deseribed here,

because they vary depending on the deployed product.
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.|
Troubleshooting Authorization and
Accounting of a Clientless SSL VPN

Authorization Troubleshooting Flow

Eriabis
autorizadan,

srrosamaps

saw logging
Cimon AEDE] Marorng

If your VPN session works but the authorization profile is not applied to it, you may follow
these steps 1o troubleshoot the 1ssue:

Stap 1

Stap 2

Step 3

First, verify AAA operations on the security appliance. Verifly that authorization 15
enabled in the required connection profiles and venfy that your L DAP atribute
maps are correct if you are using LDAP, Browse through the eonfiguration pages
and view the logging information to verily this step.

WView the activity records on the external AAA server. Browse through the
comliguration pages on your AAA server. Investigate the granted and failed access
attemnpts to validate that the AAA server 15 authorizing the sessions.

Wiew the active sessions on the security appliance. The detatled information displays
the group policy that is attached to the session. Verify that the actual group policy
corresponds Lo your requirements.
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Troubleshooting Authorization and
Accounting of a Clientless SSL VPN

Authorization Troubleshooting Flow (Cont.)
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If your VPN connection fails, follow these steps to troubleshoot the issue:

Step 1 Test AAA operation on Cisco ASA adaptive security appliance. Verify the
communications with the AAA server. If the connectivity 1s broken, check for
lirewall settings on the path. Ensure that the same encryption password and
communication ports are used on both sides.

Step 2 Verify AAA secver policy. Browse through the configuration pageson your AAA
server and investigate the granted and [ailed access attempts to validate that the
AAA server is correctly authorizing the sessions.
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.|
Troubleshooting Authorization and
Accounting in Clientless SSL VPN

Authorization Does Mot Permit SSL VPN Sessions

RShlcenfigl# lsgging csnasle 7

hSA(cenfigl# logging enable

SASR-6-113004; ARA uder authentication Suaccesaful 1 ssrver =
InEsy § uSer = ExternalSalegleer

BASA-6-113003: AAA group poliasy for user ExternalSalealger fa
being set te EalesGroupPol loy

RASA-6-113011: ARA ratrieved user apesifie group polioy
(EaleaCroupPaliey] far usar = ExternalSalealUser

BASA-6-113005: AMA umer auekerizasiss Rejasted : refscn = AAA
failure 1 gervary = Inary 1 user = E:P.qr.nl!.su_lpjiﬂnl:
&AER-7-7340031 DAS:1 User ExternalSalesUaer, hddr Tnetarv: Sesgion
Attribute aaa.radiua[4098"] ["1"] = 3

BASR-7-734003: DAF: User ExternslSalesUser, Addrs Inetarv: Sesaslen
Attribute aaa.radiua[¥£103"] ["1"] = 167772231

EASR-T-734003:; DAS: User ExternalSaleslUser, Addr Inetarv: Sesalon
Arrribute aaa.radiuva[®s107"] ["1"] = 4

BASA-6-7160037 Group <SaleaSroupBolicys User < ExternalfalesUders
IP <Inerarvs WabVEH session terminated: Client type not supported.

This figure illustrates the security appliance logging output when the received authorization
profile does not allow SSL VPN sessions. A similar problem with not authorized [Psec
connections could be also easily detected. Logging must be enabled 1o receive the presented
mformation.

The reason for the failed authorization is explained in the two messages that are marked in the
figure.
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.|
Troubleshooting Authorization and
Accounting in Clientless SSL VPN

Incorrect Name of Referenced Group Policy

Tina s.gssion EEnnwE Bz radial 25 1" =
Exims B 0Py is n o e o She e | cs tyma )

ASA{configl# logying conanle T

EShlconfigl# leogging enable

RASA-6-113004: AAA user authentication Sucecessful 1 server = Inary
1 user = Externalfalesaloer

BASA-6-113009: AAA retrieved defanlt group poliay (DELieGrpEsl ioy]
for uger = ExternaiSalesUaer

®ASA-§-113008: AAA transaction statud ACCEFTiusersExternalZsl ealaer
=RER-T-T3540031 DAS: TUger ExternalESaleslser, Rddr Inetsrvr Sessicn
Attribute ama.radiua["25%] [*1"] = skleaGroupPolicyy

RASA-6-T16001r Group <DEltGrpFelicys User < ExternalSalesUsers IF
cInetarve WabVEN session started. J

RASAR-5-T16038: CGroup «<DEltGrpPolicys Usar < ExternalSalesTsers IT
cInetarvs Authanticatian: successful, Sssaion Type: WebVEN.

In this example, the AAA server sends the IETF RADIUS Atribute 25 with the value of sAles-
GroupPolicy;. This attribute mnstruets the security apphance to apply the specilied group policy
ta the user session. However, such a group policy does not exist in the local configuration. The
problem is with the letter case. Therefore, the appliance falls back to the DITtGrpPolicy.

Troubleshooting Authorization and
Accounting in Clientless SSL VPN

Correct Name of Referenced Group Policy

I Thesession Zwious zan racueal 25 T 17] = SeeslroupSoicyiz sa2 i the user |

RASA-6-1130045 AAM uasr\/At;rm Succegaful ; server = Inarv
1 uSer = EwtrernalsSaleaCaer

*ABA-6-113003: ARA group paliey Ffor user ExternalBalesUser is being
ast to Salea@reupfollcy

AASA-5-113011: AAR retrieved user apecific group policy |aca-salea-
greuppeliey] Ffor user = ExternalSalealger

RAEA-5-1130081 AAR retrieved default group pelisy [(DELtGrpPalliey]
for user = ExternalSaleslser

®ASA-6-113008: AAR atatus ACCEERT : uder = ExternalSaleslaer
RASR-T-T34003: DABy Taar ExrarnalsSalegliaar, Addr Inatarv: Seasicn
Artribute aaa,rad_iun ["Z5m] fe34] Eﬂnm:malj._ur

RAEA-6-T716001 Group <« SaleaBGroupPeliegys Taer < ExternalSaleslUsars
IP <cInetarvs WebVEN aegaisn gtarted.

RAER-6-T16038:1 Group <SaleaBroupfolisys User <ExternalfalesTaers IP
<Inetsrvs Authentication: susecessful, Seaaion Type: WebVEH.%

To contrast the previous problem description with a suceessful policy group reference, this
figure displays the notifications about the correct match. In this scenario, the group policy
SalesGroupPolicy is applied to the user session.
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Summary

This topic summarizes the key points that were discussed in this lesson.
= 3

Summary

= Scalable VPNs use external RADIUS or LDAP authorization.

= VPN internal authorization uses group pollcies for modularity.

= VPN external AAA authorization can activate a local group
policy or apply selective VPN parameters.

= VPN accounting can be performed on an axlamal RADIUS
or TACACS+ server and does not require that the users are
guthenticated against the same AAA database.

= Troubleshooting of VPN access control, authorization, and

accounting is based cn AAA-related manitoring tocls in the
Cisco ASA CLI, Cisco ASDM, and the external AAA servers.
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Lesson 2|

Deploying Cisco Secure
Desktop in SSL VPNs

Overview

Cisco Secure Sockets Layer (S5L) virtual private network ( VPN) solutions provide
organizations with robust and Mexible products for proteeting their security and privacy of
mformation, and they can play an important part in the compliance strategies of an
organization. Cisco Secure Deskiop technology interoperates with the endpoint operating
system and can ensure the removal of all data, especially from an untrusted system with
potentially malicious third-party software installed.

Cisco Secure Desktop can be deploved to reduce the risks that are posed by untrusted endpoints
that connect Lo an enterprise network via a clientless 8851 VPN or Cisco AnyConnect client
session. Cisco Secure Desktop provides a number of features that yvou can configure to work
independently or together.

Cisco Secure Deskiop helps, in combination with other security controls and mechanisms,
reduce risks that are associated with using such technologies,

Objectives

Upon completing this lesson, you will be able o deploy and manage Cisco Secure Desktop
features and manage related faults in a Cisco SSL VPN, This ability ineludes being able to meet
these objectives:

m  Plan how to deploy the Cisco Secure Desktop in S5L VPNs

m  nstall, enable, and customize Cisco Secure Deskiop in 881 VPNs

m  Configure and verify Cisco Secure Deskiop prelogin eriteria for SSL VPN conneetions
m  Configure and verify Cisco Secure Deskiop policies for SSL VPN connections

m  Configure and verify basie Cisco Secure Deskiop Advanced Endpoint Assessment features
for SSL VPN

Troubleshoot Ciseo Secure Deskiop operations for SSL VPN connections



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic will discuss the security risks that are facing companies that deploy rémote aceess
VPNs, as well as the Cisco Secure Deskiop operation and features that mitigate these risks,

Cisco Secure Desktop

Suzeey Parnar
Exiranel Machina

Empioyes a1 Home . 1|'_ i
Unmanagad Maohine

Remote Uaer

Custovmer Menaged Maching

=

Remois Mobia Uger
L Customer Menagad Maonine
Before S5L VPN During SSL VPN Aftar 551 VPN
Session Session Session
& \Who owns tha " |z sassion data

endpaint? protected?
= Endpaint sacuty " Am tyned passwornds

potunal antivinis, protacted
persanal firewall? 51 Lt s
* s malware running? lBunched?

SSL VPNs provide the flexibility to deploy secured remote access Lo corporate resources from
any location that can provide a compliant web browser with the proper SSL supporl. These
deployments include aceess for customers, partners, and emplovees from systems that are not
necessarily corporate-managed. Additional security threats are introduced without direct
control over the systems that are used to access corporate resources,

= Belore the 881 VPN session
—  Who owns the endpoint?
—  Endpeint security posture: Does the system have antivirus or a pecsonal firewall?
—  lsthe system already running malware?
m  During the S5L VPN session
—  lsthe session data protected?
—  Are locally typed passwords protected?
—  Has malware been launched during the session?
m After the 581 VPN session
—  Has the browser cached intranet web pages?
—  Has the browser stored any passwords?

m  Arethere any downloaded files left behind on the system?
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Cisco Secure Desktop

Features Overview
Prelogin assessment
Host Bcan

Secure Desktop (Vault)
Cache Cleaner
Keystroke logger detection
Host emulation detection
Cisco Secure Deskiop
policies

Integration with DAF
Windows Mobile Device
Manzgement
Standaione instailation
packages

Cisco Secure Desktop
Manual Launch

-

-

Ciseo Secure Desktop seeks to minimize the risks that are posed by the use of remote devices o
establish a Ciseo clientless SSL VPN or Cisco AnyConnect client session. Cisco Secure
Deskiop provides a number of features that you can configure to work independently or
together. Cisco Secure Desktop ofTers these features:

®  Prelogin assessment: The prelogin assessment module installs itself after the user connects
to the security appliance, but before the user logs in. This module can check the remote
device for liles, digital certificates, the operating system, [P address, and Microsolt
Windows régistry keys.

®  Host Sean: Host Scan consists of any combination of the following modules ( Basic Host
Sean, Endpoint Assessment, and Advanced Endpoint Assessment). This program installs
on the remote device after the user connects to the security appliance, before the user logs
in, and performs a scan of the user computer.

m  Secure Desktop (Vault): Secure Deskiop encrypts the data and files that are associated
with or downloaded during the remote session into a secure deskiop partition. [t presents a
graphical representation of a desktop that includes an image of a lock to signify a safe
environment for the remote user to work in. Upon session termination, it removes the
partition in a secure fashion.

m  Cache Cleaner: Analternative to Secure Desktop, it is functionally more limited, but has
the flexibility to support more operating systéms, It cleans the browser cache at the end of' a
VPN session. This information includes entered passwords, autocompleted text, files that
are cached by the browser, and cookies.

®  Keystroke logger deteetion: This [unction scans lor processes or modules that record
keystrokes that are entered by the userand deny VPN access if a suspected kevsiroke
logging application is present.

®  Cisco Secure Desktop policies: Cisco Secure Desktop policies specily the remote user
experience, rights, and restrictions. Depending on the resulis of the prelogin assessment
module; a particular policy is assigned to a user session or the session 18 denied.
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Integration with DAP: The security appliance may use one or more endpeint attribute
values in combination with optional, authentication, authorization, and accounting ([ AAA)
attribute values as conditions for assigning dynamic access policies (DAP), The Cisco
Secure Desktop features that are supported by the endpoint attribute s of DAP include
operating system detection, Cisco Secure Desktop policies, Basic Host Scan results, and
Endpoint Assessment.

Host emulation detection: This additional feature of prelogin policies, determines whether
aremote Microsofl Windows operating system is running over virtualization software.

Windows Maobile Device Management: A feature of the Host Scan module that allows
posture checks that are specific to mobile devices. This feature requires installment of
Cisco AnyConnect client to on the mobile deviee and therefore does not apply to clientless
SSL VPN sessions.

Standalone installation packages: This leature offers an additional Ciseo Secure Deskiop
mstallation option, in addition to being distributed o the endpoint by the Cisco ASA
adaptive security appliance. Standalone packages can be deployed by enterprise-wide
software distribution tools.

Cisco Secure Deskiop Manual Launeh: This feature allows users wo start a clientless 851
VPN connection by launching Ciseo Secure Desktop from their computer. This benefits users
who do not have permission to run ActiveX or Java, or do not have ActiveX or Java installed.

588

Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Cisco Secure Desktop

Prelogin Assessment

Step 1. Aremote user
connects via Cisco
AnyConnect client or
dientless S5LWPN.

Step 2. Cperating system
detection module
downloaded and
running.

Step 3. Prelogin assessment
module downloaded
and running.

Step 4. Based on prelogin
azsesament module
result, login denied
or Cizco Secure
Desktop policies are
applied.

The first phase of Cisco Secure Desktop operation includes all the tasks leading up to user login
and assessment of the system of the user. Prelogin assessment occurs in these steps:

Step 1 A remote user connects to the security appliance using the Cisco AnyConnect client
or clientless SSL VPN,

Step 2 The operating system detection module 18 downleaded and runs.
Step 3 The prelogin assessment module 18 downloaded and runs.

Step ¢ Based on prelogin assessment module result, login is denied or Cisco Secure
Desktop policies are applied.

If the remote computer passes a prelogin assessment that 18 associated with a partieular prelogin
poliey that is confligured on the security appliance, a sean of the antivirus, antispyware,
personal firewall, and other optional keysiroke logger, lile, regisiry, and process checks oceurs.
This scan can be turned on or off by the system administrator.

Secure Desktop (Vault) or Cache Cleaner installs only if the prelogin assessment that is
associated with a particular prelogin policy passes, and only if the Secure Desktop or Cache
Cleaner parameters are enabled for the matched prelogin policy.

If both the prelogin assessment for a particular prelogin poliey and the Host Scan checks
pass, and the prelogin policy has both Secure Deskiop (Vault) and Cache Cleaner disabled
(typically for a corporate computer login), only the DAP determines the user experience after
authentication.

Note C#P is covered in the other lessons within this course.
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Cisco Secure Desktop

Login, Postlogin, and Session Cleanup

Step 5. Check for keystroke
logger and host E
ermulatian. e -

Step 6. Secure Desktop (Vault) j
or Cache Cleaner
downloaded and Cizon Sacure Desktop
unning. " Bpp

Step 7. User authenticated

and VPN session
initiated.

Step 8. DAP checks applied.

Step 8. VPN connection
besomes active.

Step 10. Postsession cleanup -"
QCEUrs. |

After the prelogin assessment is complete, the Cisco Secure Desktop application lets the user
begin the network authentication process. During the user authentication process, a secured
session desktop is created for the user to switch to 1n order to provide a secured workspace
during the VPN session. The Login phase encompasses these evaluation steps:

Step 1 Application checks for keystroke logger and host emulation.
Step 2 Host Sean with Secure Desktop (Vauolt) or Cache Cleaner is downloaded and runs.
Stap 3 The user is authenticated and a VPN session is inivated.

After the user has logged into the network and has an actively managed 5L VPN network

session, the user 18 allowed te access network resources, based on the configured policy Tor that

user. After the user terminates the 881 VPN connection (o the idle timeout expires), the
Secure Desktop postsession cleanup mnitiates. The postlogin and session cleanup phase
encompasses these steps;

Step 1 AP checks are applied.
Step 2 A VPN connection becomes active.

Step 3 Postsession cleanup oceurs.
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Cisco Secure Desktop

Solution Components

Before deploying Cisco Secure Desktop, analyze your
current system and network architecture. It should meet
these requirements:

1. Supported operating systems
User privileges
Supported Intermet browsers (clientless 3L YPN)
Internet browser settings (clientiess S3L VPN

L [ad

fa

Operating
System,
Privileges

To deploy Cisco Secure Deskiop in the SSL VPN, you must ensure that your selution
components meet these reguirements:

®  Supported operating systems: The VPN users must run supported operating systems on
their remote computers.

m  LUser privileges: The users connecting to the 851 VPN must have sulficient privileges o
install, update, or operate the Cisco Secure Desktop modules,

®  Supported Internet browsers: The users must use a supported browser to start the SSL
VPN connections. This requirement applies only to clientless S8L VPNs

®  Internet browser settings: The browser must be configured with parameters that allow the
execution of required ActiveX controls, plug-ins, Java applets, and lile downloads. These
permissions are needed Tor elientless SSL VPNs,
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Cisco Secure Desktop
Deskiop 3.5 x)

VWinoowa T

WingowaViala % X X
Windous XP X X X
Windows Sonlia

Frofessions i x

B.005

Aprme l.-lad'iimn % x

aEX ios

LEneie 5 A

*Ontp for 32-01 aysiems

Supported Operating Systems (Cisco Secure

Lnup Em'.hllm
Detectian

This table provides the information on the interoperability of Cisco Secure Deskiop.

Operating System Interoperability

Dperating System Prelogin Host Vault Cacha Kaystroke Host
Assassman | Scan Cleanar Logger Emulation
t Datection Detaction
Merosoft Windows 7 Yas Yes _ Yes _ —_—
Merosoft Windows Yes Yes 32-bit Yes 32-bit 32-bit
Vista systems systems systems only
only only
Merosoft Windows Yas Yes 32-bit Yes 32-bit 32-bit
xF Bystems systems systems only
only only
Mcrosoft Windows Yes Yes _— Yes _— -—
IViobile Professional
B.0/8.1
Apple Macintosh O3 Yes ¥es —_— Yes _— -_—
X 10.4
(FowerPC or Intel)
Linux Y&s Yes _ Yes —_ -
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Deploying Cisco Secure Desktop

User Privileges

Cisco Secure Deskiop can be installed on the client computer:
» Ciseo AnyConnect SSL VPN:

— After Cisco AnyCeonnect client is installed: No administrative
privileges

— Together with Cisco AnyConnect install: Requires
administrative privileges

- Execulable File: Requires administrative privileges (not used)
* Clientless S5L VPN:

- ActiveX: Requires administrative privileges

— Microsoft JVM: Requires administrative privileges

- Bun J¥M: Does not require administrative privileges

— Executable file: Requires administrative privileges

To enable Cisco Secure Deskiop functions, the users must install the soltware on their
computers. The soltware can be installed in several ways:

®  Cisco AnyConnect SSL VPNs:

After Cisco AnyConneet client is installed: No admimstrative privileges are
required. Installation of the Cisco Secure Desktop or Host Sean is pedformed ina
similar fashion o updating the Cisco AnyConnect elient, which also does not require
any privileges.

Together with Cisco AnyConneet install: This method requires administrative
privileges to install the Cisco AnyConneet client along with Cisgo Seeure Deskrop.

Executable file: This method requires admunistrative privileges. Thisoption 18 net
used, because Cisco Secure Desktop alone, without Cisco AnyConnect chent, cannot
be used in Tull tunneling scenarios.

8 Clientless SSL VPNs:

ActiveX: This method 15 used when the Cisco Secure Deskiop soltware is being
distributed to the endpoint by the Cisco ASA adaptive security appliance. The user
must have administrative privileges to install the Cisco Secure Deésktop using
ActiveX controls,

Miecrosolt Java Virtual Machine (JVM): This option is used when the Cisco ASA
adaptive security appliance distributes the Ciseo Secure Desktop soltware. The user
must have administrative privileges to install the Cisco Secure Desktop using
Microsoft JWVM.

SunJava Virtual Machine: This method is also used when the Cisco ASA adaptive
security appliance distributes the Ciseo Secure Deskiop software. When the security
appliance distnbutes the software, the user does not need administrative privileges,
but Sun JVM must be installed and enabled in the browser.
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Executable file: This installation option is related to the Cisco Secure Desktop
Manual Launch feature. 1t allows users to install the Cisco Secure Desktop and then
create a8 Clientless SSL VPN connection to their Cisco ASA adaptive security
appliance by manually launching Cisco Secure Deskiop from their computers. This
option is primarily intended for users who do not have permission to run Active X or
Java, or do not have ActiveX or Java installed. File-based installation and startup are

supported by Windows, Linux, and Mac 08 X desktops. They are not used by
Windows Mobile Device users. The user must have administrative privileges to
install the Cisco Secure Deskiop software using the installation file.

ni=met Expéoeer 5.0
nizmet Exciorer 7.0
Meite Firafox 32
Bafan 321

P s

E A S

Deploying Cisco Secure Desktop
Internet Browsers Supported by Clientless SSL VPN

Hoat Scan

R | S

Nots: Hoat Boan and Ceens Sleansr oo 001 Supooed 84-00 vermona of iniemat Exploresn

Ciseo Secure Deskiop works in clientless SSL VPNs with many of the mainstream web
browsers that are available on the market. The table lists the supperted web browsers lor the
prelogin assessment and Hest Sean modules.

Web Browser Interoperability

Wab Browser Prelogin Assessmant Host Scan
Microsoft Internet Expiorer 6.0 Yes YEs
Microsoft Internet Expiorer 7.0 ¥Yes Yes
Mozitla Firefox 3.0 YEs Yes
Safari 3.2.1 YES Yes
Note Host Scan and Cache Cleaner do not support 84-bit versions of Microsoft Internet Explorer.
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Deploying Cisco Secure Desktop
Cliegntless SSL VPN Internet Browser Settings

o S . .

ActveX controla ang Siug-ing » Downicas gigned ActveX controig. Eneie

ActwaX confrols and pfug-ins > Run ActveX controls and sug-ina Enaki=

Downioads > Fie gownioad Erane

Hesptng = Active acipling Enzziz

Horipting > Soinling of Jaue agpels Enaslz

Microaoft VA > Jsve permiasions High, medium, or
iy astety

hinte! Heat Soan and Cacns Sleansr do not supnor 54-0i versons of injemat Expioner

This table illustrates the internet browser parameters that enable all three installation methods
for clientless SSL VPXNs, in which the security appliance distributes the nstallation package:

B Acuvex
®  Microsoft Java Virtual Machine

®  SunJava Virtual Machine

The installation that is based on the executable file is not affected by any of these settings.

The table describes the required browser settings that affeet a given installation method.

Required Web Browser Settings

Attribute Installation Method Required Satting

ActiveX controls and plug-ins > ActiveX Ensble
Cownload signed ActiveX controls

ActiveX controls and plug-ins > Run ActiveX Enable
ActiveX controis-and plug-ins

Downloads > File download ActiveX, Microsoft Java Enable
Virtual Machine, Sun Java
Virtuz] Machine

Scripting = Active scripting ActiveX Enabie

Scripting > Scripting of Java applets Sun Java Virtual Machine Enabie

Mcrosoft WM > Java permissions Mcrosoft Java Virtual High, medium, or low safety
Machine
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Deploying Cisco Secure Desktop
Deployment Tasks

1. Install and enable Cisco Secure Daskiop on the Cisco ASA
adaptive security appliance.

2. Configure prelogin criteria.
3. Cenfigure prelogin pelicies.
4. Configure Advanced Endpoint Assessment.

The deployment of Cisco Secure Deskiop consists of five overall configuration tasks:

l. Install and enable Cisco Secure Desktop on the Cisco ASA adaptive security appliance.

(]

Configure prelogin criteria.
3. Conligure prelogin policies.

4. Conligure Advanced Endpoint Assessment.
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endpaints

Deploying Cisco Secure Desktop
Input Parameters

Operating eystam on Requirad B chooee proper vargion of Ceca

Sacum Daskiop

Raquirad prelogin polisy Raquired 1o craals a pralogin policy to chack

andpaints

Requirad o cormactly canfigura!
+Haoet Scan

»Sacira Degkiap (Vault)

+Cache Claanar

» Advanced Endpaint Assessmant
»Kaystroke Logoar Dataction
+Hoet Emulation Datection

To deploy Cisco Secure Desktop in the Ciseo AnyConnect S8L VPN, you must ensure that

your solution components meet these requirements:

®  (perating systems running on endpoints: Needed to select a proper version of Cisco
Secure Desktop.

m  Required prelogin policy: Needed to configure prelogin policy to check endpoints and 1o

enable the Cache Cleaner or Secure Desktop (Vault) with proper parameters, Needed to

optionally enable Host Scan, Advanced Endpoint Assessment, keystroke logger detection,
and host emulation detection.
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Deploying Cisco Secure Desktop

Deployment Guidelines
* Cisco Secure Desktop is supported in SSL VPN only (no IPsec).

* Censider using Cisco Secure Desktop In envirenmeants with very
strict security policy.

= UUse a prelogin policy to determine whether an endpoint
connecting to the SSL VPN is enterprise-owned or unmanaged.

* Use Cisco Sacure Deskiep if the endpoint is unmanaged,

Consider the following general deployment guidelines when you deploy Cisco Secure Deskiop
n S8L VPN Cisco AnyConnect environments:

. Cisco Secure Desktop is supported only 1in 851 YPNs_ It cannat be deployed in [Psec VPNs.
2. Consider using Cisco Secure Deskiop in environments with a very strict security policy.

3. Use aprelogin policy to determine whether an endpoint connecting to the SS5L VPN policy
1s enterprise=owned or -managed.

4, Use Ciseo Secure Desktop if the endpoints are unmanaged.
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Installing, Enabling, and Customizing Cisco
Secure Desktop

This topic deseribes how to install, enable, and customize Ciseo Secure Deskiop on the Cisco
ASA adaptive security appliance.
_
Installing, Enabling, and Customizing
Cisco Secure Desktop
Configuration Tasks

1. Install Cisco Secure Desklop and enable itglobally on the Cisco
ASA.

(Optienal) Disable Cisco Secure Desktop per the connection
profile.”

Custemize Cisco Secure Desktop to display custorn banners and
backgrounds.**

,@! ] ___ SSLVPN

(L]

(€% ]

Limoad and glanaiy
Ceaco Ssoute Deax
Cvasnis Cigen Ssou

=1

oD,

W

Desuion
for e EMNGINEERING
connacton profie

Lusiomize me Caco Secire
Desxion tea aoiar

ang ialer

* SesoEnie v Ciaco ABA sofeane BEY)

= Bupporiad onty on 3F-pd Windowa \Vists ana 32-00 Windows NP 8F2 or B8P3

To install, enable, and customize Cisco Secure Desktop on the Cisco ASA adapuve security
appliance, complete the following conliguration tasks:

Step 1 Install Cisco Secure Desktop and enable Ciseo Secure Desktop globally on the Cisco
ASA adapuve security appliance.

Step 2 Oiptionally, disable Cisco Secure Deskiop per connection profile.

Step 3 Customize Cisco Secure Desktop to display custom banners and backgrounds.

The figure shows an example that will serve as configuration scenario for ongoing
eonliguration tasks. You will upload and globally enable Cisco Secure Deskiop on the Cisco
ASA adapuve security appliance. Then you will disable Cisco Secure Deskiop lor the
ENGINEERING eonnection profile. You will also customize the Cisco Seeure Deskiop text
color that 18 shown in the Cisco Secure Deskiop.

Nota DCisabling of Cisco Secure Desktop per connection profile is available in Cisco ASA software
version B8.2(1) and later.

Customizing Cisco Secure Desktop to display custom banners and backgrounds is avallable
only with 32-bit Windows Vista and 32-bit Windows XP 5P 2 or SP3.
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Y
Installing, Enabling, and Customizing
Cisco Secure Desktop

Task 1: Install and Enable Cisco Secure Deskiop on
the Cisco ASA.

* Download Cisco Secure Desktop web deployment package
from Cisco.com.

= Upload the Cisco Secure Desktop package o the Cisco ASA.

Saonfgurston > Remols Azcess VPN » Sacurs Desqinp Mansger = Sstun

Cice Browae
Flaah to apscity
0| Coson Ssoure
Desting iocgton

R T b
Lechi b Do Sy Dt

[ | g L & T g

T Optonally, Tral

i

upeasd e
Enaniz Ciamn Ciace Secuts
S Degime

pEmMEge o M
Claoo ARA

When enabling the Cisco Secure Desktop on the Cisco ASA adaptive secunty appliance, you first
have to download a web deployment package from Cisco.com to the PC that 18 unning Cisco
Adapuve Security Deviee Manager (Cisco ASDM). Then you have to upload the package to the
Cisco ASA adaptive security appliance and enable Ciseo Secure Desktop globally. To perform
these tasks using Cisco ASDM, complete the following configuration steps:

Step 1

Stap 2

Step 3

Step 4

Step 5

Inside the Cisco ASDM, choose Conliguration > Remote Aceess VPN > Secure
Desktop Manager > Setup (not shown in the figure). The Setup panel appears.
Click Upload to prepare to transler-a copy of the Ciseo Secure Deskiop software
rom your local PC to the fash card in the Cisco ASA adaptive security appliance,
Cisco ASDM opens the Upload Image dialog box (not shown in the figure).

Click Browse Local Files to prepare to select the file on vour local PC (not shown
in the figure).

Select the Cisco Secure Desktop file by navigating to the proper folder where the
file is stored and click Seleet (not shown in the lgure).

Click Upload File. Cisco ASDM will transfer a copy of the file to the flash card.

Note

If Cisco Secure Deskiop had been previously uploaded to the Cisco ASA adaplive security
applance, specify the location of the Cisco Secure Desktop web deployment file by entering
the locstion into the Location field. You can also click the Browse Flash button and select
the Cisco Secure Desktop file from the Browse Flash window [not shown in the figure).

Step &

Stap 7

Check the Enable Secure Deskitop check box.
Click Apply 1o apply the configuration.
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Installing, Enabling, and Customizing
Cisco Secure Desktop

Task 2: (Optional) Disable Cisco Secure Desktop per
Connection Profile

You can disable
Cisco Secure
Desktop per specific
connection profile:

Confguraton > Remole Aoneas VPN = Network (Csent) Access = AnyConnent Connecton
Profiea

You have to manuslly
mapa URLthata
us=er uses to connect
the Cisco ASAto 3
connection profile.

Then you can disable

Cisco Secure Desktop e N B S —
; rdioere Eirin oy e ey
for that specific Dragsie Ciaco Secire
cannection profile. Desiiop dor 1n2toonnection
wrofie

———r—— T

Afier you enable Cisco Secure Desktop globally, the Cisco Secure Desktop will be enabled for
all 88L VPN connections that are made to the Cisco ASA adaptive security appliance,
regardless of a connection profile. However, you can optionally disable the Cisco Secure
Deskiop for a specific connection profile. To disable Cisco Secure Desktop for a specific
connection profile using Cisco ASDM, complete the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5
Step &

Step 7

Step 8

Inside the Cisco ASDM, choose Conliguration > Remote Access VPN > Network
(Client) Access > AnyConnect Connection Proliles (not shown in the ligure). The
AnyConnection Profiles panel appears.

From the Connection Profiles table, select a connection profile for which you would
like tw disable Ciseo Secure Desktop. Click Edit. The Edit 881 VPN Connection
Profile window appears.

Expand the Advanced option from the menu on the left and click the SSL VPN
oplion.

Click Add in the Group URLs area of the window and enter a group URL or [P
address into the URL window (not shown in the figure). This step will enable the
Cisco ASA adaptive security applianee to seiect automatically the proper connection
profile when a user makes a connection to the specified URL.

Click OK (not shown in the figure),

Check the Do Not Run Ciseo Secure Desktop (CSD) check box. In the example,
Cisco Secure Deskiop has been disabled for the ENGINEERING-PROFILE.

Click OK.
Click Apply to apply the configuration.
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L.
Installing, Enabling, and Customizing
Cisco Secure Desktop
Task 3: Customize Cisco Secure Deskiop
You can customize the following elements:

= Text coler, background image, and banner images

;. e .
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When running Cisce Secure Desktop on Windows Vista and XP SP2 or SP3 (32 bitonly), you
can customize text color, background image, and banner images that are displayed by the Cisco
Secure Desktop. To customize Cisco Secure Deskiop using Cisco ASDM, complete the
following steps:

Step 1

Stap 2

Step 3

Step 4

Step 5

Step &

Inside the Cisco ASDM, choose Configuration > Remote Aceess VPN > Secure
Desktop Manager > Secure Desktop Customization (not shown in the ligure).
The Secure Desktop Customization pane appears.

Click the Choose Color button 1o invoke the color chooser to change the color of
text that is displayed by Cisco Secure Deskiop. Select a color from the Secure
Desktop Text Color window and click OK.

To change the background or banner images, [irst upload a new image w the Cisco
ASA adaptive security appliance by clicking the Import button. Choose a desired
image from the Import Local File window and click Import Loeal File button.

Then choose the banner for which you would like 1o replace the image from the table
and specify that new image should be used by clicking the—Default—table cell.

Repeat Steps | through 4 to change images for other banners and for a Cisco Secure
Desktop background also.

Click Apply 1o apply the configuration.
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Installing, Enabling, and Customizing
Cisco Secure Desktop

CLI Commands

webarpn
cad image dLak0:fgad 3.5.1077-k9.pkyg
ced enahle =F_'!n:=e |
1 Sacire Daakiog.
tunnel-group ENGINEERIRG-EAOFILE webwvpn-attributes

group-url httpa://ven.domain, com analb ]
without-asd . Diasme Ciaon
Berure Deaxiop for
J soonnecion profia.

To enable Cisco Secure Deskiop using the command line interface (CL1), use the following
commands. First enter webvpn confliguration mode using the webvpn command. Then speeify
the loeation of the Cisco Secure Deskiop web deployment file using the esd image command.
Then enable Cisco Secure Deskiop globally using the esd enable command.

To disable Ciseo Secure Deskiop for a specific connection profile, fiest enter profile (tunnel-
wroup) conliguration mode using the tunnel-group command, fellowed by tunnel group name
and webvpn-attributes kevword. Then specify the incoming URL or [P address [or the
connection profile using the group-url command. This configuration will enable the Cisco
ASA adaptive security appliance 1o use the proper connection profile when users connect to the
specilied URL or [P address. Finally, disable Cisco Secure Desktop for the connection profile
using the without-esd command.

webvpn
To enter webvpn mode; in global configuration mode, enter the webvpn command. To remove
any commands that are entered with this command, vuse the no webvpn command. These
webvpn commands apply to all WebVPN users.
These webvpn commands let vou configure AAA servers, default group policies, default idle
tmeout, HTTP and HTTPS proxies, and NetBlOS Name Secver (NBNS) servers for WebVPN,
ag well as the appearance of WebVPN scereens that end users see.
webvpn

csd image

To validate the Cisco Secure Desktop distnibution package and add it to the running
configuration, effectively installing Cisco Secure Deskiop, use the esd image command in
webvpn configuration mode. To remeve the Cisco Secure Desktop distribution package {rom
the running configuration, use the no form of the command:

csd image path
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csd image Parameters

Parameter Description

pach Specifies the path and filename of the Cisco Secure Desktop packape, up to 255
characters

csd enable

To enable Cisco Secure Deskiop for management and remote user access, use the esd
enable command in webvpn configuration mode. To disable Ciseo Secure Desktop, use
the no form of this command.

csd enable

tunnel-group webvpn-attributes

Toenter the webvpn-attributes configuration mode; use the tunnel-group webvpn-
attributes command m global eonfiguration mode. This mode conligures settings that are
common to WebVPN tunneling.

To remove all WebVPN attributes, use the no form of this command.

unnel-group name wehvpn-attributes

tunnel-group webvpn-attributes Parameters

Parameter Description
wabvpn-attributeas Specifies WebWPN attributes for this tunnel-group
nama Specifies the name of the tunnel-group

group-url

To specily incoming URLs or 1P addresses for the group, use the group-url command in
wnnel-group webvpn configuration mode. To remove a URL from the list, use the no form of
this command.

group-url wrf [enable | disable]

group-url Parameters

Parameter Description

disable Cisables the URL, but does ot remove it fram the list
enable Enables the URL
url Specifies a URL or |P address for this tunnel group

without-csd

To exempt certain users from running Cisco Secure Deskiop on a per-connection profile basis
il they enter one of the entries in the group-url table to establish the VPN session, use

the without-esd command in tunnel webvpn configuration mode. To remove this command
from the configuration, use the no form of the command.

without-csd
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Configuring Prelogin Criteria

This topic describes how to configure prelogin criteria on the Cisco ASA adaptive security
apphance.

Configuring Prelogin Criteria

Prelogin Assessment

= The prelogin assessment module is downleaded and
installed after the connection is established but before user
authentication.

= Assessrment determines the applicable Cisco Secure
Desktop policy.

. _—

Secure Desktop Manager lets you specifly the checks to be performed between the time the user
establishes a connection with the seeurity appliance and the time the user enters the login
credentials. These checks determine whether te assign a prelogin policy or whether to display a
“Login Denied” message for the remaote user. The settings of the matched prefogin policy
determine whether Secure Desktop (Vault) or Cache Cleaner loads. The application of a
prelogin policy to dynamic access policies (DAP) determines the aceess rights and restrictions
that are placed on the connection, and determines the behavior of the Cisco Secure Desktop
eomponent before, during, and alter the user logs in. For example, it determines whether to
check for keysiroke loggers or whether to apply an inactivity tmeout.
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Configuring Prelogin Criteria

Prelogin Assessment Capabilities
This medule can check for:

* Presence and integrity of files

* Presence of digital certificates

= Type of operating system

= Metwork interface card P address

= Microsoft Windows registry keys

The prelogin criteria allow you to define a set of conditions, based on which you may deny the
connection, load the Secure Desktop (Vault), or load the Cache Cleaner. These criteria can be
evaluated during the prelogin assessment:

m  Existence and integrity of specified files: Lets you specily the presence or absence of a
particular file, its version, and its checksum.

= Digital certificates: Lets vou specify the issuer of a certificate and one certificate attribute
and value to match.

m 05 version: Lets you configure checks for Microsoft Windows 2000, Windows XP, and
Windows Vista; Win 9 (for Windows 98), Mae (for Apple Mac 08 X 10.4), and Linux.

m [P address: Lets you specily an [P address range, or network address and subnet mask.

m  Microsolt Windows Regisiry: Lets you detect the presence or absence of a regisiry key.
This eriterion is available only for Microsoft Windows and is ignored Tor other operating
SysLems,
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Configuring Prelogin Criteria
Configuration Scenario
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This ligure 1llustrates the network scenario that will be used on the upcoming configuration
tasks. You will confligure & prelogin policy to determine whether endpoints are enterprise-
owned or unmanaged. You will use the following eriteria to categorize endpomnts:

®  Enterprise-managed computers: Employees use these endpoints in their home ofTices 1o
connect ta the corporate VPN, These eomputers run Windows operating systems.

®  Unmanaged PCs: Users use these endpoints to connect to the VPN [rom public places,
such as Internet kiosks.
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Configuring Prelogin Criteria
Task 1: Configure Prelogin Criteria

» Prajogin criteria are configured in tha form of a seguence.
= By dafault, the Default prelogin policy is configurad.
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Configuraton > Remols Aocess WFN > Becurs Deaxinp Mansger » Preagn Folioy

The Cisco ASDM provides an intuitive tool to define the prelogin policies in the form of a
graph. This graph 18 built a5 a tree of “il<then” conditions. The if-then conditions, also called
checking eriterig, arerepresented in the tree as cireles with a plus (=) sizn. The if=then
conditions are junctions where multiple branches emerge from the tree trunk for the difTerent

results of the if-then condition.

The top of the tree is the Start field. To define the {irst checking entenia; click the cirele with
the —sign to open the Check dialog box. In the Check drop-down list, choose the il-then

condition that you want to use at the top of the decision tree.
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Configuring Prelogin Criteria
Task 1: Configure Prelogin Criteria (Cont.)
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This example illustrates how the first check condition evaluates the operating system of the
endpoint. This type of criteria has five different resulis that effectuively create five branches of
the decision tree.

Each branch leads to an end node. The end nodes 1n this example are one “Default” and four
“Login Denied.” You may configure multiple if<then conditions before an end node is defined
in the tree. Each end node ean be edited to select one of three end-node types:

m  Login Denied: This action efTectively cuts ofl any further processing of this particular
branch. If the defined combinations of conditions are met, access will be blocked.

m  Poliey: This option defines an endpoint profile. An endpoint prolile represents the state that
15 achieved by the endpoint after it reaches this point in the tree. For each endpomt profile,
a policy is automatieally created in the Configuration > Remote Access VPN > Secure
Deskiop Manager > Prelogin Policy submenu. You will access that policy to edit the
actions that will be applied to the endpoint.

m  Subsequence: This option allows you to terminate the branch and continue it in another
place in the graph. This linkage is a graphical aid that allows you to draw the entire tree ina
mMore compact area.

In this example, the frst endpoint profile is named *Default,™ and it has been created
automatically in the tree. You will elick the Login Denied end node for Win 9x endpoints,
change its type to Policy, and enter the new policy name “Unmanaged PCs.™ This policy is
automatically ereated in the system and will be then applied to the matched endpoints.
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Configuring Prel

Task 1: Configure Prelogin Criteria (Cont.)
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After setting three end nodes to th

e Unmanaged PCs policy, you may change the Default end

node to a subsequence. In this example, the subsequence is named “Additional_Check™ and

will allow you to continue the end

Configuring Pre

Task 1: Configure Prelogin Criteria (Cont.)

point evaluation at another place.

login Criteria

checks you can:
= Continue from

To perform =
i e v 1
additional i e e e R R b ek oA R e i i e
R I RO BT T D W T 1 T D 1 ks N D0 D S L T
v e Lo e o ki,

1af] By —— e ]
the existing PR ————
plus sign = G | Snacity regary ey
N L Lo nofoen ang Ve
s Create 8 new e m— A vetie
subsequence e
for better =
WSIbIIIty Ciox e plas akgn i iy s
Sszctang 20d e ad 8 regiaty cneck. | som e e
CrODES Chadk 1ype: b

e ———

Confguraton » Remote Access VFN > Secure Desdion Maneger » Freiogn Poscy

This figure illustrates how you can continue the endpoint evaluaton process. The
Additional_Check subsequence identilies endpoints that run Windows 2000, XP, and Vista, In

this example, you add an addition
specific registry key.

al if-then condition that checks for a defined string ina
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Configuring Prelogin Criteria
Task 1: Configure Prelogin Criteria (Cont.)
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Confguraton > Remole Acoeas VEN > Securs Deswion Menager > Frelogin Fotoy

The registry check ereates two branches lor the Windows 2040, Windows XE, and Windows

Vista computers: each branch representing a “then” (suceess or failure) in the if-then condition.

In this example, you will change the end nodes in each branch to policies named
“Home Worker” and “Unmanaged PCs.” They represent the two endpoint profiles in your

environment. The Home Worker policy 1s automatically added in the Configuration > Remaote

Access VPN = Secure Deskiop Manager > Prelogin Policy submenu.
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Verifying Prelogin Criteria
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On 8 Windows PC, the VPN user ean verily the received prelogin assessment data by viewing
the logs that are avaslable in the Event Viewer. The Event Viewer can be accessed using the
Start > Programs > Admimstrative Tools > Event Viewer menu. The information is recorded in
the Application log and contains entries such as:

m  endpoint.osversion: Result of the operating system-related Host Sean

m  endpoint.osservicepack: Result ol the service pack-related Host Sean

m  endpointpolieylocation: The prelogin poliey that 1s identilied lor the endpoint; in this
example, “Home Worker™

m  endpoint.deviee.potection: The downloaded Ciseo Secure Desktop module; in this
example, “secure deskiop™
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Configuring Prelogin Policies

This topic describes how to configure Ciseo Secure Deskiop policies.
-

Configuring Policies
Prelogin Policies Overview

* Based on prelogin criteria (assessment) you can assign a Cisco
Secure Desktop pelicy toa host.

* Under Cisco Secure Desktop policies you can enable:
- Secure Deskiop (Vault)
- Cache Cleaner
- Detect Host Emutation
- Betect Keystroke Logger
* Host Scan can be configured here.

When the prelogin policies have been created, you can apply actions to them. The major
configuration blocks include these policies:

®  Secure Desktop (Vault): Vault encrypis the data and files that are associated with the
remoete session into a secure desktop partition. 1t presents a graphical representation of a
desktop that includes an image of 4 lock to sigmify a safe environment for the remote user
Lo work in. Upon session lermination, it uses a sanitation algorithm to remove the partition.
Typieally used during chentless SSL VPN sessions, Secure Desktop attempts to reduce the
passibility that cookies, browser history, temporary files, and downloaded content remain
after a remote user logs out, the session tmes out, or after an abrupt termination occurs.
Secure Desktop runs only on 32-bit Microsoft Windows operating systems, Ia prelogin
policy 15 configured to install Secure Desktop, but the operating system on the remaote
computer does not support it, Cache Cleaner attempts to inatall instead.

m  Cache Cleaner: This is a more limited alternative to Seeure Desktop (Vault) that 18
avarlable for a wider operating sysiem range. In addition t Microsolt Windows, the Cache
Cleaner works also on Apple Mac 08 and Linux,

a  Detect Host Emulation: This module determines whether an endpoint is running over
virtualization software. Host emulation detection runs on the same operating systems a8
Secure Desktop (Vault), that is, only on 32-bit Microsoft Windows operating systems.

m  Detect Kevstroke Logger: You can conligure selected prelogin policies o scan for
processes of modules that record keystrokes that are entered by the user, and deny VPN
access if a suspected keystroke logging application is present. Keystroke logger detection
runs on the same operating systems as Secure Deskiop ( Vault), that is, on 32-bit Microsolt
Windows operating sy stems.
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®  Host Sean: You can enable the Host Scan to scan for endpoints posture and remediation.
Host Scan consists of Basic Host Scan, Endpoint Assessment, and Advanced Endpoint
Assessment.

Configuring Policies
Secure Deskiop (Vault)

Provides next
capabllities: MiSsa FKigs et R CTROG, RAM j
* Mew temporary desktop
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Access o original
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All disk writes are to
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Secure Desktop (Vault) creates a new temporary desktop environment. As an administrator,
you can control the Vault aceess to the registry, command window, network drives and folders,
and removable drives. By default, the Vaualt provides visibility only to the Doeuments and
Settings, WINDOWS, and Program Files directories on Microsoll Windows. It ofTers access
only to applications that are installed in these directories.

Secure Desktop (Vault) does not encrypt or clean system memory information, ineluding that
which may be left on the disk by the operating system in the Microsoft Windows virtual
memory file, commonly referred to as the paging file. Secure Deskrop Manager provides an
option that seeks to disable printing from within a user session. |1 local printing 1s permitted,
there may be instances when data can remain in the local system print spool.

Secure Deskiop (Vault) is highly configurable. [t has a rich set of features that provide
cooperative security for users trying to work in g secure manner. These features govern the
relatiomship ol the secure partition to the host, the network on which the host runs, and the
Internet.

Secure Desktop (Vault) does not isolate the secure pantition {rom the rest of the host; it prevents
information in the secure partition from passing to the local drives, Vault does not prevent
information from passing from the host to the secure pantition. I the user is working on a host
that is already mfected with malware, that malware can pass from the host 1o the secure partition.

Secure Desktop ( Vault) does not prevent access from the secure partition to the network on
which the host runs nor does it restrict access to the file system of the host. Users can launch a
browser from within the secure partition and they can have access to the Internet.

Browser plug-ins, shell extensions, and a cluttered registry can greatly extend the ume thatis
needed for Secure Deskrop ( Vault) to perform read and write operations on the registry. It can
therefore take a longer period than one would expect for the clientless SSL VPN login page 1o
open Vault if the remote computer 18 slow or is cluttered.
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Configuring Policies
Cache Cleaner
Cache Cleaner
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Cache Cleaner 1s functionally more limited than Secure Desktop, but 1t has the fexibility to
support more operating systems. It attempts to eliminate the information from the browser

eache at the end of a clientless SSL VPN or Ciseo AnyConnect client session. This information
meludes entered passwords, autocompleted text, [iles that are cached by the browser, browser
configuration changes made during the session, and cookies.

Cache Cleaner monitors only one browser application per S5L VPN session.
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Configuring Policies

Keystroke Logger and Host Emulation Detection
* Keystroke logger detection

- Detection for keystroke loggers
running s & Process or Kernel
module

= You can specify the keystroke
logging applications that are safe
or et the remote user interactively
approve the applications

- Does not detect hardware-based
keystroke loggers

» Host emulation detection

= Detection host emulation or
virtualization of the connecting
33L VPN client

= Corfigurable to disallow
virtualized host from connecting

= e

By default, keystroke logger detection and host emulation detection are disabled for each
prelogin policy. If you enable them, they download along with Secure Desktop (Vault), Cache
Cleaner, or Host Scan onto the remaote computer. The associated module runs only if the sean is
clear, or only 1" you assign admimistrative eontrod to the user and the user approves of the
applications or host emulator the sean identifies. Keystroke logger detection and host emulation
detection are available for supported versions of Windows operating systems. The modules
provide these features:

m Keysiroke logger, if enabled ina policy, runs only if the operating svstem 18 Windows and
the user login has administrator priviléges, I the user does not, keystroke legger detection
does not run. You can configure each prelogin policy to scan for keystroke logging
applications and deny access if a suspected keystroke logging application is present. You
can specily the keystroke logging applications that are safe or let the remote user
interactively approve the applications that the scan identifies.

m  Host emulation detection determines whether a remote Microsoft Windows operating
system is running over virtualization software. You can enable or disable this feature to
deny access il a host emulator is present or report the detection to the user and let the user
decide whether o continue or terminate the session.
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Configuring Policies
Host Scan

= Host Scan installs on & remote device and runs perodically during
88L VPN session to determine if changes have occurred.

= Host Scan consists of three modules.
- Basic Host Scan
* Enables prelogin assessment

= Detects operating system, files, registry, IP address,
certificates

- Endpaoint Assessment

» Scans for personal firewall, antivirus, and antispyware
software

» Dpes not perform remediation, but provides information to
DAP

- Advenced Endpoint Assessment

= Scans for personal firewsall, antivirus, and antispyware
software

= Performs remediation (rules, updates)

The Host Sean functionality offers three deployment methods.

Basic Host Scan

Basie Host Scan automatically identifies operating systems and service packs on connecting
computers. It also lets you confligure inspections lor specilied processes, files, and registry
keys. Thus, vou can use this feature to conligure checks for watermarks on remaote computers to
determine whether they are corporate-owned. You ¢an use the results that are returned by Basic
Host Sean when you configure different dynamic aceess policies (DAP) to distinguish
corporate computers, home computers, and public computers.

Basic Host Scan attempts to run on any remote device that is establishing an 881 VPN, if Cisco
Secure Desktop is enabled on the security appliance. The operating system detection 14
performed automatically. Process name, filename, and registry key cheeking to be performed
by Basic Host Scan must be explicitly configured using Secure Deskiop Manager. Basic Host
Sean returns the name of the operating system and service pack and the resulis of any
configured checks to the security appliance.

Basie Host Scan automatically returns the following additional values for evaluation against
configured DAP endpoint criteria:

® Microsoft Windows, Mac 08, and Linux builds

®  Listening ports active on a connecting host running Microsoft Windows

®  Cisco Secure Desktop components that are installed on the connecting host

Microsolt Knowledge Base numbers (KBs)

©2010 Cigca Systems, Ins, Daployment of Advancad Cisco ASA Adaplive Secunty Appliancs VPN Salutions 587



Endpoint Assessment

Endpomnt Assessment, a Host Scan extension, examines the remote computer Tor antivirus and
antispyware applications, associated delinitions updates, and firewalls. You can use this leature
to combine endpoint criteria Lo sausly your requirements before the security appliance assigns a
specilic DAP to the session. Endpoint Assessment does not pecform any remediation but
provides input that can be evaluated by DAP records.

Advanced Endpoint Assessment

With the purchase of an Advanced Endpoint Assessment license that is installed on the Cisco
ASA adaptive secunity appliance, you can engble features that check for personal firewall,
antivirus, and antispyware and can enforee updates for these produets. Thus, Advanced Endpoint
Assessment is capable of performung aetive remedianon by applying firewall rules activating
madules, and providing updates to the personal firewall, antivirus, and antispyware soltware.

e <
Configuring Policies

Configuration Tasks
1. Enable Secure Desktop (Vault) or Cache Cleaner.

Configure Secure Desktop (Vault) parameters.
Alternatively, configure Cache Cleaner parameters.
Enable keystroke logger detection.

Enable host emulation detection.

g%, BN e i

Enable Host Scan.

To configure the prelogin policies, you have to complete the following configuration tasks:
L. Enable Secure Desktop (Vault) or Cache Cleaner.

2. Configure Secure Deskrop ( Vault) parameters.

3, Alternatively, configure Cache Cleaner parameters.

4. Enable keystroke logger detection.

5. Enable host emulation detection.

6. Enable Host Scan.
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Configuring Policies
Configuration Scenario
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In this eonfiguration scenario, the respective policies are defined as [ollows:

®  The Home Worker policy, which 1s applied to enterprise-managed PCs, activates these
madules:

—  Secure Deskiop
—  Keystroke logger detection

®  The Unmanaged PCs policy, which is applied to unmanaged PCs, applies these modules 1o
the user sessions:

—  Cache Cleaner
—  Keystroke logger detection
— Host emulation detection

You will also enable Host Sean with Endpoint Assessment. The respective Cisco Secure
Desktop modules will be downloaded and executed by the endpoints that have been assigned to
the respective policy through the prelogin assessment.
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Configuring Policies

Task 1: Enable Secure Desktop (Vault) or Cache Cleaner.
* Enable Secure Desktop (Vault) for the Home_\Worker policy.
* Enable Cachea Cleaner for the Unmanaged_PC policy.
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To confligure the privacy protection setting of a prelogin policy, complete these steps:

Step 1 Choose Configuration > Remate Aecess VPN > Secure Desktop Manager >

Prelogin Policy.
Step 2 Seleet the required policy.

Stap 3 L oeate the privacy protection section and cheek one of the available options: Secure
Deskiop (Vault) or Cache Cleaner. If youuncheck both boxes, the security
appliance performs Host Scan cheeks only. In this configuration example, Secure
Desktop { Vault) 1s aetivated for the Home Worker policy.

Step 4 Click Apply All to apply the confliguration.
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Configuring Policies
Task 2: Configure Secure Deskiop (Vault) Farameters
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To configure the Secure Desktop general attributes, complete these steps:

Step 1

Step 2

Step 3

Inside Cisco ASDM, choose Configuration > Remaote Access VPN > Secure
Desktop Manager = Prelogin Policy > Secure Desktop (Vault) General.

Optionally, choose Enable Switehing Between Secure Desktop and Loeal
Desktop. Called deskiop switching, this feature provides users with the flexibility o
respond to a prompt from another application requiring an OK to let Secure Desktop
continue processing. The recommended setting 15 to allow deskiop switching.
Unchecking this attribute minimizes the potential security risk that 1s posed by a user
who leaves traces on the untrusted desktop. You might choose to uncheck this
option i the deployment advantages outweigh the security risk.

Optionally, choose Enable Vault Reuse, This option allows users to close Secure
Desktop and open it again at a later time. Secure Desktop becomes a persistent
desktop that 1s available from one session to the next. If you enable this option, users
musl enter & password (up to 127 characters in length) to restant Secure Deskiop. This
option is uselul if users are munning Secure Deskiop on PCs that are likely to be
reused; for example, 8 home PC. When a user closes Secure Desktop, it does not self-
destruet. If you do not enable this option, Secure Deskiop automatically self-destruets
upon termination. [f unchecked, this attribute activates the following two attributes:

m  Suggest Application Uninstall upon Secure Desktop (Vault) Closing. This
option prompts the user and recommends that the user uninstall Secure Desklop
when it closes. In contrast Lo the next option below, the user has the choice 1o
refuse the umnstallation.

m  Force Application Uninstall Upon Secure Desktop (Vault) Closing. This
optien 18 useful i you do not want to leave Secure Deskiop on untrusted PCs
after users linish using it. Secure Deskiop uninstalls when it closes.
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Step 4

Step 5

Step &

Stap 7

Step 8

Step 9

Optionally, choose Launch Cleanup Upon Timeout Based on Inactivity. This
parameter starts Cache Cleaner automatically after a period of mouse inactivity. It
applies only 1o Microsolt Windows, Cache Cléaner ignores it if the operating system
is Mac O% or Linux.

Optionally, choose Enable Secure Deskitop Inactivity Timeout. Check this check
box to close Secure Desktop automatically afier a period of mouse inaetivity.
Checking this attribute activates the following attribute:

m  Timeout After. This field enables o you to set the inaetivity timer to a number
of minutes (1, 2, 5, 10, 13, 30}, or 60).

Optionally, choose Open Following Web Page Alter Secure Deskiop Closes. You
can check this box and enter a URL in the field to make Secure Deskiop
gutomatically open a weh page when it closes.

Optionally, choose Perform Secure Delete. With this option, Secure Desklop
encrypts and writes itself to the remote PC disk. Upon termination, it performs a
LS. Department of Defense | DoD) sanitation algorithm. Choose the number of
times to perform this cleanup task. The defaul seting is three passes. Following the
completion of the task the number of times that were specilied, Secure Deskiop
removes the pointer to the file.

Optionally, choose Launch the Following Application after Installation. This
option lets you start an application automatically after Secure Desktop installs on the
remote PC. Enter only the path to the application that follows the C:\Program Files!
portion. The application must be in the Program Files directory.

Click Apply All to apply the configuration.
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Configuring Policies

Task 2: Configure Secure Desktop (Vaull) Parameters (Conl.)

Soours Dusnep ekt Sothegs

| Desadier acrrms by et S ant vk gy

1 e i b ek s s Pl ﬁ Déssnis sgoess ioremovanis |

] Db coremard oy scorm Deaanés pommend phomol acosas I

Condguraton = Remole Anceas VEN > Secure Deswino Meneger = Freingn Paioy =
Homes Worker > Sscure Desaioo (VEUL Setitngs

2 FIOSan o > MR BGCAE > Sroue Desbianivash £

+ R 7 appinion: L (T Tk s broemer oniy]

Draate soosas ionetwors driveg and networ foadens

drivea and removabes foadars

g P TREEY

| Exadiwribry FOSIE R

| et el 0B W i e ey

To configure the Secure Desktop setting atiributes, complete these steps:

Step 1

Step 2

Inside Cisco ASDM, choose Configuration > Remaote Access VPN > Secure
Desktop Manager > Prelogin Policy > Secure Deskiop (Vault) Settings.

Optionally, choose Restriet Application Usage to the Web Browser Only. You
can check this eheck box o let only the originating browser and any browser helpers
vou specify run on Secure Deskiop. Choosing this option limits the abilivy of the
user to use ather applications. This option does not eontrol all browser behavior,
such as opening additional browser windows or new browser tabs. It is meant to be
used with other security settings that ean be configured through the browser. This
option does not prevent access [rom the secure partition to the network on which the
host runs nor does it restrict access Lo the file system of the host. I you check this
attribute, Secure Desktop Manager inserts a text box under it. To specily browser
helpers that can run on Secure Deskiop, click Add Browser Helpers and select
them from a preconligured list

Nota

If you check Restrict application usage, but want to provide users with access to Java
applets on the web pages they open, you must add the following entries tothe browser list:
chprogram, java.exe, jp2launcher exe.

Step 3

Crptionally, choose Disable Aecess to Network Drives and Network Folders,
Leave checked 1o attempt Lo prevent user aceess to network resources and network
drives while the user 18 running Secure Deskiop. The network resources are those
that use the Server Message Block (8MB) client or server, request-response protocol
to share such resources as files; printers, and APls. Because Cisco Secure Deskiop
does not elean up files that are written to mapped network drives, the recommended
settmg of thig awribute 15 disabled (default).
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Step 4

Step 5

Step 6

Stap T

Step 8

Step 9

Optionally, choose Disable Aceess to Removable Drives and Removable Folders.
Check to prevent the user from aceessing portable drives while running Secure
Desktop. Otherwise, the user can save files o a rermovable drive and remove the
drive before closing the session. After closing the séssion, the user could forget to
take the removable drive. This attribute should be checked for maximum security.

Disable Registry Modification. Check this option to prevent the user from
modifying the registry from within Secure Desktop. This attribute should be checked
lor maximum: security.

Disable Command Prompt Aceess. Check this option to prevent the user from

running the DOS command prompt from within Secure Desktop. This attribute
should be checked for maximum security.

Disable Printing. Check this option to prevent the user from printing while using
Secure Deskiop. This attribute should be checked for maximum security of
sensilive data.

Allow Email Applications to Work Transparently. Check this option to let the
user open ematl while on Secure Desktop and 1o prevent Secure Desktop from
deleting email upon the termination of the session. The use of the term transparent
mieans that Seeure Deskiop processes email the same way that the local deskiop
processes it. Transparent handling works for the Tollowing email applications:
Microsolt Outlook Express, Microsoft Qutlook, Eudora, Lotus Notes.

Click Apply All to apply the configuration.
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Configuring Policies
Task 2: Configure Secure Desktop (Vaull) Parameters (Conl.)
= In Secure Desktop (Vault), browsers do not show user
bookmarks or favorites.
= Only Cisco Secure Desktop browser bookmarks are displayed.
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For the duration of the Secure Desktop session, the browser does not hst the bookmarks or

favorites of the user. It lists only the bookmarks or favorites that are configured in the Secure

Deskiop browser attributes. To configure the Cisco Secure Deskiop browser atributes;

complete these steps:

Step 1 Choose Configuration > Remote Access VPN = Seeure Desktop Manager =

Prelogin Policy (not shown in the Ngure).

Step 2 Click Secure Deskiop (Vault) Browser under the prelogin policy name to

customize the Secure Desktop (Vault) Browser settings.

Step 3 Optionally, type into the Home Page field the URL of the page that vou want to

open when the remote user clicks Home.

Step 4 Use the following guidelines o add, modily, and delete entries in the Customized

Bookmarks pane:

m  Toadd a folder, select the folder to contain 1t, click Add Folder, type the new

folder name in the dialog box, then click OK

®  Toadd abookmark to the list, select the folder 1o contain it, click Add

Bookmark, type the URL in the dialog box, then click OK.

m  Tomodify a URL, select it, click Edit, type the new URL in the dialog box, then

click OK.
m  Toremove a folder or a URL, select it and elick Delete.

Step 5 Click Apply All to apply the configuration.
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Configuring Policies
Task 3: Configure Cache Cleaner Parameters
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To confligure Cache Cleaner parameters, complete the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Step 7

Step B

Inside Cisco ASDM, choose Configuration = Remote Access VPN > Secure
Desktop Manager > Prelogin Policy > Cache Cleaner.

Check the Launch Hidden URL After Installation check box to use a hidden URL
lor administrative purposes that identifies the remote host as having Cache Cleaner
installed. One possible way to use this attribute 15 to place a cookie on the remote
system. Later on in the session, the Host Sean module could check for the presence
of the cookie to let the administrators know who 18 using Cache Cleaner.

Check the Show Suecess Message at the End ol Suceessiul Installation check box
to display a dialeg box on the remote PC informing the user when the Cache Cleaner
installation is successful. This option is not selected.

Check the Launch Cleanup upon Timeout Based on Inactivity check box to sel a
specific imeout period after which the cleanup begins. This option is selected.

With the Launch Cleanup upon Timeout Based on Inactivity check box checked,
select the time from the Timeout After drop-down list. The available choices are 1,

2,5, 10,15, 30, or 60 minutes. This attribute is the inactivity timer. Its default value
is 5. In this example, the time value is set to 13 minutes.

Check the Launch Cleanup upon Closing of All Browser Instances or SSL VPN
Connection check box to clean up the cache when all browser windows are closed.

Check the Clean the Whole Cache in Addition to the Current Session Cache (1E
Only) check box to remove data from the Internet Explorer eache. Upon activation,
Cache Cleaner attempts to remave the files that are generated, browsing history, and
typed fields and passwords that were retained betore the session began.

Choose the number of passes that the Do) sanitation algorithm will use in the
Secure Delete drop-down list for cache cleanup. The default setting is three passes.
Following the completion of the task the number of times specilied, Secure Deskiop
remaoves the pointer to the file. In this example, the number of passes is set to five:
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Step 9

Configuring Policies

Task 4-5: Enable Detection of Keystroke Leggers and Host Emulation

Click Apply All o apply the configuration.
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In the next task, you will conligure the operations of the keyvstroke logger detection and host
emulation detection. In the current seenario, keystroke logger detection is applied to both
Home_ Worker and Unmanaged PCs policies, while the host emulation detection is activated
only in the Unmanaged PCs poliey. To configure the attributes of keystroke logger detection
and host emulation detection, complete these steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Inside Ciseo ASDM, choose Conliguration > Remote Access VPN > Secure
Deskiop Manager > Prelogin Policy > Keysiroke Logger & Safety Cheeks.

Check the Cheek for Keystroke Loggers check box to sean for a keystroke logging
application on the remote PC. By default, this attribute is not checked, and the other
attributes and buttons are grayed out. I you check this attribute, the Foree Admin
Control on List of Safe Modules atribute becomes active.

Check the Foree Admin Control on List of Safe Modules check box to specily
which keystroke loggers are exempt from seanning, or uncheck it to let the remote
user decide. If you check this attribute, the Add button becomes active and you can
specify the safe modules whose presence on the remote endpoint will not be reported.

Check the Cheek for Host Emulation check box if you want to determine whether
the operating system is running over virtualization software, such as VMware,

Check the Always Deny Access if Running Within Emulation check box w
prevent the module (Secure Desktop, Cache Cleaner, or Host Scan) from running if
Cisco Secure Desktop detects that the operating system 18 running over virtualization
soltware, Uncheck this attribute to alert the user about the host emulation soltware
and let the user choose whether to terminate the session.

Click Apply All te apply the confliguration.
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Configuring Policies
Task 6: Configure Host Scan
* Inside Host Scan you can enable:
— Registry scan, file scan, process scan
* Results of these scans can be used in DAP.

st Sran
Crtarie ey’ 1 e Scaned on e endeor yysiem, The sl nlbmdion s e be oeed s ife endeand aiiele et | Adid Bn andry for
) i iyt infavmarin o e confiueed nsie s e e
Hoat Scan
Bz Honl Scany = o
Tre m e
= 1w L el e

Tha S doex ot hur achvanos] eedord susmrar—t boom,
Voo S Erk e

1B Tt A e 1450

B, Ensiz Endpost
A333aTENL

Caonfgurston > Remols Ascess VPN » Sacurs Desxinp Manzger = HostSoan

To enable host scan, complete the following steps:

Step 1 Inside Cisco ASDM, choose Configuration = Remote Access VPN > Secure
Desktop Manager > Host Scan.

Step 2 Click the Add button 1o add an entry Tor & host scan. Using host scan, you can
perform the following scans:

m Hegisiry scan

m  Filescan

m  Process scan

In the example, file scan is being added.

Step 3 Enter a unique and meaningful string to serve as an index into the Endpoine [D field.
Afier completing the Host Sean configuratien, specily the same index when you
assign this entry as an endpoint attribute when configuring a DAP. The string is
case-sensitive. In the example, 10 1s entered as endpoint 15,

Step 4 Enter a file path and filename for which you would like to check, into the File Path
input field. In the example, ¢\Cisco'test ixt is entered.

Mota Registry, files, and process scaens that are defined here can be used later when you are
configuring DAP. DAP will be discussed |ater in the lesson,

Step 5 Click OK.

Step & Check the Endpoint Assessment check box to enable Endpoint Assessment,
Remote PCs will be scanned for a large collection of antivirus, antispyware, and
personal Tirewall applications, and associated updates.

Mote Further configuration of Endpoint Assessment is done when you configure DAP.
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Step 7

Click Apply All o apply the configuration.
Y

Verifying Policies
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You ean verily the operations of the prelogin policy by starting the Cisco AnyConnect client
and connecting to the SSL VPN, Verily if these settings are correctly applied to the session:

Verily that the user is assigned to the correct prelogin policy.

Werily that Cache Cleaner or Secure Desktop (Vault) installs. If the Cisco Secure Deskiop
is enabled, Secure Desktop ( Vault) should run after the Cisco AnyConnect elient connects
ta the Cisco ASA adaptive security appliance. Alter that, Cisco AnyConnect should run in
the Secure Desktop, where a user can authenticate.

Verily that keystroke logger detection is started.

Verify that emulation detection is started.
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Configuring Advanced Endpoint Assessment

This topic deseribes the Advanced Endpoint Assessment feature on the Cisco ASA adaptive
security appliance.

Configuring Advanced Endpoint Assessment

Overview
= Partof Host Scan functionality
* Requires an Advanced Endpeint Assessment license
= Can be used to remediate with the following actions:
- Enable antivirus software if it has been disabled

— Update signature definition files for antivirus and antispyware
scftware if they have not been updated for a defined number
of days

— fApply firewall rules to supported personal firewalls if they have
not met requirements

Advanced Endpoint Assessment offers these four advanced leatures of Cisco Secure Deskiop:

= Remediation: On Windows, Mac OS X, and Linux deskiops, Advanced Endpoint Assessment
can atternpt W initiate remediation of vanous aspects of antivirus, antispyware, and personal
firewall protection ithat sofiware allows a separate application to imtiate remedigtion.
®  Antivirus: Advanced Endpoint Assessment can attempt to remediate these components of
antivirus soltware:
—  Foree File System Proteetion: 11 the antivirus software is disabled, Advanced
Endpoint Assessment can enable it

—  Foree Virus Delinitions Update: [ the antivirus definitions have not been updated
in the number of days that are defined by the Advanced Endpoint Assessment
configuration, Advanced Endpomt Assessment ean attempt to initiate an update of
virus definitions.

m Antispyware: Advanced Endpoint Assessment ean attempt to loree an update of’
antispyware defimtions. 1 the antispyware definitions have not been updated in the number
of days that are defined by the Advanced Endpoint Assessment configuration, Advanced
Endpoint Assessment can attempt to initiate an update of antispyware delinitions.

m  Personal firewall: The Advanced Endpoint Assessment module can attempt to reconfigure
firewall settings and rules if’ they do not meet the réequirements that are defined in the
Advanced Endpoint Assessment configuration.

—  The firewall can be ¢nabled or disabled.
—  Applications can be prevented from running or allowed to run,

—  Ports can be blocked or opened.
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Configuring Advanced Endpoint Assessment

Configuration Tasks
Enable Advanced Endpoint Assessment.

Configure antivirus software assessment.
Configure antivirus software remediation.
Configure personal firewall software assessment.
Configure personal firewall software remediation.

Configure antispyware software assessment.

= g Ev s R

Configure antispyware software remediation.

To configure Advanced Endpoint Assessment, you have to perform these conliguration tasks:

I. Enable Advanced Endpoint Assessment.
2. Configure antivirus soflware assessment.
3. Configure antivirus software remediation.

4. Configure personal lirewall software assessment.

LFy

Configure personal firewall software remediation.

6. Confligure antispyware software assessment.

=]

Configure antispyware soflware remediation.
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Configuring Advanced Endpoint Assessment
Task 1: Enable Advanced Endpoint Assessment
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To confligure the Advanced Endpoint Assessment option, you must enable it first. Complete the
following steps to enable Advanced Endpoint Assessment using Cisco ASDM:

Stap 1 Inside Cisco ASDM, choose Configuration = Remote Access VPN > Secure
Desktop Manager > Host Scan.

Step 2 Check the Advaneced Endpuoint Assessment check box.

Stap 3 Click Apply All to apply the configuration.

Step 4

antispyware policies.

Click the Configure button to configure antivirus, personal firewall, and
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Configuring Advanced Endpoint Assessment
Task 2: Configure Antivirus Software Assessment
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In the second task of this conliguration sequence, vou conligure the antivirus software
requirements of the remote endpoints. Complete these steps:

Step 1 When the Advanced Endpoint Assessment window opens (after you clicked
Configure in the previous task), choose the appropriate operating system tab:
Windows, Mac O35, or Linux.

Note The Windows, Mac OS, and Linux tabs let you specify remediation for each respective
aperating system. The three tabs are the same; only the vendors and applications differ. By
default, Host Scan does not attempt to remediate.,

Step 2 Loeate the Antivirus areaand click Add to open a window with the antivirus
produet list.

Step 3 Select one or more vendor and produet options from the dialog box and elick OK.
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Configuring Advanced Endpoint Assessment
Task 3: Configure Antivirus Software Remediation
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In the third task of this conliguration sequence, you conligure the enlorcement policy of
antivirus software. Complete these steps:

Stap 1
Step 2

Make sure that you are in the Antivirus area of the Advanced Endpoint Assessment.

Optionally, check the Foree File System Protection check box, This setting
elfecuvely turns on ongoing background scanning by the installed anuvirus
application. The application checks files as they are received and blocks access to
files that are likely to contain viruses. This option ean be enabled only i the selected
antivirus application supports this leature.

Note

VYW hen multiple antivirus products have been selected, one product from the list must be
installed on the SSL VPN endpoint.

Step 3

Optionally, check the Foree Virus Definitions Update check box and select a
number of days from the I Not Updated in Last Days lield o enforee regular virus
definition updates.

Note

Any action and rules that yoo configure persist on the end-user cevice even after the VBN
session ends. They should be applied with discretion.
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Configuring Advanced Endpoint Assessment
Task 4: Configure Personal Firewall Software Assessment
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In the next task of this confliguration sequence, you will configure the personal firewall

requirements for the remote endpoints. Complete these steps:

Step 1 Make sure that you are in the Advanced Endpoint Assessment configuration

window, under the appropriate operating system tab: Windows, Mac 08, or Linux.

Step 2 Locate the Personal Firewal! area and elick Add to open a window with the

produet list.

Step 3 Choose the required row mdicating the vendor and produet you want in the Vendor

and Product columns, and chick QK.
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Configuring Advanced Endpoint Assessment
Task 5: Configure Personal Firewall Software Remediation
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After you enable checking for a speeific personal firewall, you configure the enforcement
policy of persongl firewall software. Complete these sieps:

Stap 1 Make sure that you are in the Personal Firewall area of the Advanced Endpoint
Assessment.
Step 2 Optionally, choose Foree Enable [rom the Firewall Action drop-down menu.
Stap 3 Optionally, click Add to ereate a firewall rule. A rule specifies applications and
ports for which the firewall allows or blocks ports or applications. Follow this
procedure to conligure a rule:
m  Choose the action of this rule. The options are ALLOW Application, BLOCK
Application, ALLOW Port, and Block Port.
m  Goto the Application area and set the following attributes il vou selected
ALLOW Application or BLOCK Application.
—  Enter the complete Tiléname and extension of the application to be
allowed or blocked.
— Enter the entire path to the application lile.
m Goto the Port area and set the following attributes if you selected ALLOW Port
or BLOCK Porl.
—  Select the protocols wo be allowed or blocked. The options are Any, UDP,
and TCP.
—  Enter the port number to be allowed or blocked.
m (Click OK.
Stap 4 Repeat this procedure for each personal firewall rule you want to configure.
Note Firewsall rules are available only if the selected personal fireveall supports thent.
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Configuring Advanced Endpoint Assessment
Tasks 87: Configure Antispyware Software Assessment and Remediation
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In the final two tasks of this conliguration sequence, you conlizure the Antispyware
requirements for the remote endpoints. Complete these steps:

Step 1 Make sure that you are in the Advanced Endpoint Assessment configuration
window, under the appropriate operating system tab: Windows, Mac 08, or Linux.

Step 2 Loeate the Antspyware area and elick Add o open a window with the product list
Step 3 Select one or more Vendor or Produet options from the dialog box and elick OK.
Then you eonfigure the update poliey of antivirus software. Complete these steps:

Step 1 Make sure that vou are in the Antispyware section of the Advanced Endpoint
Assessment.

Step 2 Optionally, check the Foree Spyware Delinitions Update check box and selecta
number of days from the [ Not Updated in Last Days (ield wo enforee regular
spyware definition updates.

Stap 3 Chek OK.
Step 4 Click Apply All to apply the confliguration.

You ean review the policies that are delined for Advanced Endpoint Assessment by selecting
the appropriate operating system tab and browsing through the three functional areas of
Advanced Endpoint Assessment: Antvirus, Personal Firewall, and Antispyware,

Note D4F obtains endpoint security attributes from Cisco Secure Desktop Host Scan and
Endpoint Assessment modules and applies appropriste policies to them. DAP is covered in
the next lesson.
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Troubleshooting Cisco Secure Desktop
Operation for Clientless Connections

This lopie deseribes how to roubleshoot Cisco Secure Deskiop functionality in S5L VPNs,
e |

Troubleshooting Cisco Secure Desktop
Operation for Clientless Connections

Visual Troubleshooting Aid

e Browser Misssagos
ping. wacerouis nsiookup, dig

(§] '

shae logging
thea Qisoa ASIM Swaer Viewer
ien Temt D4R Fmatore

The roubleshooting of clientless 881 VPNs is performed on both mvolved devices: on the
remote computer and the security appliance. The tools that are available on the endpoint
include connectivity tools such as ping, traceroute, nslookup, and the logs that are generated by
software components. The Cisco ASA adaptive security appliance provides the logging output
and Cisco ASDM Event Viewer.

5118 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Troubleshooting Cisco Secure Desktop
Operation

Troubleshooting Flow
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Troubleshooting Cisco Secure Deskiop operations is required when the Ciseo Secure Desktop
module does not operate properly. It involves these steps:

Step 1

Step 2

Step 3

Step 4

Check Secure Sockets Layer or Transport Layer Security (SSL/TLS) session: In
this step. use the lozging output and the information that 18 provided i the browser
GUI o verfy cipher suite agreement and server centificate validation on the client.

Check prelogin assessment data: In this step, use the Cisco ASDM Prelogin Policy
Viewer and PC logs to verify the prelogin assessment phase.

Check that Ciseo Secure Desktop is downloaded: [1'the download does not start,
verily PC logs and browser settings.

Check lor ereation ol secure desktop session: The authentication page should
open inside the secured session. 1P 1t does not, check the PC logs and Cisco ASDM
Log Viewer for potential issues. 1T it does, the user should be able to log in and
aceess the 8S1L VPN portal.
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Y
Troubleshooting Cisco Secure Desktop

Operation

Cisco Secure Deskiop Download and Installation

Cisco Secure EEIrESS———— 5
Deskiop B Aty ot Do Ay o

download and
install options:

[, [ [t [ hipe Tre
; Trabied
’ e e
AdtiveX g 4}:-:::..—-.““;-;- s St b e """"’“@
- Jaua e Enadied L
P— Enabded - Bviwii Bl
= Standalone
1] ! -
|| - |+ Diinbn izt |
LA W RATOA T M R e 0K A IO L
antten 3tk rabie mCinkie = mmﬁ-'ﬂ ,—J
= : 1L .
i

To enable the Cisco Secure Desktop download and installation, you must enable one of the
supported options:

® ActiveX: The user must have administeative privileges to mstall the Cisco Secure Desktop
using Active X controls.

= Microsoft Java Virtual Machine: The user must have administrative priviieges to install
the Cisco Secure Deskiop using Microsoft JV M.

®  Sun Java Virtual Machine: The user does not need administrative privileges, but Sun
JWM must be mstalled and enabled in the browser.

m  Executable File: The user does not need the permission to run ActiveX or Java, or does
not have ActiveX or Java mstalled. The user must have administeative privileges to mstall
the Cisco Secure Desktop soltware using the installation Tile.
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Troubleshooting Cisco Secure Desktop
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o the final verification task, the user should see that the Vauolt environment 15 created and that
the user is moved into that environment. These options are available to the user:

®  Launch Login Page
& Switch Desktop
= (Close Desktop

To venly this phase, examine the logs on the user computer for mformation on completed
ereation of Secure Desktop and on a spawned mstance of Internet Explorer in the Secure Desktop.
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Summary

This topic summarizes the key points that were discussed in this lesson.
]

Summary

= Cisco Secure Deskiop, when configured, downloads and runs
modules to assess the remote system that is attempting SEL
WPM cennections to the Cisco ASA security appliance.

* Prelogin assessment evaluates VPN endpaoints before the users
authenticate to the SSL VPN server.

= Prelogin policies result from prelogin assessment.

= The Secure Desktop (Vault) and Cache Cleansr modules assist
in securing data that is downleaded to remote systems during
S3L VPN connections.

= The Advanced Endpoint Assessment extension of the Host Scan
medule allows the administrator to assess and remediate
antivirus, personal firewall, and anlispyware applications.

= Troubleshooting of clientless SSL YPNs is performed on both
devices: the remote computer and the security appliance.
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Lesson 3

Deploying Dynamic Access
Policies

Overview

Remote-aceess virtual private networks ( VPNs) operate m dynamic environments. Multple
variables can afTect each VPN connection, such as intranet configurations that frequently
change, the various roles each user can inhabit within an organization, and logins [rom remote-
aceess sites with different configurations and levels ol security.

Dynamic access policies (DAP) on the Cisco ASA adapuve security appliance allow for
configuration of the authorization that addresses many variables that are found in varipus
remote-aceess ¥V PNs. This lesson explains configuration and troubleshooting of DAP and
integration of DAP with Cisco Secure Deskiop.

Objectives

Upon completing this lesson, you will be able to deploy and manage DAP on the Ciseo ASA
adaptive security appliance. This ability includes being able to meet these objectives:

®  Describe DAP on the Cisco ASA adapuive security appliance

s Configure and verify DAP on the Cisco ASA adaptive security appliance

®  Configure aggregated DAP policies on the Cisco ASA adaptive security appliance
®  [ntegrate DAP policies with Cisco Secure Desktop

m  Use LUA expressions to provide additional flexibility when configuring matching eriteria
for DAP

Troubleshoot DAP on the Ciseo ASA adaptive security appliance



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic introduces DAP on the Cisco ASA adaptive security appliance.
_____________________________________________________________|]

Dynamic Access Policy

Overview
= Defined as a collection of access contral attributes

= Dynamically generated by aggregaling atiributes from one or
more DAP records

* Generated and then applied to the user lunnel or session

= Available for remote access VPNs (Cisco AnyConnect VPN,
clientless S5L VPN, Cisco Easy VPN)
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DAP on the Cisco ASA security appliance allows for configuration of the authorization that
addresses many variables that are found in various remote aceess VPNs Setting a collection of
aceess control attributes that are associated with a speeific user tunnel or session can créate a
DAP. These attributes address issues of multiple group mémbership and endpeint security. By
doing this, the security appliance can grant access Lo a particular user {or a particular session,
based on the configured policies. 1t generates a DAF at the time that the user connects by
selecting or aggregating attributes from one or more DAP records. [t selects these DAP records
based on the endpoint secunty information of the remote deviee and the authentication,
authorization, and accounting { AAA) information for the authenticated user. 1t then applies the
DAP record to the user tunnel or session.

The DAP system includes two components that reguire administrator attention. DAP Selection
Configuration File is a text file containing criteria that the Cisco ASA security appliance uses
for selecting and applying DAP records during session establishment. The files are stored on
the Cisco ASA security appliance. Cisco Adaptive Security Deviee Manager (Cisco ASDM)
can be used to modify it and upload it to the security appliance in extended mark-up language
(ML) data format. DAP selection conliguration files include all of the attributes that are
configured. These atiributes can include AAA attributes, endpoint attributes, and access
policies as configured in network and webtype access control list (ACL) filter, port-forwarding,
and URL lists. The DiTtAccessPoliey policy 15 always the last entry in the DAP summary table,
always with a priority of 0. You can confligure access policy attributes for the default access
policy, but it does not contain—and you cannot configure—AAA or endpoint attributes. You
cannot delete DfitAceessPolicy, and it must be the last entry in the summary table.

DAP applies to both IP Security (1Psec) and Secure Sockets Layer (SSL) VENs, In this section,
DAP is discussed as it applies to S5L VPN connections.
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Dynamic Access Policy
Solution Components
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Solution components of DAP are as follows:

One or more DAP records: DAP records define a limited set of VPN authonzation
attributes that can override authorization attabutes that are delined locally or provided by an
AAA server. One or more DAP records are selected based on AAA anributes of a user or
endpoint auributes. Authonzation atributes from DAP records are then combined into a DAP
policy and assigned toa VPN session. Each DAP reeord is identified using ‘@ name and each
record has a paority. The secunty appliance uses this value to logieally sequence the aceess
lists when it aggregates the network and webtype ACLs lrom multiple DAP records.

Local and AAA attributes: DAP records can be selected based on AAA information that
is provided locally or by an AAA server when users authenticate to a VPN session.

Endpoint attributes of connecting VPN clients: DAP records also can be selected based
on endpoint attributes of connecting chients. These endpoint attributes can be determined
from type of VPN connection or using Cisco Secure Desktop, [or example.
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Dynamic Access Policy

Policy Hierarchy

The security appliance applies user policies
according to the following hierarchy:

1. Dynamic Access Policies (DAP) rules

2. User profile

3. Group pelicy attached to the user profile

4. Group policy attached to the connection profile
5. DiltGrpPaolicy settings

All settings not specified in each level are
automatically inherited from the lower-priority level.

Aceess control mechanisms can be applied at different levels in the VPN system. This
precedence model determines efTective access permissions (from highest to lowest precedence):

L.

DAP: DAP rules are built at the session connection time and can take into account
emporary parameters, such as the endpoint security posture. The precedence among
multiple DAP policies 15 configured using a precedence value.

User profile: Parameters that are configured at the user level are the most granular settings
that are configured statically (without considering security posture),

Group policy attached to the user profile: Parameters are defined in & group policy that
1s attached to the individoal user.

Group poliey attached to the eonnection profile: Parameters are defined in a group
policy that is attached to the connection profile that the user connects to.

DMtGrpPolicy settings: This detault group policy 1s preconligured on the seeurity
appliance with default parameters. 1t can be modified but cannot be removed. By default all
other policy groups and users inherit the settings from the DIMGrpPolicy.
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Dynamic Access Policy

Operations
* Created at session connection time
» Evaluates date obtained from:
— Loeal group policy or AAA suthorization parsmeters
- Fosture of the remote endpoint device
- DitGrpPolicy (default parameters)
« (verrides session parameters:
= Action (continue, terminate)
= MNetwork ACLs (full tunnel)
— Webtype ACLs (clientless SSLVPN)
= Clientless SSL VPN selective features
= Functions (fle access, HTTP praxy, URL entry)
* Port-forwarding lists
= Bookmarks
- Access method (clientless, tunnel, both)

DAP 1screated at session connection time, based on multiple DAP records. DAP records, from
where DAP 15 created, are selected based on parameters that are obtained from a local group or
an AAA authorization parameters and posture of remote endpoint devices.

DAP overndes authorization parameters that are obtained from a local group poliey or from an
AAA server. Authorization parameters that can be provided by DAP are as follows:

®  Action: Anacuon can be as follows:

—  Continve: Continues with session and specifies special processing to apply to
specilic connection.

— Terminate: Terminales a session.

®  Access control lists (ACLs): Specifies already conligured network ACLs to add toa DAP
record. This parameter applies to full wnnel VPN sessions.

m Web-Type ACLs: Specifies already confligured webtype ACLsto add 1o a DAP record.
This parameter applies to clientless S5L VPN sessions.

®u  Funections: Enables [ile server entry and browsing, HTTP proxy, and URL entry lor the
DAP record:

—_ File Server Browsing: Enables or disables Common Internet File System (CIFS)
browsing for file servers or shared features.

—  File Server Entry: Lets or prohibits a user from entering file server pathsand
names on the portal page.. When enabled, this feature places the [ile server entry
drawer on the portal page. Users can enter pathnames to Windows files directly.
They can download, edit, delete, rename, and move files. They can also add files and
folders. Shares must also be configured for user access on the applicable Windows
servers. Users might have to be authenticated before aceessing {iles, depending on
network requirements.
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—  HTTP Proxy: Affects the forwarding of an HTTP applet proxy to the chient. The
proxy is useful for technologies that interfere with proper content transformation,
such as Java, ActiveX, and Flash. It bypasses mangling while ensuring the continued
use of the security appliance. The forwarded proxy modifies the old proxy
configuration of the browser automatically and redirects all HTTP and HTTPS
requests to the new proxy eonfiguration. It supports virtually all client-side
technologies, including HTML, Cascading Style Sheets (C88), JavaSenpt, Visual
Basic Scapting Edition (VBScript), ActiveX, and Java. The only browser that it
supports 18 Microsoft Internet Explorer.

—  URL Entry: Allows or prevents a user [rom entering HTTP and HTTPS URLs on
the portal page. Il this feature 1s enabled, users can enter web addresses in the URL
entry box, and use clientless SSL VPN to access those websites.

m  Port Forwarding Lists: Selects port-forwarding lists for user sessions.

m  Bookmarks: Selects port-forwarding hists for user sessions.

m  Access Method: Configures the type of remote aceess that is permitted:
—  Unchanged: Continue with the current remote aceess method.
—  AnyCennect Client: Conneet using the Cisco AnyConnect VPN Client.
—  Web-Portal: Connect with clientless VPN,

—  Both-Default-Wy eb-Portal: Connect via either elientless or the Cisco AnvConnect
VPN client, with a default of clientless.

—  Both-Default-AnyConnect Client: Connect via either elientless or the Cisco
AnyComect chent, with a default of Ciseo AnyConnect.
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Dynamic Access Policy
Factors Affecting DAP

Factor | Dmseription |

AAN DAP complements AAA services.
DARF provides a limited set of authorization attributes that can
override sttributes proviced by AAA.
Selection of DAP records is based on the AAA authorization
information for the user and posture assessment information for
the session.

Endpoint  Endpoint security attributes are obtained from the configured
SECUnty posture assessment using Cisco Secure Desktop,
Clientless 3SL VPN sessions are supported by Cisco Secure
Desklop and Host Scan.
Cisco Secure Desktop returns fila information, registry key values,
running processes, and operating system infarmation.
Cisco Secure Desktop Host Scan returns antivirus, antispyware,
and personal firewall software informiation,

DAP complements AAA services. 1t provides a limited set of authorization attributes that can
override those that AAA provides. The adapuve security appliance selects DAP records based
on the AAA authorization information for the user and posture assessment information for the
session. The adaptive security appliance can seleet multiple DAP records; depending on this
mnformation, which it then agoregates 1o create DAP authorization attributes.

You ean specily AAA attributes from the Cisco AAA attribute hierarchy or [rom the full set of
response attributes that the adaptive seeurity appliance receives Itom a RADIUS or
Laghtweight Directory Access Protocol (LDAP) server.

The adaptive security appliance obtains endpoint security attributes by using a posture
assessment that 1s performed by Cisco Secure Deskiop.

The table describes the scope of the security posture that is offered by the given components
and thewr applicability o various remote access protocols supported by the security appliance.

Scope of Security Posture

Remote Access Protocol Cisco Secure Dasktop Host Scan
Returns file information, registry Returns antivirus, antispyware,
key values, running processes, and persaonal firewsll software
and operating system infarmatian

IPsec VPN Mo No

Cisco AnyConnect VPN Yes Yes

Clientless VPN Yes Yes
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Dynamic Access Policy

DAP Connection Sequence
1. Aremote client attermpts a VPN connection.

2. Cisco ASA performs pesture assessment, using cenfigured
Cisco Secure Desktop Host Scan values.

Cisco ASA guthenticates the user via AAA. The AAA server
retums autherization attributes for the user,

4. Cisco ASA applies AAA authorization attributes to the
BESEi0MN.

Cisco ASA selects DAP records based on the user AAS
autheorization, information, and posture assessment

6. Cisco ASA aggregates DAP attributes from the selectad
DAP records, and they become the DAP pelicy.

Cisca ASA applies the DAP pelicy to the session.

La

en

DAP is applied in the following sequence:

. A remote client attempts a VPN connection.

2. The Ciseo ASA security appliance performs posture assessment, using configured Cisco
Secure Desktop Host Sean values,

3. The Cisco ASA security appliance authenticates the user via AAA. The AAA server returns
authorization attributes for the user,

4, The Cisco ASA security appliance applies AAA authorization attributes o the session.

5. The Cisco ASA security appliance selects DAP records based on the user AAA
anthorization information and posture assessment

6. The Cisco ASA security appliance aggregates DAP attributes from the selected DAP
records, and they become the DAP policy.

7. The Cisco ASA security apphance applies the DAP poliey to the session.
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Configuring DAP

Thistopic deseribes how to configure DAP on the Cisco ASA adaptive security appliance.
_ |

Configuring DAP

Configuration Tasks

Create a DAP policy.

Specily AAA attributes matching eriteria.
Specify endpoint attributes matching criteria.
Configure authorization parameters.
Canfigure an action for DiltAccessPolicy,

L T S

e’

Complete the following tasks to configure DAP on the Cisco ASA adaptive security appliance:
1. Create a DAP policy.

2, Specify AAA attributes matching eriteria.

3. Specify endpoint atributes matching eriteria.

4. Configure authorization parameters.

LF

Configure an action for DITtAccessPolicy.
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Configuring DAP

Configuration Scenario
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The figure shows an example, which will serve as configuration scenario for ongoing
configuration tasks. You will configure a DAP policy, which will apply additional network
ACLs for full unne! VPNs and webtype ACLs and bookmark lists for clientless 351 VPNs,
This DAP poliey will be applied to users belonging to SalesGroupPolicy.
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Configuring DAP

Task 1: Create DAP Policy
» DfitAccessPolicy:
— Mandatory policy
— Lowest priority (0)
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Sonfgureton = Remaots Acceas WEN > Srentess 851 VPN Acceas » Dynemic Aocess Foicea

Sonfgurston = Remots Access VRN > Newvoek |C5ant) Access > Dynemic Acoeas Poices

To configure DAP, vou have to first ecreate a new DAP policy. DfitAccessPolicy already exists
and cannot be deleted. DflitAccessPolicy 1s applied to VPN sessions when other DAP policies
are not conligured. By defaul, DfltAccessPolicy does not apply any authorization attributes 1o

VPN sessions.

Tocreate a DAP policy using Cisco ASDM, complete the following steps:

Step 1 Choeose Configuration > Remote Aceess VPN > Clientless 35L VPN Access >
Dyvnamie Access Policies or Configuration > Remote Access VPN > Network

(Client) Aceess > Dynamie Aceess Policies.
Step 2

Click the Add button. The Add Dynamie Aecess Poliey window appears.
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Configuring DAP
Task 2: Specify AAA Attributes Matching Criteria
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In this example, DAP settings are configured by the following steps:

Step 1 Enter the name of the policy in the Policy Name field. In this example, the policy
name “SalesPolicy™ 1s entered.

Step 2 Optionally, enter a desenption lor the policy i the Deseription lield.

Stap 3 Enter a priorty inthe ACL Prnonity field. This sets a prority for the DAP. The
security appliance applies access policies in the order that you set here, the highest
number having the highest prnority. ' DAP records have the same poority setting
and conflicting ACL rules, the most restrictive rule applies. In this example, the
priority of 10 is set.

Step 4 In the Selection Criteria area of the window, choose the AAA mateh criteria from
the drop-down list. These are the options:

m  User Has ANY of the Following AAA Auributes Values Configured
m  User Has ALL ol the Following AAA Attributes Values Confligured
m  User Has NONE of the Following AAA Attributes Values Configured

Stap 5 Chek the Add button to add AAA aunibutes, The Add AAA Anributes window
APpLArs.
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Configuring DAP
Task 2: Specify AAL Attributes Matching Criteria (Cont.)
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The following AAA attribute options are confligurable for each AAA atiribute type:

®  Ciseos Refers to user authorization attributes that are stored in the AAA hierarchical model.
You ean specify a small subset of these attributes for the AAA selection attributes in the
DAP record, including these:

—  Group Policy: The group policy that 15 associated with the user, to a maximum of
f4 characters

—  Assigned 1P Address: The assigned 1P address
_ Connection Profile: The connection name, 1o a maximum ol 64 characters
— Username: The username of the authenticated user, to a maximum of 64 characters

m  LDAP: The Lightweight Directory Access Protocol (LDAP) client stores all native LDAP
response attnbute-value pairs in a database that 18 associated with the AAA session for the
user. The LDAP client writes the response attributes to the database in the order in which it
receives them. 1t diseards all subsequent attributes with that name. This scenario might
oeeur when a user record and a group record are both read from the LDAP server. The user
record attributes are read first and always have priority over group record attributes,

To support Microsoft Active Directory group membership, the AAA LDAP client provides
special handling of the LDAP memberOf response atiribute. The Active Directory
memberOf attribute specifies the distinguished name (DN) string of a group record in
Active Directory. The name of the group is the first common name value in the DN string.
The LDAP elient extracts the group name from the DN string and stores itasthe AAA
memberOf attribute and in the response attribute database as the LDAP memberOf
attribute, If there are additional memberOf attributes in the LDAP response message, then
the group name is extracted from those attributes and 15 combined with the earlier AAA
memberOf attributes to form a comma-separated string of group names. The group name is
also updated in the response attribute database.
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LIXAP attributes consist of an attribute name and attribute -value pair in the DAP record.
LDAP attributes include these:

— Attribute [D: Names and numbers of the attribute; maximum 64 characters
— Value: The value of the attribute 11
— ={l=: Equal to/Not equal to

m RADIUS: The RADIUS elient stores all native RADIUS response attribute-value pairs in a
database that is associated with the AAA session for the user, The RADIUS client writes
the response attributes to the database in the order in which it receives them. It discards all
subsequent attributes with that name. This scenario might oceur when a user record and a
group record are both read from the RADIUS server. The user record atiributes are read
first and always have priority over group record atributes.

RADIUS attribules consist of an atnbute number and atiribute-value pair in the DAP
record. LDAP artributes inelude these:

— Attribute 1D Names or numbers for the attribute; maximum 64 characters.
—  Value; The value of the attribute 1D
—  ={l=: Equal to/Not equal to
Complete the following steps to configure AAA matching eriteria for a DAP record:
Step 1 Seleet an attribute type from the AAA Attribute Type drop-down menu.

Stap 2 For Cisco AAA attributes, check the appropriate attribute check box and specily
altribute value.

Stap 3 For RADIUS and LDAP attributes, specily attribute 1D and specify value,
Step 4 Click OK inthe Add AAA Attribute window.
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Configuring DAP
Task 3: Specify Endpoint Attributes Matching Criteria
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In this example, the administrator is defining the endpomt attribute s that must be sausfied. DAFP
endpoint attributes are configured by the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Click the Add button to add endpoint attributes. The Add Endpoint Atribute
window appears.

Choose the endpoint atiribute type from the Endpoint Auribute Type drop-down list
The options include Anuspyware, Antivirus, Apphicaton, File, NAC, Operating
System, Personal Firewall, Process, Registry, VLAN, and Prionty. In the example,
Application is selected,

Choose the appropriate options for the endpoint atribute type chosen. In the
example, [Psec is selected to match [Psec VPN session,

Repeat Step 3 w add other types of VPNs wo apply this DAP record to.

Click OK.
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Configuring DAP
Task 3: Specify Endpoint Attributes Matching Criteria (Cont.)
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When you specify muluple attributes of the same type, you can select a logical operator to
assess these multiple auributes. Complete the following steps to select a logical operator when
you have multple auributes of the same type:

Step 1

Stap 2

Step 3

Click the Logical Op. button. The Operator For Endpoint Category window

APPEArS.

Select a logieal operator for a speeific type of atribute. You can elick the
appropriate radio button next to the attribute to choose Mateh Any, where any
artribute of the same type has to be met, or Mateh All, where all attributes of the
same type have to be met, In the example, the Match Any type 15 selected for the

Applications attribute type.
Click OK.
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Configuring DAP

Task 4: Configure Authorization Parameters
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In the fourth task, you conligure authorization parameters that are applied by DAP policy. DAP
Policy Attributes are used to conligure a specilic policy for a user or group of users that match
the selection eriteria that are defined in the previous steps. DAP policy attributes can be
obtained from an external AAA server, in which case the auributes that are defined in Cisco
ASDM override those from the AAA server. DAP policy attributes can also be defined from
within Ciseo ASDM. Ulumately, DAP policy atributes from your remote-aceess VPN users
are dictated and deflined based on the network security policy of your company. In this
example, DAP settings are configured from within Cisco ASDM, using the following steps:

Step 1 From the Access/Authorization Policy Attributes area of the windoew, click the

Action b,

Step 2 Choose the action to take. The options are Continue or Terminate. Continue applies

the aceess poliey attributes to the session. Terminate terminates the session. In this
example, the continue action is chosen.

Step 3 In the User Message field, enter a message that will be displayed when the record is
chosen. A user message displays asa yellow orb. When a user logs in, the orb blinks
three times to attract attention, and then it is sull, If several DAP records are chosen
and each ol them has a user message, all of the user messages display.
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Configuring DAP

Task 4: Configure Authorization Parameters (Cont.)

= Authorization of full tunnel access (Cisco AnyConnect or Cisco
Eazy VPN)

= Can include enly one statement type
— Permit or deny
— Due to aggregation functionality
- Mixed ACLs do not appear in the drop-down list
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In this example, DAP settings {or the Network ACL Filters tab are configured by the following

steps:

Step 4 From the Access/ Authorization Policy Attributes area of the window, elick the
Network ACL Filters tab, This tab allows the selection and configuration of network
ACLs to apply to this DAP record. An ACL for DAP can contain permit or deny
rules, but not both. If an ACL contains both permit and deny rules, the security
apphiance rgjects 1t

Stap 5 Choose a preconfigured network ACL from the Network ACL drop-down list. [T the
ACL does not exist, click the Manage button to open a window to add, edit, or
delete the ACLs.

Step 6 Click the Add button 1o add the selected network ACL to the list. 1n this example,
the previously configured network ACL SALES-ACL is selected.
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Configuring DAP

Task 4: Configure Authorization Parameters (Cont.)
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In this example, DAP settings lor the Web-Type ACL Filters tab are confligured by the
following steps:

Step T

Step B

Step 3

From the Access/Authorization Policy Attributes area of the window, elick the
Web-Type ACL Filters tab. This tab allows the selection and conliguration of
webtype ACLs to apply to this DAP record. An ACL for DAP can contam permit
or deny rules, but not both. IT an ACL eontamns both permut and deny rules, the
security appliance rejects it

Choose a preconfigured webtype ACL from the Web-Type ACL drop-down list IT
the ACL does not exist, click the Manage button to open a window to add, edit, or
delete the ACLs.

Click the Add button to add the selected webtype ACL to the lise 1o this example,
the previously configured webtype ACL WEBACL is selected.

This example also shows DAP settings for the Functions tab:

Step 10

Step 11

Step 12

Click the Functions tab from the Access/Authorization Policy Attributes area of the
window. This tab allows for the configuration of file server entry and browsing,
HTTP proxy, and URL entry for the DAP record.

Click the Kle Server Browsing mdio butten. This enables or disables Common lntemet
File System ( CIFS) browsing for file servers or shared features. Browsing requires
NetBIOS Name Service (NBNS) (Master Browser or Windows Intemet Name Service
[WINS]). IF that fails or 15 not configured, use Domain Name System | DNS).

Click the File Server Entry radio button. This allows or prohibits a user from
entering {ile server paths and names on the portal page. When enabled, it places the
file server entry drawer on the portal page, Users canenter pathnames to Windows
files direetly. They candownload, edit, delete, rename, and move files. They can
also add files and folders. Shares must also be configured for user access on the
applicable Windows servers. Users might have to be authenticated before accessing
files, depending on network requirements. 1o this example, the File Server Entry
value is Unchanged.
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Step 13 Click the appropriate HTTP Proxy radio button. This affects the forwarding of an
HTTP applet proxy to the chent. The proxy 15 useful for technologies that interfere
with proper content transformation, such as Java, ActiveX, and Flash. It bypasses
mangling, while ensuring the continued use of the security appliance. The forwarded
proxy modifies the old proxy configuration of the browser automatically and
redirects all HTTP and HTTPS requests to the new proxy configuration. [t supports
virtually ail client-side technologies, including HTML, cascading style sheets (C88),
JavaScript, VBScript, ActiveX, and Java, The only browser that it supports is
Microsoft Internet Explorer.

Step 14  Click the appropriate URL Entry mdio button. This allows or prevents a user from
entering HTTP or HTTPS URLs on the portal page. If this feature 15 enabled, users
can enter web addresses in the URL entry box and use elientless S85L VPN to aceess
those websites,

“Unchanged” is the default setting for these function settings ftom the group policy that applies
1o this session.

Configuring DAP

Task 4: Configure Authorization Parameters (Cont.)
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In this example, DAP settings for the Port Forwarding Lists tab are configured by the following
sleps:

Step 15 Click the Port Forwarding Lists tab from the Access/Authorization Policy
Artributes area of the window, This allows the selection and configuration of port-
torwarding lists for user sessions. Port forwarding provides access for remote users
in the group to client or server applications that communicate over known, fixed
TCP/IP ports. Remote users can use client applications that are installed on their
local PC and securely access a remote server that supports that application. Cisco
has tested the following applications: Wimdows Terminal Services, Telnet, Secure
FTP (FTP over Secure Shell [SSH] ), Perforee; Outlook Express. and Lotus Notes.
Other TCP-based applications may also worl, but they have not been tested.
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Step16 Choose the appropriate option for port forwarding. The other attributes in this field
are enabled only when you set port forwarding to Enable or Auto-start.
The following options are available for the Port Forwarding Lists tab:
m  Unchanged: Click 1o remove the attributes from the running configuration.
m  Enable: Click to enable port forwarding.
= Disable: Click to disable port forwarding.

m  Auto-start: Click to enable port forwarding and to have the DAP record
automatically start the pon-forwarding applets that are associated with its port-
forwarding lists.

In this example, port forwarding is enabled.

Step 17 Select a port-forwarding list from the drop-down menu and click the Add button.
You can also create a new port-forwarding list by elicking the Manage button.

In this example, DAP settings for the Bookmarks tab are configured by the following steps:

Step 18 Click the Bookmarks tab from the Access'Authorization Policy Atrnibutes area of
the window. This allows for the selection and configuration of bookmarks for user
SES8I0NS,

Step 19 Check the Enable bookmarks check box.

Step 20 Choose a preconligured bookmarks list from the drop-down box. If the list does not
exist, click the Manage button 1o add, import, export, and delete bookmark lists.

Step 21 Click the Add button.
el

Configuring DAP

Task 4: Configure Authorization Parameters (Cont.)
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In this example, DAP settings for the Access Method tab are configured by the following steps:

Step 22 Click the Aceess Method tab from the Access/Authorization Policy Altributes area
of the window. This allows configuration of the types of remote access that are
permitted.
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Step23  Seleet the appropriate Access Method from the list. In this example, the access
method is unchanged.

The follow access methods are available:

8 Unchanged: Contunue with the current remote-access method.

m  AnyConnect Client: Connect, using the Cisco AnyConnect VPN Client.
®  Web-Portal: Connect with clientless VPN,

m  Both-Delault-Web-Portal: Connect through either clientless or the
AnyConnect client, with a default of clientless.

s Both-Default-AnyConneet Client: Connect through either clientless or the
AnyConnect elient, with a default of AnyConnect.

Step24  Click OK in the Add Dynamic Access Policy window.

Step25  Click Apply in the Dynamic Access Policies pane.
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Configuring DAP
Task 5: Configure Action for DfltAccessPolicy
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In the last task, you change the action for the DitAccessPolicy policy to terminate the other
session that does not match any other DAP policy.

Complete the following steps to change action {or DfTtAccessPoliey:

Step 1 Choose Configuration > Remaote Access VPN = Clientless S5L VPN Access >

Dynamic Access Policies or Configuration > Remote Aceess VPN > Network
(Client) Access > Dynamic Aceess Policies.

Step 2 Select the DIfitAceessPolicy policy and click the Edit bunion. The Edit Dynamie
Access Poliey window appears.

Step 3 Make sure that the Action tab s selected.

Step 4 Check the Terminate radio button.

Step 5 Oiptionally, enter a message 1n the User Message feld that will be displaved to users.
Step 6 Click OK.

Step 7 Click Apply to apply the conliguration.
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To verify DAP on the chient side, log intoa VPN session. The example in the figure shows
verification of DAP using a clientless 851 VPN gession. After you log in. a user message
displays as a yellow exclamation mark (!). This exclamation mark blinks three tmes to attract
attention, and then 1t is still. When you click this exelamation mark, the user message 15 shown.

You can verify other DAP-assigned attributes by trying to access the resource that is not
allowed in DAP poliey or by examining bookmarks that are added by DAP poliey.
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Verifying DAP

Server Side

AEAR ohow vypoesespiondh detmdl webwvon
«.ourput coitted.»
Clisctlaess:

Tucpael ID v LB.L

public IR b3 B B % I

Encryption ¢ RCA Eashing 1 EEAL

Encapoulation: TLEvLl.D TCF Dst Port o 843

#iuth Mode ! ueerPassword

Idls Timm Outt 24 Minutes Idle 70 Lafc 1 15 Minutawm

Cliarnt Type 1 Web Browser

cliect ¥oc v Mozillafé.¢ {compatible) MEIE 8.0) Windows ¥T €.1; WOWH)
Trident/d &) BLOCE; .H

g E
Matmork ez 5 anoaed
| s e VEN i3 eatan

=y DA
aned

ABA# phow accaes-lio: ino
access=list DAP=Web-ugez«(4DFE501; 3 mlegantcs

eocops-lint DAF-wob-caec-04DF8E01 lire 3 webcype paroic url
hespe fA20.0.0,11. 88/ log defavlc (Bitonted] (dynamic)
accers-lict DAP-web-usez-04DPE501 lice 2 webtyps permic url
hEcpr /P20, 0.0.211 8L/ log default (hitoctel) (dynamic)
acoesselipnt DAFswobsusar=040F8801 line 4 webtype parnic url
heept /10 0.0, 1L BEBES log dafault ihitcotel) (dyra=zie)

To verily DAP on the Cisco ASA adaptive security appliance server side, use the show vpn-
session detail command. In the example, details for chientless sessions (specified with the
webvpn keyword) are displayed. In the Filter Name area of the output you can see, that a
specilic webtype ACL has been applied to the session.

You can also use the show access-list command to see the webtype ACL applied to the session.

show vpn-sessiondb

To display information about WPN sessions, use the show vpn-sessiondb command in
privileged EXEC mode. The command ineludes options for displaying information in full or in
detail, lets you speaily type of sessions to display, and provides options to filter and sort the
mnformation. The syntax table and usage notes organize the choices accordingly.

show vpo-sessiondb [detail] [full] {remaote | 121 | index indexnumber | webvpn | email-proxy
| sve} [filter {name wsername | ipaddress [Paddr | a-ipaddress [Paddr | p-ipaddress [Paddr |
tunnel-group groupname | protocol protocol-name | eneryption encryption-algo | inactive} |
[sort {name | ipaddress | a-ipaddress | p-ipaddress | tunnel-group | protocol | encryption |
inactivity}|

show vpn-sessiondb Parameters

Parameter Description

datail [Optional) Displays extended details about a session. For
example, using the detail option for an IP5ec session displays
sdditional details such as the Internet Key Exchange IKE hashing
algorithm, authentication mode, and rekey interval.

If vou choose detail, and the full option, the adaptive security
appliance displays the detailed output in @ machine-readable
format.

filtar filter: criteria [Optional} Filters the output to display only the infarmation that
you specify by using one or more of the filter options.,
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Parameter Description

full {Optional} Displays stresmed, untruncated output. Output is
delineated by | characters and a || string between records.

session type (Optional} To show data for a specific session type, enter ong of
the following keywords:

n amail-proxy: Displays email-proxy sessions

n  index indexnumber: Displays a single session by index
number. Specify the index number for the session, 1 to 750

m 12]: Displays VPN LAN-to-LAN session information
ratio: Cisplays VPN Session protocol or encryption ratios
remota: Displays IPseC remole access sessions

m summary: Displays the VPN session summary
= 8ve:Displays S5L VPN Client sessions

= vpn-lb: Displays YPN Load Balancing management
SESSI0NS

= webvpn: Displays informeation about clientiess SSLYPN
SBSSiOnNS

Bort Sort_criteria [Optional) Sorts the output according to the sort option you
specify

show access-list

To display the counters for an access list, use the show access-list command in privileged
EXEC mode.

show aceess-list ac!_name_! [...[ac!_name_2]| | brief]

show access-list Parameters

Parameter Description

acl nama 1 A name or set of characters that identifies sn existing access |ist

acl name 2 A name or set of characters that identifies an existing access list
brief Displays the access list identifiers and hit count in hexadecimal format
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Deploying DAP
Implementation Guidelines
* Recommended DAP usage:
— Use to apply parameters resulting from security posture
— Use to apply parameters not available in external AAA
authorization profiles
= Secondary DAP usage:

— Use to defing exceplions from general rules for individual
USErS Of rare cases

= Mot recommended to deploy DAP in parallel to policy groups
and external AAA authorization to achieve the same results

for large user groups (duplication and complexity)

DAP records can be used in parallel to statically configured policies to enforce desired
authorization profifes. A mixing of both configuration approaches (static and DAP) to achieve
the same goals can result in a highly complex ruleset that wall be difficult to maimain and
troubleshoot. Therefore, a clear strategy should be followed to limit the usage of DAP to the
required seenarios.

Ivis recommended 1o use DAP primarily o these scenarios:
= Apply parameters resulting [tom security posture.

m  Apply parameters not available in external AAA authorization profiles.

|t 15 accepted practice to deploy DAP n this secondary scenario:

m  Define exceptions from the general ruleset. This selution 18 commonly the simplest solution
for individual users or rare cases.

DAP usage is discouraged Tor this seenario:

m  Deployment in parallel te poliey groups and external AAA authorization te achieve the
same results for large user groups. In such configurations, DAP records may lead to
duplication of policy profiles and unnecessary complexity.
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Aggregating DAP Records

This topic deseribes how to configure muluple DAP records and how multiple DAP records are
aguregated.

Aggregating DAP Records

Overview
= VPN user can match multiple DAP policies.
= \When several records match:

— Some actions are concatenated (network ACLs, webtype
ACLs, port-forwarding lists, bookmarks).

= DAP priority defines the order.
— Other acticns depend on nature of each feature.

40 5 i
e B e B
‘10 £S — ng Acke
Wi B 4 [ AP == |
Pricrine 10 Pricry 5 N Rassmng Actom
ACL: 1 + ACL:2 — A2

An establishing VPN session can match multiple DAP policies. When a VPN session matches
more than one DAP policy, the following occurs:

® Actions, such as networks ACLs, webtype ACLs, port-forwarding lists; and bookmarks are
concatendted and DAP policy priority defines the order.

m Other actions are selected based on the nature of each feature:

—  Action: The aggregated atiribute value will be Terminate if the Terminate value is
configured in any of the selected DAP records and Continue if the Continue value is
configured in all of the selected DAP records.

—  User Message: The aggregated attribute value will be a line-leed (hex value Ox(4)
separated string that is ereated by linking together the attribute values from the
selected DAP records.

—  Clientless feature enabling attributes (port-forward, file-browsing, file-entry,
http-proxy, url-entry): The aggregated attribute value will be Auto-start if the
Aute-Start value is configured in any of the selected DAP records. The aggregated
artribute value will be Enable if there is no Auto-start value configured in any of the
selected DAP records, and the Enable value is configured in at least one of the
selected DAP records. The aggregated attribute value will be Disable if there is no
Auto-start or Enable value that 1s configured in any of the selected DAP records, and
the Disable value is configured in at least one of the selected DAP records.

Note Refer to the ASA 8. Dynamic Access Policies (DAP] Deployment Guide available at
Cisco.com for examples of aggregated stiributes.
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In the figure, two examples are provided. In the first example, the first DAP policy has a
priority 10 and action is set to terminate. The second policy has a priority 5 and action continue.
If a session matches both policies, the resulting action will be Terminate.

In the second example, the first DAP policy has a priority 10 and action is set to continue. The
second DAP policy has a priority 3 and action continue. 1T a session matches both policies, the
resulting action will be Continue.

In the third example, the first DAP policy has a pdority 10 and assigns ACL 1 to a session. The
second DAP policy has a priority 5 and assigns ACL 2 to a session. [ a session matches both
policies, ACLswill be concatenated and statements from ACL | will be positioned sbove
statements from ACL 2,

Aggregating DAP Records
Configuration Tasks

Create additional DAP policy.

Specify AAA attributes matching criteria.
Configure authorization parameters.

[S I S

To configure aggregatng DAP records, you have Lo ereate an additional DAP policy. Complete
the following confliguration tasks:

1. Create an additional DAP policy.

bt

Speecily AAA attributes matching eriteria.

3. Configure authorization parameters.

©2010 Cigca Systems, Ins, Daployment of Advancad Cisco ASA Adaplive Secunty Appliancs VPN Salutions 5-151



Aggregating DAP Records

Configuration Scenario

| y
— Wes Sarvar
iy 1000300

Fut nnned VPN Permi i 2coess o 10.0.0.100.
Coenteas 251 VRN Frovde A-Empeoyee-Boowmaria

The figure shows an example, which will serve as the configuration scenario in ongoing
configuration tasks. Y ou will ereate another DAP policy that will mateh LDAP group All-
Employees. You will permit aceess to the 10.0.0. 108 web server for full wnnel VPN sessions
and configure a bookmark list for a chentless 851 VPN session. When a VPN session matches
a previously configured DAP policy and the one configured in this topie, attnibutes from both
policies will be aggre gated.
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Aggregating DAP Records
Tasks 1-2: Create DAP Policy and Maich Attributes
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Sonfgureton = Remaots Acceas VN > Sientess 851 VPN Acceas » Dynemic Aocess Foicea

Sonfgurston = Remots Access VRN > Newvoek |C5ant) Access > Dynemic Acoeas Poices

To ereate an addional DAP policy, complete the following steps:

Step 1 Choose Configuration > Remote Access VPN = Clientless S5L VPN Access >
Dynamiec Aecess Policies or Configuration > Remote Access VPN > Network
(Client) Access > Dynamic Aceess Policies.

Step 2 Click Add button. The Add Dynamic Access Policy window appears,

Step 3 Enter the policy name in the Policy Name field. In the example, All-Employee-
Policy 1s entered.

Step 4 Enter a priority in the ACL Priority field. In the example, the priority 1s set to 5.

Step 5 Click the Add butten to add the AAA auribute. The Add AAA Aunbute window
appears.

Step 6 Select the LDAP AAA awribute type from the AAA Aunbute Type drop-down
meniL.

Step 7 Enter Ali-Employees in the Value field. Click OK.
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Aggregating DAP Records

Task 3: Configure Authorization Parameters
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Confguereton > Remots Acceas VN » Clentiess 851 VPN Accesa = Dynamic Acosss Focea
Confgureton > Remotz Acceses VN = Network (Siant) Access » Dymamic Access Foooss

To confligure the network ACL authorization parameter, complete the following steps:
Stap 1 Click the Network ACL Filters tab.

Step 2 Choose a network ACL from the drop-down menu. In the example, the ALL-
EMPLOYEE-ACL 15 selected.

Stap 3 Click the Add button.
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Aggregating DAP Records

Task 3: Configure Authorization Parameters (Cont.)
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Jonfguraion > Remots Aocess VPN > Cientess B8 VPN Aocess » Dynamiz Acosas Polnes
Tonfguraton > Remata Acceas VPN > Networs (Sieath Acgeas > Denames Access Podoes

To configure bookmarks authorization parameter, complete the following steps:
Step 4 Click the Bookmarks tab,
Step 5 Check the Enable bookmarks check box to enable bookmarks.

Step 6 Select a bookmark list from the drop-down menu. In the example, the All-
Employee-Bookmarks is selected.

Step 7 Click Add button.
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Verifying Aggregated DAP Policies
Client Side
= Bookmark entries are aggregated according to DAP pricrities.
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You can verify aggregated DAP policies by logging into a VPN session.
user logged into a chentless S5L VPN session. If the session matches bo
policies; you should see aggregated bookmarks in the SSL portal web pa
aggregated according to DAP policies priority.

Verifying Aggregated DAP Policies

Server Side

In the example, the
th confligured DAP
ge. Bookmarks are
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Use the show vpn-sessiondb detail and show access-list commands to

verify DAP policies

on the Cisco ASA adaptive security appliance side. IT a user logs in using a complete client
VPN, vou should see that aceess list entries are ageregated according 1o configured DAP

policy priorities,
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Integrating Cisco Secure Desktop with DAP

Thistopic describes how o integrate DAP policies with Cisco Secure Desktop to determine

remote endpoints posture.

Integrating Cisco Secure Desktop with
DAP

Overview
* DAP supports two basic posiure assessment methads to collect
endpoint security attributes:
— Cisco Secure Desklop Host Scan
— Cisco NAC

» DAP evaluates Cisco Securs Deskiop Host Scan and Endpeint
Assessment resulls

= Csco Secure Deskiop is not available for IPsec VPNs

As previously described, DAP policies can be used to apply authorization attributes that are
based on the remote endpoints posture. DAP supports two basic posture assessment methods to

collect endpoint security attnibutes:
m  Cisco Secure Deskiop Host Scan and Endpoint Assessment
® Cisco Network Admission Control (NAC)

DAP evaluates Cisco Secure Deskiop Host Sean and Endpoint Assessment results and applies
authorization attributes to VPN sessions,

Note Cisco Secure Deskiop is not available for IPsec VPNs.
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DAP
Attribute Types

Endpoint Atiributs Type

Anti=5pyware
Anti-\irus
Application

File

Device

NAC

Operating System
Personal Firewall
Policy

Process

Registry

.|
Integrating Cisco Secure Desktop with
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The figure shows all endpoint attributes that can be matched inside DAP policy.
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Integrating Cisco Secure Desktop with
DAP
Configuration Tasks

1. Add DAP policy.

2. Specify endpeint assessment matching criteria.

3. Configure authorization parameters.

A Thase gre no furner requitements
— 1o SESs users u3ng anetoles-
=ru mensged Fos. F

S= 23 waess fom unmeneged FCa
ol nave Bnthvreg soltwens
naleted

Tointegrate Cisco Secure Deskiop with DAP, create a DAP policy by completing the following
configuration tasks:

I. Create an addinonal DAP policy.
2. Specify AAA attributes matching criteria.

3. Configure authorization parameters.

Mote Cisco Secure Deskiop and Host Scan with Endpoint Assessment has to be enabled to
integrate DAP policy with Cisco Secure Deskiop.

The figure shows an example, which will serve as the conliguration seenario in ongoing
configuration tasks. You will ereate another DAP policy that will allow access through SSL
VPN connections only [rom enterprise-owned PCs or from unmanaged PCs with antivirus
software installed. 1o the example, vou will ereate an additional DAP poliey that will match
Sales users with the Unmanaged PC policy (configured in the Cisco Secure Desktop lesson)
and without antivirus software installed. Action for such users will be o terminate connection.
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Integrating Cisco Secure Desktop with
DAP
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Confguereton = Remots Acceas VN » Clantiess 851 VPN Accesa = Dynamic Acosss Focea
Confgureton > Remotz Acceses VN = Network (Siant) Access » Dymamic Access Foooss

To create an additional DAP policy, complete the following steps:

Step 1 Choose Configuration > Remate Aecess VPN = Clientless SSL VPN Access >
Dyvnamie Access Policies or Configuration > Remaote Access VPN = Network

(Client) Aceess = Dynamic Access Policies.
Step 2 Click the Add botton. The Add Dynamic Access Policy window appears.

Stap 3 Enter a policy name in the Policy Name field. In the example,
UnmanagedSaleslsers is entered.

Step 4 Enter the priority in the ACL Priority field. In the example, priority is set to 15,

Step 5 Click the Add botton o add an AAA sunbute. The Add AAA Auribute window

BPPears.

Step 6 Choose the Cisco AAA atribute type from the AAA Annbute Type drop-down

menu (not shown).
Step 7 Check the Group Policy check box (not shown).
Step B Enter SalesGroupPolicy in the input field (not shown).

Step 8 Click OK in the Add AAA Atribute window.,

Step 10 Click the Add button to add an endpoint attribute. The Add Endpoint Auribute

window appears.

Step 11 Choose Poliey from the Endpoimnt Attribute Type drop-down menu (not shown).

Step 12 Choose Unmanaged PC policy [rom the drop-down menu. This poliey has been

configured in the Cisco Secure Deskiop lesson.
Step13  Click OK.
Step 14 Click Add again to add another endpoint attribute.
Step15  Choose Anti-Virus from the Endpoint Attribute Type drop-down menu.

Step 16 Click the Does Not exist radic button.
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Step17 Choose a vendor from the Vendor drop-down list In the example, ALWIL Software
is selected.
Step 18  Opuicnally, check the Produet Deseription check box and select a specific product

from the drop-down menu. In the example, avast! Free Antivirus is selected.
Step 19  Click OK.

Integrating Cisco Secure Desktop with
DAP

Task 3: Configure Authorization Parameisrs
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Zonfgurston » Memaols Acceas VRN > Sientess 8851 WFN Access » Dynemic Access Poiges

Confgurston > Remols Accass VRN > Network (Shent) Access > Dynamic Access Poices

Step 20

Toapply a Terminate action to this DAP policy, click the Terminate radio button
and optionally enter & message that will be shown to the user in the User Message
field.

Step21 Click OK.

Stap 22  Click Apply to apply the confliguration.
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Using LUA Expressions in DAP

This topic deseribes how to use LUA expressions o provide additional flexibifity when
configuring matching criteria for DAP.

LUA Expressions in DAP

Cverview
= LA is a lightweight seripting language.
= [t.can be used to specify matching criteria when Ciseo ASDM
does not provide the required matching granularity.

= In producticn environment, use with care or under guidance
from Cisco TAC.
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LUA is a powerful, fast, lightweight, embeddable scripting language. You can use LUA to
create matching eriteria for DAP, when Ciseo ASDM does not provide enough flexibility to
specify matching eriteria. For example, you might want to apply a different DAP based on the
following:

m  Organizational unit (OU) or other leve! of the hierarchy for the user object

m  Group name that follows a naming convention but has many possible matches—you might
require the ability 1o use a wildeard on group names.

You can accomphsh this flexibility by creating a LUA logical expression in the Advanced area
of the DAP pane in Cisco ASDM.

Note LUA means "Moon™ in Portuguese. As such, itis neither an acronym nor an sbbreviation.

Complete the lollowing steps to create custom LU A expressions to specify matching eriteria:

Stap 1 Expand the Advaneed option in the Add Dynamic Access Policy window.

Stap 2 In the Logical expression field, you enter free-form LU A text that represents AAA
or endpoint selection logical operations or both. Cisco ASDM does not validate text

that you enter here; it just copies this text to the DAP policy file, and the security
appliance processes it, discarding any expressions that it cannot parse.

Mote Specilying custom LUA expressions requires sophisticated knowledge of LUA
seripting language, which is outside of the scope of this course,
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LUA Expressions in DAP

Script Examples

* Clsco ASDM provides a
guide and sample secripts for:

— Organizational unit-based .
mateh

— Group membership

— Antivirus

— Antispyware
— Firewall

— Hotfix

Cisco ASDM provides a guide on how to construct logieal expression for AAA and endpoint
attributes. Click the Guide button in the Add Dynamic Access Policy window to open Cisco

ASDM help. Cisco ASDM will provide detatled explanations on creating L UA expressions, as
well as examples.
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Troubleshooting DAP

This topic deseribes how to troubleshoot DAP operations on the Cisco AS A adaptive security
appliance.

Verifying DAP Operations

Overview

To woubleshoot DAP on the Cisco ASA adaptive security appliance, vou can use the following
tools:

= Cisco ASDM Test feature
m  Cisco ASA logging
m DAP debugging commands
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Verifying DAP Operations
Test Feature
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Sonfgureton = Remaots Acceas WEN > Srentess 851 VPN Acceas » Dynemic Aocess Foicea

Sonfgurston = Remots Access VRN > Newvoek |C5ant) Access > Dynemic Acoeas Poices

Fredepioymant Testng

The Dynamic Access Policies pane in Cisco ASDM allows for the testing of DAP records that
are configured on the device by specifying authorization attnbute-value pairs. Totesta DAP

record, complete the following steps:

Step 3 Choose Configuration > Remote Aceess VPN = Clientless S5L VPN Access >
Dynamiec Access Policies or Configuration > Remote Access VPN = Network

(Client) Acecess > Dynamic Aceess Policies.

Step 4 Click the Test Dynamic Aceess Policies button within the Dynamie Access Policies

pane. The Test Dynamic Access Policies window appears.
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Verifying DAP Operations
Test Resulis

Confguereton > Remots Acceas VN = Clentiess 851 WFN Accesa = Dynamic Acosss Focea
Confgureton > Remotz Acceses VN = Network (Siant) Access » Dymamic Access Foooss
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Within the Test Dynamic Access Policies windows, continue with these steps:

Step 5

Stap &

Step 7

Step 8

Click the Add button within the AAA atributes area of the window, This selection
allows for the selection of AAA attributes that were described previously in this
topic. In this example, the Cisco AAA attribute Tor group policy equal o
SalesGroupPolicy 1s selected.

Click the Add button within the Endpoint auribuote area of the window. This allows
lor the selection of Endpoint attributes, which was already described previously in
this topic. In thig example, the Endpoint attribute for application that is equal to
“Clientless” is selected and location that is equal o Home Worker is selected.

Click the Test button and the results are shown in the Test Results area of the
window. In this example, the “SalesPolicy” DAP policy is applied to the session.

Click Close to return to the Dynamic Access Policies pane.
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Verifying DAP Operations
DAP Debugging—Disabled Cisco Secure Desktop
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You can use the debug dap traee command to enable DAP debugging. The output shows

debugging of DAP when Cisco Secure Deskiop 1s disabled.

debug dap

To enable logeing of DAP events, use the debug dap command in privilesed EXEC mode. To

disable the logging of DAP debug messages, use the no form of this command.

debug dap {errors| trace}

debug dap Parameters

Parameter Description
errors Specifies DAP processing errors
trace Specifies a DAP function trace
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Verifying DAP

{Cont.)

Operations

DAPF Debugging—Disabled Cisco Secure Desktop
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Dh.P:'I'E‘.lEBL
DAP_TRACE: dap_add to loa
DAPF_TEACE: dap_mdd_to lua

Tearnasaet
ToeInaaar
Trarnaamy
Dearmaaat

VAIIEBEID
LocalEalasUees
LiocalEalesUoer
LocalEalesDeer,
LooalEalasUoes,
dip_mdd to_lus_tresisan

zza.cisco,grocppolicy w Ealesd@rovpPolicy
man.cisco.class » EalesdroupPollicy
mas.cigpoo.useEnEne » LocalEalecOeer
sza.cisoo.tunnelgrosp » Eales-Profile
cisco? ] ["grouppolicy *]e® Bal ee@roupPol ioy®
aiasa]"cisco" ] ["class"] wiEnlepdrocpFo lioy
cisco” ] {"uparnane?] = "LoczlEalesDaec?

DAF_TEACE:
DAF_TRACE®

DAF_TRACE: dap reguest: memnry vsage - 36§

DAF_THACE! UsErnEaa: LocalEslessUeer,
DAF_TRACE: Username: LocalEalesDoer,
EALEE TEAM] 3E 128

DAF_THACE! UsErnazda: LocalEslasUear
DAP TRACE: Usernamet LocalEalesDoes,
For:PorwerdingLiss] 24 128

uncalgroup®le”Balep~Profilea®

dap_add to_lua_trosiscdpoirnt ["applicecion] {"clisntiype®]e"Cliaztlesa®
DAF_TEACE: Usernaza: LocalEalasUoer, Solected DAPm

DAF_TRACE: dap_process_pelected_daps: selected ! records
dep_mggragat
dap_corcat fo

dap_coema_stzr_font
dap_cozma str_fony

1BaleacPolicy

TIL CeC_O2UnRT = 1
IACTIVATED DAP FOLICY POE
18

{Ealeo=Bookaarks] 138

IEal gm~=

The figure shows continuation of cutput from the previous figure. You can see thatonly AAA

attributes are examined.

Verifying DAP Operations

DAP Debugging—Enabled Cisco Secure Desktop

e truncered lise =f a1l datested hobfices =

BAP_TRAME: dap add_ced dibs_ba_ I
Ui aznasa: Lazaldal

dap oammk L
s dap comes aey Fong

DAP_TRACE: dap sdd =ed_dsks_te lusiaodpsink . se varsion s "Wiandows XP°

DRF_YRADE: dep wdd : Ll andpalak. susiasvizepesk o I

CEP TRASE: dap sdd s um andaaln . pe Jlssmbisn w *Mome Warkee®

DR TERCR: dap wdd aE randgalink  davife, protaskian o "asfuse daekkape
DRF_TERCH: dap wdd untandpeine  davics hostness = “xp®

DRF_TERTE: dap add ul jandpalak  devica.peskestlan vezalss » 73,3,0.118
DRF_TRAZE: dap add =aed_ ks luscendpolak . davics, peate _i

DAP TRACE: dap wdd =ed daks s lussaudpsink . se.owindswa hokZis [FQLATRIZR]

DA _TRACE: dpp edd datd_be Iu:dndpaink . s windows. hot Els [*HSIBRIEEY

DRF_THRSE: dap_sdd_£w Jdavies. paet [M1555]
BRF TRRTE: dap add : u i endgalne

DEF THRSE: dap mdd : Lumtandgsint .

DEF_TERTH: dap mdd 1 Tumiendpalnk .

LaF_TRRIE: dap sdd : r lusandpoine o

AP TRATE: dep edd

AP _TRASH: dap add

DEP THROE: dep wdd . B ["MEWLn dawalAn] .3
Windswe Fleawell®

DAF_THANE: dap sdd =od dais_ps 1-

[FMaWindewuFW ] varsisn » %P JP3.F

W [FuSWindawalf W enakled a *ok”

Sulastad DAPae:  Saleaballay

dap sagczdt fenq [ACTIVRATHD Bk POLICY FOR OALES THAM]

isn_axkaneisn « *2,5,5,1°
= FEEuas
= Esua

= "Ezua®
$05%] = *pcua®

pEisn = "Hizrasale

[felas-Baskmerkal 15 128
[dalag-PoareForwnedlagTine] 24 126

The ligure shows output from DAP debugging when Cisco Secure Desktop is enabled. You can

see that endpoint attributes are examined.
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Verifying DAP Operations
Logging Cutput

ABA jconfig)d logging enableo
REA {config)# logging console 7

Profilat
Firgt TCPF BYC ponboection established for BVO B
EVC comnection establighed without compraseion

Addrepe «310,100,.0.1> assigoed to session
RAEA-T 734003+ DAPr TUser LocalBalesUoar, Adds
ardpolnt.op.verclon = "Windows XP"

RAER-T =734 003 DAF: DUoar LocalSalesDeer, Addc
ecdpoict.os.eecvicepack = 739

RAEA-T 7340031 DAFr User Local2aleepUeszT, Addrs
erdpolnt.policy.location = "Home_Workeco®
WABA-T+734 603 DAF) TUser LocalBalesUsar, Addr
ardpoint.device.procection « "epectra desktops
RAER-T-734003: DAF: Usar LocalBalersUser, Addrc
erdpolrct.device.hootname » "xp*

woutput omltted s

as eion.

3 R P T

p 8 SN My 9 Al

160021

bl Y e S 5

i0.0.1.1Ly

SAEA-E=737026+ IPARr Oliect acsigned 18,188.8.% from local pool
XAEAE-T27LLE ) IFAAr Local pool reguest svcoeeded for tunnelsgrocp tBaless

SAEA-E=7230323+ Group «SaleefroupPolicy» User s«iocalEalesUoer» IF
RABA-£-721023 Group «EaleacdroupPolicys User <iocalEaleoloars IF

HAEA-4-7220%1 ) @roup «<SalerdroupPolicy» User <Local EalesUoars IE

Eamsion

Basnian

Bamsion

Bassion

Bageiac

L0 0L E 1l

<0, 0.1.11% TCP

<il,6.1.,1Z»

Accribuen

Atcribuce

Reeribute

You ean verily DAP operations using Cisco ASA logging subsystem. In the example, you can

see various logging messages 734003, which display AAA and endpoint attributes that are

associated with a session,
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Summary

This topic summarizes the key points that were discussed in this lesson.
= 3

Summary

= DAP evaluates the AAA attributes and posture results.

= DAP applies acticns to VPN connections matehing the
defined criteria.

= DAP records can be aggregatad into policy sets.

= Cisco Secure Desktop host resulls can be evaluated by DAP
policies.

= LUA funclicns provide a custem configuration interface for
matching logic that is not available threugh the Cisco ASDM.

= You can troubleshoot DAP operations using Cisco ASA
logging cutput or the debug dap command.

References

For additional information, refer wo this resource:

m  A54d 8.x Dynamic Access Policies (DAP) Deployment Guide at
heep:/fwwew cisco.com/en/US /products'psel 20/products. white papedtd 1 86a0809cf38.sht
mi#ts

5170 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Lesson 4

Deploying High Availability and
High Performance in SSL and
IPsec VPNs

Overview

Two of the most challenging requirements of virtual private networks (VENS) are high
availability and high performance. High availabality ensures continuous operation even if ong
or more VPN servers fail. High-performance enhancements are deploved to boost the system
performance by alleviating the lead that is placed on a single VPN server, This lesson discusses
the methods of deploying high availability: cluster load balancing, server load balancing (SLB)
load balancing, and active/standby failover, Quality of serviee (QoS) mechanisms are
integrated with [P Security (1Psec) VPNs o ensure a umely forwardmg of delay-suscepuible
raffic flows, police the transmission rates, and smooth the bursts by rraffic shaping. The lesson
explains the troubleshooting methoeds that can be employed to investigate high-availability
problems.

Objectives

Upon completing this lesson, you will be able to deploy and manage high-availability and high-
pedformance features. This ability includes being able 1o meet these objectives:

m  Choose VPN high-availability and high-performance features

m  Configure and verify redundant peering with Ciseo AnyConnect and [Psec client
m  Deploy active/standby failover for S51 and [Psec VPNs

m  |mplement dynamic routing to achieve 1Psec site-lo-site VPN high availability

m  Describe the deployment of VPN load-balancing clusters

m  Provide high availability and high performance using an external SLB appliance
m  Configure and verify QoS policiesin [Psec VPNg

m  Troubleshoot Cisco ASA adaptive security appliance failover and VPN clustering functions



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic describes the high availability options in 5L and [Psec VPNs.

VPN High Availability and Performance

Cisco ASA Platform Capacity
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The Cisco ASA adaptive security appliance platform portfolio gives customer-wide choice of
different capacity and performance platforms while preserving availability of high performance
and high availability across a whole range of devices.

The table provides the performance figures of each security appliance platform.

The Performance Figures of Cisco ASA Adaptive Security Appliance Platforms

Cisco Cisce Cisco Cisco ASA | Cisco Cisco ASA | Cisco ASA
ASA ASA ASA 5520 | 5540 ASA 5550 | 5580-20 5580-40
5505 5510

Maximum 25,000 130,000 | 280,000 400,000 E50,000 1,000,000 | 2,000000

simultaneous

connections

Maximum 10/25 250/250 | 750750 50000 5000/ 10,000/ 10,000/

number of 2500 5000 10,000 10,000

IPsec and S3L

VPN sessions

Cleartext 150 apo 450 B50 1200 EDO0 10,000

throughput in

Mbis

AES and 100 170 225 325 425 1000 1000

JDES

throughput in

Mbis
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Cisco Cisco Cisco Cisco ASA | Cisco Cisco ASA | Cisco ASA
ASA ASA ASA 5520 | 5540 ASA 5550 | 5580-20 5580-40
5505 5510
CRPU type AND Intel Intel Intel Intel AMD AMD
Geode LX | Celeron | Pentium 4 | Pentium 4 Pentium 4 | Opteron {2 | Opteron (4
CFU, 4 CPU, B
Intel ;
Celeron cores) cores)
CPU speed 500MHz | 1.68GHz [2.0GHz 2.0GHz 3.0.GhHz 2.6 GHz 26 GHz
Cefault RAM 256 MEB 256 MB | 512 MB 1GB 4GB B GEB 12 GB
Cefault flash B4 MB E4NME |B4AMB B4 MB &4 MB 1 GB 1GE

Radundant
pasring

Stataful
activa/
slandby
failavar
Clugtarioad
balansing

Sarver load
balansing

Qo5

Multipla indepandan Cieco ASA
sacurity appliances nondetarministic
bad sharing: (usare givan differant
galawsy addrase).

Tuninale nol interruptad upan faillms.
tisars do nat have to reconnact ar
mauthanticate.

Load eharing.
Gustar can include diffarant Cissn
ASAmodels and software varsione.

Bagad on ACE appliance or maodule
netatiad in Cleco TE00B500.

Applies QoS policies i traffic clagess
traversing the WPN unnal

VPN High Availability and Performance
High Availability and Performance Options

(Option __[Features _______________|VPNavailability ]

Na backup in clentlese SSL VPN,
Backup sarvar canfigurabla in all
ather WPhs.

ANVPN types.

Mot supparted on ASASEDE:
Additianally, reuting-based failaver in
|Peac siteto-sits VPNe,

Ramcle-accest VPN technalogias
{S5Land Cisco Easy VPN

Atz as S5L VPN frantand in
clentiase S5L VPN,
Saesion stickiness in athar VPke.

|PgacVPNe {Cisco Easy WPN and
sita-ta-sta).

The security appliance offers three native methods of high availability:

®  Redundant peering using multiple independent Ciseo ASA security appliances: |n this
method, the users connect to their primary VPN server, which offers a simple but
nondeterministic load-shanng method. You can define backup servers in the Cisco
AnyConnect and [Psec client profile. The profile can be either provisioned locally on the
client computer or downleaded from the Cisco ASA adapuive security appliance. There is
no backup option in clientless S5L VPNs. [Psec site-to-site VPNs support redundant
peering through the configuration of several peers that will take over when the primary
gateway lails.

= Server load balancing (SLB): This approach requires the deployment of a Cisco ACE
Application Control Engine or a Ciseo Catalyst 6500 Series Switech or a Cisco 7600 Series
Router with an installed Cisco Application Control Engine Module (Cisco ACE Module) to
dispatch the S5L VPN wnnels to multiple parallel VPN servers. The VPN servers do not
have to run on identical platforms.
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Active/standby failover: Active'standby failover requires two identical adaplive security
appliances that are connected to each other through a dedicated failover link. The health of
the active interfaces and units is monitored to determine if specilie failover conditions are
met. If those conditions are met, failover oceurs. This method does not provide load
sharing, as active/active fallover would. Active/active failover does not support VPNs.
Active/standby failover can be stateless (regular) or stateful failover,

Stateful failover includesa YVPN failover subsystem that enables WP objects to be
replicated to the standby unit, This method requires that the sctive and standby appliances
are connected using a stateful failover link. The stateful failover link can be the same as the
dedicated failover link.

Cluster load balancing: This natuve mechanism shares the processing load across a cluster
of SSL VPN servers without the need for any additional load balancers. The S5L VPN
servers can be adapuive security appliances ol any model and software version that supports
Cisco AnyConnect SSL VPNs. Cluster members do not replicate the SSL VPN wnnels o
other members. Therefore, when a cluster member lails, its tunnels are interrupted. The
Cisco AnyConnect can leverage dead peer detection (DPD) 1o diseover the failure and
reconnect to virtual cluster address.
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Deploying Redundant Peering

This topic describes how o deploy redundant peering in full unnel ¥YPNs [ Cisco AnyConnect

VPN, Ciseo Easy VPN, and site-to-site [Psec VEN).

Redundant Peering

Client Profile
= Cisco AnyCennect client has a configuration profile that
definas:
— VPN servers and backup servers
= Profile can be downloaded from Cisco ASA or configured
locally

Simiary Sorves VPN EmerpisadBCoom |
Escandary Sarear VPN2 Erarossad3l com

H"”'ﬁ

WPNZ. EmiararisaAST oom

\-%{ - VPN Emaras suﬁ-ac,ag—r Ls-.i,’
Casa i- —— -\‘\_\‘ ) gt
; 1 - & E Sa s

A Cisco AnyConnect or 1Psee client user profile lets you identify & number of parameters, such

as VPN servers and backup secvers.

Usually, a user has a single profile file. This profile contains all the hosts that are needed by a

user, and additional settings as needed. In some cases, you might want to provide more than
one profile for a given wser. The profile file is customized, and imported to the security
appliance. The clients download it from the security appliance to the remote computers.
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Redundant Peering

Dead Peer Detection
» Standards-based mechanism to check paer availability
* DPD messages exchanged when thers s no tunnel traffic
* Prarequisite for DTLS-1o-TLS fallback (Cisco AnyCennect)

* Configured separately for server-side and client-side (Cisco
AnyCoennect)

OFD Message (R-L-Thame-ACK)

DFD Yzaasge [R-L-Thane) '

= —__\ W Eqlengcsn ARD oam
Ciass —_— — =3
AmyCamas == e
o Pemsyay == ——
i) — o

OTLE = Datagram Transpor: Layer Sacurity
TiE = Trarspor: Laywr Smcurisy

The Cisco AnyConnect and [Psec VPN clients and the security appliance use a keepalive
mechanism that is called DPD to cheek the availability of the YPN device on the other tunnel.
DPD is defined in RFC 3706 and is based on the challenge-response mechanism. I negotiated,
the keepalives are exchanged only in inactivity periods, when no traffic is passing through the
SSL or 1Psec tunnel. Both tunnel endpoints (VPN client and Cisco ASA adaptive security
appliance) can imnate DPD queries (R-U-There messages) and the other endpoint should
respond with an R-U-There-ACK message, DPD is enabled by default.

IT the netwock 18 unusually busy or unreliable, you might need to fine-tune the number of
seconds to wait before the Cisco VPN Client decides that the peer is no longer active.
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Routing with Redundant Peers

Local IP Address Pools
= Each Cisco ASA has its own [P address pool.
* WPN client receives address from local range.

» Static routing forwards return traffic to appropriate Clsco
ASA

= Not scalable
R —— to P Ackirums P
Sromary Berver VON Emerprad Bl com | 182 188 1y
| Eecandary Barver VEN2 EmarpsamABS cam

iprociis 121680 D64

WANZ | Eransiesd BT oam

When multple VPN servers are used to load balance VPN tralTic or provide redundaney, you
should make sure that routing delivers the trafTie to the appropriate VPN client.

This figure illustrates the first option, in which the clients are assigned 1P addresses taken from
locally conligured address pools. These ranges typically do not overlap. The internal routers are
eonfigured with static routes for the specific address ranges pointing to the appropriate security
apphances.

When the VPN elient is connected to VPN . EnterpriseABC .com, it receives an address from
the range 192.168.1.x. It accesses resources on the Internal server. The internal router sends the
return client walfic twwards the primary appliance, because it has a satic route for the range
192.168.1.x pointing Lo it.

When the primary appliance [ails, the client uses the DPD mechanism to diseover the Talure
and reconnects o VPN2Z Enterprise ABC.com. It receives an [P address from the pool
192.168.2.x. It can again access internal resources. The return traffic will be sent to the
secondary appliance because of the static route for the range 192 108.2.x.
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Routing with Redundant Peers
External DHCP

= Stafic routes for connected clients are installed in Cisco ASA
routing table automatically

* Stafic routes must be redistributed inte internal IGP:
— Cisco AnyConnect: redistribution has to be configured
— |Psec VPN client: redistribution and RRI has to be configured

i Stetiorouisa e rBdigirnutsd o IGE |

Fhenary Sarver: WEN 1 Enerpnsed@C com e
oHCP

Secondery Sarver VPA 2L Encerprisai 8 com

ing DHEF agrvar
- Bas "553:\]‘;!“‘}5‘355.
/,j!/—" o Cal =2
“'-._' I

VENT EtemrssABC som e

Routng 1o VPN cienis s
VPND., EnaracseABD cam | D8ssd an gynemic inbbrmation

This figure illustrates a seenario, in which a DHCP server 15 used to assign |P addresses to the
VPN clients. The DHCP server uses a large, Mat pool of addresses, which are applied to the
clients independently of the appliance; through which they connect.

With Ciseo AnyConnect clients, the security appliance automatically installs statie routes for
the internal client addresses, These static routes are present in the security appliance routing
table while the SSL VPN wnnel 15 up. In a Ciseo Easy VPN environment, static routes for
internal chient addresses are also installed mto the routing table.

To enable other routing devices to know these routes, the security appliance must redistribute
these static routes into a running, dynamic routing protocol process. With Cisco Easy VPN,
Reverse Route Injection | RR1) has to be enabled 1o redistribute these static routes. The Cisco
ASA security appliance supports Routing Information Protocol (RIP), Open Shortest Path First
(OSPF), and Enhaneed Interior Gateway Routing Protocol { EIGRP) routing protocols.

With such redistribution, each time a VPN client connects to the security appliance, the security
appliance advertises its DHCP-obtained [P address to the distant end. When the tunnel is
disconnected, the security appliance will remove the route and cease to advertise it. Therefore,
a central-site device can connect to the distant end of the VPN tunnel, regardless of which
security appliance is used.
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Configuring Redundant Peering
Configuration Procedure

Cisco AnyConnect: Cisco Easy VPM: IPsec Site-to-Site:
1. Create profile, 1. Configure backup 1. Configure backup
) servers on CiscoASA Servers.

2. Upload profile to ai-client.
CiscoASA. 2. Tune DPD. (Optional )
. 2 Tune OFD. (Optional)
3. Assign profile to 3.Enable RRI
group or user policy. 3 Enable RRI (Optional )
4. Tune DPD. (Optional) ' OPronal: 4 Redistribute static
: 3 : 4 Redistnbute stabc routes into IGP.
5 Radisiribute st routes into IGP. {Optional}
mL-‘tgs into 1GF. {Optional]
{Optional)

The conliguration procedure for redundant peenng differs slightly depending on the VPN type.
Cisco AnyConnect SSL VPN

In a Ciseo AnyConnect 851 VPN, you will perform these tasks:

1. Create a configuration profile that 1s based on the profile template or use Cisco
AnyConnect Chent Profile Editor. The locations for the template and for the destination
profile file are these:

_ Default template (on Microsoft Windows): '\Documents and Settings' All
UserstApplication DataCisco'Ciseo AnyConneet VPN
Client ProfileAnyConnect Profile.tmpl

—  Final profile location: \Documents and Settings: All Users' Application
Daa\CiscorCiseo AnyConnect VPN Client'\ Profileyour-profile-name. xml

2. Upload the econfiguration profile to the seeurity appliance.

3. Bind the configuration profile in a group or user policy.

4, Opuonally, fing-tune DPD.

5. Optionally, redistribute static routes into interior gateway protocol (1GP).

Cisco Easy VPN

In an [Psec remote access VPN, youwill perform these tasks:

L.

)

3

4.

Configure backup servers on the Cisco ASA adaptive security applianee or client.
Optionally, fine-tune DPD.
Optionally, enable REL

Optionally, redistribute static routes into [GP.
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IPsec Site-to-Site VPN

In an [Psec site-to-site VPN, yvou will perform these tasks:

l. Configure backup servers.
2. Opuonally, fing-tune DPD.

3. Opuonally, enable RREL

4.  Opuonally, redistribute static routes into 1GP,

f——— e [ rey—

15;52{'-1}- SETOUD 3ETVYET BIdTEE3

Sy = O

s

Cisco AnyConnect Redundant Peering
Task 1: Create Configuration Profile

=Chentintaizations
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<HaatEnine

< Barparligh

To specily backup security appliances using XML profile, complete the following sieps:

Stap 1 Run the Cisco AnyConnect Client Profile Editor on a PC.

Stap 2 Select File = New (not shown in the figure),

Stap 3 Choose Backup Servers tab.

Stap 4 Specify address of the backup security appliance name in the Host Address field.

Stap 5 Click Add,

Stap & Save the profile locally by navigating to File = Save.
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Cisco AnyConnect Redundant Peering
Task 2: Upload Profile to Cisco ASA

il Gl el
o T e Y i

Confguraton > Remole Aoneas VBN = Networy (Csent) Access > Advantad » 550 VPN = Cient
Befings

HAga Saco AnyGonnedt arofie |

ke 3 P P o et b et e
e ity Piars wnt o oparato

Spasty the soufce paln

Lous i Ptk ey rmvisnb Dkt oficl

st e Swaiors Far: | chele et ori

In the second Cisco AnyConnect task, you will import the configuration profile to the security

appliance.

Step 1

Step 2

Step 3

Step 4
Step 5

Step &

Perform these steps:

Choose Configuration > Remaote Aceess VPN = Network (Client) Access =
Advaneed > 55L VPN = Client Settings. This 1s the location where the
AnyConnect image is specified. Locate the S5L VPN Client Profile area below the
AnyConnect image area and choose Add.

Enter the profile name and choose one of two options:

m  Browse Flash: Choose this eption if’ the profile has already been transferred to
the Nash memory.

m  Upload: Click this button to upload the profile from your local computer.

Enter the file path on the local computer or browse to that file using the Browse
Loeal Files button. Enter the destination path in Cisco ASA security appliance flash
memory, or browse 1o it using the Browse Flash button.

Click Upload File.
Chick OK.
Click Apply to apply the configuration.
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Cisco AnyConnect Redundant Peering
Task 3: Assign Profile to a Group or User
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Configuraton > Remole Access WFN > Networy (Cland) Access » Group Foldes
Caonfguraton » Remote Access VPN » A48 Loce Usams » Locs Uasts
Saonfguraton > Devos Mansgemant = Usera &84 > Lisas Accounta

o letwmssie DR B [fleed b

e L

[ —— [, i o
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Goona Dot Modgkes moDreriads [ iinhes]

Next, you will assign the Ciseco AnyConnect XML profile to a group policy or an individual
user. Complete these stepsif you want to assign the profile to a group policy:

Stap 1

Stap 2
Step 3
Step 4

Stap 5

Stap 6

Choose Configuration > Remate Aecess VPN = Network (Client) Aceess >
Group Policies.

Select a group policy that yvou want to edit and click Edit button.
Choose Advanced = SSL VPN Client > Client Profile to Download.

Uncheck the Inherit check box and choose the required profile from the Client
Profile 1o Download drop-down menu.

Click OK.
Click Apply woapply configuration.

I you want to assign the XML profile o individual users, navigate to the user sellings using
one of these pwo menu paths:

m  Confliguration > Remote Access VPN > AAA/Local Users > Loeal Users

m  Confliguration > Device Management > Users/ AAA > User Aceounts

Note

XML profiles should be applied to group policies to ensure a higher level of scalability and
manageability.
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Cisco AnyConnect Redundant Peering

Task 4: Tune DPD (Optional)
= Default: enabled, interval 30 seconds
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Confguraton > Remols Acoess VN > Natwork |C8ent) Access > Group Pofoes
Canfguraton = Hemode Accesa VPN > A8 Loce Lisers > Loca Lsers

Confguratan = Devioe Maragemsnt > Ussra/AAA = User Aocounts

In the fourth Cisco AnyConneet task, you will configure DPD. DPD 1s separately enabled and

configured for gateway- and client-side detection. Gateway-side detection enables the SSL
server to send queries to the elients and monitor their responses. Client-side activates the

equivalent proeess on the Cisco AnyConneet VPN Clients. The client obtains its configuration
from the security appliance.

DPD can be configured at a group policy or an individual user. Complete these steps 1o

configure DPD settings for a group poliey:

Step 1

Step 2
Step 3

Step 4

Choose Configuration > Remote Aceess VPN = Network (Client) Access =

Group Policies.

Select & group policy that you want 1o edit and ¢lick the Edit button.

Choose Advanced = S5L VPN Client = Dead Peer Detection.

Choose one of three DPD options:

m L eave the default setting of Inherit o inherit the setting from the DAWGrpPolicy

{where DPD is enabled with 30 seconds mtervals for both sides).

®  [hsable

m  Enter the DPD interval in the range 30 to 3600 seconds. This selection enables

DPD. The default mterval 15 30 seconds,

You may configure DPD settings at the user level. Such a conliguration overrides the setting
that s applied to the policy group. This conliguration is discouraged because of the complexity

it may create. MNavigate to the user settings using one 0f these two menu paths:

s  Configuration > Remote Access VPN > AAA/Local Users > Local Users

s  Configuration > Device Management > Users/AAA > User Accounts
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Cisco AnyConnect Redundant Peering
CL| with Static Route Redistribution

router rip
netwerk 10.0.0.0
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1
group-policy BalesGroupPolinoy attributes

wabvpn

ave dpd-interval elient 30

ave dpd-interval gateway 30

gvg profiles value Profile x

S tetens

FOUD potioy,

This figure shows the command line interface (CL1) commands of static route redistribution
mte 1GP). 1o this scenario, RIP version 2 (RIPv2) 18 used on the inside mnterlace that belongs to
a subnet of the 10.0.0.0/8 network. A metric i1s mandatory when redistributing to a distance
veetor 1GP, such as RIP. In this example, it is set to 3. The ne aute-summary command
prevents the Cisco AnyConnect elient routes from being summarized into elassful networks.
This [GP-related configuration can be provisioned using Cisco Adaprive Security Device
Manager (Ciseo ASDM), but the procedure s not presented m this course,

The remaining CLI commands have been provisioned by the Cisco ASDM in the presented
configuration sequence. They deseribe the Ciseo AnyConnect XML profile location, DPD
settings of the SalesGroupPolicy, and assignment of the XML profile to the group policy.

router rip

To start a RIP routing process and conligure parameters for that process, use the router
rip command mn global configuration mode. To disable the RIP routing process, use
the no lorm of this command.

router rip

redistribute (RIP)

To redistribute routes from another routing domain into the RIP routing process, use
the redistribute command in router configuration mode, To remove the redistribution, use
the no form of this command.

redistribute | {ospl pid [mateh {internal | external [1| 2] | nssa-external [1| 2]} ]}
| statie | econnected | eigrp as=number} [metric {metric_valuve | transparent}] [roule-
map map_name]
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redistribute (RIP) Parameters

Parameter

Description

connected

Specifies redistributing & network that is connected to an
interface into the RIP routing process.

elgrp as-number

Uised to redistribute ENGRP routes into the RIP routing process.

The as-numberspecifies the sutonomous system number of the
EIGRP routing process. Valid values are from 1 to 65,535,

external type Specifies the OSPF metric routes that are external to a specified
autonomous system; valid values are 1 or 2.

internal type Specifies DSPF metric routes that are internal 1o a specified

autonomous system.

match {Optional} Specifies the conditions for redistributing routes from

DEPF o RIP.

(Optional} Specifies the RIP metric value for the route being
redistributed. Valid values for metric_value are from O to 16
Setting the metric to fransparent causes the current route metric
to be used.

matrie {mecric value
transparent)

nssa-external type Specifies the OSPF metric type for routes that are externai to a

rot-so-stubby area (NSSA); valid values are 1 or 2.

espf pid Used to redistribute an OSPF routing process into the RIP routing
process. The pid specifies theinternally used identification
parameter for an OSPF routing process,; valid values are from 1

to B5,535.

route-map maEp nams {Optional} The name of the route map that is used tofilter the
imported routes from the source routing protocol to the RIP

routing process. If not specified, all rouvtes are redistributed

statie Used to redistribute a static route into an OSPF process.

network

To specify a list of networks for the RIP routing process, use the network command in router
configuration mode, To remove anetwork definition, use the no form of this command.

network ip_addr

network Parameters

Parameter Description

ip addr The |P address of a directly connected network. The interface that is connected to

the specified network will participate in the RIP routing process.

auto-summary

To enable the automatic summarization of subnet routes into network-level routes, use
the aute-summary command in router configuration mode. To disable route summarization,
use the no form of this command.

aulo-summary

webvpn

To enter webvpn mode, in global configuration mode, enter the webvpn command. To remove
any commands that are entered with this command, use the no webvpn command. These
webvpn commands apply to all WebWVPN users.
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These webvpn comméands let vou configure A AA servers, default group policies, default idle
tmeout, HTTP and HTTPS proxies, and NetB10S Name Service (NBNS) servers for
WebVPN. Lt also lets you configure the appearance of WebVPN screens that end users sec.

wehvpn

svc profiles (webvpn)

To specily a Nleasa profiles package, use the sve profile command from webvpn
configuration mode. The adaptive security appliance loads the profile package in cache
memory and makes it available o group policies and username attributes of Ciseo AnyConnect
VEN Client users.

To remove the command from the configuration and cause the adaptive security appliance to
unload the package file from cache memory, use the no form of the command:

sve profiles {profile path}

svc profiles (webvpn) Parameters

Parameter | Description

pach The pathrand filename of the profile filein flash memory of the adaptive security sppliance

proefile | The name of the profile to create in cache

group-policy attributes

To enter group-policy configuration mode, use the group-poliey attributes command in global
configuration mode. To remove all attributes from a group poliey, user the neo version of this
command. In group-policy configuration mode, you can configure attribute-value pairs for a
specified group policy or enter group-policy webvpn configuration mode to conligure

Web VPN artributes for the group.

group-policy name attributes

group-policy attributes Parameters

Parametar Description

namsa Specifies the name of the group policy.

webvpn (group-policy and username modes)

Toenter this webvpn mode, use the webvpn command in group-policy configuration mode or
in username confliguration mode. To remove all commands that are entered in webvpn mode,
use the no form of this command. These webvpn commands apply to the username or group
policy from which you configure them.

The webypn commands for group policies and usernames defline access to files, Messaging
Application Programming lnterface (MAPI) proxy, URLs, and TCP applications over
WebVPN, They also identify ACLs and types of trafTic to [ilter.

webvpn

svc dpd-interval

To enable DPD on the adaptive security appliance and to set the frequency with which the
remote client or the security appliance performs DPD over SSL VPN connections, use the sve
dpd-interval command from group policy or username webvpn mode.
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Use the no form of the command to remove the command from the configuration and cause the
value to be inherited.

sve dpd-interval {[gateway {seconds | none}] | [dient {seconds | none}l}

svc dpd-interval Parameters

Paramaetar Description

gataway seconds | Specifies the frequency, from 30 to 3600 sec, that the sdaptive security
appliance performs DPD.

gateaway none Cisables DPD that the adaptive security appliance performs.

cliant ssconds Specifies the frequency, from 30 to 3600 sec, that the client performs DPD.

client none Cisables DPD that the client performs.

svc profiles (group-policy or username attributes)

To specily a Cisco AnyConnect VPN Client profiles package that is downloaded to users of the
client, use the sve profile command from group policy webvpn or username-attributes webvpn
conliguration mode.

To remove the command from the configuration and eause the value it 1o be inherited, use
the oo brm of the command,

sve profiles {value profile | none}

svc profiles (group-policy or username attributes) Parameters

Parameter Description

rofiie The name of the profile.
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Cisco Easy VPN Redundant Peering
Task 1: Configure Backup Option on Cisco ASA

* CiscoASA can push backup server list in mode configuration phase
» Default option: Keep Client Configuration
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Configuraton > Remols Aocess WEN > Networy (Ciant) Access > Broup Foldes

In the tirst task of Cisco Easy VPN conliguration procedure. you define how the clients obtain
the backup server information. Complete these steps:

Stap 1 Choose Configuration > Remate Aecess VPN = Network (Client) Aceess >
Group Policies.

Step 2 Create a new or edit an existng group policy and choose Advanced > 1Psee Client
submenu.

Stap 3 Locate the [Psec Backup Servers area and choose one of these options in the Server
Configuration field:

m  Keep Client Contiguration i the default option)
= Use the Backup Servers Below

m  Clear Client Configuration
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Cisco Easy VPN Redundant Peering
Task 1: Configure Backup Option on Cisco ASA
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Confguraton > Remode Acoeas VN > Natword |Cent) Access > Group Pofoes

Step 4 I you selected the option Use the Backup Servers Below, you will configure the

backup server list in the Server Addresses field. Enter a space, colon, or semicolon
delimited list of 1P addresses or hostmames. The list is pushed to the VPN client in
the mode confliguration phase and it overwrites any setting that may have existed on

the client.
Step 5 Click OK.

Step 6 Click Apply to apply the conliguration.
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Cisco Easy VPN Redundant Peering

Task 1: Configure Backup Servers on Client
* Client shows list of locally configured backup servers

» List is cleared when Cisco ASA is set to Clear Clisnt
Configuration
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Il the security appliance i1s configured for the default setting of Keep Client Conliguration, you
may enter the backup server list on the VPN client. Choose the Backup Servers tab and click
Add to add a new backup server to the hist. ¥ou have the option of removing or reordering
server entries, The locally configured list is cleared when the Cisco ASA adapuve security
appliance s configured using Clear Client Configuration.

The list i1s ordered according te the server priorites. When the primary server Fails, the first
server [rom the list is used, lollowed by the next entries, il the {irst server 18 unavailable.
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Cisco Easy VPN Redundant Peering

Task 2: Tune DPD (OCptional)

= Default: Enabled (Monitor Keepalives), Confidence Interval:
300, Retry Interval: 2
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In the next task of the Cisco Easy VPN configuration sequence, you may optionally tune DPD

parameters. Complete these steps:

Step 1 Choose Configuration > Remaote Aceess VPN = Network (Client) Access >

Group 1Psee Connection Profiles.

Step 2 Create a new or edit an existing connection profile and choose Advanced > IPsec

submenu.
Step 3 Loeate the IKE Keepalive area and choose one of these options:

®  [Msable Keepalives.

= Monitor keepalives: This option enables or disables IKE keepalive monitoring.
Selecting this option enables the Confidence Interval and Retry Interval fields:

—  Conflidence Interval: specilies the number of seconds the adaptive

seeurity applianee should allow a peer 1o idle before beginning keepalive
monitenng. The minimum is 10 seconds; the maximum is 300 seconds,
The default for a remote access group is 300 seconds.

Retry Interval: specifies number of seconds to wan between IKE
keepalive retries. The default is 2 seconds.

Headend Will Never Initiate Keepalive Monitoring: Choose this option Lo
configure the central-site adaptive security appliance to never initiate keepalive

M LOETgE,.

Nota DPD configuration for Cigco Easy VPN differs from the approach that is used in full tunnel

S5L VPNs.

Step 4 Click OK.

Step 5§ Click Apply to apply the confizuration.
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Cisco Easy VPN Redundant Peering
Task 3: Enable RR! (Opticnal)

Confgiraton > Remote Access VPN » Netwoss (Sient) Ancess = Advanoed > [Pasc >
Crypin Maps
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In the last Cisco Easy VPN configuration task, you can optionally enable RRI by completing
these steps:

Stap 1

Choose Configuration > Remate Aecess VPN = Network (Client) Aceess >
Advanced > IPsec > Crypto Maps.

Stap 2 Edit the existing [Psec rule. The default [Psee rule number 633335 is contigured to
mateh any [P wrallie and matches a whole range of Cisco Easy VPN Internet Key
Exchange (IKE) proposals. IT you want to match using other criteria, youmay add a
new 1Psec rule.

Step 3 Seleet the Tunnel Poliey (Crypto Map) — Advanced tab.

Step 4 Check the Enable Reverse Route Injection check box.

Step § Click OK.

Step & Click Apply woapply the configuration.
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Cisco Easy VPN Redundant Peering
CLI Configuration
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|
wnnal-group Sales-Frofie peec-altribules

eakmp keepalva thrashold 300 ratry 2

The figure 1llustrates the CL1 commands that are used to configure Cisco Easy VPN redundant
peering. Use the backup-servers command in group-policy configuration mode to define a
backup server list applhance.

Use the set reverse-route keyword to enable RRI for a erypto map.

Use the isakmp keepalive command in tunne! configuration mode to une DPD.
backup-servers

To configure backup servers, use the backup-servers command in group-policy conliguration
mode. To removea backup server, use the no form of this command. To remove the backup-
servers atribute from the running configuration, use the no form of this command without
arguments. This enables inheritance of a value for backup servers from another group policy.

|Psec backup servers let a WPN client connect to the central site when the primary adaptive
security appliance 15 unavailable. When you configure backup servers, the adapuve securty
appliance pushes the server list to the chent as the [Psee tunne! 15 established.

backup-servers [server! server? .. server!(! | dear-client-config | keep-client-config}

backup-servers Parameters

Paramater Description

clear-client-config Specifies that the client uses no backup servers. The adaptive
security appliance pushes a null server list.

keep-client-config Specifies that the adaptive security appliance sends no backup
server information to the client The client uses its own backup
server list, if configured.

BEYVeri ssrverd ... Provides a space that is delimited, priority-ordered list of servers
servarid for the VPN client to use when the primary adaptive security
appliance is unavailable. ldentifies servers by |P address or
hostname. The list can be 500 characters long, but can contain
only 10 entries.
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crypto dynamic-map set reverse route

See the erypto map set reverse-route command for additional information about this
command.

eryplo dynamic-map dinamic-map=name dindmic=seg-num sel réverse route

crypto dynamic-map set reverse route Parameters

Parameter Description
dynamic-map-nams Specifies the name of the crypto map set
dynamic-seqg-num Specifies the number that you assign to the crypto map entry

tunnel-group ipsec-attributes

Toenter ipsec-attribute configuration mode, use the tunnel-group ipsec-attributes command
in global configuration mode, This mode is used to configure settings that are specific to the
[Psec tunneling protocol.

To remove all [Psec attributes, use the no form of this command.

tunnel-group name ipsec-attributes

tunnel-group ipsec-attributes Parameters

Parameter Description
ipsac-attributes Specifies attributes for this tunnel-group
name Specifies the name of the tunnel-group

isakmp keepalive

To configure [KE DPD, use the sakmp keepalive command in tunnel-group ipsec-attributes
configuration mode. In every tunnel group, IKE keepalives are enabled by defanlt with default
threshold and retry values. To return the keepalive parameters to enabled with defanlt threshold
and retry values, use the no form of this command.

isakmp keepalive [threshold seconds | [retry seconds| [disable]

isakmp keepalive Parameters

Parameater Dascription

diegable Disables IKE keepslive processing, which is enabled by default.

ratry oSeconds Specifies the interval in seconds between retries after a keepalive
response has not been recelved. The range is 2-10 sec. The default is
2 B8C.

thraghold seconds Specifies the number of seconds the peer can idle before beginning
keepsiive monitoring. The range is 10-3600 sec. The default is 10 sec
for @ LAN-to=LAN group, and 300 sec for a remote access group.
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IPsec Site-to-Site Redundant Peering

Task 1: F:‘._q_qﬁgure Backup Server or Servers
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To configure redundant site-to-site [Psec peering using Cisco ASDM, complete the following
configuration steps:

Step 1
Step 2

Step 3
Step 4
Step 5
Step &

Step 7

Choose Configuration = Site-to-Site VPN > Advanced > Crypto Maps.

Click Add. Create 1Psec Rule dialog-box appears. Click the Tunnel Poliey (Crypto
Map) — Basie tab.

Enter the [P address of a backup peer into the |P Address of Peer to Be Added field.
Click Add.

Repeat the previous two steps to add other backup peers.

Click OK.

Click Apply to apply the configuration.
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IPsec Site-to-Site Redundant Peering
Task 2: Tune DPD (Optional)

* Default: Enabled (Monitor Keepalives), Cenfidence Interval:
10, Retry Interval: 2
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To tune the DPD settings in 1Psec site-to-site VPNs, complete these steps:

Step 1
Step 2
Stap 3

Step 4

Stap 5
Step &

Choose Configuration > Site-to-Site VPN = Connection Profiles.

Seleet the appropriate connection profile and click Edit.

Choose Advanced > Tunnel group.

Locate the IKE keepalives area and adjust the DPD parameters. They have been

discussed in the Cisco Easy VPN conliguration sequence.
Click OK.
Click Apply wapply configuration.
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Lanfguraton > Sia-o-8ie VPN > Advancad > Oryoio Mass

IPsec Site-to-Site Redundant Peering
Task 3: Configure RRI (Optional)
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Toenable Reverse Route Injection using Cisco ASDM, complete the following steps:

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Choose Configuration = Site-to-Site VPN > Advanced > Crypto Maps.
Create a new or edit an appropriate [Psec rule.

Click the Tunnel Paliey (Crypto Map)— Advanced tab.

Check the Enable Reverse Route Injection check box to enable RRL
Click OK.

Click Apply to apply the configuration.
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Deploying Cisco ASA Adaptive Security
Appliance Active/Standby Failover

This topic describes how to deploy active/standby failover for SSL and 1Psec VPNs.
==
Deploying Cisco ASA Active/Standby
Failover
Active/Standby Failover
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This figure illustrates the active/standby lailover pair that provides high-gvailability service w
SSL and [Psec VPNs. Configuring high availability requires two identical adaptive security
appliances that are conneeted to éach other through a dedicated ailover link and, optionally, a
stateful failover link. The health of the active interfaces and units 18 monitored to determine if
specilic failover conditions are met. If those conditions are met, failover ocecurs.

The adaptive security appliance supports two lailover configurations, active/active failover, and
active/standby Fallover. Active/active failover does not support any ¥ PN tenmination, neither
[Psec nor SSL.

In stareless (regular) fallover, all active connections and tunnels are dropped when the active
unit fails. Clients need to re-gstablish the tunnels when the new active unit takes over.

When stateful failover is enabled, the active unit continually passes per-connection state
mformation to the standby unit. Alter a lailover oceurs, the same tunnel and eonnection
information is available at the new active unit. The clients are not required Lo reconnect to keep
the tunnelestablished. To use stateful falover, you must configure a stateful failover link to
pass all state information, using one of three options:

m  Use a dedicated Ethernet interface for the statefu! failover link. If vou are using a dedicated
Ethernet interface for the stateful failover link, you can use either a switch or a crossover
cable. If you use a switeh, no other hosts or routers should be on this link.

m  Share the fallover link, if' vou are using LAN-based failover.

®m  Share a regular data interface, such as the inside interface. This option is not recommended.
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[
Deploying Cisco ASA Active/Standby
Failover

Considerations

Mehod | Considerstions

Stateless Does not support VPN failover.
filover  Stateful failover is mandatory to synchronize VPN elements.
Stateless failover is not recommended.

Stateful VPN connections remain established.
feilover  Recommended method for all VPN types (VPN failover subsystem ).
Clientless features rot supported with stateful fallover:
Smart tunnels
Port forwarding
Plug-ins
Java applets
IPvE clientless or CiscoAnyConnect sessions
Citrix suthentication (Citrix users must reauthenticate after failover)

Bath Usernames, passwords and pre-sharedkeys (PSKs) used for
feilover  establishing the tunnels exchanged over failover fink.
methods  Encryption with failover key strongly recommended.

Stateless (regular) failover is discouraged beeause it does not support VPN failover,

Statelul failover offers these high-availability features:
m  [tincludes VPN failover subsystem.
& VPN wnnels remain established.

®  Users do not negd to reauthenticate at failover,

The following clientless 851 VPN features are not supported with stateful fatlover:
= Smart tunnels

s Port forwarding

®  Plug-ins

®  Javaapplets

® 1P version & ([Pve) clientless or Ciseo AnyConnect sessions

8 Citrmx authentication (Citrix users must reauthenticate after fatlover)

In both fallover types (stateless and stateful), you should be aware of a potential security

vulnerability of the communications between the failover units. Usernames, passwords, and
other information that is used for establishing the sessions 15 exchanged over the failover link in

eleartext. To prevent an attacker {rom eavesdropping on that exchange, encryption with a

failover key is strongly recommended i VPN environments.
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Deploying Cisco ASA Active/Standby
Failover

Failover Routing
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This figure illustrates the routing in an active/standby failover scenario. Both fatlover units are
configured with an active and standby 1P address and MAC address on each interface. When
the primary unit fails, the secondary unit takes over the active [P address and MAC address.
The routing and Address Resolution Protocol ( ARP) tables on the adjacent routers do not
change when the failover oceurs. The adjacent switch needs to update its MAC address table
that defines the binding of attached MAC addresses o its local ports. The newly active security
apphance triggers the update by sending gratuitous ARP packets, from which the switch learns
that the MAC address moved to another interface.

The path of the cleartext trafTic that flows between the active unit and the internal server
changes on the adjacent switch when the failover oceurs. The mouting information on the
mternal routers does not change.

The flow of traffic in a failover scenario is depicted in several sieps:

. The VPN user establishes a VPN connection with the primary address of the public Cisco
ASA security appliance inter{ace.

2. The active umt fails,

3. The standby security appliance becomes active and assumes the I[P and MAC address of the
primary wnit.

4. VPN and cleartext traffic continue to flow via the active security appliance. Rewrn eraffie
15 delivered to the currently active Cisco ASA security appliance for one of two reasons:

—_ In lull tunnel VPNs (Ciseo AnyConneet or 1Psec): The cleartext return traflic 15
destined to the mternal chient P address. This address is reachable via the active unit
address.

— In clientless SSL VPNs: The cleartext return waffic is destined o the active unit
address, because the Cisco ASA adaptive security appliance acts as an S5L proxy
lor cligntless SSL VPN sessions,
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Deploying Cisco ASA Active/Standby
Failover

Configuration Tasks
1. Cenfigure failover link.

-

2. Configure active and standby addresses on interfaces used
for traffic forwarding.

3. Define failover criteria.

To configure active/standby falover, you will perform the same tasks as in non-VPN scenarios:

()

3

Configure a failover link.
Configure active and standby addresses on interfaces that are used for wallic forwarding.

Define failover criteria.

Before you configure active/standby failover, you have to gather certain input parameters. They
include the following:

LAN failover interface: This interface is the interface that is used for exchanging failover
nformation.

State failover interface: This interface is used for exchanging state information.
Preferred role: This role defines the active/standby role when both units are operational.
Interface list: This list includes a ligt of interfaces on both latlover units,

IP addressing: This addressing information contains active/standby addresses on all
mterfaces, including the failover interface.

(Optional) Failover eneryption key: This key 18 the key that is used 1o encrypt failover
messages that ave exchanged between the units.

(Optional) MAC addresses: Active and standby MAC addresses of the Cisco ASA
security appliance interfaces can be configured manually or using the Cisco ASDM.

©2010 Cigca Systems, Ins, Daployment of Advancad Cisco ASA Adaplive Secunty Appliancs VPN Salutions 5-201



Configuring Active/Standby Failover

Task 1: Configure Fallover Link
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In the first configuration task, you will enable falover, confligure the failover link, and set
generic fatlover parameters. Complete the following steps:

Stap 1
Step 2
Step 3
Step 4

Stap 5

Stap 6
Stap 7

Step 8

Step 9

Choose Configuration > Device Management > High Availability = Failover,
Make sure that the Setup tab is selected.
Check the Enable Failover check box.

Locate the LAN Failaver area, select the LAN failover interface, and configure its
parameters: logical name, active and standby address, and subnet mask.

Choose the interlace that is used for State Failover, and opuonally (il it differs from
the LAN lailover interface) configure its parameters

Select the preferred unit role: primary or secondary.

Optionally, check the check box, activating the encryption key and enter the key
stning.

Optionally, cheek the Enable HTTP Replication check box to activate the stateful
synchronization of HTTP sessions, This setting is not required for Cisco
AnyConnect VPNs but may be desired for other access types.

Click Apply 10 apply the confliguration.
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Configuring Active/Standby Failover
Task 2: Configure Active/Standby Interface Addresses
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In the second configuration task. you will configure the active and standby [P addresses for
each interface participatng in fatlover. Complete the following steps:

Step 1

Step 2

Step 3

Step 4

Choose the Interfaees tab in the Configuration > Device Management > High

Availability = Failover submenu.

Configure the active and standby [P address for each interlace. You can enter [P

addresses by selecting the respective field in the conliguration table.

Oprionally, choose the interfaces that should be excluded from monitoring by

unchecking their Monitored check boxes. By default, all interfaces are monitored

and therefore affect the selection of the active unit.

Click Apply to apply the conliguration.
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Configuring Active/Standby Failover

Task 3: Configure Fallover Criteria
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In the third configuration task, you will configure the criteria that rigger the fatlover event.
Complete the lollowing steps:

Stap 1

Stap 2

Step 3

Choose the Criteria tab in the Configuration > Deviee Management > High
Availability = Failover submenu.

Optionally, locate the Interlace Policy area and choose one of two threshelds that
rigger lallover:

m  Number of [ailed interfaces that riggers failover. The default number of failed
mterfaces that triggers failover 15 1.

m  Percentage of Tailed interfaces that riggers failover.

Optionally, locate the Failover Poll Times area, and modily any of these timers:
= LUnit Failover: Default | second.

m  LUnit Hold Time: Deflault 15 seconds.

= Monitored Interfaces: Default 5 seconds.

m  Interface Hold Time: Default 25 seconds.

In the fourth configuration task, you may optionally set the active and standby MAC addresses
for each of the Failover interfaces (not shown m the figure). Complete the following steps:

Step 1 Choose the MAC Addresses tab in the Configuration > Device Management >
High Availability > Failover = MAC Addresses subment.
Stap 2 Confligure the desired MAC addresses.
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Configuring Active/Standby Failover
CLI Configuration

interface GigabirErthernat0/0

ip address 172.16.0.1 2Z55.255.255.0 standby 172.16.0.3
interface SigabirEthernati/l

ip addregs 10.0.0.1 2535.255.255.0 scandky 10.0.0.3
interface GigabitEthernat0/2

ip address 192.168.1.1 255.255.255.0 atandby 192.3168.1.3
1

interfase GigakitEthernatd/3

desaripticn LAN/STATE Falilsver Intsrface

1

failover lan unit primary

failever lan interface Faileovar GigabltEthernet(/3
failaver polivime unit 2 heldeims 10

failover pollicrime interface 4 holdrime 20

failover intarface-policy 10%

failaver kay ==sew

faiiswer link Fallewer GigablitEthernetl)f3

failover interface ip Failewer 192.168.2.1 255.255.255.0 standby
192.168.2.3

£ailaver

This figure illustrates the CL1 configuration that is applied to the security appliance as a result
of the presented procedure. Each interface has two |P addresses that are associated with it
active and standby. GigabitEthernet() 2 is configured as a LAN and state failover interface. This
device acts as the active unit when both umits are operational. The fallover messages are
secured using a conliguration key. The tmers have been set to nondefault values to be
presented in the confliguration output.

failover lan unit

To configure the adaptive security appliance as the peimary or secondary unit in a LAN failover
configuration, use the failover lan unit command in global configuration moede. To restore the
default setting, use the no form of this command.

failover lan unit {primary | secondary |

failover lan unit Parameters

Paramater Dascription

primary Specifies the adaptive gsecurity appliance as a primary unit

sacondary Specifies the security appliance as a secondary unit

failover lan interface

To specily the interlface that is used lor faslover communication, use the failover lan interface
command in global configuration mode. To remove the faillover interface, use the no form of
this command.

lailover lan interface if name {phy ifl.sub if] | vian if]}
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failover lan interface Parameters

Parameter Description

if name Specifies the name of the adaptive security appliance interface dedicated to failover
phy 1f Specilies the physical interface

sub 1f {Optional} Specifies a subinterface number

vian I1fF Uised on the Cisco ASA 5505 Adaptive Security Appliance to specify a VLAN interface

as the failover link

failover interface ip

Tospeaily the [P version 4 (1Pv4) address and mask or [Pve address and prefix for the fallover
interface and the stateful fatlover interface, use the failover interface ip command in global
configuration mede. To remove the [P address, use the no form of this command.

failover interface ip if_name [ip_address maskstandby ip addvess | ipvé_address(prefix
sandby ipvh_address)

failover interface ip Parameters

Parameter Description

if name Interface name for the fallover or stateful failover interface

ip address mask Specifies the IP address and mask for the faillover or stateful
failover interface on the primary device

ipve_address Specifies the IPvE address for the failover or stateful failover
interface on the primary device

prefix Indicates how many of the high-order, contiguous bits of the
address comprise the IPvE prefix (the network portion of the IPvE
address)

standby Ip address Specifies the IP address that is used by the secondary device to

communicate with the primary device

standby Ipve address Specifies the IPvE address that is used by the secondary device
to communicate with the primary device

failover link

To specily the stateful failover intecface, use the failover link command in global configuration
moade. To remove the statefu! Failover interface, use the no form of this command.

failover link if_name [phy_if)

failover link Parameters

Parametor Description

if nama Specifies the name of the adaptive security appliance interface that i dedicated to
stateful failover.

phy if (Optional) Specifies the physical or logical Interface port. If the stateful failover interface
iz sharing the Interface that is assigned for fallover communication or sharing & standard
firewall interface, then this argument is not reguired.
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failover key

To specily the key lor enerypted and authenticated communication between units in a failover
pair, use the failover key command in global configuration mode. To remove the key, use the
no form of this command.

failover key {secret | hex fey}

failover key Parameters

Parameter | Description

hex key | Specifies a hexadecimal valus for the encryption key. The key must be 32 hexadecimal
characters (=8, a=f},

secret Specifies an alphanumerc shared secret. The secret can be from 1 to 63 characters.
Valid characters are any combination of numbers, letters, or punctuation. The shared
secretis used to generate the encryption kKey.

failover replication http

To enable HTTP (port 80) connection replication, use the failover replication hitp command
in global configuration mode. To disable HI'TP eonnection replication, use the no form of this
command.

lailover replication hitp

failover

To enable failover, use the failover command in global configuration mode. To disable
failover, use the no form of this command.

failover
failover polltime

To specily the failover unit poll and hold umes, use the failover polltime command 1n global
conliguration mode. To restore the default poll and hold times, use the no form of this

command.

lailover polltime [unit] [msee] pol!_time [loldtime [msee] time|

failover polltime Parameters

Parameter Dascription

haldeime cime {Cptional) Sets the time during which & unit must receive s hello message on
the failover link, after which the peer unit is declared failed.

Valid values-are from 3 to 45 sec or from BOO to 998 ms if the optional msac
keywaord is used.

mEec {Optional) Specifies that the given time is in milliseconds.

II_time Amount of ime between hello messages.

Valid values are from 1 to 15 sec or from 200 to 998 ms if the optional msac
keyword is used.

unit {Cptional) Indicates that the command is wsed for unit poll and hold times.
&Adding this keyword to the command does not have any affect on the
command. However, it can make it easier to differentizte this command from
the failover polltime interface commands in the configuration.
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failover polltime interface

To specify the data interface poll and hold times 1n an active/standby failover configuration, use
the failover polltime interface command in global configuration mode. To restore the default
poll and hold times, use the no form of this command.

failover polltime interface [msec] fme [holdtime time]

failover politime interface Parameters

Parameter Descripiion

holdtime time {Dptional) Sets the time during which a data interface must
receive 3 hello message on the data interface, sfter which the
peer is declared faled. Valid values are from Sto 75 sec

interface tims Specifies the poll time for interface monitoring. Valid values range
from 1 to 15 sec. If the optional msec keyword is used, the valid
values are from 500 to 598 ms.

meac {Cptional} Specifies that the given time is in milliseconds.

Configuring Active/Standby Failover
Implementation Guidelines

Consider the following implementation guidelines:

= Active/standby failover is the simplest high-availability method,
but cannot provide load sharing; this is the recommended
methed if only high availability is desired.

= All VPN configuration is autematically replicated between units;
however, VPN-related files, such asimages (Cisco
AnyCaonnect, Cisco Secure Desktop), profiles and plug-ins
must be manually provisioned to both devices.

= |In Cisco ASA software version 8.2 (and earliar), you need both

units to have the same licenses, or use shared licensing or
both.

You should follow these implementation guidelines when planning the deployment of
active/standby failover for Cisco AnyConnect S5L VPNs:

. Actve'standby fatlover 1s the simplest method for providing high availabiliy, but it does
not provide load sharing. Actvesstandby failover should be deployed if only high
availability, but no load balancing, is desired.

2. All VPN configuration is automatically replicated berween units; however, VPN-related
files, such as images (Cisco AnyConnect, Cisco Secure Desktop), profiles, and plug-ins
must be manually provisioned to both devices.

3. In Cisco ASA adaptive security appliance software version 8.2 (and earlier), you need both
units to have the same licenses, use shared licensing, or both.
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Deploying Dynamic-Routing-Based VPN Failover

Thistopic deseribes how to implement dynamie routing to achieve 1Psec site-to-site VPN high
availability.
_—

Deploying Dynamic-Routing-Based

Failover in IPsec Site-to-Site VPNs

Overview

= Dynarmic routing can be used across multiple IPsec site-to-site
VYENM tunnels to pravide high availability.

= One tunnel is primary, another is sscondary path.
= Cisco ASA supports OSPF over IPsecwithout GRE.

= OSPF traffic between two Cisco ASA security appliancas is
encrypled using IPsec.

o8PF internat T oser
T - i - =

Dynamie routing protocols are one of the most efficient and sealable tools that ean be used o
provide high availability in tunnel-based 1Psec VPNs. In cases where multiple tunnels exist
from one site to another (as in the example), one tunnel can be designated as the primary path
and another as the secondary path. Routing protocol is used to select a primary tunnel based on
a routing protocol metrie. Cisco ASA adaptive security appliance supports Open Shortest
Routing Protocol (QSPF) routing protecol over [Psec without Generic Routing Encapsulation
(GRE). Itsupports OSPF as needed when running routing protocols over [Psec tunnels on
Cisco 108 routers. OSPF traflfic between two security appliances is enceypted using [Psec and
is used to detect a failure on the primary path. In case of Tailure, the primary path is removed
from the routing table and the secondary path is inserted.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs
Configuration Tasks

Add OSPF as interesting traffic to IPsec tunnel.

Enable OSPF process.

Specily advertised networks,

Set OSPF network type to nonbroadcast.

Change O8PF cost of one path,

Manually configure OSPF neighbor.

o

oy oh

To implement OSPF dynamie routing through an [Psec site-to-site tunnel, you will perform
these tasks:

. Add OSPF as interesting traflic to [Psec tunnel.
2. Enable the OSPF process.

3. Specify advertised networks. When you specily advertised networks, you have to specily
remote networks also.

4. Set the OSPF network type to nonbroadeast, because 1Psec VPN does not support multicast
raffic.

5. Change the OSPF cost of one path to prefer one path.

6. Manually configure an OSPF neighbor, because the Cisco ASA adaptive security appliance
will not be able to detect a neighbor automatically.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs

Configuration Scenario
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The figure shows an example that will be used as the configuration seenario in the ongoing
configuration tasks. You will enable OSPF over [Psec VPN tunnel on the Cisco ASA adaptive

security appliance. You will advertise all needed networks and specify the peer security

appliance manually. The example will show configuration on the lowest left security appliance
in the figure only. The configuration on other Cisco ASA seeurity appliances is similar and it

will not be shown in the example.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs
Task 1: Add OSPF as Interesting Traffic

» Add OSPF traffic to IPsac ACL.

Configurston > Flrawes > Advanoed = A0L Mansger

. o e o o

want- Fenffoss v @ | L wm

1%l . -

The OSPF waffic that i1s exchanged between the outside interfaces must be mcluded in access
list defining 1Psec VPN interesting trafTic. Enable OSPF to be tunneled through the |Psec VPN
tunnel by completing these steps:

Step 1

Step 2
Step 3

Steap 4

Stap 5

Step 6
Step 7

Step 8

Choose Configuration > Firewall > Advaneed > ACL Manager (not shown in
the figure).

Select the sccess hist that 15 used for the exisung VPN wnne! (not shown 1o the lgure).

Right-click the access histand click Insert in order to insert a new row to the access
list {not shown in the figure).

In the Source Neld, enter the |P address of the interface-terminating VPN winnel on
the focal site. In the example, this 1s 10.0.2.1.

In the Destination [eld, enter the 1P address of the remote site nterface-terminating
VPN wnnel. In the example, this is 10.03.1.

ln the Service Neld, enter ospt.

Click OK and Apply 1o apply the conliguration to the Cisco ASA security
appliance.

Repeat the procedure on the remote side of the VPN tunnel.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs

Task 2: Enable OSPF Process
sl M
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Confguraton > Oevice Sstup = Routng > O8FF > S=iup

To configure the OSPF process on Cisco ASA adaptive security appliance, complete the

following steps:

Step 1
Step 2
Step 3
Step 4

Step 5

Choose Configuration = Device Setup > OSPF > Setup (not shown in the figure).

Make sure that the Process Instances tab s selected.

Check Enable this OSPF Proeess check box.

In the OSPF Process 1D field, enter a number for the OSPF process D, You can

use any number. In the example, | is used as OSPF process number.

Click Apply to apply the configuration.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs

Task 3: Specify OSPF Networks

Enter IF addn
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Configuraton > Dasdoe Sehp > Routng > 0SFF > Sstup

Complete these steps to configure OSPF networks using Cisco ASDM:

Step 1
Step 2
Stap 3

Step 4

Stap 5

Stap 6

Choose Configuration > Device Setup > OSPF > Setup (not shown in the figure).

Chooese the Area/Networks tab and click Add (not shown in the figure).

In the Area 1D field, enter a number for the area 11D,

In Area Networks area, enter all the networks that will be meluded in the OSPF

routing process, Enter at least the networks of both VPN endpomnts. Click the Add
button for each network you want to add. In the example, 10.0L1LKZS, [0.02.0/24,
and 10.0.3.0:24 nerworks have been added.

Click OK.

Click Apply woapply the configuration.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs
Task 3: Specify OSPF Networks
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To configure the OSPF nonbroadeast network type, complete these steps:

Step 1

Step 2
Step 3
Step 4

Step 5

Step &

Step 7

Choose Configuration > Device Setup = OSPF > Interface (not shown in the
figure).

Click the Properties tab.
Select the interface that terminates the VPN and click Edit.

Dhisable OSPF broadeast by unchecking the Broadeast check box. In the example,
broadeast is disabled for the outside interface.

Change the OSPF cost ol an interface by entering a number into the Cost field. In
the example, the tunnel over that Cisco ASA adaptive security apphance will be
secondary, so you have to increase OSPF cost. In the example, OSPF cost of the
outside interface is set to 210,

Click OK.
Chick Apply to apply the configuration.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs
Task 5: Configure OSPF Neighbor

| Comfrwi e o e St o v G @ Slabn bomtier

ket T Janahy AT o

e s e el =1

Configiraton > Dasdoe Sehup > Routng > 0SFF > 8ietc Neighhor

Rameoie O5FF Szacime
Fear P inlzrisce 1owerd
Agdreas

1ha remote (Pasc
casn

To conligure an OSPF neighbor manually, complete these steps:

Step 1

Step 2
Step 3

Step 4

Stap 5

Step &
Step 7

Choose Configuration > Device Setup > OSPF > Static Neighbor (not shown in
the figure).

Click Add.

Seleet the OSPF process number [rom the OSPF Process drop-down menu. In the
example; OSPF process | is selected.

Enter the |P address of the VPN remote peer into the Neighbor field. In the example,
10003, 1 s entered.

Select the interface toward the remote peer [rom the Interface drop-down menuw. In
the example, the outside interface is selected.

Click OK.
Click Apply wapply the configuration.
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Deploying Dynamic-Routing-Based
Failover in IPsec Site-to-Site VPNs

CLI Configuration
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To configure dynamie routing-based failover, use the following CL1 commands. First, use the
access-list command to add OSPF traffic to the erypto access list. Then enable the OSPF
process using the router ospl command. Then specify the advertised nevworks using the
network area command. Then specify the neighbor on the other side of the [Psec VPN tunnel
using the neighbor interface command.

Finally, enter interface configuration mode and disable OSPF broadeast on an interface using
the ospl network point-to-point non-broadeast command. Change the OSPF cost using the
ospl cost command.

router ospf

To start an OSPF routing process and configure parameters for that process, use the router
ospl command in global configuration mode. To disable OSPF routing, use the no form of this

command.

router ospl pid

router ospf Parameters

Paramater

Description

rid

Internally used identification parameter for an OSPF routing process; valid values are
fromy 110 685,535, The pid does not need to match the 1D of OSPF processes on other

outers:
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network area

neighbor

To define the interTaces on which OSPF runs and to deéfine the area |1 For those interfaces, use
the network area command 1 router configuration mode. To disable OSPF routing for
mterfaces that are defined with the address/'netmask pair, use the no {orm of this command.

network addr niask area area_id

network area Parameters

Parameter Description

addr IP zddress.

area area id Specifies the area that is to be associated with the OSPF address range. The
ares_id can be specified in either |P address format or in decimal format. Whern it
is specified in decimal format, valid values range from O to 4,204 OE7 205,

mask The network mask.

To define a static neighbor on & point-to-point nonbroadeast network, use

the neighbor command in router configuration mode. To remove the statically defined
neighbor [rom the confliguration, use the no form of this command. The neighbor command 15
used to advertise OSPF routes over VPN tunnels,

neighbor ip_address [interface name |

neighbor Parameters

Parameter Dascription

intarface name {Cptional) The interface neme, a8 specified by the nameif command,
through which the neighbor can be reached

ip address IP address of the neighbor router

ospf network point-to-point non-broadcast

ospf cost

To configure the OSPF interface as a point-to-point nonbroadeast network, use the ospl
network peint-to-peint nen-breadeast command in interface conliguration mede. To
remove this command from the conliguration, use the no form of this command. The espf
network point-to-point non-breadeast command lets you transmit OSPF routes over VPN
tunnels.

ospl network point-to-point non-broadeast

To specily the cost ol sending a packet through the interface, use the osp! cost command in
interface configuration mode, To reset the interface cost o the default value, use the no form of
this command.

ospl cost fnrerface_cost
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ospf cost Parameters

Parameter Description

E.

terface cost The cost (a link-state metric) of sending a packet through an interface, This is
an unsigned integer value from 0 to 65,535, The O represents a network that
& directly connected to the interface, and the higher the interface bandwidth,
the lower the associsted cost to send packets across that interface: Inother
words, 8 large cost value represents a low-bandwidth interface and a small
cost value represents a high-banawidth interface.

The OSPF interface default cost on the adaptive security appliance is 10. This
default differs from Cisco |05 Software, where the default cost is 1 for Fast
Ethernet and Gigabit Ethernet and 10 for 10BASE-T. This information is
important to take into account if you are using Equal-Cost Multipath (ECKMP)
inyour network.
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Deploying Cisco ASA Adaptive Security
Appliance VPN Clustering

This topic describes the deployment of VPN load-balancing clusters,

Deploying Cisco ASA VPN Clustering
VPN Cluster Load Balancing
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In cluster load balaneing, a group of security appliances work together asa single ennity, a
cluster. The cluster 1s known by one IP address, a virtual address, to the outside users. This
virtual [P address is not tied to a specific physical deviee in the VPN cluster but will be
serviced by the cluster virtual cluster master. The virtual IP address is a valid, routable address.
When a user attempts to connect o the cluster address, the virtual cluster master redirects the
request Lo the physical 1P address of the least-loaded security appliance. The user then attempts
o establish a tunmel with it

Connections Lo the load-balancing eluster are based on the load. The designated virtual cluster
master security appliance maintains load information from all secondary security appliances in
the cluster. Each secondary security appliance periodically sends load information 1n a keepalive
message exchange to the master securty appliance. Load is calculated as a percentage of current
active sessions that are divided by the configured maximume-allowed connections.

Cluster load balaneing supports all types of remote aceess (SSL and [Psec) VPNs,
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Deploying Cisco ASA VPN Clustering

Virtual Cluster Agent Messages
WCA masssges used for:
Chustar ik And AAvEs

= Edahiahing Paec connssions balasin Bean in e Susisr
« Caiaiakng fhe ad
»  Sharling pdncd boad and headh chadk wkxmaiod i maAkies
« Delsnmaning A iad Chmmr masias
o el raster aactan rosess

‘ = | = o | voa \easssges

For load balancing 1o operate, the Virtual Cluster Agent (VCA) 1s started on each security
appliance when the security appliance begins participation in the virtual cluster. VCA 15
responsible for the following:

®  Joining and exiting the virtual cluster

m  Egablishing [Psec connections between peers in the cluster

m  Caleulating the load

m  Sending periodic load and health check information te the cluster master
m  Determining a tailed eluster master

m  Participating in a virtual master election process

For VCA messages to flow between the eluster master and members, the public and private
mnterfaces must be configured and added to the virtual eluster.
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Deploying Cisco ASA VPN Clustering
Certificate Types in VPN LB
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Server-side certificate authentication requires special attention 1n cluster load balaneing. It is
used in both 8L VPN types (Cisco AnyConnect and clientless), and in [Psec VPN mutual

authentication.

The VPN endpoint verities the server certificate at the initial connection to the master, and then
after the client is redirected to a participant. Cenification verification should sueceed
independently of the elected cluster member, to which the user 15 redirected. Three types of
certilicates can be used in the cluster load-balancing seenario:

m  Standard X.509 identity certificate: In this case, the common name atiribute of the
subject name [ield is set to the Domain Name System (DONS) name of the VPN server.
Clients match the DNS name of the VPN server against the subject common name and then
verify the centificate. This certificate type does not offer any load-balancing options.

®  Unified Communications Certificate (UCC): Also called multiple-domain certilicate, it
uses an extension that is called Subjeet Alternative Name (SAN) to define an aliernative
wrusted subject name. This leature 15 ideally suited for cluster load balancing.

m  Wildeard certificate: This type uses a special notation of the subject name to indicate all
hosts that belong to a specilic domain. This option is considered less secure than UCC, but
can be easily deployed in a eluster.
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Deploying Cisco ASA VPN Clustering

Certificate Deployment
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The tree certificate options have pros and cons that are associated with them:

®  LUCC: The UCC 15 issued for the fully qualified domain name (FQDN) of the cluster
master. The SANs, which are fields of the UCC, specify each cluster member. UCCs are
supported by several public key infrastructure ( PK1) vendors, such as Entrust or VeriSign.
The UCC s installed on all devices inthe eluster. When a client 1s redirected to a member,
the certification verilication succeeds and the user is not warned. The UCC is
recommended as the best-practice deployment option.

= Multiple individual certifieates: This option requires separate certificates Tor the 1P
address and FQDN of the virtual server and each cluster member. Therelore, for N
devices in the cluster, you will need N+1 certificates. When a ¢lient is redirected w a
member, the individual certificate of that member is verifted. £ the certificate 1s trusted
by the user, the tunnel 15 established to the member. Multiple individual certificates are
considered inferior to the UCC, because the cost of multiple certificates will typically
exceed the cost of a single UCC.

®  Wildeard certificate: This approach requires a single certificate that is issued for an
F)DN that does not contain a common name and can therefore be used on muliple devices
that share the remaining FQDN attributes. The wildeard certificate is installed on all
devices in a cluster. When a client is redirected to a member, the certification verification
succeeds and the user 15 not warned. Wildeard certificates are discouraged in favor of the
UCC because of these limitations:

— A UCC is more secure than wildeard certificates because a UCC specifies exactly
which hosts and domains are to be protected.

— A UCC 18 more flexible than wildeard certificates since a UCC 15 not linited to a
single domain,
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Routing

Deploying Cisco ASA VPN Clustering
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This figure illustrates the routing in & load-balancing cluster.

After a client1s redirected to a given cluster member, the user communicates with that member
using its 1P address or FQDN. The session remains attached to that member until it 15
erminated. 1fthe member fails; the user will have to reconnect to the virtual server agam.

The routing differs based on the VPN type:

m  Full tunnel VPN (Ciseo AnyConnect or Ciseo Easy VPN): [ the member assigns client
addresses out of' its loeal address pool, and the address pools do not overlap among the
cluster members, the internal routers are typically confligured with statie routes to reach the
internal elient addresses over the appropriate appliance. If, however, an external DHCP
server 18 deploved to assign client addresses, the apphiances must redistribute chient routes

into the internal routing domain.

®  Clientless SSL VPN: The cleartext tralTic that traverses the internal network 18 sourced
from the current cluster member, because the appliances act as 881 proxies in the clientless

SSL WPNs,
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Deploying Cisco ASA VPN Clustering

Considerations

Faatura or Description
Beanario

P address or DCafault Mastar rediracts to [P addrass.
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radiraction Ralavant far cedificate validatian.
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Can ba manual, such as: '

name 10.10.1.1 asa-cluster.exampla.com

name 10.10.1.2 asal.example.com
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Chent-side DPD must be enablad.
Failura of the Anathermembertakes over the mastar rola.
master Virtual addrese sarvad by the new master,
Licansing Multiple devices active &t the same tima.
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You should consider these aspects when deploying Cisco ASA security appliance VPN
clusters:

®  Redireetion method: The cluster master can be configured to redirect clients to cluster
members using either their 1P addresses or FQDNs. By default, the redirection 15 based
on 1P addresses. Both methods work with eertificates, but the configured method must
reflect the type of the eertificate subject name. The FQDN-based redirection should be
configured to avoid certificate hostname mismatch popup warnings when the certificates
have been 1ssued lor hostnames rather than 1P addresses. The FOQDN-based redirection
requires that approprate reverse DNS records (pointer records, or PTRS) exist for the
mnvolved hostnames. The Cisco ASA secunty appliance, not the elient, must be able o
pecform this resolution. IF DNS is not available, you can configure the resolution manually,
similarly to the name 1L10.1.1 asa-cluster.example.com and name 10.10.1.2
asal.example.com commands.

®  Failure of the current member: [n this situation, the eluster does not ofTer an automated
recovery. The user must reconneet to the virtual eluster address or FQDN.

m  Failure of the master: An election procedure is riggered. Another member becomes the
master and resumes its responsibilities.

m  Lieensing: In a VPN cluster, multiple devices are active at the same time. The licenses that
are installed on each member may differ. The license units are added to caleulate the total
number of sessions per cluster.
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This figure presents how cluster load balancing can be combined with active/standby stateful
failover. Some or all of the cluster members can be implemented asa failover pair. The
combination of cluster load balancing and active/standby stateful faslover offers both load
sharmg and redundaney. If an actve unit fails, the secondary unit takes over the active unit [P
and MAC addresses and continues its operations as the cluster member. The VPN eonnections
that are served by the member are maintained by the secondary unit. However, the files, such as
images, profiles, or plug-ing, must be installed on each unit separately.
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Deploying Cisco ASA VPN Clustering

Configuration Tasks

Install UCC or muliiple server cerdificates.
Configure a cluster IP address.

(Optienaly Cenfigure encryption.
Configure an internal and external interface.

= R L B

{Opticnal) Cenfigure member priority.
{Optionaly Configure FQDN-based redirection.

o &N

Perform the following tasks to configure Cisco ASA adaptive security appliance VPN
clustering:

2,

6.

Install a UCC or muluple server certificates.

Configure the cluster 1P address.

Oputionally, configure eneryption.

Optionally, configure the internal and external interface.
Opuenally, configure member pnority.

Optionally, configure FQDN-based redirection.

Before deploying cluster load balancing, you have to gather these input parameters:

Certificate parameters: The required information includes the identity of the eertificate
authority (CA) and the supported enrollment method. The subject name depends on the
certificate deployment option: UCC, multiple individual certificates, or a wildeard
certificate, UCC will contain SAN extensions.

Cluster 1P address: This 1s the [P address that the clients use to access the VPN server.

UDP port: This port is dedicated to comumunications between cluster master and cluster
membaers.

IPsec encryption password: This encryption key 18 used to protect communications
between cluster participants.

Public and private interfaces: Internal and external interfaces must belong to the same
mnternal and external subnet.

Priority: Number from 1 to 10, which indicates the likelihood of this device becoming the
virtual cluster master, either at start-up or when an existing master fails. Device with higher
priority is more likely to beecome the master.
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Configuration Scenario
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This figure illustrates the network scenario that 1s used in the upcoming conliguration tasks.
The cluster consists of three adaptive security appliances, which are connected to the same
mnternal subnet 10.0.0.0/24 and external subnet 172.16.0.0/24. The virtual cluster address is set
to 172,160 100, The virtual cluster address must belong to the external subnet.
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Deploying Cisco ASA VPN Clustering

Task 1A: Install UCC or Wildcard Certificate
1. On the master, configure a trustpoint.
2. On the master, import the UCC certificate.
— werypto ca import certificate

3. On the master, export the trustpoint certificate and keys as
PKCS #12.

- erypto ca export asa-cluster pkes12 passphrase
4. Oneach member, impeort the PKCS #12.
- ecrypto ca import asa-cluster pkes12 passphrase

In the first task of the configuration scenario, you will install the centificates on the security
appliances participating in the cluster. Follow these steps to install a UCC or wildeard certificate:

Step 1 Oin the cluster master configure one trustpoint name poiating to the virtual eluster.
The following eonfiguration 18 an example contiguration:
Cryprto ca LXrustpolint asa-cluster
subject-name CHN=cluster.company.com,0U=Department,O=Conpany
anrollment termingl

Step 2 Oin the cluster master, import the UCC certificate using the erypto ea import
eertifieate command. The adaptive security appliance prompts you to paste the
certificate to the terminal in base-64 format.

Step 3 (i the master, export the trustpoint as Public Key Cryptography Standard {PRCS)
#12 using the ervpto ea export trustpoint-name pkes 12 passphrase command. This
operation exports both the certificate and private- and public-key pair. Copy the
resulting output and save it to a text file.

Step 4 O each member, import the PRCS #12 using the eryptoe ea import frusipoint-name
phesl2 passphrase command.
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Deploying Cisco ASA VPN Clustering
Task 1B: Install Multiple Certificates

1

n

On each member, configure two trustpoints:
— Cluster
— Individual

On each member, impeort a cerificate fer the individual
trustpaint.

On the master. import the cluster certificate.

On the master, export the cluster certificate and keys as
PKCS #12.

— crypto ca export frusipoint-name pkes12 passphrase
Oneach member, import the PKCS #12.
- erypto ca import trustpoint-name pkes12 passphrase

Alternatively you may install separate individual certilicates on each member by completing
these steps:

Stap 1

Step 2

Step 3

Step 4

Step 5

O each member, configure two trustpoints: for the eluster and for the individual
member. The following configuration is an example configuration:

grypto & trusrtpoint asa-cluscer

subject-name CN=cluster,conmpany .com, OU=Department, O0=Company

enrolimeant termirnal

crypto ca trustpoint memberl

subject-name CH=merberl.corpany.com, 0UsDepartment, O=Company
enrollimeant terminal

{On each member, import the individual certificate using the erypto ca import
certificate command. The adaptive secunity appliance prompts you to paste the
certificate to the terminal in base-64 format.

(O the master, import the cluster certificate using the erypto ea import certificate
command. The adaptive security appliance prompts you to paste the certificate 1o the
terrinal in base-64 format.

On the master, export the cluster trustpomt as PRCS #12 using the erypto ea export
trustpoint-name pkes12 passphrase command. This operation exports both the
cluster certificate and private- and public-key pair. Copy the resulting output and
save it to a text [ile, asin this example:

crypto ca export asa-cluster pkesl2 ociscoi2l

On each member, import the pkesl 2 using the erypto ea import trusipoine-name
pkesl2 passphrase command, as in this example:

crypto ca inport asa-cluster pkosil ciscolll
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Note

When you are using individual certificates, two certificates are needed for SSL VPN only. In
Fsec VPN, which uses IKE for authentication; the certificate subject name is not verified.
Therefore, cne ceriificate, signed by a trusted CA, is adeguate.

Deploying Cisco ASA VPN Clustering

Tasks 2-6: Configure Cluster Parameters
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In the remaining configuration tasks, you will configure the load-balancing parameters.
Complete the following tasks:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Step 7

Step 8

Choeose Configuration > Remote Aecess VPN = Load Balancing.
Check the Participate in Load Balaneing Cluster check box.

In the VPN Cluster Configuration area, enter the ¢luster [P address and User
Datagram Protocol (UDP) pert for intracluster communications. In the example,
cluster [P address is setto 172, 160,100,

Optionally, enable [Psec éneryption of intracluster signaling by checking the Enable
1Psec Enervption check box, and enter the [Psec shared secret.

In the VPN Server Configuration area, choose the public and private interfaces from
the respective drop-down menus.

Set the priority for this member by entering a number into the Priority field. The
cange is from | to 10, The priority indicates the likelihood of this device becoming
the virtual cluster master, esther at start-up or when an existing master Tails. The
higher you set the prority, the more likely itis that this deviee becomes the virtual
cluster master. In the example, the prority issetto 5.

Oiptionally, enable FQDN-based redirection by checking the Send FQDN to Client
Instead of an IP Address when Redireeting check box.

Click Apply to apply the configuration.
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Deploying Cisco ASA VPN Clustering
CLI Configuration
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To enable the Cisco ASA adaptive security appliance to participate in VPN clustering using
command line interface (CLIY, use the following commands, First enter vpo load-balancing
mode using the vpn load-balanecing command. Then speeify P address of a cluster using the
cluster ip address command. Then enable eneryption for message exchange between the
cluster and the Cisco ASA adaptive security appliances using the eluster enervption command
and specily the shared key using the duster key command. Then use the priority command to
specily the priority of a member in a cluster. Enable FQDN redirection when using certificate
authentication using the redireet-fydn enable command. Finally, enable cluster participation
using the participate command.

vpn load-balancing

To enter vpn load-balancing mode, in which you can conligure YWPN load balancing and related
functions, use the vpn load-balancing command in global configuration mode.

vpn load-balanecing

Note To use VPN |load baiancing, you must have a Cisco ASA 5510 Adaptive Security Appliance
with a Plus license or a Cisco ASA 5520 Adsptive Security Appliance or higher, VPN load
balancing also requires an active Triple Data Encryption Standard (3DES) or Advanced
Encryption Standard [AES) license. The security eppliance checks for the existence of this
cryptographic license before enabling load balancing. If it does not detect an active 3DES or
AES license, the security appliance prevents the enabling of load balancing. It also prevents
internal configuration of 3DES by the load-balancing system unless the license permits this

usage.

cluster ip address

To set the 1P address of the virtual lead-balancing cluster, use the cluster ip address command
in vpn load-balancing configuration mode, To remove the IP address specification, use
the no form of this command.

cluster ip address ip-address
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cluster ip address Parameters

Parameter Description

ip-address The IP address that you want to assign to the virtual load-
balancing cluster

cluster encryption

To enable encryption for messages that are exchanged on the virtwal load-balancing cluster, use
the eluster enervplion command in vpn load-balancing configuration mode. To disable
eneryption, use the no form of this command.

cluster encryplion

Note VPN load balancing requires an active 3DES or AES license. The security appliance checks
for the existence of this cryptographic license before enabiing load balancing. If it does not
detect an active 3DES or AES license, the security appliance prevents the enabling of load
balancing. It also prevents internal configuration of 3DES by the load-balancing system
unless the license permits this usags.

cluster key

priority

Toset the shared secret [or [Psec site-to-site tunnel exchanges on the virtual load-balaneing
cluster, use the eluster key command in vpn load-balaneing conliguration mode. To remove
this specilication, use the no form of this command.

cluster key shared-secret

cluster key Parameters

Parameter Description

shared-gecret A 3= through 17-character string defining the shared secret for the
VPN load-balancing cluster. Special characters can appear in the
string; but not spaces.

To enable QoS prionty queuing (PQ}), use the priority command in class configuration mode.
For eritical traffic that cannot tolerate latency, such as VolP, you can identify traflTic for low
lateney queuing (LLEY) so that it is always transmitted at a minimum rate. To remove the
priority requirement, use the no form of this command.

priority

redirect-fqdn

To enable or disable redirection using a fully-gualified demain name in vpn load-balancing
mode, use the redireet-fydn enable command in global configuration mode.

redirect-fgdn {enable | disable |

Nota Touse VPN load balancing, you must have an ASA Model 5510 with a Plus license or an
ASA Model 5520 or higher, WPN load balancing glso reguires an active 3DES or AES
license. The security appliance checks for the existence of this cryptographic license before
enabling load balancing. If it does not detect an-active 3DES or AES license, the security
appliance prevents the enabling of load balancing. |t also prevents intermal configuration of
30ES by the |load-balancing system unless the license permits this usage.
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redirect-fqdn Parameters

Parameter Description
digable Disables redirection with fully-gualified domain names (FDON]
enable Enables redirection with FOON

participate

To force the device to participate in the virtual load-balancing cluster, use
the participate command in vpn load-balancing configuration mode. To remove a device from
participation in the cluster, use the no form of this command.

participate
=

Deploying Cisco ASA VPN Clustering
Implementation Guidelines

Consider the following implementation guidelines:

= VPN clustering provides high availablility and load sharing but
requires that all members are individually configurad.

= Instead of local policy configuration, consider using external
AAA servers for consistent and scalable peliey enforeement

* Deploy the UCC option for maximum security and ease of
Lss.

Consider these implementation guidelines when deploying ¢luster load balancing:

m VPN clustering provides high availability and lead sharing but requires that all members
are individually configured. Active unnels are not redirected to another member when the
currently active cluster member lails.

m  Instead of loeal poliey configuration, consider using external authentieation, authorization,
and aceounting ( AAA) servers lor consistent and scalable policy enforcement.

m  [Deploy the UCC opuon for maximum security and ease of use.
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Deploying High Availability and High

Performance Using Network SLB

This topic deseribes how to provide high availability and high pedformance using an external

SLB appliance.

Scenario

Deploying High Availability and High
Performance Using SLB
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This figure illustrates the deployment of an external Cisco ACE Application Control Engine
appliance or Module that is mstalled in a Ciseo Catalyst 6300 switch or Cisco 7600 series
router that can evenly distribute VPN sessions Lo the VPN servers. You configure the Cisco
ACE Module with a virtual server address. The users connect 1o it.

The ACE a uses a special set of 881 commands to perform the SSL eryplographic functions
between a client and a server. The 881 functions include server authentication, private and
public key generation, certificate management, and data packet encryption and décryption that
can be used for clientless 851 VPN load balancing.

In Cisco AnyConnect and Ciseo Easy VPNs, the ACE does not terminate the VPN
connections but distributes them to the Cisco ASA security appliances based on the source [P
address and connection “stickiness,”

In chientless 881 VPNs, the ACE can be configured te terminate the 851 sessions from the
users. Based on the decrypted session description, the ACE deploys a load-balancing algorithm
to dispatch the session to the appropriate security appliance. The algorithm guarantees that a
given SSL session 1s sent to the same SSL VPN server, which 1s ofien referred to as

“stickiness.” The security appliances are defined on the ACE as real servers. The ACE secures
the user session with 851 beflore forwarding it to the selected appliance.
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For clientless SSL WPNs, you can partition the ACE into multiple contexts ( virtual ACE
deviees) in which you configure each context with the certificate and key files the context
needs to establish an 851 session with its peer. One context can terminate the SSL sessions
from the S5L users while a separate context would initiate the connections Lo the appropriate
security appliance. The ACE creates a secure storage area in flash memory for storing the
certilicates and keys that are associated with each context you create.
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Deploying VPN QoS
This topic describes how to integrate quality of service (QoS) mechanisms in [Psee VPNs on
the Cisco ASA adaptive seeurity appliance.

c=c=ememeeeeeeee———————————3
IPsec VPN QoS

= Enferprizes need Lo diferentiate between delay-sensitive
raffic and bulk data sent through the VPN,

» QoS is supported anly in IPsec WVPNs.
— Remote access

— Site-to-site

Enterprises need to differentiate between delay-sensitive traffic and bulk data that is sent
through the VPN, The (oS mechamisms are supported only 1n [Psec VPNg, both in remote
access (Cisco Easy VPN) and in site-to-site VPNs,

By default, the QoS 15 not enabled on the Cisco ASA security appliance, so traffic 18 placed n
the default queue or best-effort quene. The best-effort quene works on a first-come first-served
basis, and no traffic has priority over any other traffic. Best effort does not guarantee reliable
delivery ol packets because there 18 no sophisticated acknowledgment system in place for the
best-eftfort queve. It does make a "best elTort” to deliver packets to the destination. QoS 1s
disabled by default because QoS can consume large amounts of resources and therefore
degrade security appliance performance.
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Deploying IPsec VPN QoS

Configuration Tasks
1. (Optional) Define a priority gueue on the required interface
or interfaces.
2. Create a service policy.
3. Define a traflic class.
4. Define match criteria.

Define an action.
(Optional) Repeat the process Tor other clagses,

oh

To deploy QoS on the security appliance, you will perform these configuration tasks:

. Optionally, define the priority queue on the required interface or interfaces.

(]

Create a service policy.
3. Deline atraffic class.
4. Define match criteria.
5. Define an action,

6. Optionally, repeat the process Tor other classes.
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Deploying IPsec VPN QoS

Configuration Scenario
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This figure illustrates the configuration seenario that 15 used in the upcoming deployment
flow. In this example, Cisco VPN Clients are collocated with the Cisco 1P Communicator,
which provides telephony service to the remote users. Voiee med:a traffie that the Ciseo 1P
Communicator softphones exchange with other telephony endpoints 1s earried over Real-
Time Transport Protocol (RTP) with the differenuated services code pomt (DSCP) value set
to Expedited Forwarding (EF). In this scenario, you will mateh the voice media traflie
flowing through the wnnels by checking its DSCP marking and assign it to the low-latency
gueue. All other traffic going out from the appliance through the outside interface should be
policed to 3 Mb/s.
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Deploying IPsec VPN QoS

Task 1: Configure Priority Queue
* Prerequisite for LLQ configuration
* Defined on Interfaces that should manage congestion

Configune pronly guiue paramisers ob ramed nierfaces. [Frionty qusss cannot be apobed ta VLAN nierfaca.)

[vierface Curariml Tiarsressen firy Ll |
= 22 ol e Priorty
Trazefaca; AR -
oy Vo Quaije in Pagies
Trnewreoon Argmn & [

Canfigurston > Davios Mansgamant > Advenced = Prignty Qusus

e —vi

In the first task, you will enable a prierity quene on the physical interface. This task is
mandatory for LLG deployment. To configure a priority queue, complete these steps:

Stap 1 Choose Configuration > Device Management > Advanced > Priority Queue, The
Priority Queue pane appears.

Step 2 Click the Add button, and the Add Priority Queve window appears.

Stap 3 Choose the appropriate interface from the Interface drop-down menu. In the
example; the outside interface is selected.

Step4  Enter the prionty queue buffer size in the Quene Limit field. The default priority
queue limit size 18 2048 packets. The upper limit of the priority queue is determined
dynamucally at run time based pnmarily on available system memocy. The anly way
to view the upper limmit 1s from the CLL Use the help priority-gueue command. ln
this example, the default value of 2048 15 left unchanged.

Step 5 Enter the maximum number of packets to be placed in the transmit queue in the
Transmission Ring Limit (feld. 1o this example, the transmission ring is left w the
default value of 80 packets.

Step & Click OK.

Step 7 Click Apply 1o apply the configuration.
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[
Deploying IPsec VPN QoS

Task 2: Create Service Policy
* One service policy perinterface
* Does not specify direction (input ar cutput)

— Policing direction defined In actions page

Ackirg a raree pmrore skey i revre Fres T
St 1 Corfgern iamrvis polcy,

a3 Covigiee B Walke s Toubon cotinia fof e s on (bl e,
E1en i Configus e a0 an e ratic desslled by 0w servce ool iue.

Crsaie 3 Fervicn Pobcd o Ay To:

Cony o e polcy san Secordigured pe rterlece s atgobal el (T
Tk i e G BB iy D, BRSO SRR HTACE

& Erierbace;  oudnde~ (sain e penics poicy) =

Oniy Omne
Sardre Poloy
parimeracs

Soicy harw: VPr-Dac

Demrptoc; | Expadtrd Srwwdng for s meds]
s One Eobe
s e e Benipa Foloy

=

Confguraton > Frewe) = Serdce Fosoy Rules

In the second task, you will add a service policy by completing these steps:

Step 1
Step 2
Step 3

Step 4
Step 5

Choose Configuration = Firewall > Service Policy Rules.

Click Add to create a new rule,

Choose the interface, to which the service policy will be applied, or the global policy

option. At this point, vou do not define the directionality of the action. In the

example, the outside interface s chosen.
Enter the policy name and an optional deseription.

Click Next.
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Deploying IPsec VPN QoS
Task 3: Define Traffic Class

= Maximum two traffic match criteria can be selectad in a class.
» Match rules are defined in the next task.
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In the third task, you will configure a traflic class by completing these steps:

Step 1

When prompted, enter a name for the tealTic elass, In this example, the name 15

Tunneled-voice.

Step 2

Choeese the Traffie Classifieation tab and select the required matching criteria.

Default lnspection Traffie: The class matches the default TCP and User
Datagram Protocol (UDP) ports that are used by all applications that the security
appliance can inspect. The security appliance includes a default global policy
that matches the default inspection trafTic and applies common inspections to the
rraffic on all interfaces. Not all applications whose ports are included in the
Default lnspection Traffie class are enabled by default in the policy map.

Source and Destination 1P Address {Uses ACL): The class matches wralTic
that is specilied by an extended access list. If the security appliance 1s operating
in transparent firewall mode, you can use an ethertype access list,

Tunnel Group: The class matches teaffic for a tunnel group wo which you want to
apply QoS. You can also specify one other traffic match option to refine the traffic
miatch, excluding Any trafTie, Source and Destmation [P Address (uses ACL), or
Default Inspection Tralfic. This option is used o identify YPN waffie, such as the
wrneled traffic exchanged with Cisco AnvConnect SSL VPN clients.

TCP or UDP Destination Port: The class matches a single port or a contiguous
range of ports. For applications that use multiple, discontiguous ports, use the
Source and Destination [P Address (Uses ACL) opuon to match each port,

RTP Range: The class map matches Real-Time Transport Protocol (RTP) taffic,

1P DiftSery CodePoints (DSTP): The class matches up to eight DSCP values
in the IP header.

1P Precedence: The class map matches up to four precedence values,
represented by the type of service (ToS) byte inthe [P header.

Any Traffic: Marches all trafTic.
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In the example, Tunne! Group and [P DiffServ CodePoints | DSCP) eriteria are
selected.

Step 3 Choose Use class-default as the Traffic Class if the waffic does not match an
existing traffic class. This option uses the class-default class, which matches all
raffic. The class-default class 15 created automatically by the security appliance and
placed at the end of the poliey. 1T you do not apply any aetions to it, it is still created
by the security appliance, but for internal purposes only. You can apply actions to
this class, if desired, which might be more convenient than creating a new traffic
class that matches all raffic. You can ereate only one rule using the class-default
class, because each traffic class can be associated with only a single rule. o this
example, the Tunne! Group and [P DiffServ CodePoints check boxes are checked.

Step 4 Click the Next button to continue.

Note The wizard will adjust the-metch definition options based on the criteria that are selected on
this screen. If different criteria are selected, the configuration options and the corresponding
commands that are sent to the Cisco ASA adaptive security appliance will differ.
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Deploying IPsec VPN QoS

Task 4: Define Match Criteria
= Selected traffic mateh criteria: Tunnel Group and DECP
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In the fourth task, yvou will define the mateh eriteria.

On the previous Traffic Classification page, you selected the tralTic match eriteria, Tunnel
Group, and [P DiffServ CodePoints. Now you must identify the specific Tunne! Group and the

required DSCP values.

To deline the specitic elass map Tunnel Group and DSCP match lor the service poliey map,

continue with these steps:

Choose the wnne! group from the Tunnel Group drop-down list. If a new wnnel
group needs 1o be defined, elick the New button, and the Manage Connections

Profile window appears. [n this example, the tunnel group Sales-Profile is chosen.

Select the appropriate DSCP values o add and click the Add button. In this
example, the DSCP value for Expedited Forwarding (EF), ef (46), is selected

because this DSCP bit of EF is set in the [P header for voice media packets.

Step 1

Step 2 Click the Next button to continue.
Step 3

Step 4 Click the Next button Lo continue.
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Deploying IPsec VPN QoS
Task 5: Define Action
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Afier the traflic eriteria are defined, you configure the poliey rule for the identified tralTic. To
defline a QoS policy map rule for the selected class map, continue with these steps:

Step 1 Choose the QoS tab. The QoS policy rules options appear.

Step 2 Check the Enable Priority for this Flow check box. Based on this example, by
cheeking this box, the trafTic that maiches the Tunneled-voice class map will be
placed in the priority queus on the outside interface.

Step 3 Click the Finish button.
Step 4 Click Apply to apply the configuration.
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Deploying IPsec VPN QoS

Task 6: Repeat Process for Other Classes
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In the final configuration task, you repeat the process for other traflfic classes. Io this
configuration seenario, you will apply cutput policing to the elass-default waflic, which
matches all other traflic that is sent through the interface.

To contnue configuring the service policy map and adding additional policy maps, complete
these steps:

Step 1
Step 2
Step 3

Step 4

Step 5
Step &

Step 7
Step 8

From the Service Policy Rules pane, click the Add button. { Not shown.)
In the Add Service Poliey Rule Wizard window, click Next. (Not shown.)

For additional custom classes, choose the Create a new trallic elass radio button.
Then enter the new ¢lass map name in the field, and proceed with defining the
matching criteria and actions, s deseribed in the previous tasks.

To configure the policy actions lor the class-default class, elick the Use Class-
Default as the Traffic Class radio button.

Chick the Next button to continue,

In the Add/Edit Service Poliey Rule pane, choose the QoS tab, select the required
action, and confligure its parameters. 1o this example, output policing is configured
with these parameters:

n  Committed rave: 3,000,000 b/s {3 Mb/s)

m Actions: conform — transmit, exceed — drop
m  Burst size: | 500 bytes (default)

Choose Finish,

Click Apply to apply the configuration.

Note

The Traffic Shaping option can be provisioned for the class-gefault traffic. If you configure
traffic shaping, you can select the Enforce Priority to Selected Shaped Traffic option to
combine traffic shaping with PQ. This method of configuring PQ is mutually exciusive with
the LLQ style thet you configured in the previous tasks.
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Deploying IPsec VPN QoS
CLI Configuration
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To configure QoS for VPN using CLL use the following commands, First, enable LLQ) on an
mterface using the priority-queue command. Then create a class map to mateh VPN traflic
using the elass-map command. To specify matching eriteria, use the mateh dsep and mateh
tunnel-group commands.

Then ereate a poliey map using the poliey-map and refer to previously created class map and
assign a priority action o it using the priority command. Then assign a policing action to class-
default class using the police output command.

Finally, apply policy map to an interface using the service-policy interface command.

priority-queue

To create a standard priority queue on an interface for use with the priority command, use
the priority-gueue command in global configuration mode. To remove the queue, use
the no form of this command.

priority-queue mieriface-name

priority-queue Parameters

Paramater Dascription

Interface-name Specifies the name of the physical interface on which you want to enable the
priority gqueve, or for the ASA 5505, the name of the VLAN interface

class-map

When using the Cisco Modular Policy Framework, identify Layer 3 or 4 traffic to which you
want to apply actions by using the class-map command (without the type keyword) in global
conliguration mede. To delete a class map, use the no form of this command.

class-map class_map_name
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class-map Parameters

Parameter Description

class map name Specifies the class map name up to 40 characters in fength. The nemes
“class-default” and any name that begins with ”_internal” or *_defaull” are
reserved. All tvpes of class maps use the same name space, 50 you cannot
reuse a name that has been used by another type of class map.

match dscp

To identify the Internet Engineering Task Force (IETF)-defined DSCP value (in an [P header)
in 4 class map, use the mateh dsep command in elass-map configuration mode, To remove this
specification, use the no form of this command.

mateh dsep {volues |

match dscp Parameters

Parameter Description
values Specifies up to eight different the IETF-defined DSCP values in the |P header. Range
is 0toB3.

match tunnel-group

Teo mateh traffie in a elass map that belongs to a previously defined tunnel-group, use
the mateh tunnel-group command in class-map configuration mode. To remove this
specification, use the no form of this command.

mutch tunnel-group aume

match tunnel-group Parameters

Paramater Description

name Text for the tunnel group name.

policy-map

When using the Cisco Modular Policy Framewark, assign actions to raffic that you identified
witha Layer 3 and 4 class map (the class-map or elass-map type management command) by
using the policy-map command (without the type keyword) in global configuration mode. To
remove a Layer 3 and 4 policy map, use the no form of this command.

poliey-map name

policy-map Parameters

Parametar Description

name Specifies the name for this policy map up to 40 characters in length. All types of policy
maps use the same name space, S0 you cannot reuse & name that hias been used by
another type of policy map.
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class (policy-map)

priority

police

To assign a class map to a policy map where you can assign actions o the elass map traffie, use
the elass command in policy-map conliguration mede. To remove a elass map from a policy
map, use the no brm ol this command.

class classmap_name

class (policy-map) Parameters

Parameter Description

classmap name Specifies the name for the class map. For a Layer 3 and 4 policy map (the
policy-map command), you must specify a Layer 3 and 4 class map name (the
class-map or class-map type management command). For an inspection
policy map (the policy-map type inspact command), you must specify an
inspection cless map name (the class-map type inspect command).

To enable Qo8 PO, use the priority command in ¢lass configuration mode. For critieal traffic
that cannot tolerate latency, such as VolP, vou can identfy tralfic for LLO) so that it s always
transmitted at a minimum rate. To remove the priority requirement, use the no brm of this
command.

priority

Toapply QoS policing to a class map, use the police command in class configuration mode. To
remove the rate-lmiting requirement, use the no form of this command. Policing is & way of
ensuring that no traffic exceeds the maximum rate (1n bits or seconds) that you conligure, thus
ensuring that no one traffic Mow can take over the entice resource. When taffic exceeds the
maximum rate, the adaptive security appliance drops the excess traffic. Policing also sets the
largest single burst of traffic allowed.

police {output | inputl | conform-rate [conform-burst] [conform-action [drop | transmit]
[exceed-action [drop | transmit]]]

police Parameters

Parameter Description

mnform-burst Specifies the maximum number of instantaneous bytes that are allowed in a
sustained burst before throttling to the conforming rate value, between 1000

and 512,000,000 bytes

conform-action

Sets the action to take when the rate is less than the conform_burst value

omnform-rare

Sets the rate limit for this traffic flow; between B0O00 and 2,000, 000 000 bvs

drop

Drops the packet

excead-action

Sets the action to take when the rate is between the conform-rale value and
the conform-burst value

input Erables policing of traffic flowing in the input direction
ocutput Enables policing of traffic flowing in the output direction
transmi t Transmits the packet
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service-policy (global)

To activate a policy map globally on all interfaces or on a targeted interface, use the service-
poliey command in global configuration mode. To disable the service poliey, use the no form of
this command. Use the service-policy command to enable a set of policies on an interface.

service-poliey policymap_name [global | interface intf]

service-policy (global) Parameters

Parameter Description

policymap name Specifies the policy map name that you configured in the policy-map
command. You can only specify a Layer 3 and 4 policy map, and not an
inspection policy map (policy-map type inspect).

global Applies the policy map to all interfaces.

interface intf Applies the policy map to a specific interface
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Troubleshootin
Appliance VPN

g Cisco ASA Adaptive Security
Failover and Clustering

This topic describes how to troubleshoot Cisco ASA adaptive security appliance VPN failover

and lead balancing.

]

i_ |

Troubleshooting Cisco ASA VPN
Failover and Clustering

Visual Troubleshooting Aid

ping, racoroins, nElookup
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This Mgure illustrates the relevant network components ina VPN high-availability solution.
Two high-availability methods will be diseussed: active/standby Tailover, and eluster load

balancing.

For the full tunnel WVPNs, client [P addresses will be assigned by an external DHCP server. For
load balancmg, this approach requires that elient routes are redistributed into the inernal
routing process Lo enable routing of return elient watfic.

A variety of troubleshooting tools is available on the different components, such as general
troubleshooting teols on the remote compute, and the logging output on the security appliance.
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Perform these troubleshooting steps if the VPN acuve/standby failover is not working properly:

Step 1 Cheek the failover configuration. Verily that all settings are correct. The relevant
parameters include the LAN and state Tailover links and active/standby 1P and MAC
addresses. Verily the connectivity between the unmits over all links.

Step 2 Ensure that any required files, such as images, profiles, and plug-ins, are insialled on
both units.

Stap 3 Ensure that the switch learns about the swap of MAC addresses at failover by
viewing 1ts CAM table. The active MAC addresses should after failover appear at
the ports where the secondary unit is connected.
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Perform these troubleshooting steps if the cluster load balancing is not working properly:

Step 1

Step 2

Step 3

Check the cluster settings on all members. Verify that all relevant parameters, such
asvirtual 1P address, port, and encryption are consistent. Verify the connectivity
among all members over the external and intecnal link.

Verily that the server certilicates are installed on the members according to the
selected deployment model: UCC, multiple individual certificares, or one wildeard
certilicate. You can verify each member certificate individually by connecting to its
specilic address.

For full tunnel VPN, examine the redistribution of elient routes into the 1GP.
Examine the routing table on the ¢luster member for presence of host routes for
connected clients. The appliance installs such routes automatieally when the Cisco
AnyConnect client establishes the tunnel, and when RR1 is configured for [Psec
clients. Examine the routing tables of internal routers {or presence of dynamically
learned client routes,
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Summary

This topic summarizes the key points that were discussed in this lesson.
]

Summary

= Cisco ASA supports a range of VPN load-balancing and high-
availability mechanisms.

* Redundant peering uses precenfigured backup servers fo
re-establish the VPN when the primary server fails.

= SLB is based on an external Catalyst 6200/7600 platferm with
Application Centrol Engine module that dispatches VPN
connections to multiple Cisco ASA security appliances.

= Active/standby stateful failover includes VPN failover
subsystam.

= |Psec site-to-site VPNs support OSPF-based failover.

» Cluster lcad balancing allows lead sharing amang multiple
active Cisco ASA security appliances that can run on different
platforms.

= LLQ ensures expedited forwarding while input/output pelicing
prevents oversubscripien of network bandwidth.

= Primary troubleshooting tool is the Cisco ASA logging output.
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Module Summary

This topic summarizes the key points that were discussed in this module.

Module Summary

* Scalable VPN deployments implement a centralized approach,
where the access control policy is stored on an external database,
fram which itis downloaded to VPN servers on demand.

= Cisco Secure Desklop technolegy intercperates with the endpaoint
operaling system and can ensure the total removal of all data, in
particular, from an untrusted system with potentially malicious
third-party software installed.

DAP on the Cisco ASA adaptive security appliance allows for
cenfiguration of the authorization that addresses many variables
that are found in varicus remote access VPNs.

Two of the most challenging requiraments of VPN are high
availakility and high performance. High availability ensures
oontinuous operation even if one or more VPN servers fail. High
performance enhancements are deployed to boost system
performance by alleviating the load that is placed on a single VPN
server.
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Appendix Al

Deploying External
Authentication in Cisco
AnyConnect Full Tunnel SSL

VPNs

Overview

When deploying virtual private networks ( VPNs) in general, it s very important for you to use
strong authentication options. This lesson describes several external authentication options that
vou have when implementing Cisco AnyConnect full tunnel 881 VPNs on the Cisco ASA
adaptive security appliance. These authentication optioas offer adequate security and
scalability, as opposed to the basic local authentication. This lésson describes certificate-based
authentication using external certificate authorities {CAs) and options that are available to
verify user certificates for password management on external Lightweight Directory Access
Protoeol { LDAP) servers.

Objectives

Upon completing this lesson, you will be able to deploy and manage external authentication in

a Ciseo AnyConnect full unnel SSL VPN, This ability includes being able to meet these

objectives:

m  Configure and verify Cisco ASA adaptive security appliance and Cisco AnyConnect elient
to use an external CA and provision chient eertificates

m  Implement password management using external LDAP servers



Deploying Certificate-Based Client
Authentication Using External CAs

This topic describes how to configure and verify Cisco ASA adaptive security appliance and
Cisco AnyConnect elient to use an external CA and provision client certificates.

Configure Certificate-Based Client
Authentication Using External CAs

Preprovisioned Certificates

= Cisco AnyConnect can use
gxisting client certificates:

— System certificate store [Fiv secry T

— Browser certificate store Caeo AayCannect - Certificate Selection

ekt far covitlapls dor autantiation

— Smartcards and smart

=i =Cik = E b
tokens S e,
:ﬁ 'l'llllFﬂmMmblC."ml.?

— Filesystem store (Linux) RS b 1 Yo e ot e

= On Microsoft Windows, you I “i o
CAan use user or computer R 1 iariom szt samis
certificates. [oc. |- Cimnl

= You can influence cerificate
selection through XML
profiles.

When using certificate-based authentication for Tull elient (Cisco AnyConnect) SSL
connections, you can also use already existing certificates that are obtained from an external
CA. Cisco AnyConnect can use existing client certificates that are stored in the system
certificate store, web browser certificate store, or certificates on smart cards or smart Lokens,

On Microsoft Windows computers, you can use computer or user certificates.

If there are multiple certificates that are available on a computer, Cisco AnyConnect will
prompt you regarding which certificate you would like to use for authentication to the Cisco
ASA adaptive security appliance. You can also preconfigure the Ciseo AnyConnect client to
select a certificate automatically. Configuration of certificate selection on the Cisco
AnyConnect client is achieved using XML profiles.

Noie XML profiles are XML files that are sent from the Cisco ASA adaptive security appliance to
the Cisco AnyConnect. Inside the XML profile, specific parameters are set that infiuence
Cisco AnyConnect behavior.
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Configure Certificate-Based Client
Authentication Using External CAs

Cisco AnyConnect SCEP Enroliment
Cisco AnyConnect can also

enroll to a PKI using SCEP: % oo [ T e
* Enrellment parameters -
controlled through XML profiles. ‘
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YPN tunnel. Pl i R

* This topic anly presents SCEP
enroliment inside a VPN tunnel.
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The Cisco AnyConnect client can enrol! to an external public key infrastructure (PK1) using
Simple Certificate Enrollment Protoco! (SCEP) enrollment. However, for SCEP enrollment you
have to modify the Cisco AnyConnect XML profile to include SCEP-related parameters. When
a Ciseo AnyConnect user connects to the security appliance, Cisco AnyConnect sends a
eertificate enrollment request to the CA server, and the CA server automatically accepts or
denies the request.

Twao different options are possible when you enroll the Ciseo AnyConnect client to the external

CA:

8  Enrollment inside an SSL VPN tunnel: When using this deployment option, a user has to
first establish an Secure Sockets Layer (SSL) tunnel to the Cisco ASA security appliance
(using a special, dedicated connection profile that does not use certificates as the
authenticarion means and that allows aceess 1o a CA server only). When the Ciseo
AnyConneet receives an XML profile with SCEF enfollment parameters, it will
automatically send a centificate request to the CA inside the S5L wnnel. When the Cisco
AnyConneet receives and mstalls a certificate, it will automatically disconnect the 881
connection. The user will then be able 1o reconnect to another connection profile that uses
certificates as the authentication means,

®  Enrollment outside an SSL VPN tunnel: When using this deployment option, a user
has to try to connect to the connection profile that uses certificates as an authentication
means. Because a certificate 18 not present yet on the computer of the user, the
authentication will fail. However, before failed authentication, the Cisco AnyConnect
received an XML profile that instruets the Cisco AnyConnect to enroll into the CA: A
user will be presented with a Get Certificate button in the Cisco AnyConnect window. By
clicking this butten, Cisco AnyConnect will enroll into the CA wsing the parameters that
are specified in the received XML profile. The Ciseo AnyConneet client will enroll into
the CA outside the S5L VPN wnnel.

In this topic, only the first option, deployment inside an SSL wunnel, is described.
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Configure Certificate-Based Client
Authentication Using External CAs
Configuration Tasks (Enrollment Inside a VPN Tunnel)

Configure XML profile enroliment parameters.

Configure a dedicated enrollment cennection profile.

Enrall the client into a PKI.

(Optional) Cenfigure client certificate selection.

= ' R L B

(% i}

Import CA cerificate to the Cisco ASA adaptive security
appliance.

6. Enable client certificate authentication and mapping for a
connection profile.

These are the conliguration tasks that should be followed to configure certificate-based client
authentication using external CAs:

. Configure an XML profile with SCEP enrollment parameters.

2. Conligure a dedicated enrollment connection profile that does not use certificates for
authentication and allows access toa CA only.

3. Enroll the Cisco AnyConnect chent into a PKL
4, Opuonally, configure client certilicate selection.

5. lmport the certilicate of the CA to the Ciseo ASA security appliance so that the security
appliance will be able to verify cenificates of the elients.

6. Enable centificate-based client authentication for a connection profile and mapping for a
connection profile.
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Configure Certificate-Based Client
Authentication Using External CAs

Configuration Scenario
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The figure shows an example that will serve as configuration scenario for the ongoing
configuration tasks. You fill first configure a dedicated ENROLLMENT-PROFILE connection
profile that will be used for the Cisco AnyConnect client to enroll into the CA server. You will
eontigure an XML profile that will contro! SCEP ervollment parameters, such as enrollment
URL and subject name that will be used in the ecertificate request. Users that connect to the
ENROLLMENT-PROFILE econnection profile will be authenticated using AAA darabase.

After users obtain a certificate, they connect to the ENGINEERING-PROFILE that yvou
configure o use certificates as an authentication means. You will also configure & mapping
between the organizational unit, or OU leld, inauthenticating certificates and
ENGINEERING-PROFILE. This way, users with the Engineering string in the OU field of a
certificate will be mapped to the ENGINEERING-PROFILE automatically.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 1: Configure XML Profile Enrollment Parameters
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To confligure XML Profile enrollment parameters, complete the following conliguration steps:

Step 1

Stap 2
Step 3
Step 4

Start the Cisco AnyConnect Chent Profile Editor ona PC. Using the Cisco
AnyConnect Client Profile Editor 15 also discussed in more details in another lesson
within this course.

Click the Certificate Enrollment tab.
Check the Certificate Enrollment check box.

Enter the Cisco ASA security appliance [ully qualified domain name ( FQDN),
tollowed by an alias of a connection profile that will be used as enrollment

connection profile, mte the Automatic SCEP Host field. If the Cisco ASA security

Step 5

Step &

Step 7

The figure

appliance to which a user is connecting and the connection profile match the
mformation that 18 specified in this Nield, a SCEP process will be triggered. In the
example, vpr.domain.com’ Certificate-enrollment is entered.

Enter a CA URL into the CA URL field wo specify the CA enrollment location. In
the example, hup:/ 10101027/ certary/mscep/mscep.dll is entered.

Confligure the following substeps to configure the subject name that will be used in

the certificate request:

m  Enter %USERYs into the Name (CN) fGeld. This is a variable that will be
replaced by a username that is used to authenticate a user into the enroliment
connection profile.

m  Fill in the other fields as needed. In the example, the Department {OLU),
Company () and Country (C) lields are populated.

Click the File option from the menu and click Save. Save the profile locally on the
PC inot shown in the ligure).

shows a part of the XML file that is generated by the Cisco AnyConneet Client

Profile Editor,
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Configure Certificate-Based Client
Authentication Using External CAs

Task 1: Configure XML Profile Enroliment Parameters (Cont.)
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Confguraton > Remote Acoeas VPN > Netwoss (Glent) Access > Agvanoes > S8L VPN >
Sient Batiings

Afier you are done with configuring the XML profile, add the profile to the Cisco ASA security
appliance by completing the following conliguration steps.

Step 8 Inside Ciseo Adaptive Security Deviee Manager (Cisco ASDM), choose
Configuration > Remote Access VPN > Network (Client) Access > Advanced >
SSL VPN = Client Settings. The Client Settings pane appears.

Step 8 Click the Add button in the SSL VPN Client Frofiles area of the Client Sertings
pane. The Add 881 VPN Client Proliles window appears.

Step10  Enter a profile name into the Profile Name lield. This name will be used later to
refer to the XML profile. In the example, SCEP-ENROLL is entered.

Step11  The XML profile should be stored on the Cisco ASA security appliance Flash File
Syarem (FFS). If the XML profile file has not been copied o the security appliance
ver, you can do it now by clicking the Upload button. After you are done with
copying the file to the security appliance, click the Browse Flash button and select
the file (not shown in the figure).

Step12  Click OK in the Add S5L VPN Chent Profiles window.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 2: Configure a Dedicated Enrallment Cannection Profile
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The second task when configuring certificate-based authentication using external CA 1s
configuration of a dedicated enrollment connection profile. Complete the following steps:

Stap 1

Stap 2

Step 3

Step 4

Step 5

Step &

Step 7

Step B

Inside Cisco ASDM, choose Configuration = Remote Access VPN > Network
(Client) Aceess = AnyConnect Connection Profiles [not shown in the example).
The AnyConnect Connection Profile window appears.

Click Add in the Connection Profiles area of the AnyConneet Connection Profiles
window [not shown in the example). The Add S5L VPN Connection Profile
window appears.

Enter a connection profile name into the Name field. In the example, the
ENROLLMENT-PROFILE 15 entered.

Enter a connection profile alias into the Aliases lield. 1n the example, the Certificate-
enrollment alias is entered. Aliases are used when a user has an option to choose w
which connection profile the user would like to connect, by selecting a connection
profile alias from the Group drop-down menu in the Cisco AnyConnect client.

Click the AAA radio button in the Authentication area of the window Lo specify
authentication method.

Specify an AAA server group that will be used to authenticate clients connecting Lo
the ENROLLMENT-PROFILE. In the example, the MY-LDAP-SEVS group has
been selected.

Click the Manage button in the Default Group Poliey area of the window to ereate a
new group policy. The Configure Group Policies window appears (not shown in the
windaw),

Click the Add button in the Configure Group Policies window, The Add Internal
Group Policy window appears (not shown in the example).

In the figure, & new group policy named ENROLLMENT-POLICY has been created
and linked to the ENROLLMENT-PROFILE connection profile.

The next page shows the configuration of the ENROLLMENT-POLICY group policy.
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Note

In"Cisco ASA security appliance software versions earlier than 8.1, the SCEP enroliment did
not work unless you configured the ssl certificate-authentication interface outside port
443 command on the security appliance. In Cisco ASA security appliance software version

B.2 and later, this issue no longer exists.

Configure Certificate-Based Client
Authentication Using External CAs

Task 2: Cenfigure a Dedicated Enroliment Connection Profile (Cont)

b {hia poiay, oaly atow
Bcoess i the BEEF
| yaing 5ot
unnaing ana ACL rues.

I s S B kil % Rt B ]

Servea
= advarned Coror umon. Tl Enaion e
t Turmeling
| ::nmﬁwp g WL Bl Eosiie it
:
Igrere Tabagrara b T | ¥ et £
kit i In tha group posiay,
e e o o sy it e sk |seterance me
i= ] & -
Gty bors Frasadrriimage . T | T ek ¢ kit enrpment XML profie
Frc Clark e " m—
| ek Profie B Drarisad T iriet| ECEGHEC

Confguretion > Ramate Acoeas VPN > Newoek |(Chant) Acoess > AnyConnea Connecton
Frofizs

Step § Enter a name of the group poliey into the Name feld. In the example, the

ENROLLMENT-POLICY isentered.

Step 10 Specily split tunneling and ACL rules in the group policy as desceribed 1in other lessons
of the course to limit access to the CA server only (not shown in the example).

Step11  Expand the Advanced option {rom the menu on the left. Choose the SSL VPN
Client oplion.

Step12  Uncheck the Inherit check box in the Client Profile to Download options and select

the previously added XML profile from the drop-down menu. In the example, the

SCEP-ENROLL profile is selected.

Step13  Click OK in the Add Internal Group Policy window.

Step14  Click OK in the Conligure Group Policy window.
Step15  Click OK in the Add S5L VPN Connection Profile.

Step18  Click Apply to apply the configuration.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 3: Enroll the Clientinto a2 PKI
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After you are done with configuring the enrollment connection profile, users are already
capable of enrolling into a PK L A user has to start the Cisco AnyConnect client and select the
enrollment connection profile from the Group drop-down menu. In the example, the
Ceruificate-enrollment connection profile has been selected.

Mote Recall that in the Gisco AnyConnect dient, you see a configured alias for a connection
praofile, not the actusl name of the connection profie. The aliss name that was configured for
the ENROLLMEMT-PROFILE connection profie was called Certificste-enrollment.

The user has to provide credentials to authenticate to the enrollment connection profile and then
click the Connect button. The Ciseo AnyConnect establisheés an SSL connection and
automatically sends a certificate request to the SCEP CA.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 3: Enroll the Client into a PKI (Cont.)
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When the CA receives and processes a certificate request and 1ssues a certificate to the Cisco
AnyConnect client, the Ciseo AnyConnect client will display a warning message asking yvou
whether you are sure you want to install the received certificate. At this point, you should verfy a
thumbprint of the eertificate using an cut-of-band (30B) communication with the CA. After vou
malke sure that the thumbprint is correct, click the Yes button to insall the certificate. After the
eertificate 1s installed, the Ciseo AnyConnect elient will notify yvou by displaying a “Certificate
Enroliment—Certificate suceessfully imported” message. Click the Aceept button. Afier that, the
Cisco AnyConnect client will automatically disconnect from the SSL VPN connection.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 4: [ Optionally) Conﬁgurs Client Certificate Selection
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You can conligure the Cisco AnyConnect to automatically select a certificate that will be used
te-authenticate to the Cisco ASA security appliance. Cisco AnyConnect can select a proper
certificate based on defined matehing rules. These matching rules have to be configured inan
XML profile.

To configure XML Profile with certficate selection parameters that are based on a specific
issuer common name, complete the following configuration steps:

Step 1
Step 2
Step 3

Stap 4

Step 5

Step &
Step 7

Start the Ciseo AnyConnect Chent Profile Editor ona PC.
Click the Certificate Match tab.

Click the Add butten in the Distinguished Name {MAX 107 area of the window. The
Distinguished Name Entey window appears.

Choose the ISSUER-CN option [rom the Name drop-down menu, to specify that the
1ssuer common name of a certificate should be verified.

In this example, enter MY -CA mnto the Pattern Geld w specify that the ISSUER CN
lield of a certificate should match the MY-CA string. ( Recall from the last figure, in
this example, the identity certificate that was received by the elient was from MY -
CAL)

Click OK in the Distinguished Name Entry window.

Click the File option from the menu and click Save. Save the profile locally.

The figure shows a part of the XML file that is generated by the Cisco AnyConneet Client
Profile Editor.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 4. (Optionally) Configure Client Certificate Selection (Cont.)
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CERT-SELECTION XML

Alternauvely, you can also disable automatic certificate selection and present users with a list
of available client certificates. Complete the following steps to confligure an XML profile that
will instruet the Cisco AnyConneet client to present a list of available certificates.

Step 1 Start the Cisco AnyConnect Client Profile Editor on & PC.
Step 2 Click the Preferences (Cont.) tab.
Step 3 Check the Disable Cert Selection check box.

Step ¢ Click the File option from the menu and select the Save option. Save the profile
locally,

The lgure shows a part of the XML file that 18 generated by the Cisco AnyConnect Client
Profile Editor.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 4: (Optionally) Configure Client Certificate Selection (Cont.)
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After you are done with configuring the XML profile, upload and add the XML profile to the
Cisco ASA security appliance as described in Task 1. After vou have uploaded and added the
XML profile to the security appliance, edit the DitliGrpPolicy group poliey to configure the

security appliance to send the XML profile to Ciseo AnyConnect clients:

Mote Thie DIGrpPolicy group policy has been selected because there might be several group
policies that should use the same XML profile. Recall thatall group policies inherit
parameters from the DitlGrpPolicy group policy.,

Step 1 Inside Cisco ASDM, choose Conliguration > Remote Access VPN > Network
{Client) Aeccess = Group Policies (not shown in the example). The Group Policies
window appears.

Step 2 Select the DItIGrpPolicy (System Default) from the table and click the Edit button.
The Edit Internal Group Policy window appears.

Step 3 Expand the Advanced option from the menu on the left and click the SSL VPN
Client option.

Stop4  Select the previously added XML profile from the Client Profile to Download drop-
down menu. In the example, the CERT-SELECTION profile is selected.

Stap 5 Click OK in the Edit Internal Group Policy window.

Stap 6 Click Apply to apply the conliguration.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 5. Import CA Certificate to the ASA
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The Cisco ASA security appliance needs a CA certilicate to verilty the identity certilicates
received from the client. Complete the following steps to import the CA certificate to the ASA:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &
Step 7

Ensure that the device hostname and domain name are set corectly.

Optionally, if you have not already done so, create a Rivest, Shamir, and Adleman
(RS A) key pair of appropriate srength. Y ou can reuse exasting keys, il they are of
appropriate sirength,

Using Cisco ASDM, choose Configuration > Remote Access VPN > Certificate
Management > CA Certilicates.

Click Add to create a new PKI trustpoint. Assign a local name to the new trustpoint.
In the example, MY-CA is entered.

Click the Use SCEP radio button to specily that SCEP will be used to retrieve the
CA certificate.

Enter SCEP CA URL into the SCEP URL field.

Click Install Certifieate button to send a CA certificate request to the CAL
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Configure Certificate-Based Client
Authentication Using External CAs

Task &: Enable Client Certificate Authentication and Mapping for
a Connection Profile
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In the last task, you will enable certificate-based authentication for a connection profile. You
will create & new connection profile, called ENGINEERING-PROFILE and select the
authentication using certificates. You will also conligure mapping of a certificate to this
connection profile.

To configure a new connection profile using Cisco ASDM, complete the following
configuration steps:

Stap 1

Step 2

Step 3

Step 4

Step 5

Steap 6

Step 7

Inside Cisco ASDM, choose Conliguration = Remote Access VPN > Network
(Client) Aceess > AnyConneet Connection Profiles (not shown in the example).
The AnyConnect Connection Profiles window appears.

Click Add in the Connection Profiles area of the AnyConneéct Connection Profiles
window (not shown in the example). The Add 881 VPN Connection Profile window
appears.

Enter a conneetion profile name into the Name {ield. In the example, the
ENGINEERING-FROFILE 15 entered.

Chiek the Certificate radio button in the Authentication area of the window o
specily the authentication method.

Optionally, create a new, dedicated group policy for the connection profile by
clicking the Manage button in the Default Group Policy aréa of the window or
select an existing group policy from the Group Policy drop-down menu. In the
example, the ENGINEERING-POLICY group policy will be linked to the
ENGINEERING-PROFILE connection profile,

Click OK in the Add S5L VPN Connection Profile window,
Click Apply 1o apply the configuration.
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Configure Certificate-Based Client
Authentication Using External CAs

Task 6: Client Certificate Authentication and Mapping forEnable
a Ceonnecticn Profile (Cont.)
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To configure certificate to connection profile mapping using Cisco ASDM, complete the
following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Inside the Cisco ASDM, choose Configuration > Remote Access VPN =
Advaneed > Certificate to SSL VPN Connection Profile Maps and click Add
under the Certificate 1o Connection Profile Maps area:

Selectan existing map {rom the map drop-down menu. In the example,
DefaultCertificateMap is chosen.

Alternatively, elick the New radio button under Map and provide a name Tor the
connection profile map.

Configure the rule priority by entering a value into the Poority feld. A rule with a
lower priority number will be consulted belore a rule with a higher prionty number.

Choose the desired connection profile from the Mapped to Connection Profile drop-
down menu. In the example, ENGINEERING-PROFILE is chosen.

Click OK 1o aceept the profile map.

After the prolile map has been conligured, confligure the mapping criterion to identify to the
Cisco ASA security appliance what will be used to map the connecting users to the desired
connection profile.

Step 1

Step 2

Under the same submenu, click the Add button under the Mapping Criteria area.

Configure the Field, Component, Operator, and Value [ields for the mapping
criteria and elick OK to aceept the changes.

The following items can be selected under the Mapping Criteria:
m  Field: Choose the part of the cenificate o be evaluated from the drop-down list.

—  Suhject: The person or system that uses the certificate. For a CA root
certificate, the Subject and lssuer are the same.

©2010 Cigca Systems, Ins,
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Alternative Subject: The subject alternative names extension allows
additional identities 1o be bound to the subject of the certificate.

Issuer: The CA or other entity (jurisdiction) that issued the certificate.

m  Component: (Applies only il Subject or lssuer is selected.) Choose the
distinguished name component that 1s used in the rule:

Country (C): The two-letter country abbreviation. These codes conform
to ISOr 3166 country abbreviations.

Common Name (CN): The name of a person, system, or other entity.
This is the lowest (most specific) level in the identification hierarchy.

DN Qualifier (DNQ): A specilic DN auribute.

E-mail Address {EA): The email address of the person, system or entity
that owns the certificate,

Generational Qualifier (GENQ): A generational qualifier such as Jr.,
Sr., or 111

Given Name (GN): The first name of the certificate owner.

Initials {1): The first leters of each part of the name of the certificate
OWner.

Loeality (L): The city or town where the organizaton s located.
Name (N} The name of the certilicate owner.

Organization (0): The name of the company, institution, agency,
association, or other entity.

Urganizational Unit {OLU): The subgroup within the orgamization.
Serial Number (SER): The serial number of the certificate.
Surname (SN): The family name or last name of the certificate owner.

State/Provinee (5/P): The state or provinee where the organization is
located.

Title (T): The utle of the certiflicate owner, suchas Dr.
User 1D (V1D The dentfication number of the certificate owner.

Unstruetured Name (UNAME): The unstructured Name atribute type
specilies the name or names of a subject as an unsteuctured ASCIT string.

1P Address (1P): IP address [eld.

m  Operator: Choose the operator that s used i the rule:

Equals: The distinguished name field must exactly match the value.
Contains: The distinguished name leld must include the value within it
Does Not Equal: The distinguished name field must not mateh the value.

Does Not Contain: The distinguished name feld must not include the
value within it.

Value: Enter up to 255 characters to specily the objeet of the operator.

In the example, if the subjeet OU field of a certificate contains the “Engineering”™
string, a user with that certificate will be mapped w the ENGINEERING-PROFILE
connection profile.
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Step 3 Click Apply to apply the configuration.

Configure Certificate-Based Client
Authentication Using External CAs

CLI Configuration
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Use the following commands to configure certificate-based client authentication using external
CAs Toereate a certificate to connection profile map use the ervpto ca eertificate map
command, followed by a name and rule pnority number. Then use the subject-name attr
ecommand to specify which attribute in a subject name should contain which value. Finally,
configure mapping between a connection profile and conneetion profile map using the
certifieate-group-map command in webvpn configuration mode.

Toadd XML proflilesto the Ciseco ASA security appliance, use the sve profiles command in
webvpn configuration mode.

To create an mtemal group policy, use the group-policy command, followed by a group policy
name and internal keyword. Then specily that the XML profile should be used mside that group
policy by entering group-policy webyvpn mode and using the sve profiles values command.

Then create a connection profile (tunne! group) using the twnnel-group command and speeily
the default group using the default-group-policy command. In addition, specily the alias of the
tunnel group using the group alias command. In the example, the ENROLLMENT-PROFILE
connection profile has been configured and uses the ENROLLMENT-POLICY as its default
group policy. The ENROLLMENT-PROFILE eonnection profile will use the default AAA
authentication.

Then configure another tunnel group that will use certificates-based authentication. In the
example, the ENGINEERING-PROFILE tunnel group has been created and configured to use
certificates for authentication.

Finally, enable an XML profile to enable the Cisco AnyConnect client to automatically select a
certificate by assigning the CERT-SELECTION profile to the DItGrpPolicy.

svc profiles (webvpn)

To specify a file as a profiles package that the adaptive security appliance loads in cache memory
and makes available Lo group policies and username attributes of Cisco AnyConnect VPN Client
users, use the sve profile command from webvpn configuration mode.
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To remove the command from the configuration and cause the adaptive security appliance to
unlpad the package file from cache mémaory, use the no form of the command:

sve profiles {profile path)

svc profiles (webvpn) Parameters

Parameter Description

pach The pathand filename of the profile fie in flash memory of the sdaptive security appliance

profile The name of the profile to creats in cache

ssl certificate-authentication

To enable client certificate authentication for backwards compatibility for versions previous Lo
8.201), use thessl certificate-authentication command in global configuration mode, To
disable SSL certificate authentication, use thene version of this command.

ssl certificate-authentication interface interface-name port port=number

ss| certificate-authentication Parameters

Parameter Description

interface-name | Thename of the selected interface, such as inside, management, and outside

port-number The TGP port number, an integer in the range 1-65535

group-policy
To create or edit a group policy, use the group-poliey command in global eonfiguration mode.
To remove a group policy from the conliguration, use the ne fbrm of this command.

group-poliey name {internal |from group-policy_name| | external server-
group server_group password server_pasiword |

group-policy Parameters

Parameter Description

external server-group Specifies the group policy as external and identifies the

server group authentication, autharization, and accounting (AAA) server group
for the adaptive security appliance to query for stiributes.

from group-policy name Initiglizes the attributes of this internal group policy to the values
of a preexisting group policy.

internal |dentifies the group policy as internal.

namea Specifies the name of the group policy. The name can be up to
64 characters long and cannot contain spaces.

pagsword Provides the password to use when retrieving attributes from the

server password external AAA server group. The password can be up to 128

characters long and cannot contain spaces.
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group-policy attributes

To enter the group-peliey configuration mode, use the group-poliey attributes command in
global confliguration mode. To remove all atributes from a group policy, use the no version of
this command. In group-policy configuration mode, you can configure attribute-value pairs for
a speeified group policy or enter group-policy webvpn configuration mode to configure
WebVEN attributes for the group.

group-policy name altributes

group-policy attributes Parameters

Parameter Description

name Specifies the name of the group policy.

webvpn (group-policy and username modes)

To enter this webvpn mode, use the webvpn command in group-policy configuration mode or
in username configuration mode. To remove all commands that are entered in webvpn mode,
use the no form of this command. These webvpn commands apply to the username or group
policy from which you configure them.

The webvpn commands lor group policies and usernames deline access to files, Messaging
Application Programmung Interface {MAPI) proxy, URLs, and TCP applications over Cisco
WebWPN. They also identily ACLs and types ol traffic to filter.

webvpn

svc profiles (group-policy or username attributes)

Tospecily a Cisco AnyConnect VPN Client profiles package that 1s to be downloaded to
AnyConneet VPN Client users, use the sve profile command from group policy webvpn or
username atiributes webvpn configuration mode.

To remove the command from the configuration and cause the value 1t to be inherited, use
the no form of the command:

sve profiles {value profile | none|

svc profiles (group-policy or username attributes) Parameters

Parameter Description

profile The name of the profile

tunnel-group

To create and manage the database of connection-specific records lor IPsec and WebVPN
tunnels, use the tunnel-group command in global configuration mode. To remove a tunnel
group, use the no form of this command.

tunnel-group rame type tipe

tunnel-group Parameters

Paramater Description

nams Specifies the name of the tunnel group. This can be any string that you choose. If the
rame is an |P address, itis usually the |P address of the peer.
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Parameter Deascription

Evpe Specifies the type of tunnel group:

type = memote-access: Allows g user to connect using either IPsec remote access or
WebWPN [portal or tunnel client).

m ipsec-12l: Specifies IPsec LAN-to-LAN, which allows two sites or LANS to connect
securely across @ public network like the Internet.

Note The following tunnel-group types are deprecated in Relegse B.O(2):
- ipsec-ra: |Psec remote access

- wabvpn: WebWPN
The adaptive security appliance converts these to the remote-access type.

tunnel-group general-attributes

To enter the general-attributes configuration mode, use the tunnel-group general-
attributes command in global configuration mode. Thas mode 18 used to configure settings that

are common ta all supported tunneling protocols.

To remove all general attributes, use the no form of this command.

tunnel-group name general-attributes

tunnel-group general-attributes Parameters

Parametar Description
genaral -attributes Specifies attributes for this tunnel-group
name Specifies the name of the tunnel-group

default-group-policy

To specily the set ol atributes that the user inherits by default, use the default-group-
poliey command i tunnel-group general-attributes configuration mode. To eliminate a default

group policy name, use the no form of this command.

delault-group-policy group-name

default-group-policy Parameters

Parameater Description

group-rame Specifies the name of the default group

tunnel-group webvpn-attributes

To enter webvpn-attribute s configuration mode, use the mnnel-group webvypn-
attributes command in global configuration mode. This mode confligures settings that are
common ta Web VPN tunneling,

Toremove all WebVPN atributes, use the no form of this command.

tunnel-group rame webvpn-attributes
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tunnel-group webvpn-attributes Parameters

Parameter

Description

wabvpn-attributes Specifies WebWPN attributes for this tunnel-group

rame

Specffies the rame of the tunnel-group

group-alias

To create one or more alternate names by which the user can refer to a wnnel group, use
the group-alias command in tunnel-group webyvpn configuration mode. To remove an alias
[rom the lst, use the no orm of this command.

group-alias name [enable | disable|

group-alias Parameters

Paramaeter

Dascription

disable

Cisables the group slias,

enabla

Enables a previously disabled group alias.

ramsa

Specifies the name of 2 tunnel group alias. This can be any string that you choose,
except that the string cannot contain spaces.

authentication

T'o configure the authentication method for Web VPN, use the authentieation command in

various modes. To restore the default method, use the no form of this command. The adaptive
security appliance authenticates users to verify their identity,

authentication {[aaa] [certificate]}

authentication Parameters

Paramater Description

asa Provides a username and password thiat the adaptive secunty appliance checks
against a previously configured AAA server

certificate Provides a certificate during SS8L negotiation
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Verify Certificate-Based Client
Authentication Using External CAs

Werify Manual Certificate Selection
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You can confligure the Cisco AnyConnect client to automatically select proper centificate-based
on matching rules in the XML profile as deseribed previously. However, you can also disable
automatie selection of certficate. In the latter case (and also if automatic selection is
configured, but more than one certificate matches a rule), the Cisco AnyConnect client presents
to a user a list of available certificates. The user has to select one from the list, before the
AnyConnect client continues with establishing the SSL VPN connection.

You mav need to enable the certificate store override feature when nonadministrator users want
to access a cerilicate in the machine store. This feature 1s confligured in the XML-based loeal
policy file.
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Verify Certificate-Based Client
Authentication Using External CAs

Implementation Guidelines
Consider the following implementation guidelines:

* Use manual certificate selectiocn when it is too complex or
infeasible 1o create automatic selection rules.

= With SCEP. the CA must be configured to automatically issue
the certificate.

= Itis strongly recommended to use split tunneling and ACLs
enly to provide SCEP connectivity inside the enrollment
connection profile.

When you implement certificate-based client authentication using external CAs, consider the
following implementation guidelines:

®  Use manual certificate selection when 1t 18 too complex or infeasible to create automatic
selection rules,

= With SCEP, the CA must be confligured to automatically issue the certilicate.

®m  tis strongly recommended to use split tunneling and ACLs only to provide SCEP
connectvity inside the enrollment eonnection profile.
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LDAP Password Management

This topic deseribes how to implement Microsolt Active Directory password management for
VPN users.

LDAP Password Management

Overview

* VPN users authenticating with external LDAF can change expiring
pEsswords.

» Supported methods:

= Mative LDAP (Microsoft and Sun [Planet only)

= RADIUS-ta-Active Directary (proxying to Active Directory)
* Supported VPN types:

= Cisco AnyConnect SSL VPN

= Qientless SSL VPN

- Cisco Easy VPN
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When the security appliance is configured to authenticate the VPN users against an external
LDAP database, you can extend the password management capabilities of the external Active
Directory systems to the VPN users. The VPN users can be notified when their passwords are
about to expire, and can change the password according to the Active Directory palicy.

The VPN system on the security appliance supports these two methods of Active Directory-
based password management:

m Native LDAP: Only Microsoft and Sun iPlanet are supported for password management.

m RADIUS-te-Active Directory: In this option, the Radius server is configured as an
authentication proxy 1o the external Active Directory.

Password managermnent 18 supported for all remote access VPN types:
m Cisco AnyConnect S5L VPN

m  Clientless S5L VPN

m  Cisco Easy VPN
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LDAP Password Management
Configuration Scenario
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Password management and expiration can be conligured in two network: setups:

®  The VPN server uses Secure LDAP to authenticate the VPN users against the Active
Directory.

& The VPN server authenticates the VPN users against a RADIUS server, which acts asa
proxy to the back-end Active Directory.
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LDAP Password Management

Configuration Tasks

1. Enable the password management feature in connection
profile settings.

2. Onthe Active Directory server, configure the user record to
require a password change at next login,

- Mandatory with RADIUS proxy
3. Setup secure LDAP communications (LDAPS).

4. Ensure thatthe login DN (used for the binding operation)
has account aperater privileges.

— Superuser-level privileges not required

Complete these tasks to implement password mapnagement features on an external LIDAP
SErver:
I. Enablethe password management feature in connection profile setiings.

-
P

Oin the Active Directory server, configure the user record to require a password change at
next login, This setting 18 optional with native LDAP access and mandatory when using the
RADIUS proxy.

3. Setup Secure L DAP communications. I you do not use native LDAP access, Secure
LI3AP must be confligured berween the RADIUS proxy and the LDAP server.

4. Ensure that the login DN (used for the binding operation) has account operator privileges.
Superuser-level privileges are not required to enable the password management
[unctionality.
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LDAP Password Management

Task 1: Enable Password Management

* Other tasks covered earlier in the course erconfigured on LDAP
server
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Enable password management feature by completing these steps:

Step 1 Choose Configuration > Remaote Aceess VPN = Network (Client) Access >
AnyConneet Connection Profiles menu and edit the desired connection profile.

MNote The password management feature is available in Cisco Easy VPNs and clientiess S5L
VYPMNs and can therefore be configured Lsing the configuration paths Configuration =
Remoie Access VPN > Network (Client) Access > IPsec Connection Profiles, and
Configuration » Remote Access VPN > Clientless 8SL VPN Access » Connection
Profiles.

Step 2 Choose the General submenu.

Step 3 Check the Enable Password Management check box. Password management is
disabled by default.

Step 4 Crptionally, configure how many days before password expiration the user should be
notified. The defaultis 14 days,

Step 5 Opuionally, enable the notification on the day when the password expires.

Note Theremaining configuration tasks are not covered here because they are either performed
on the external LCAP server, orhave been covered eadierin the lesson (setting up the
LCAR server),
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LDAP Password Management
CLI Configuration

tuzmel -group BAEIC-ANYCONMECT-FROFILE. Sype IEOot&=-ACCEOD

tizrnal -grozp BABIC-ANYCONMECT-FROPILE gonaral=attributes

authenticacionsparvers group MYLOAF=EVRE

pesoword-managment pRosword-oxplre-in-days 14 = En
1

anie pESNGTd managemant E

To enable LAP password management using CLL use the password management command
in tunnel-group general-atiributes configuration mode.

password-management

To enabie password management, use the password-management command in tunnel-group
general-attributes configuration mode. To disable password management, use the no form of
this command. To reset the number of days to the default value, use the no form of the
command with the password-expire-in-days keyword specified.

password-management [ password-expire-in-days days |

password-management Parameters

Parametor Description

days Specifies the number of days (0 through 180} before the current
password expires. This parameter is reguired if you specify the
password-expire-in-days keyword.

pasgword-expire-in- {Optional) Indicates that the immediately following parameter
specifies the number of days before the current password expires
that the adaptive security appliance starts warning the user about
the pending expiration. This option is valid only for LDAP servers.
See the Usage Notes section for more information.

days
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LDAP Password Management

Implementation Guidelines

= Users must wait for password expiration and cannat initiate
password change:
— Warkaround for Ciseo AnyCennect users with Start Before
Logen: Change password using the Start Before Logen
Ctri-Alt-Del mechanism.

= Password management not supported on the Active Directory
Global Cataleg Server (AD-GC3):

— Password attributes not included in AD-GCS response.

= Password management works in Microseft Windows 2008
domain only with secure LDAP (LDAPS).

Consider these guidelines when deploying LDAP-based password management:

®  Client-initiated password change, without being triggered by the headend, 1s currently not
supported. Users must wait for password expiration and then change the password.

—  There s a workaround for Ciseo AnyConnect users with Start Before Logon.
Change the password using the Start Betore Logon Cirl-Al-Del mechanism.

m  Password management that is not supported on the Active Directory Global Catalog Server
(AD-GCS) because password atributes are not included in AD-GCS response.

®  Password management works in Microsolt Windows 2008 domain only with Secure
LDAP. Consult hitp://supportmicroseflcom/kb32 1051 1o find out how 1o enable LDAP
over SSL with a third-party certilication authonty.
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