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Students, this lerer deseribes important
course evaluation gocess information !

Welcome to Cisco Systems Learning. Through the Cisco Learning Partmer Program,
Cisco Svstems is committed to bringing vou the highest-quality training in the industry.
Cisco learning products are designed to advance vour professional goals and give vou
the expertise vou need to build and maintain strategic networks.

Cisco relies on customer feedback to guide business decisions; therefore, vour valuahle
input will help shape future Cisco course curricula. products, and training offerings.
We would appreciate a tew minutes of yvour time to complete a brief Cisco online
course evaluation of vour instructor and the course materials in this student kit. On the
final day of class, vour instructor will provide vou with a URL directing vou to a short
post-course evaluation. It there i1s no Internet access in the classroom, please complete
the evaluation within the next 48 hours or as soon as vou can access the web.

On behalt of Cisco, thank you for choosing Cisco Learning Partners for vour
Internet technology training,

Sincerely,

Ciseo Systems Learning
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VPN

Course Introduction

Overview

The Deploving Cisco 454 VPN Solutions (VPN) 1.0 course is a [ive-day instructor-led course
that 15 aimed at providing network security engineers with the knowledge and skills that are
needed to deploy virtual private netwark (VPN) selutions based on Cisco ASA adaptive
security appliances.

Learner Skills and Knowledge

This subtopic lists the skills and knowledge that learners must possess to benefit fully from the
course. The subtopie also includes recommended Cisco learning offerings that learners should
first complete to benefit Tully from this course.

]
Learner Skills and Knowledge

= Cisco CCONA certification:
— Interconnecting Cisco Network Devices, Farl 1 (ICND1)
- Interconnecting Cisco Network Devices, Part 2 (ICND 2|
* Cisco CCNA Becurity certification:
— Implementing Cisco 05 Network Securlty (IINS)
* Familiarity with netwerking and security terms and concepts:

— Securing Networks with Cisco Routers and Swilches
{SECURE]

Werking knowledge of the Microsoft Windows operating
system

Ll




Course Goal and Objectives

This topic deseribes the course goal and objectives.

Course Goal

"To provide network security engineers with the
knowledge and skills that they need to deploy VPN

solutions based on the Cisco ASA adaptive security
appliance”

Depiaying Clapo ASA VAN Sciutions

Upon completing this course, you will be able to meet these objectives:
m  Evaluate the Cisco ASA adaptive security appliance VPN subsystem
m  Deploy Cisco ASA adaptive security appliance [Psec VPN solutions

m Deploy Cisco ASA adaptive security appliance Cisco AnyConnect remote-aecess VPN
solutions

m  Deploy Cisco ASA adaptive security appliance clientless remote-aceess VPN solutions

= Deploy advaneed Cisco ASA adaptive security appliance VPN solutions

Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Course Flow

This topic presents the suggested flow of the course materials.

Course Flow
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The schedule refiects the recommended strueture for this course. Thisstructure allows enough
time for the instructor to present the course information and for vou to work through the lab
activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.
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Additional References

This topic presents the Cisco icons and symbaols that are used in this course, as well as
information on where to find additional technical references.

Cisco lcons and Symbols
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Cisco Glossary of Terms

For additional information on Ciseo terminology, refer 1o the Cisco fatermetworfing Terms and
Aeronyms glossary ol terms at
http://doewikiciseo.com/wiki/Category: Internetworking_ Terms_and Acronyms %G28[TA%29
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Your Training Curriculum

This topic presents the training eurriculum for this course.

CCNP Security Certification Path

Expand Your Professional Options and Advance Your

Career
A,
yorey Securing fetuoke win Cleco Foumes and
Swilchas {SECURE}
Ozpiopng Cisgo ASA Frewell Feslunes
Profssskcal #' (FIREWALLY

Depioying Cisca ABA VPN Soiutans [VEN)

Azeociste {mplementing Cisco infrugion Preventian
Zyaem [IFE)

Wy cacocomigolcertficationg

You are encouraged to join the Cisco Certification Community, a discussion forum open to
anvone holding a valid Ciseo Career Certilication (such as Cisco CCIE®, CONA®, CCDAF,
CONPE, CCDP®, CCIPR, COVPE, or CCSP™. It provides a gathering place for Ciseo certified
professionals to share questions, suggestions, and information about Cisco Career Certification
programs and other cedification-related topics. For more information, visit
http:/fwww.cisco.com/go/certifications.
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Module 1

Evaluation of the Cisco ASA
Adaptive Security Appliance
VPN Subsystem

Overview

The Cisco ASA adaptive security appliance supports a wide range of network integration and
aceess control options. The Cisco ASA adaptive security appliance also supports difTerent types
of virtwal private network (VPN) features, which can be used to provide secure remote aceess

Lo enterprise networks, This module provides a refresher of network integration and access
control features, and provides an overview of VPN technologies that are supported by the Cisco
ASA adaptive security appliance. The module also desceribes scalable and flexible configuration
mechanisms that are available on the Cisco ASA adaptive security applianee to configure VPNs
for larger numbers of users.

Module Objectives
Upon completing this module, vou will be able to assess the general propecties of the Cisco
ASA adapuive security appliance VPN subsystern. This ability includes being able to meet these
objectives:
m  Describe the operations of Cisco ASA adaptive security applianee networking functions
that are needed m VPN deployments
m Deseribe the Cisco ASA adaptive security appliance VPN subsystem architeciure

= Apply configuration functions common to all Cisco ASA adaptive seeurity appliance
remote acces s architectures
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Lesson 1

Evaluating the Cisco ASA
Adaptive Security Appliance
Software Architecture

Overview

The Cisco ASA adaptive security appliance provides a rch set of network integration, access
controd, and virdual private network (VPN features that wok in coneert to provide multifunetion
secunty functions to an organization. As this course focuses on the WPN aspects of the Cisco
ASA adaptive security applignce soltware and hardware, this lesson provides a refresher of
baseline access control and network integration features that are required when implementing
VPN functionality.

Objectives

Upon completing this lesson, vou will be able wo describe the operations of Cisco ASA adaptive
security appliance networking functions that are needed in VPN deployments. This ability
includes being able to mieet these objectives:

m  Explain the Cisco ASA adaptive security appliance aceess control model, including
security levels, NAT control, ACLs, object groups, and policies based on Cisco MPF

m  Describe statie and dynamic routing on the Cisco ASA adaptive security appliance
m  Deseribe Cisco ASA adaptive seeurity appliance NAT functionality

m  Describe Cisco ASA adaptive security appliance AAA lunctionality



Cisco ASA Adaptive Security Appliance Access
Control Model Refresher

This topic reviews the principles of the Cisco ASA adaptive security appliance access control
madel.
T |
Cisco ASA Adaptive Security Appliance
Access Control

= Cisco ASA adaptive security appliance uses a stateful packat
filtering engine that suppaorts AlIC.

= Metwork traffic crossing the firewall is contrelled through:
- Interface security levels
- IP routing
- Interface ACLs
- Service policies (configured through Cisco MPF)
— Opticnally, NAT
— Security service modules

= Metwork traffic to the security appliance control plane is
subject to a saparate set of rules.

The Cisco ASA adaptive seeurity appliance 15 a multifunction seeurity appliance that pomarily
uses a stateful packet ltering engine that also supports Application Inspection and Control
(AIC). The stateful packet filtering (unctionality allows the Cisco ASA adaptive security
appliance to intelligently filter network traffic on Open Systems Interconnection (OS1) Layers 3
and 4 (that is, it controls which network endpoints can communicate using which applications).
The AIC functionality allows the Cisco ASA adaptive security appliance to analyze application
layer protocols, verify their adherence o standards, and enforce aceess control based on
application layer protocol messages and their content.

In terms of configuration, the Cisco ASA adaptive security appliance flters network traffic that

15 forwarded across the appliance using the following concepts:

m  Interface security levels, which define the default aceess policy and optional interface
iselation.

m [P routing configuration, where only networks that are listed in the IP routing table are
potentially accessible.

m  Interface access control lists (ACLs), which define the permitted flows that are then tracked
by the stateful filtering engine of the appliance.

m Service policies, configured through the Cisco Modular Policy Framework ( MPF)
mterface, which define advanced waffic inspection features, including application layer
filtering policies.

= Opuonally, the Network Address Translation (NAT) functions, which ean act as a layer of’
access control, 1f enabled. NAT control is disabled by default.

14 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



m Security services module, which you can optionally add to the security appliance to extend
its functionality with advanced intrusion prevention and content inspection features.

Note that these features only inspect network traffic across the appliance. All management
traffic that terminates on the Cisco ASA adaptive security appliance control plane is subject 1o
a different set of controls that can limit aceess to the appliance itself o the minimum.

]
Cisco ASA Adaptive Security Appliance
Access Control (Cont.)

The interface security level definas the trustworthiness of the
security domain connected te-an appliance interface:

= Connaclivity parmitad fram highar o lower sssurity laval by dafault whan na
rtarface ACLe are configurad.

= Allathar sannactvity is darad by dafault.

Cuteide -
Netwark ¢

Denisd oy Dalaud

Fenmitied oy Detaud Insida
Sazunity Levei 0 L3000 MNatwark
Lagal Tregied
L Securty Lave: 100
Moat Trisiad

merzce Secunty Lewes

The access control model of the Ciseo ASA adaptive security appliance is fundamentally based
on security levels that are applied to security appliance interfaces. The higher the security level,
the more trustworthy are the networks (the security domain) that are reachable over that
network interface. The security level is a numerical tag that ranges from 0 (least trusted) 1o 100
{muost trusted).

I you do not apply an ACL to a network interface, all outbound sessions (that is, sessions Lo all
networks on lower-security-level interfaces) from the higher-security-level interface are
permitted. At the same time, all inbound sessions (that is, sessions to all networks on higher-
security-level interfaces) from the lower-security-level interfaces are denied. ACLs will
override this default aceess policy once they are applied Lo the interfaces, and the interfaces will
only permit what is specifically authorized by the ACL.

©2010 Cigca Systems, Ins, Ewaluation of tha Cisco ASA Adaptive Securly Applianca VPN Subsyetam 1-5



Y
Cisco ASA Adaptive Security Appliance
Access Control (Cont.)

» Traffic batween interface with the same security level is
denied by default, but can be enabled.

= Useful to additienally isolate interfaces.

= Allow with the same-security-traffic permit inter-interface
command.

Caniad by Dafaull

S Sy r—

{GgandEthemnail3: (GganiEmanaits:
= Benurily Leval = 50 = Sammity Leval = 51
= Intarfzce Hame =amzl = interfgos Meme mdmz2

|mierizces win e Same Bscunty Leve

By default, hosts that are reachable over different security appliance network interfaces that are
tagged with the same seeurity level cannot communicate with one another. This feature can be
used to 1solate several security domains from one another, if they should not be enabled to
exchange tralfic. While you can aceomplish this action by using ACLs, the security level
mechanism provides you with an independent isolation method that works even il ACLs are
accidentally misconfigured (that is, if they are a defense-in-depth feawre).

There are situations, however, where multiple interfaces with the same security level need 1o
exchange trafTic.

Cine example 18 an enterprise that has muluple network zones with the same level of trust. I
you assign two interfaces to the same level, you can allow them to communicate (subject to
ACLs) by using the same-security-traflic permit inter-interface command. Also,if you
enable NAT control, you do not need to conligure NAT between same-security-level interfaces.
Another example is a security appliance that is configured with more than 101 network
mterfaces, where at least 2 interfaces will have the same security level.

18
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[
Cisco ASA Adaptive Security Appliance
Access Control (Cont.)

« Traffic returning via the source Interface is denied by default,
but can be globally enabled.

* Enabled with the same-security-traffic permit intra-
interface command.

= This is needed in special scenarios, such as VPNS (spoke-to-
spoke communication via a Cisco ASA adaptive security
gopliance hub) and private YLANS.

Danied by Dafaull

o

Sama-inierace Connsctvly

By default, the Cisco ASA adaptive security appliance will not forward packets amving at a
specific interface back via the same interface, even 1f the 1P routing table dictates such
forwarding. You can disable this behavior by using the same-security-traffie permit intra-
interface command. This s most commonly done to-allow a spoke VPN client to communicate
with another spoke VPN client while both VEN connections of the spoke are terminated on the
same mterlace on the hub Ciseo ASA adapuve security appliance. By allowing such traffic in and
out of the same interface, or “hairpinning,” this configuration supports a hub-and-spoke VPN,
with the VPNs as spokes connecting through a securty appliance that isacting asa VPN hub.

This conliguration is also used to redirect incoming VPN trafTic out through the same interface as
unencrypted ralfic. This routing is needed when the VPN ¢lient that does not have split tunneling
enabled but wanls o aceéss an Internet website while connected to the VPN IT internal private
address space 15 being used and unenerypred traffie is allowed back out the same interface where
itarnved, NAT must map the internal private address to a public routable address.

Apart from YWPN scenarios, this feature is used in some special cases, in which the trafTie
between two hosts 1s foreed to flow via the security apphiance for inspection, such as with
private VLANs (PVLANs).

©2010 Cigca Systems, Ins, Ewaluation of tha Cisco ASA Adaptive Securly Applianca VPN Subsyetam 17
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Cisco ASA Adaptive Security Appliance
Access Control (Cont.)

Interface ACLs control transit traffic over the Cisco ASA adaptive
security appliance on 0S| Layers 3 and 4:

* |nterface ACLs can ba assignad in both the incoming and outgoing diractions
an an intarfaca.

= An ACL must dasaribe anly the initial packat of an applisation.
= Alleubsagquent trathc is automatically permittad by tha connaction tabla.

Ineida Matwark
ACLfor ACL far I'
Inbaund Accass COuthaund Accass ]
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ACLg, once applied to interfaces, override the default behavior that permits cutbound and
denies inbound tralfic. W hen you ereate an ACL, the security appliance automatically applies
an implicit rule at the end of the ACL. This implieit rule denies all traftic that is not explieitly
permitted. ACLs can be applied mn the inbound or outbound direction on an interface.

ACLs are made up of one or more geeess control entries (ACEs). An ACE is a single entry 1n an
ACL thar specifies a permit or deny rule and is applied to a protocol, a source and destination [P
address or network, and, optionally, the souree and destination ports. After an ACL is conligured,
1t must be activated and applied 1o an interface with an aceess-group command.

The Cisco ASA adaptive seeurity appliance checks only the first packet of a TCP or User
Datagram Protocol (UDP) Mow against its ACL configuration. Onee the packet 1s permtted. the
flow description is entered into the connection table, which can be viewed with the show conn
command. All subsequent packets of that fow are permitted through the appliance based on the
conneclion entry.

Note With each new conmection, you see only one hit count onthe corresponding ACE.

1-8
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[
Cisco ASA Adaptive Security Appliance
Access Control (Cont.)

* Mlews flexible configuration of advanced firewall features.
* Achieves modularity by class maps and policy maps:
— Class maps define traffic flows:
* Layers 3and 4, Layers 57
— Policy maps apply actions te the traffic flows:
« Layers 3and 4, Layers 57
= Service policies apply policy maps o interfacas or globally.

Inside MNatwark

Traffic Type C: Inspact |
[Traffic Typa D: Prioritiza

Traffic Typa A: Apply |1PS
Traffic Typa B! Rate-imit|{§

—

Internet
o,

Sp—

Medular Poloy Frameworys Ovendiow

Cisco MPF 15 a configuration language that provides the granularity and lMexibility to.configure
advanced twalfic management features. This framework enables the admimistrator to deline
traffic classes at the desired granularity and apply actions i policies) to them. For examples, the
administrator can identify and pnoritize voice talTie, perform intrusion prevention system
(IPS) inspection on specific flows of rallie, and use the default global inspection policy w
perform deep packet inspection on traffic traversing the security appliance.

isco MPF consists of three main eomponents:

m  Class maps: These components are used to identily a trafTic flow. A tralTic MNow is a set ol
raffie that is identifiable by its packet content and can be defined either on Layers 3 and 4
(Layer 3-and 4 class map) and, optionally, on Lavers 3 through 7 (Laver 37 class map).
For example, voice raflic from the headguarters to the branch ofTice can be delined as one
wralfic Mow (raffic class). Class maps are assigned to policy maps,

m  Policy maps: These components are used to associate one or more actions with a class of
traffic. For example, all voice traffic coming from headguarters to the branch office ¢an be
associated with low lateney quening. To associate an action with a specific class of traffic,
create g policy map, assign a class map to the policy map, and associate an action with the
clags of traffic. Policy maps are applied to and activated by service palicies.

m  Service poliey: These components are used to activate the policies. A service policy 18
not actually a policy at all; instead, it activates a policy map on a targeted interface, or
globally on all interfaces. For example, & voice priority queuing policy can be applied to
the outside interface.

©2010 Cigca Systems, Ins, Ewaluation of tha Cisco ASA Adaptive Securly Applianca VPN Subsyetam 14
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Cisco ASA Adaptive Security Appliance
Access Control (Cont.)

MPF Supported Features

These actions can be applied to a traffic flow:
=« TCP normalizaticn
* TCP and UDP connection limits and timeouts
= TCP sequence number randamization
= Stateful inspection and Layers 5-7 application inspection

= Forward to Cisco Content Security and Control (C3C)
Security Services Module (SSM)

= Forward to Cisco Advanced Inspection and Prevention (AIP)
S8M

= Qod traffic policing and shaping
= QoS priority gueding
= NetFlow export

A Layer 3 and 4 policy identifies a waffic flow via a previously defined class map and then
associates an action with each traffie Mow. A policy map can contain multiple policies. The
security appliance suppocts one policy map per interface and one default global policy that is
applied to all interfaces. The Layer 3 and 4 policy action options are as follows:

m Perform TCP normalization. This feature consists of advanced TCP econnection settings that

are designed to drop packets that do not appear normal.
m Apply configured connection constraints w TCP and User Datagram Protocol (| UDP) traflie.

m  Randomize TCP imtial sequence number (18N) and the resulting sequence numbers [or
protected servers.

m  Perform a specified protocol inspection.

m  Forward the waflie flow to the respective seeurity services module for intrusion prevention
ar content security.

m  Police and shape the bandwidth that 1s used by the specified flow.

s Direct the flow to the low latency gqueue by creating a quality-of-service ((QoS) priority
policy.

m  Export NetFlow aceounting records for specific flows.

Daplaying Cisco ASA VPN Solubans (VPN) v1.0
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MPF Directionality

TCP nomalkzation

TCF and UDF limiteand
tmeouts

TCP gaquance numbar
andomization

Application i spachion

E3485M
AIP-55M

Inpit patieing
Output palicing
Bhaping
Pricrity queling

Bidiractional
Bidirachianal

Bidiractional
Budirastianal

Bidiractional
Bidirastianal
Ingrass
Egrass
Egrass
Egrase

Cisco ASA Adaptive Security Appliance
Access Control (Cont.)

Layer 3 and 4 Action Single Interface Global Direction
Direction

Ingress
Ingrass

Ingress
Ingress

Ingress
Ingrass
Ingress
Egrass

Egrazs

The order in which different types of actions in & policy map are pecformed is independent of
the order in which the actions appear in the policy map. The table shows the order in which the

actions are perlbrmed and the direction in which they apply onee the policy 15 applied 1o an

mnterlace, or globally by using the service-policy command.

Note The sarvice-palicy command applies a policy map to an interface, or globally without

defining the direction. The direction is implicit and depends on the action type, as shown'in

the table.

® In most instances, policy actions are applied to raffic as follows:

m [ the poliey izapplied globally, actions are applied te traffic in the ingress direetion only.

m  [[ the policy isapplied to a specilic interface, actions are applied to tralTic bidirectionally.

All waflfie that enters or exits the interface 18 affected il the raffie matches the class map

for both directions,

©2010 Cigca Systems, Ins,
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Cisco ASA Adaptive Security Appliance Packet
Routing Refresher

This topic reviews the routing features of the Cisco ASA adaptive security appliance.

E=------
Cisco ASA Adaptive Security Appliance
Packet Routing

* The Cisco ASA adaptive security appliance supports static [P
routing, which is recommended over dynamic reuting in maost
sCenarios.

» Static route appears in the routing table if the interface is up.

= Administrative distance enables floating static routes and
route tracking.

182 188.0.1 Ty .
& _@Dulsrﬂﬂ Ineida @w.m.mz 4
— =

182.168.0.2

Eiatic Routing

The routing table of the seeurity appliance can be populated by statie routes and by dynamie
routing protocels. Static routes appear in the routing only if the interface 1o which they point is
up. The route global configuration command includes the adnunistrative distance parameter
(metrie), with the default value of 1. The administrative distance (metric) can be used to
configure floaung (or backup) static routes. Floating static routes offer a fallback when the
primary mouting information is invalid and oceurs typically in these two scenarios:

® A dynamie routing protocol is used but no routing updates are received.
m  Route tracking detected that the primary route is unavailable,
In both cases, the Moating (backup) static route 18 configured with a worse administrative

distance  numerically higher than the administrative distance of the prmary routing source) and
i5 installed in the routing table only when the primary information becomes unavailable.

The Cisco ASA adaptive security appliance also supports stub multicast routing or Protocol
Independent Multicast { PIM) multicast routing. However, you cannot configure both
concurrently on a single adaptive security appliance.
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Cisco ASA Adaptive Security Appliance
Packet Routing (Cont.)

= Static route tracking is 8 method for tracking the availability of the
primary static route and using the backup route if the pnmary route
fails.

* The primary static route is associsted with 8 monitoring target.
= Target reachability is tested with |CMP echo requests.

* Uses the Cisco SLA technology.

» Can be used for monitoring DHCP and PPPoE default routes.

1832.188.0.1

_nanafy ISP

LTI E—_

Baskup ISP ﬁ 18218811
-y
e Backup

Eiafe Route Treoking

Outsida
Insida

One of the pitlalls that is associated with static routes is that there 1s no mechanism to
determine whether the route 15 up or down. The static routes remain in the security appliance
routing table even if the next hop 1s unavailable. Static routes on the security appliance are
removed only if the interface with which they are associated goes down.

The stane route tracking feature provides a method for racking the availability of'a static route
and for making a secondary coute available if the primary route Tails. In order wo-achieve this
redundaney, the security apphiance associates a static route with a monitoring target that you
define. The service level agreement (SLA) operation monitors the target with periodic Internet
Control Message Protocol (1CMP) echo requests. I an echo reply is not received within a
specified period, the object is considered down, and the associated route Cor that target is
removed (tom the routing table. A previously configured backup route 18 used in place of the
route that is removed. While the backup route is in use, the SLA monilor operation continues 1o
try 1o reach the monitoring target. Onee the target s available again, the first route is returned
to the routing table and the backup route is removed.

When selecting a target, you must be sure that the monitoring target is always availabie to
receive echo requests so that the tracked route 18 not unnecessarily removed. In addition, ensure
that the state of vour monitoring target (whether the target is reachable) is closely tied to the
state of the primary 18P connection. I vou choose a monitoring target that is farther away than
the ISP gateway, another link along that route may fail, or another device may interfere, This
configuration may cause the SLA monitoring operation to conclude that the connection to the

primary ISP has failed and cause the security appliance to unnecessarily fail over to the
secondary ISP link.

You ean configure static route tracking for statically defined routes or default routes that are
obtained through DHCP or PPP over Ethernet { PPPoE).
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Cisco ASA Adaptive Security Appliance
Packet Routing (Cont.)

« Asaparala dafaull routa far trafficermerging fram a tunnal terminating on tha
CiscaASA adaptive sacurity applianca that cannat ba mouted using mare
spacific roules, lsamed or static,

= Far traffic emarging from a tunned, thie raute ovamides any athar canfigurad
af leamad routas.

» Coesnat wark with URPF @n the spesified intarfaca.
» Only one tunnalad datault raule s suppodad.

VPN Tunnal

Insida 2
182.168.1.1 =

- #
VPN Tarmination

_ Internet Dutside
- 182, 188.0.1

route puraide 0.0.0.0 0.0.0.0 192.3168.0.1 1
reute ingide 0.0.0.0 0.0.0.0 192.168.1.1 8

Tunneied Steter Route

The tinneled static route 15 an additional default route for managing tunneled tralfic. When you
create a default route with the tunneled option, all tunne! traffic that terminates on the adaptive
security appliance that cannot be routed by using learned or static routes, 15 sent to this route.
For traffic emerging from a tunnel, this route overrides any other configured or learned default
routes.

The following restrictions apply o default routes with the tunneled option:

m  Unicast Reverse Path Forwarding (uRPF) using the ip verify reverse-path command on
the egress interface of the twunneled route 18 not supported.

m  The TCP Intercept feature on the egress interface of the wnneled route is not supported.

®  You cannot define more than one default route with the wnneled option.
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Cisco ASA Adaptive Security Appliance

Packet Rout

ing (Cont.)

Dynamic Routing Support

Digtanca-vaclor routng
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The Cisco ASA adaptive security appliance supports three dynamic routing protocols:

®  Routing Information Protocol (RIP)
®  Open Shortest Path First (OSPF)
®  Ephanced lnterior Gateway Routing Protocol (EIGRP)
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Cisco ASA Adaptive Security Appliance NAT
Refresher

This topic reviews the principles 0l NAT on the Cisco ASA adaptive security appliance.
E=------
Cisco ASA Adaptive Security Appliance
NAT

* [nside versus cutside addresses

= Local versus global addresses

* Inside NAT: Inside local mapped to inside glebal address
= Qutside NAT: Outside global mapped to cutside local

address
Ineide and
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i 13218818 Cumide Sooal = oA 1TZ18148 Cruide Loce|
it |
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DA 17248010 meide Glonal medeand 04 104910 rdeloss

Cuteide NAT
A = D v 2 @i
Ingide and Outmide NAT B8 w e

The Cisco ASA adaptive seeurity appliance supports both inside and outside transiation. The
terms “mside” and “outside™ describe the position of the system whose address is ranslated.
The terms “local” and “global™ define the perspective from which that system 15 viewed, A
local address indicates that the system 1s seen from the inside. A global address means thar it is
viewed from outside. Inside translation defines a mapping between a local and global address
of a system that 18 located in the inside networle. Outside translation describes a mapping
berween a global and local address of a system that is located in the outside network.

The term “real address™ is often used when discussing NAT. 1t can refer either to an inside
loeal or to an outside global address. The term "mapped address™ is also often used when
discussing NAT, 1t can refer either to an inside global or 1o an outside loeal address.
Because inside translation is far more common, real addresses are most typically the inside
local addresses, and the mapped addresses are most typically the inside global addresses.
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[
Cisco ASA Adaptive Security Appliance
NAT (Cont.)

* By default, NAT control is disabled:
— Hosts can communicate without NAT (if ACLs permit)
— Aszon aCisco 103 router

* With NAT contrel enabled, raffic requires translation ef inside
addresses.

= With NAT control disabled, transiation is still possible.

ho transiation is mquired by defaull.

Il -
Internet Cutede Ingida - !
‘-_, . il rd -

NAT Contro

The mt-control global configuration command defines whether inside translation is
mandatory. By default, NAT contro! 15 disabled, so the security appliance does not reguire
mnside NAT. With NAT control disabled, if a NAT rule matches the traffie, the secunity
appliance performs the translation and forwards the packet: i no NAT rule matches, the
security appliance forwards the packet anyway.

B NAT control and inside interfaces: [f enabled, NAT control requires that packets
raversing from an inside interface to an outside interface mateh a NAT rule. For any host
on the inside network to access a host on the outside network, you must configure NAT o
translate the inside host address.

®  NAT control and outside dynamic NAT: I cutside dynamic NAT or Port Address
Translation (PAT) 15 enabled, then all cutside traffic must match a NAT rule when it
accesses an inside interface.

®  NAT control and same seeurity interfaces: Interfaces at the same security level are not
required to use NAT to communicate, even if NAT control is enabled. However, if
dynamic NAT or PAT isconfigured on a same-security interface, then all raffic from the
interface to a same-security interface or an outside interface must match a NAT rule.
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Cisco ASA Adaptive Security Appliance
NAT (Cont.)

* The Cisco ASA adaptive security appliance also allows NAT
on a single Inteface (traffic enters and leaves on the same
interface).

= Useful in VPN scenarics to provide Internet connectivity to
remete VPN sites and users.

Same-intersee NAT

Same-interface NAT is needed in certain VPN seenarios. [n the example, the security appliance

erminates remote access VPN connections. The VPN clients obtain internal 1P addresses from

the private range, such as [92.168.0.10-192.168.0.250. The VPN clieats are permitted, upon

decryption, to aceess public servers that are located in the Internet. These features are needed

for the same-interface NAT:

m  The same-security-traffic permit intra-interface command disables the split-horizon rule
for nevwork taffic arriving on and leaving the same interface.

= A dynamic NAT configuration (the nat and global commands) is attached to just one
mterface, making it both the mside and outside interface at the same time.

m  NAT exemption (the nat 0 aceess-list command) identifies the address ranges in the VPN
sites to prevent inter-V PN traffic and traffie to resources behind the Cisco ASA adaptive
seeurity appliance from being translated.
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Cisco ASA Adaptive Security Appliance AAA
Refresher

This topic reviews the authentication, authorization, and accounting (AAA) technology on the
Cisco ASA adaptive security appliance.

I ——————————
Cisco ASA Adaptive Security Appliance
AAA Refresher

Cisco ASA Adaptive Security Appliance AAA Dverview

Authentication Authorization Accounting
Features Features Features

Managementaccess  Management shel Management shell

authentication and command and-command
authorization accounting

Authentication of a Authonzation of Metwork traffic

netwaork traffic through  network traffic accounting

the appliance {cut- [session autharization,

through proxy) downloadable ACLs)

Authertication of VPN Authorization of VPN VPN access

BOCESS access (festure accounting

control, split tunneling)

The security appliance uses its AAA subsystem Lo prove user identities (authentication); to
determine what the user can do (authornzation); and o audit the actions of the user
(accountng). You can use authentication alone or with authorization and accounting.
Authorization always requires a user 1o be authenticated first, You can use accounting alone, or
with authentication and autherization.

Three types of authentication exist:

®  Management AAA enables you Lo require authentication for users wishing to aceess the
security appliance management functions. Secure Shell (SSH) and HTTPS are the common
protocols to remotely access the appliance.

m  Cut-through proxy is a techmgue that requires user authentication for a session through the
security appliance. The session description is embedded in the aaa authentication global
configuration command. A user at a given IP address needs to authenticate only one time,
until the authentication session expires. For example, if vou configure the security
applignee toauthenticate Telnet and FTP, and a user first successfully authenticates for
Telnet, as long as the authenticaton session exists, the user does not have toalso
authenticate for FTP. The security appliance can be configured to directly authenticate
HTTP,HTTPS, Telnet, and FTP cut-through sessions.

m VPN authentication requires a remote user to authenticate before using the VPN service.
Onee the credentials are verified, the VPN connection is completely established and the
remote user 18 allowed to access the enterprise resources.
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Three types of authorization correspond to the three authentications, respectively:

Management shell and command authorization controls which privilege level and which
commands are available o the user in the console session.

Network aceess restrictions encompass a range of technigues that control aceess Lo network
resources, once the user identity 18 established. Examples include downloadable ACLs or
per-session authorization.

VPN aceess restrictions are applied to an authenticated user session. The approaches differ
based on the VPN technology. Split tunneling is an ACL-based flter for [P Security (1Psec)
remote access VPN, where the ACL identifies the data that must be enceypted. TrafTie that
is not matched by the ACL is permitied to bypass the VPN connection and aceess the
[nternet directly in cleartext. For Secure Sockets Laver (85L) VPNs, a number of filtering
technigues exist, such as URL- and Common Internet File System | CIFS )-based ACLs,

Accounting c¢an be also configured for three types of wrafTic:

Accounting of management shell and command can track shell access and commands that
are used by a specific user. Each command or commands that are entered by an
administrator are recorded and sent 1o the accounling server or servers.

Accounting of user trafTic can track user activity over the security appliance, enabling you
1o have a record of user activity. If' you enable authentication for that raffie, you ean
account for traffie per user. If you do not authenticate the raffic, you ean account for traffic

on a per-1P-address basis.

Aceounting of VPN traffic tracks user aceess over VPN tunnels.
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Cisco ASA Adaptive Security Appliance
AAA Refresher (Cont.)
AAAUser Databases
* Local:
- Easy to set up
= WMot scalable
» RADIUS:
= Combines avthentication and authorization in a user profile
= |ETF, Cisco, and Microsoft VSAs
* TRCACS+:
- Authentication end authorization are separate
= | DAP
= RSA SecurlD
* Herbarps
= Microsoft Windows NT

The adaptive security appliance comes with a local database that is stored on the security
appliance. A local database is the easiest to set up, but it does not scale beyond the smallest
network implementations, 1t lacks advanced features such as high availability and integration
with other user databases. Futhermore, the Cisco ASA adaptive security appliance supports
these server Lypes:

m  RADIUS is an extensible Internet Engineering Task Foree (IETF) protoeol that combines
authentication and authorization in a user profile. Inother words, authorization 1s always
performed in the same step as authentication. RADMUS uses atribute-value pairs to carry
data in both the request and the response {or the authentication, authorization, and
accounting transactions. RADIUS is extensible; many vendors of RADIUS hardware and
software implement their own varants by using vendor-specific attributes (VSAs). VSA
definitions from many other companies remain proprietary and ad hoe. The seeurity
appliance supports RFC VS As, Cisco VSAs, and Microselt VSAs.

m  TACACS-is a Cisco proprietary enhancement to the original TACACS specilication that
15 now publicly available in the form of a developer kit. Whereas RADIUS combines
authentication and authorization in a user profile, TACACS— separates the two operations.
TACACS~ offers multiprotocol support, such as [P and AppleTalk. Normal operation fully
encrypts the body of the TACACS— packets for more sgcure communications,

m  Lightweight Directory Access Protocol (LDAP) is a ubiquitous directory access protocol
that is used, among others, by Microsoft Active Directory,

B RSA SecurlD one-time password (OTP) solution uses two-factor authentication that is based

on something you know (a password or PIN) and something you have (an authenticator),
providing a more reliable level of user authentication compared to reusable passwords.

®  Kerberos 1s a secure authentication protoco! that is used in heterogeneous UNIX
environments, and in Microsolt Windows networking functions.

& Microsoft Windows NT-based authentication enables the security appliance to venfy user
credentials against existing Microsoft Windows NT servers.
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Summary

This topic summarizes the key points that were discussed in this lesson.
]

Summary

= Interface security levels and ACLs control acoess through the
Cisco ASA adaptive security appliance, and Cisco MPF
allows scalable configuration ef advanced firewall features.

= The Cisco ASA adaplive security appliance supports static
routes, RIF, OSPF, and EIGRP.

= NAT is opticnal by default. and inside NAT can be made
mandatory.

» Cisco ASA adaptive security appliance suppoerts varicus
types of NAT.

References

For additional information, refer wo this resource:

m  Ciseo AS4 5500 Series Configuration Guide Using the CLI, 8.2 at
hetp:/fwww. ciseocom/en/US/docs/seeurity/asa/asal2 /‘configuranon/guide/conlig html

1-22 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Lesson 2

Evaluating the Cisco ASA
Adaptive Security Appliance
VPN Subsystem Architecture

Overview

The Cisco ASA adaptive security appliance provides a deh set of virtual private network (VPN)
features that cover a wide range of common enterprise use cases o support mobile workers and
remote offices. This lesson introduees the VPN technologies and access methods that are
supported by the Cisco ASA adaptive secunity appliance; the integration of these access methods
in the Cisco ASA adaptive secunty appliance trafTie-forwarding engine and aceess control model;
and the ¥ PN licensing options of Cisce AS A adaptive security appliance appliances.

Objectives

Upon completing this lesson, you will be able 1o describe the Cisco ASA adaptive security
appliance VPN subsystem architecture. This ability ineludes being able to meet these objectives:

Degeribe the basic functions and features of a PKI

Describe the VPN technologies and key leatures of tunnel and clientless YVPNs

Describe the termination of VPN tralTic on Cisco ASA adaptive security appliance network
interfaces

Describe the packet flow in wonel and clientless VPNs

Explain the aceess contrel mode! in tunnel and clientiess VPNs

Describe the VPN feature licensing on the Cisep ASA adaptive security appliance with the
8.2.2 release



PKI Technology

This topic provides an overview of the deployment of the public key infrastrueture (PK1).
]

PKI Technology

The Public Key Cryptography Problem

= Ina VPN, public key cryplosystems can provide very strong
peer authentication services.

= Entities nead public keys of other entities before using any
RSA-based service:

— Over untrusted channels, public keys must be exchanged
securely.

— Public key must not be intercepted and changed during
key exchange.

= Authenticity of public keys of other entities is paramount.

VENs often use public key cryptography to provide sealable peer authentication. A commaon
publie key eryprography building block, digital signatures, is the foundation for many
authentication protocols that can run over untrusted networks.

Public key cryplography, most commuonly using the Rivest-Shamir-Adleman (RSA) algorithm,
uses key pairs of public and private keys for 118 encryption and digital signature processes. Both
procedures require an exchange of public keys between communicating entities. When venlying
adigial signature, the verifier needs to securely dtain the public key of the signing party. IT this
exchange is performed over untrusted channels, the public key must not be intercepted and
substituted by an anacker |a man-in-the-middie avaclk). While the key is public information, its
authenueity and integrity must be somehow guaranteed to ensure secure transport.
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PKI Technology

Manual Key Exchange with Verification

The simplest method for securely exchanging public
keys requires OOB verification:

* Read back the received key (fingerprint) over an OOB
channel (phone),

= [f itmatches. the key was not changed in transit.
= This method is not scalable.

o—— %
B3

Sumls ey of User &
Usara Uger B

(ne approach to solving this problem involves exchanging the publie keys in the clear over an
untrusted channel, but venlfying the received key out-of-band (O0OB) over another channel, for
example, by reading the publie key or its fingerprint ( hash digest) back over the telephone to
the sending party. This approach 1s rather cumbersome in practice and does not scale:

Also, public key exchanges must be made between any two communicating parties. This
arrangement results ina point-to=point “mesh of rust™ between parties. That is, i » parties
need to communicate with each other, the amount of public key exchanges increases as a
funetion of #*(n-1), which means that the number of exchanges becomes too large for even a
moderately sized system.
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PKI Technology

Trusted Introduction

* Users A and B have securely exchanged public keys (with
O0OB verification).

* Users B and C have securely exchanged public keys (with

QOB verification).

= Can users A and C exchangse public keys with the help of
user B7?

P Kery By ey Baic Kery Buoiio Kay
af User & of s G o User & of User &

]

F—— Sibike Ky Svivane May Siiz ey T S
o Uaar A o hsar A ofler B o User B afisar s aflse &

Attempts have been made to overcome this scaling problem. Pechaps the best known is the Pretty
Good Privacy (PGP) system, which 18 an email and file encryption system based on public key
eryprography. PGP uses an interesting concept of trusted introduction, where existing point-lo-
point key exchanges ean be tied together to soften the public key distnbuton problem.

In this example, users A, B, and C each have ereated a public and a private key pair of their
own. Additonally, the following conditions exist:

m  Users A and B have already seeurely exchanged their public keys by using the previously
mentioned methed (OB verilication or readback).

m  Users B and C have also securely exchanged their public keys with manual verilication.

At this point, users A and B (as well as users B and C) can securely exchange messages in their
point-to-point relationship. They ean either digitally sign them {or authentieity and integrity,
each with their own private key, with the other party verifying the signature with the
corresponding public key; or they can encrypt them with the public key of the other party,
which they already have.

Therefore, two point-lo-point secure channels are provided: between users A and B, and

between users B and C. Could this configuration allow the two channels 1o be used connect
users A and C directly into their own point-to-point trust relationship?
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PKI Technology
Trusted Introduction (Cont.)

User B can act 2s a trusted introducer, as it is trusted by both users A
and C:

= LUssr B agns pubiowey of cadr Awin dzoem privals Yey 8nd sends Ho usar £

= Ls=r B signa ponic key of user O win fa oWwn Dotvele d8y Bnd sands i asr AL

* UssraAzng Cocan verly o2 Sgnaturg, 331ney 2raedy nad puocuey of usar 8
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[t turns out that 1t can. User B can act as a trusted intreducer, as this user has a secure channel
with both users A and C. When users & and C need to exchange their public keys securely, they
ean do it with the help of user B, if that user is trustworthy to perform this procedure correctly.

L.

User B also digitally signs the public key of user C (which it has available loeally) and
sends it w user A,

User B digitally signs the public key of user A (which 1t has available loeally) and sends it
o user O,

User C can verify the signature of user B (as user C has the public key of user B), and can
consider the public key of user A to be authentic, if user C trusts user B.

User A can verify the signature of user B {as user A has the public key of user B), and can
consider the public key of user C 1o be authentic, if user A trusts user B,

©2010 Cigca Systems, Ins,
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PKI Technology
Trusted Introduction (Cont.)

Users A and C now haven the public key of each
other:

= User B is their trusted introducer,

Puniic Ky AL Ky P ¥oay Ao Kay Putiic Ky Pl mrp'
Filser B ol C ofilmarC of Lar A of Usar & of taer3

With this method, RSA public keys are signed by using RSA private keys to lacilitate the
secure exchange of public keys. Users A and C have now exchanged their public keys, with the
help of user B. The digita! signature of user B, which could be verified (as both users A and C
had the public key ol user B), was protecting the public keys of users A and C over an
untrusted network.

This “web of trust” principle can assume various tepologies of trust {combinations of point-to-
point trust) and 18, to some degree, scalable. However, its main pitfall lies in the fact that
possibly untrammed end users (users A, B, and C) make all the trust decisions and must not make
any mistakes.

The next logical step, which has much better scaling properties and provides better
manageability, is the use of a trusted third-party eryptographic protecol, which is a variant of
the trusted introduction approach.
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PKI Technology

Public Key Infrastructure: Certificate Authorities
PKl extends this concept and makes it scalable:

* There is anly one central trusted intreducer (the certificate
authority).

= The cerfificate authority signs the public key of everyone.
= Evaryone has the public key of the CA.

9
[ —— PR-CA
;ﬁ_ﬁ"l Corkiicats
Authosty
Suhizc ey FLI-CA.
afth

PRaA =T Erreme Ky FR-C
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The use of a trusted third-party protocal, with public key cryptography, 1s also based on the
digital signing of public keys and extends the concept of the trusted introducer. In this case,
however, there is only one central trusted introducer (called the certificate authority, or CA)
whao signs all the public keys in its population | for example, servers, users, routers, and so on).
Everybody trusts the CA (that is, has the public key of the CA, which is used o venfy
messages [rom the CA). The CA is a trusted third party—someone whom all participants trust
and have a secure channel with, based on digital signatures.

The figure illustrates a network where each entity has a pair of asymmetric eryptographic keys,
a public and a private key. Entities A and C are users who wish to communicate securely, and
the CA is the trusted third party, whom all users (ineluding users A and C) trust
unconditionally. Every entity—users and the CA—has a unique pair of keys: a private and a
public key, usually those of the RSA algorithm.
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Public Key Infrastructura: Cerificate Authorities (Conl.)
Every entity gets the public key of the certificate authority

2 Ewvery entity submits its public key to the certificate authority

= This initial step must be manually authenticated, or performed over

Every user in the system trusts the CA. In practice, this trust 1s aceomplished by digital

signing—what the CA signs is considered 1o be trusted. To venly future signatures of the CA,
each user of this system must first obtain the public key of the CA, which 1s freely distributed
among users, Users must obtam this public key in a secure manner, and be sure that the key 15

authentic. This step is usually called authenticating the CA.

To become a part of the system, all end wsers then encoll with the CA, that is, they submit their

public key and their name to the CA.
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Fublic Key Infrastructure: Certificate Authorities (Cont.)

» The ceriificate authority digitally signs submitted public keys
using its private key.
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Afier users submit their public keys and names, the €A verifies the identity and public key of
each enrolling user. If they are correet (authentic), the CA digitally signs the submitted
mnformation (name and public key) with its private key.

This process creates an identity certificate for the submutter: a piece of information that binds a
name ol'a PRI member to its publie key, packed into a standard format.

PKI Technology
Public Key Infrastructure: Certificate Authorities (Cont.)

= Signed public keys (identity certificates) are returned to
entities.
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Thoese signed documents, identity certificates, which contain the public keys (and name) of
each end user, are bound together by the signature of the CA. They are then returned Lo the
entity, which installs them and uses them until they expire or until they ave revoked.
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Public Key Infrastructura: Cerificate Authorities (Conl.)

* Entities can now exchange their certificates with each other
over an untrusted network.

= Areceived certificate is verified with the public key of the CA.
which each entity must have available locally.
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As every entity now has 1ts own document (identity certilicate}—containing its name and
public key, signed by the certificate authority—and the public key of the certificate authority, it
can verify any data that is signed by the certificate authority.

The entities can now {independently of the certificate authority ) establish point-to-point
relationships by exchanging information about themselves in the form of verifiable identy
certiflicates.

In practice, this means that the end users can, after enrolling with the CA and having 1t sign
their publie keys, mutually exchange certificates over-an untrusted network and use the digital
signature of the CA as the protection mechanism for the public key exchange, Again, the
signature ol the CA is trusted because it can be verilied (the entities have the public key of the
certificate authority ), and the certificate authority and its operations are (hopefully) secure.

MNote that the exchange of identity certificates does not prove the identity of someone.
Certilicates only provide assurance that a particular name s connected to a particular public
key. You can prove your identity by using an authentication protocol, which can in turn use
certificates (and the embedded public keys) in procedures that prove the possession by the
entity of the private key that eorresponds to the public key in the identity certificate.

The Public Key of the CA

The public key of the certificate authority is also distributed in the form of a certificate that is
issued by the €A stself. This is also called a self-signed CA certilicate, as the signer and the
holder are the same entity.
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* Public keys of entities, signed by the CA: certificates are
public (thatis, not secret) information

Canificats Format Varsion Wergion 3
Cartificate Saral Numbar 12457801
Signatuna Algodthm dentifier for CA RSA with SHA-1
esuer X.500 Name C=Li5 O-Cisco CN=CA,
Walldity Parod Starl =04/01/10
Expire = 0401/15

Bansion(s) (v3)

CRL Distrbution Points

X508 idently Derficaie

An idenuty certificate is therefore a document, which, in its essence, binds together a name of
the entity Lo its public key, and is signed by the certificate authority, so every other end entity
will be able to verify it

It is imperative to remember that certificates are not secret information and do not need to be
encrypted in any way—their only protection is a digital signature, which proves their
authentieity and integrity.

The following information is typical data that is found in an X 509 version 3 (X.509v3) identity
ecertificate:

®  The name or names of the certificate holder
®  The public key of the holder
m  The digital signature of the CA

Orher fields include the following information:

m  Certificate serial number

m  Certificate expiration data

m  Algorithms that are used 1o generate the signature

m  Exiensions, for example certficate revocation list (CRL) distribution points

X309 is the ubiquitous and well-known standard, which defines basic PKI data formats, such
as certilicate and CRL format to enable basie interoperability.

This format 15 already extensively used in the infrastructure of the Internet. It 1s used:

m  [tis used with secure web servers for website authentication in the Secure Sockets Layer
(S8L) protocol.

m It is used with web browsers lor services that implement client certificates in the S8L or
Transport Layer Security (TLE) protocols.
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m It is used with user mail agents that support mail protection using the Secure™ultipurpose
Internet Mail Extension (S/MIME) protocol.

m o [P Security (1Psec) VPNs where certificates can be used as a public key distribution
mechanism for Internet Key Exchange (IKE) RS A -based authentication.

The figure gives an example cenificate format, according o X.509v3,

PKI Technology

Certificate Revocation Checking

AAA Server Carfificate
Authorization

Aliet of revokad Revocatian information is. Prapoetary Cisca
mnificate sarial numbers  mmadiately pushed to lechnalogy thal is an
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sampad, CA-signad fiie
Pl entitias regulary poll  Enfities can quary the Entities can quary the

he CRL mpositany 1a OCSP garvar al any Lime  AS&Asarsr al any time ta
mcawve the curent GRL 1o check for validity of the  check far validity of the

moeived certificats rmcaived carificats
Awindowof sppatunily  Notwidaly daplayed Mot intagrated with the
Bir the attacker while PKl—raquires a saparats
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One of the main prablems that was solved by a PRI was scalability of public key exchange.
The second problem, which was also not solved by manual key exchange, was the problem of
key compromise. If a certain RSA private key has been compromised, all other entities have to
be signaled to no lenger trust that key (and ns corresponding public key).

Certificate Revocation Lists

A PKI can offer a simple solution by using CRLs, which contain a list of all certilicates that are
no longer valid (that 1s, revoked). The CRL is signed by the CA and i8 time-stamped with a
defined lifetime. 1t is stored on an HTTP server, a Lightweight Directory Access Protocol
(LDAP)-accessible directory, on a Simple Certificate Enrollment Protocol (SCEP)-enabled web
server, or some other available location.

1t is the duty of the PK1 end user to obtain a fresh CRL after the old one has expired, and to
compare any certificates it wants to use against the current CRL.

A certificate is placed on a CRL of it 18 no longer considered trusted. A revocation of trust ¢an
be caused by many reasons:

®  Private key compromise
m  Contract termination for that PKI user
m | ossof private keys due to memory loss

m  Device replacement
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A CRL ean be a single list (monolithic), which can become very large, or broken up into
several smaller CRLs (multipart CRLs), accessible via different distribution points (different
servers). The CRL distribution point URL for a certificate is listed in the certificate itself.

Online Certificate Status Protocol

The main weakness of CRLs is the faet that they may contain stale information, as they are
1ssued periodically, usually every couple of hours. If a key is compromised in the middle of that
period, and a new CRL isissued soon afterward. There 15 a window of vulnerability when this
eompromised key can be used by the attacker, while the endpoints stifl use the old CRL {unul it
expires), which does not contain the compromised key.

The Online Certificate Status Protocol (OCSP) is a protocol for real-time verification of
certificates agamnst a database of revoked certificates. Upon receipt of a certificate for another
user, the end user or deviee gueries the OCSP server in real ume to verify whether the received
certificate has not been revoked. This approach eliminates the weakness of CRLs, but it
requires a highly available OCSP server infrastructure. OCSP is not yer widely used in the
network infrastructure.

AAA-Based Certificate Authorization

Cisco supports & propoetary method using the authentication, authorization, and accounting
(AAA) infrastructure, which you can use as an alternative to OCSP, By using the TACACS~
protocal, some Cisco devices can query a capable AAA server lo determing revocation
information in real time. This method provides real-time revocation information, but it requires
the maintenance of & separate revocation database on the AAA server, as it 18 not integrated
with common PKI revocaton mechanisms.

MNote Verification of certificates against a database of revoked cerlificates is technically not
required, but it is highly recommended.
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Using Certificates in Network Applications

* The PKI provides a system for secure exchange of public
keys:

— Entities can establish peint-to-point trust withcut previous
mutual contact

— Accessto the CA is not required (except for revecation
checking)

= Everything else is up to the application—authentic public
keys can be used to:

— Encrypt email
— Authenticate IKE or IPsec peers
— Authenticate web servers

— Authenticate an IP phone to a Cisco Unified
Communications Manager

— Distribute symmetric session keys

With the introduction of the trusted third-party protecol, an eflicient public key distribution model
has been created. Every end entity receives its own public key that 1s signed by the CA, which
acts as a rusted ntermediary. The devised system is the under!ying technical mechanism ol a
BK1, a service framework that 18 needed to support large-scale public key-based technologies:

A PKI provides a hierarc hical framework for managing the digital security attributes of
entities that will engage in secured communications. In addition to human users, there are
eneryplion gateways, secure web servers, and other resources that require close control of
identity and eneryption.

PKl provides customers with a scalable, secure mechanism {or distributing, managing, and
revoking encrypiion and identity information in a secured data network. Every entity (a person
or device) participating in the secured communications is enrolled in the PK 1 in a process in
which the entity generates an RSA key pair (one private key and one public key). The entity
has its identity validated by a trusted entity (also known as a CA or trustpoint).

Public Key Exchange Scalability

This system has considerably reduced the scaling complexity of public key exchange. Before
this protocol was used, all possible pairs of entities needed to establish point-to-point trust,
causing O n7) scaling properties. Now, every entity establishes point-to-point trust with the
certilicate awhority only and trusts all other enuties, which have certilicates that are issued by
the same authority. This process scales linearly and only requires a single procedure for each
new user or device. All other relationships are automatically derived from relationship of each
user to the certificate authority.
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What Does a PKI| Enable?

lvis extremely important w realize that a PKI is only a mechanism o securely distribute public
keys between end users or entities. W hat you do with a particular public key of another entity is
entirely up to the application itsell. Applications that use PKI include the following:

m  Email clients, which can look up other people certificates in a directory, verify them, extract
the public key, and use it to send encrypted mail to another person without prior contact.

® VPN routers, which each have a centificate of their own and exchange them over an
untrusted network when initially setting up a VPN tunnel. The public key inside a
certificate is used to challenge the other peer to provide proof of the corresponding private
key, and therefore authenticate it

m Web servers, which have certificates that are issued by well-known Internet CAs. Web
clients {Microsoft Windows operating system and brow sers) have embedded the CA
certificates of those certificate authorities, They can verify the identty of a web server by
requesting its certificate at the beginning of the HTTPS session, and verify it by using an
appropriate locally available (embedded) CA certificate. They can then extract its public
key, and use this information to challenge the server to provide proof of its private key
(usually by sending it a random piece of data that is encrypted with the public key {rom the
certilicare, and vecilying that the server can decrypt it), which authenticates the server.

= |nthe same way as web servers, the Cisco Unified Communications Manager authenticates
ta the IP phone, and the IP phone to the Cisco Unified Communications Manager when
using TLS-protected signaling.

m  Additionally, atrusted public key from a certificate can be used to securely transport a
symmetric (session) kev of a symmetric algorithm (for example, Triple Data Eneryption
Standard [3DES], Advanced Eneryption Standard [AES], and keyed Secure Hash
Algorithm | Hashed Message Authentication Code [SHA-1 HMAC]) o the other party.
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Comparison of Cisco ASA Adaptive Security
Appliance VPN Technologies

This topic describes the VPN architectures and technologies that are supported on the Cisco
ASA adaptive security applignee: rémote access VPNs and site-to-site VPNs, using either SSL
VPN or [Psec VPN technology.
P
Cisco ASA Security Appliance VPN
Technologies

Remote access VPNs Site-to-site VP Ns

« Connectsites asa

= Connect mobile users to ;
eplacemeant for a classic
WAN

protected resources

= Use client aumenticamn = ke peer (site)
and cryptographic path authentication and
protection eryptographic path
protection

= May require various user-

focused security controls * Reguire basic netwark

fraffic controls

= Must support any » Often wark aver controlied
connectivity method and retworks (MPLS) ar Internet
traverse any netwark backbones

* Often require high
availability and performance
guarantees (QoS)

Ciaon ASA VPN Bareees

Enterprises usually deploy VPNs in two distinet use cases: remote access VPNs and site-lo-site
VPN

Remote access VPNs generally connect individual remote users, be it enterprise employees,
CONLEACLOCS, partners, or customers, Lo a set of protecied reseurces in the enterprise internal
network or a perimeter, extranet, or demilitarized zone bufTer network. Remote access VPNs
use strong client authentication, forcing remote users to prove their identity, and
cryptographie data transmission protection across an untrusted transport network, usually the
Internet. Most remote access VPNs require various security controls in addition to
authentication and transmission protection. Often, VPN gateways will strictly limit aceess to
sensitive resources; may request that remote vsers download additional security controls from
the enterprise network: and may assess the security posture of remote clients before allowing
access. Additionally, remote aceess VPNs must support any kind of elient connectivity, as
long as it has routed 1P access o the VPN gateway. Remote access VPN users often operate
in environments that do not natively support or allow VPN connectivity, such as behind
lirewalls ol other enterprises.
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Enterprises use¢ site-to-site WPNs a8 a replacement for a classic routed WAN, 1o either connect
geographically dispersed sites of the same enterprise, or o connect 1o their partners over a
public network, lowering cost and providing scalable performance mn the process. These site-to-
site VWPNs authenticate VPN peers, network devices that provide VPN lunctionality on behalf
of an entive site, and provide transmission security between sites over an untrusted network,
such asthe Internet or a Multiprotocol Label Switching (MPLS) WAN, To control traffic
flowing over site-to-site VPNs, VPN devices use basic firewall-like controls to limit
connectivity and prevent tralTio spoofing. These networks often work aver more controlled
transport networks, and usually do not encounter many problems with traflie filtering in
transport networks between VPN endpoints. However, as these networks provide core
connectvity in an enterprise network, they often have to provide high-avaslability and high-
performanee funetions to critical enterprise applications,
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Cisco ASA Security Appliance VPN
Technologies (Cont.)
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Ciaoo ASA VPN Techaoingies

The Cisco ASA adaptive security appliance supports various remete access VPN and site-to-
site VPN technologies, differing both in the manner that these technologies encapsulate user
waffic, and the way in which they provide transmission protection.

There are two major modes of user encapsulation:

Full unneling VPNsrequire VPN client soltware (remote access VPNg) on the remote
computer, or dedicated VPN devices (site-to-site. VPNs) to enable complete routed [P
aceess to protected resources. The full-unneling-mode VPN connections behave similarly
to dedicated point-to-point links over the untrusted transport network.

By using clientless VPNs deployment mode, available in remote aceess SSL VPNs,
organizations have the additional fexibility of providing remote aceess to protected network
resources even when the remote device is not managed and has no VPN client software. [n
clientless 881 VPN deployment, users only require a web browser acting as a VPN client,
and the VPN gateway acts as a proxy deviee to protected network resources, providing a web
porial interface with which remote users can navigate the network. Although easier to deploy
than full tnneling remote access VPN, clientless SSL VPNs provide only limited
application access and may pose additional security risks to the enterprise.

There are two primary encapsulation methods for deploying VPNs: using SSL, TLS, or
Datagram Transport Layer Security (DTLS), or IPsec coyprographic encapsulation protocols.
Both provide comparable transmission security [eatures.

The Cisco ASA adaprive security appliance supports the following types of remote access and
site-Lo-site VPNs:

Clientless remote access SSL VPNg
Full tunneling client-based remote access SSL VPN
Full tunneling client-based remote access 1Psec VPNg

i(Full tunneling) Site-to-site [Psec VPNs
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Cisco ASA Security Appliance VPN
Technologies

IPsec VPN Bullding Blocks
* Defined in RFC 4301
* Combines three protocols into a cchesive security framework

Provides en ancepauiafion for
encryplion and suthentication
of user yaffic

|Psec is designed to provide interoperable, high-guality, and eryptographically based
transmission security to 1P ralTic. Defined in REC 4301, Securiny Architecture for the Intemet
Protocol, | Psec offers access contral, connectionless integrity, data origin authentication,
protection against replays, confidentialivy, and limited tralfic flow confidentiality. These
serviees are provided at the [P layer, offering protection for [P and upper-layer protoeols.

[Psee provides seeurity services at the 1P laver by enabling a system that selects required
security protocols, determines the algorithm (or algorithms) to use for the service (or services),
and puts in place any cryptographic keys that are required o provide the réquested services.
|Psee can protect one or more paths between a pair of hosts, between a pair of security
gateways (usually routers or frewalls), or between a security gateway and a host.

The [Psee protocol provides 1P network layer encryption and defines a new set of headers to be
added to [P datagrams. These new headers are placed after the [P header and before the Layer 4
protocol (typically TCP or UDP). The new headers furnish information for securing the
payload of the IP packet.

|Psec combines the following security protocols:
s |KE provides key management to [Psec.

s Authentication Header ( AH) defines a user traffic encapsulation that provides data
integrity, data origin authentication, and protection against replay to user traflic.

m  Encapsulating Security Payload (ESP) defines a user traffic encapsulation that provides
data integrity, data origin authentication, protection against replays, and confidentiality to
user traffic.

You can use AH and ESP independently or together, although for most applications just one of
them (ESP is preferred, and AH s largely considered obsolete) is sufficient.

MNote AH is not supported on the Cisco ASA adaptive security appliance.
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IPsec Security Associations

The concept of a security association (SA) is fundamental to IPsec. Both AH and ESP make use
of SAs, and a major function of IKE is to establish and maintain SAs,

An SA s a simplex description of current trafTie protection parameters (algorithms, keys, trafTic
specilication, and so on) that are to be applied to specific user traffic flows. Security services
are provided to an A by the use of either AH or ESP. If AH or ESP protection is applied toa
traffic stream, two (or more) $As are créated 1o provide protection to the traffic stream. To
secure Lypical, bidirectional communication berween two hasts or between two security
gateways, two SAs (one in each direction) are required.

Cisco ASA Security Appliance VPN
Technologies

Internet Key Exchange
RFC 2408, runs over UDP to destination port 500

IKE Phase 1 KE
(Creates an IKE Ba

BA)

Main Moda Quick Moda
ar i

Aggressive Moda

ejeg anoag

Peers negotiate a secure, IPsec SAs ere negotiated to
authenticated key protect user traffic.
managementchannel. p

IKE 15 a hybrid protocol that is defined by RFC 2408 that uses parts of several other protocols
{ Internet Security Association and Key Management Protocol [1SAKMP], Oakley, and
SKEME) woautomatically establish a shared security policy and authenticated kevs lor services
that require keys, such as 1Psec, IKE creates an authentieated, secure connection (defined by a
separate IKE SA that is distinet from [Psec SAs) between two entities, and then negotiates the
SAs on behalf of the |Psec stack. This process requires that the two entities authenticate
themselves to each other and establish shared session keys that 1Psec encapsulations and
algorithms will use to transform eleartext user trafTie into ciphertext.

Note A potential point of confusion is that the scronyms ISAKMP and IKE are both used in Cisco
105 Software to refer to the same thing. W hile these two items are somewhiat different, they
can be considered a8 eguivalent in this course.
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The following are reasons to implement IKE in your 1Psec configuration:
m Scalability

Manageable manual configuration

SA characteristics negotiation

Automatic key generation

Automatic key refresh

IKE Phases

|KE operates in two distinet phases:

®  Phase 1! The two IKE peers establish a secure, authenticated channe! with which to
communicate, and establish shared keying material using a iffie-Hellman key exchange.
This channel 18 known as the IKE (or ISAKMP) SA. Phase | can operate in either main
mode or aggressive mode.

&  Phase 2: In Phase 2, additional SAs are negotiated on behalf of services such as [Psec or
any other service that needs key material or parameter negotiation, or both. The [Psee
session keys are; by default, derived from the iniual keying material that is obtained in the
Phase | DifTie-Hellman key exchange. Optionally, they can be created by using new,
independent Diffie-Hellman key exchanges if the perfect forward secrecy (PFS) leature is
enabled. This Phase 2 exchange is called the IKE quick mode, which is one of two modes
of IKE Phase 2. The other mode is the Group Domain of Interpretation (GDOL) mode that
15 used by Group Encrypted Transport (GET) VPN Iuis supported on Cisco 1OS routers,
but not supported on the Cisco ASA adaptive security appliance.

IKE Main and Aggressive Mode

In Phase 1, IKE can operate in either main or aggressive mode. The major characteristics of
these modes are as follows:

®  Main mode allows for more {lexible IKE protection poliey negotiation, and always protects
peer identity (that is, an eavesdropper cannot learn about the identity—name—aof the
entities that communicate by using IKE). A downside of IKE main mode is that it does not
support dynamically addressed peers when performing pre-shared key (PSK)
authentication, but it supports them with PR1-facilitated authentication. The only notable
exception is when wildeard PSKs are used, which are strongly discouraged.

®  Ageressive mode does not allow much IKE protection policy negotiation, and it does not
protect peer identities—the names of communicating peers are sent over the untrusted
network in the elear. The major benefit of aggressive mode is that it supports PSK
authentieation for dynamically addressed peers, using names (and not 1P addresses) 1o
associate credentials o a particular peer.
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Cisco ASA Security Appliance VPN
Technologies

Encapsulating Security Payload
« RFC 4303, IP protocol 50

Tunnel Mode ESP

l-— Enzryaied —
Aheni R el —

The ESP encapsulation 1s designed to provide a mix of security services in [P version 4 (1Pv4)
and [P version 6 (1Pv6). ESP provides confidentiality, authenticity, integrity, and antireplay by
encrypting, sequencing, and authenticating the data that is to be protected, placing the
encrypted data in the data portion of the |P ESP payload, and the sequencing and authentication
tags at the end of the ESP-encapsulated packet.

ESP isdefined in RFC 4303, [P Encapsulating Secuvity Pavload (ESP).

MNote Using ESP increases the IP protocol processing costs in participating systems and increases
the communication latency. The increased latency is primarily due to the encryption and
decryption that are generally performed for each IP datagram that contains ESP.

In wnnel mode, the ESP header s mserted after the tunnel 1P header and before an
encapsulated [P header. The Internet Assigned Numbers Authority (IANA) has assigned [P
protocol 50 1o ESP, The header immediately preceding an ESP header always contains the
value 50 in its Next Header ([Pv6) or Protocol (1Pv4) field. ESP consists of an unenerypted
ESP header that is followed by encrypted data.

Tunnel mode encapsulates and protects an entire [P packet. Because unne! mode encapsulates
or hides the original [P header of the packet, a new [P header must be added for the packet to be
successfully forwarded. The encrypting routers own the [P addresses that are used in these new
headers. Using tunne!l moede leads 1o additional packet expansion of approximately 20 bytes that
is associated with the new [P header,
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Technologies

S3Land TLS

* Originally developed in 1994 by Metscape Communications
to protect web transactions:

— |ETF enhanced S5L and named it TLS.

— TLSv1.0is an evolution of S5Lv3.0.

— TLSv1.0 is desecribed in RFC 2248.

= S5L/TLS is designed to:!

= Authenticate server 1o client using a X.509 certificata.

— Authenticate client to server using a X.509 cerificate
(optional ).

— 3elect common cryptographic algarithms and generate
shared secrets.

— Establish a protected SSUTLS tunnel for TCP or UDP
sonnections or application data.

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (S8L), are
cryptographic protocols that provide transmission security for communications over nebworks
such asthe Internet. These protocols are commonly used in applications like web browsing,
electrome mail, and VolP.

The SSL protecol was onginally developed by Netscape in 1994 1o protect web transactions.
Netscape continued the development of SSL untl version 3.0, which had been released as
Internet drafl in 1996. In January 1999, the Internet Engineering Task Foree (IETF) adopted
the S8L protocol and ealled it Transport Layer Security, or TLS. TLS is also known as 851
version 3.1,

Note Note that TLS version 1 (TLSv1] is not compatible with 35L version 3.0 because TLS uses
Diffie-Heliman and Digital Signature Standard (0S5), while 551 uses RS4A. See RFC 2246
Tor further details.

Currently, almost all web browsers have implemented SSL version 3 (85Lv3) or TLSv1. Many
other applications, including Ciseo VPN Clients, also use SSL/TLS for transmission protection.

SSL/TLS provides endpoint authentication both for the elient and the server; data encryption Lo
ensure that it is only readable by the intended recipient; and data integrity and data
authentication to ensure that the data has not been modified 10 transit. These services allow
traffic to be protected as it traverses public network segments such as the Internet.

SSLTLS is designed to do the following:

®  Authenticate the server 1o the client
Authenticate the client to the server (optional)
Select joint eryprography algorithms

Generale shared secrets

Establish a protected path (an S5L/TLS tunnel) to provide protection to applications data or
TCP and UDP connections
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The S5L and TLS protecols work in two distinet planes: the session establishment phase. in
which the negotiation of parameters and peer authentication takes place, and a data transfer
phase that provides a protected path between the client and the server. Both of these phases
oceur inside the SSL/TLS Record Pratocol.

SSL/TLS Session Establishment and Key Management

Phase 1: Establish Client-Server Security Capabilities

In phase 1 (imitated by the client), hello messages are exchanged between the elient and the
server Lo negotiate parameters, including authentication and encryption algorithms: These
messages include whether RS A or Diffie-Hellman will be used as the key exchange method.
The following key exchange methods are supported:

m RSA where a shared seeret 18 enerypted using the public key of each other.

= A Nixed DifTie-Hellman key exchange, which relies on a fixed public-Diffie-Hellman value

that 15 contained in a certilicate.

®  Anephemeral DilTie-Hellman key exchange, which uses the actual publie-DifTie-Hellman
value that is signed with the private key of the sender. This method provides the best
protection because every session will have a different set of generated keys.

®  Ananonymous Diffie-Hellman key exchange, without certificates or signatures. This
method cannot prevent man-in-the-middle attacks and should be avoided.

Phase 2: Server Certificate and Key Exchange

In phase 2 (initiated by the server), one- or two-way authentication between the client and the
server 18 performed. The server begins this phase by sending its certificate to the client. Unlike
maost other authenticated solutions where secver authentication is typically optional, with HTTP
and SSL, itis client authentication that is optional. A premaster key is also sent by the client
using the public key of the server Lo start protecting the session il RSA 18 used.
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Phase 3: Client Certificate (If Required) and Key Exchange

In phase 3 (initiated by the client), if client authentication is required, the client sends its
certificate to the server, the session key 15 calculated, and the cipher suile is activated.
HMAC 15 used to protect the integrity of the data transfer using either keyed SHA-1 or keyed
Message Digest 5 (MD3). Confidentiality is provided using Data Encryption Standard (DES)-
40, DES-Cipher Block Chaining (CBC), 3DES-Encrypt-Decrypt-Encrypt (EDE), 3DES-
CBC, RC4-40, or RC4-128.

Phase 4: Finish
o phase 4, the data transfer starts, beginning with the exchange of session keys.
Session keysare created either using:
m  RSA where a shared secret is enerypted using the public key of each other.

m A fixed Dilfie-Hellman key exchange, which relies on a fixed public Diffie-Hellman value
that is contained in a certificate,

s Anpephemeral Diffie-Hellman key exchange, which uses the aetual public Diffie-Hellman
value that is signed with the private key of the sender. This method provides the best
protection because every session will have a different set of generated keys.

®  Apanonymous Diffie-Hellman key exchange, without certificates or signatures. This
method cannot prevent man-in-the-middle attacks and should be avoided.

Each SSL session is uniguely identified by a session 1D that is exchanged during the
authentication process, The SSL session 11 is used to differentiate between new and old
sessions. (Od sessions might exist because session 1Ds can be cached, but usually not longer
than 24 hours.

SSL also has the ability to resume a previously negotiated session 1if TCP communication
between a client and a server 15 interrupted. During the initial exehange between the SSL client
and the server, the server gives the client a session 1D that helps the server keep track of that
SSL session. The client can ask that the server resume the SSL session without having to
renegoliale parameters.
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SSL server-side authentication is used when a client needs to verify the identity of a server.
This type of authentication 1s commonly used for servers that require secured transactions to
pratect user data or account nformation for online purchases.

The elient starts the exchange by sending a elient hello message to the secver to let the server
know that the client wants to establish secure communications. [t also proposes a list of security
parameters (cipher suites) that the client would like to use.

The server sends a server hello message that informs the elient of the preferred cipher suite.
In addition, it tells the client that the server is willing to proceed with the 851 negotation.
The server replics immediately with a certificate message (carries the public key certificate of
the server).

A trusted certificate authority (CA), such as VenSign, typically 1ssues this server-side
certificate. The client must verily the certificate wo ensure that it has been issued by a trusted
CA, hasnot expired, or has not been revoked.

The server then sends a server hello done message to the client. This message tells the client
that the server has finished its part of the initial negotiations.

The client generates random numbers to use as a shared session key. In a client key exchange
message, the client enceypts the session key with the public key of the server and sends the
result to the secver. The client depends on the ability of the server to decipher the client key
exchange message to verifly the identity of the server.

The client now sends a change cipher spec message that tells the server 1o activate the negotiated
cipher suite. Fromnow on, all messages from the dient are encrypted using the algorithm from
the server hello and the session key in the client key exchange. The client sends an enerypled
finished message, which ensures that both parties use the same eryptogmphic algorithms and
parameters. The negotiation is considered to be successful when the message that lollows the
change cipher spec of the elient is successfully deerypted as a finished message.

The server sends a change cipher spec message that tells the client thar all subsequent messages
from the server will use the negotated secunty. The server then sends its own {inished
message, which enables the elient to confirm that the negotiated security is in place.
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CUptionally, the server can authenticate the client, in addition to the server being authenticated.
Authenticating the client ensures that the user 15 allowed to connect 10 the requested network

respurce. Client-side authentication 1s common when connecting end users to a remote access
VPN using SSL.

When an SSL client must be authenticated in addition to the server, the protecol flow is almost
the same. There are only a few additional required exchanges.

After the server sends its certilicate to the chent, the server will request that the client send its
certificate in return. Alter the elient sendsthe client key exchange, the elient sends a certificate
verily message. The client enerypts a known piece of plaintext by using its private key. The
server uses the client certilicate to deerypt the message. Successful decryption of the message
indicates to the server that the client has the proper private key.
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The SSL/TLS Record Protocol provides cryptographic envelopes to data that is transferred
between the SSL/TLS client and the SSL/TLS server. Application data is split into discrete
chunks that are cryptographically protected, and a header and trailer are added. A series of 831
records is then forwarded to the TCP or UDP layer that provides a transmission for the session.
The UDP encapsulation s defined in the IFTLS standard that provides a econnectionless
transport serviee that can efTiciently transport real-time data.

Note CTLS iz described later in the course.

Four record types are defined to implement signaling and secure data exchange, One record
containg up to 16,384 data bytes. Special record types are used for handshake, signaling cipher
change, and alert messages. Each record consists of a header, a data portion, and an HMAC,
Both the data and the HMAC are encrypted. Optionally, the data can also be compressed.
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The first remote access VPN architecture that is supported by the Cisco ASA adaptive security
appliance 15 the full tunneling (chient-based) remote access SSL YPN architecture. In this
architecture, remote users use the Cisco AnyConnect VPN Client to establish an SSL/TLS
tuaned with the Cisco ASA adaptive security appliance. After bidirecuional authenucation, the
appliance applies a set of authorization and accounting rules wo the user session, and may
deploy advanced security controls, such asa posture assessment using Cisco Secure Deskiop to
the VPN session. Aflter the security appliance establishes an acceptable VPN environment with
the remote user, the user can Forward raw 1P tralTic mto the SSLTLS winnel, as the Cisco
AnyConneet client ereates a virtual network interface on the chient 1o provide this functionality.
The client can use any application Lo aceess any resource behind the Cisco ASA adaptive
security appliance VPN gateway, subject 1o gecess rules applied to the VPN session.
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The full tunneling remote access SSL VPN architecture has the following benefits:

[t supports any [P application without application modification. As any full unneling VPN,
its transparency creates the illusion of being in the protected network and having
unrestricted aceess to resources, policy pemmitting.

[t does not reguire any user training, except for ninating and termimating the VPN
connection.

[t supports low-latency forwarding and enables the use ol real-time applications, such as [P
voice and real-time video. The use of DTLS encapsulation is recommended to support such
applications.

It ean traverse most (irewalls and Network Address Transtaton (NAT) devices, as the SSL
VPN encapsulation uses the HTTPS port (TCP port 443) and is indistinguishable from an
HTTPS session w the transport network operator.

Asatis limited to users having the Cisco AnyConnect VPN Client, it 1s mostly used on
managed deviees that are typically more trustworthy compared to unmanaged devices.

The auto-update feature enables the security appliance to automatically push updates 1o the
Cisco AnyConnect clients.

However, the full tunneling remote access $SL VPN architecture Kas some limitations:

[t requires that users install the Cisco AnyConneet VPN Client on their systems.

[t requires administrative privileges o initially install the VPN client application, as the
VPN client needs to modify the local network interfaces and 1P stack in order to work.
Auto updates do not require administrative privileges.
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The second remote access SSL VPN architecture that 1s supported by the Cisco ASA adaptive
security appliance 15 the clientless remote access S5L VPN architecture. In this architecture,
remote users use the web browser to establish an S5L/TLS session with the Cisco ASA
adaptive security appliance. After bidirectional authentieation, the user i1s presented with a web
portal, and the Cisco ASA adapuive security appliance applies a set of authorization and
accounting rules for the user session.The appliance may also deploy advanced security controls,
such as a virtual desktop or a posture assessment o the VPN session.

Clientless 881 VPNs do not offer the full network access that 1s provided by full tunneling
WPNs, To enable remote users W acceéss enterprise applications, the secunty appliance acts as a
proxy. It transforms web and some nonweb applications so that they can be 88 L-protected. The
security appliance offers several technigues to facilitate resource and application access:

m  URL and Common Internet File System (CIFS) file access is provided. When the client
browser establishes the SSL session and the user authenticates, the gateway can present a
page with resource bookmarks. These bookmarks allow the user Lo access preconfigured
web pages or [ie shares. The user can also enter the address of the respurce and be
redirected to it.

m  Applications plug-ins, also referred 1o as thin-client connections, exist for well-known
applications, such as Route Discovery Protocol (RDP), Telnet, Citnx, Virtual Network
Computing (Y NC) and Secure Shell (SSH), They allow the user to launch a Java application
plug-in inside the browser and connect Lo an internal server mnning that application.

m  Port forwarding provides aceess to TCP-based applications by mapping application-
specific ports on the remote computer to application=specif{ic ports on internal servers, Port
forwarding requires a downloaded Java applet that listens to ports on the client machine
and then to forwards the connection to the gateway.

®  Smart wnnels are connections between an application and a remote site, using a clientless
SS5L VPN session as the pathway. A successor technology to port forwarding, smart tunnels
do not require administrator privileges on the remote computer. Clientless VPN users can
run Winsock2 TCP applications just like full tunnel SSL VPN client access.
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m  Theemail proxy feature allows users of SSL/TLS-cnabled email clients to use the security
appliance as an SSLTLS proxy, by configuring their email clients to authenticate to the
security appliance, which in turn forwards their sessions Lo internal secvers.

These technigues are covered in detail later in the course.

Cisco Secure Desktop

The Cisco Secure Desktop is a security control that can provide virtual desktop and posture
assessment leatures to Tull wnnehing or clientless SSL VPNs:

m The Secure Vault feature encrypts the data and liles that are associated with or downloaded
during the remaote session into a secure desktop partiton. It also presents a graphical
representation of a desktop that includes an image of a lock to signify a sale environment in
which the remote user can work:Upon session termination, the partition is deleted.

m  The Host Scan module installs on the remote device after the user connects to the security
appliance, before the user logs in. It checks for the presence of required end-system
software, including antavirus, personal firewall, and antispyware applications and updates.

m  They Keystroke Logger Deteetion and host emulation detection module denies VPN aceess
when it detects the presence of a suspected keystroke logging application or a host emulator.

Cisco Secure Deskiop functionality is available for all types of SSL VPNs, but 15 not supported
for [Psec VPNs.
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The clientiess remote access 3SL VPN architecture has the following benefits:

® |t can traverse most firewalls and NAT devices, as the S5L VPN encapsulaton uses the
HTTPS port ( TCP port 443) and 15 indistinguishable from an HTTPS session to the
transport network operator.

®  [trequires that users mstall a VPN elient on their systems,

®m [t requires administrative privileges to install the VPN clientapplication, as the VPN elient
needs to modify the local network interfaces and |P stack in order to worke.

m  [rallows access [rom endpoints that are not enterprise managed.

However, the clientiess remote aceess SSL VPN architecture has some limitations:

m [t does not supportall [P applications, although the majority of web-based elient-server
enterprise applications are supported.

® It may require user raining, as the manner in which users aceess some resources may
change.

m [t does not support low-latency Torwarding and the use of real-time applications due to its
Proxying nature.
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The third remote access VPN architecture that 1s supported by the Cisco ASA adapuive security
appliance is the full tunneling (client-based) remote access 1Psec VPN architecture. In this
architecture, remote users use the Cisco SSL VPN Client to establish an [Psec tunne! with the
Cisco ASA adapuive security appliance. Just like with the unneling remote access 851 VPN,
after bidirectional authentication, the Cisco ASA adaptive security appliance applies a set of
authorization and accounting rules to the user session. After the Cisco ASA adaptive security
apphiance establishes an acceptable VPN policy for the remote user, the remote user can
forward raw IP trafTic into the [Psec wnnel. The client ¢an use any application to access any
resource behind the Ciseo ASA adaptive security appliance VPN gateway, subject o access

rules that are applied to the VPN session.
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The full tunneling remote aceess |Psec architecture has these benefits:

Lt supports any 1P application without application modification.

It does not require any user aining, except for nitiating and terminating the VPN
connection.

Lt supports low-latency forwarding and enables the use of real-time applications, such as [P
voice and real-time video, as [Psec 15, by default, a connectionless protocol.

Because it 1s limited to users having the [Psec VPN client, it is mostly used on managed
devices that are typically more trustworthy than unmanaged devices.

It does not reguire a license.

However, a full unneling remote-aceess [Psec VPN architecture has some limitations:

It requires that users install a VPN elient on their systems.

It requires administrative privileges to install the ininal VPN client application and for the

updates.

It has issues traversing many firewalls, as 1Psec and IKE traffic may not, by default, be
allowed across enterprise lirewalls, behind which a remote user may be located.
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Enterprises ofien want to secure the communications between dilferent branches of the same or
different organizations using (full tunneling) site-to-site YVPNs. The Cisco ASA adaptive
security appliance supports 1Psec as the encapsulation method for site-to-site VPNs. [talso
nteroperates with standard IKE and [Psec VPN peers; such as Cisco 108 Software routers and
third-party [Psec VPN deviees.

In this architecture, remote networks use an [Psee VPN deviee, a VPN gateway, to establish an
[Psee unnel with the Cisco ASA adaptive security appliance. The Cisco ASA adaptive security
apphance applies a set of authorization and accounting rules to the VPN session, and forwards
raw [P trafTic from and to the 1Psee tunnel. The remote network can use any application Lo
aceess any resource behind the Cisco ASA adaptive security appliance VPN gateway, subject
to access rules that are applied to the VPN session.

The security appliance lacks, however, the advanced functionality that is provided by Cisco

108 Soltware, such as virtual unne! interfaces (VT1s8), Generic Routing Encapsulation { GRE)-
over-1Psee tunneling, Dynamie Multipoint VPNs (DMVPNs), or GET VPN,
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The full tunneling site-to-site [Psec architecture has the following benelits:
®m |t supports any 1P application without application modification.
® |t does not require any end-user raining.

®m |t supports low-latency forwarding and enables the use of real-time applications, such as 1P
voice and real-time video, as [Psec 15, by default, a connectionless protocol.

The full tunneling site-to-site [Psec VPN archutecture 1s limited in that, like remote access [Psee
WPNs, 1t has 1ssues traversing many firewalls. This limitation oceurs because |Psec and IKE
raffic may not, by default, be allowed across enterprise firewalls,

IPsec and NAT

VPN connections can be subject to a NAT or Port Address Translation (PAT). This translation
15 most commoen when the computer of 2 user or 2 VPN device is attached o a network where
private addresses are used,

In [Psec VPNs, encrypled traffic is carried inside ESP, the IP protocol number 50. There are no
port numbers in the ESP header that could be used for PAT mapping. Therefore, workarounds
have been designed to overcome this limitation:

m  Standards-based NAT-Transparency, also called NAT-Traversal (NAT-T), which
encapsulates IKE and ESP into UDP to traverse NAT gateways, il these are detected along
the VPN transport path

m  UDP or TCP encapsulation from Cisco

A standards-based 1Psee over UDP encapsulation, NAT-T performs two tasks: it detects
whether both ends support NAT-T, and it deteets intermediate NAT devices along the
transmission path. During IKE Phase |, the client and |Psec gateway exchange vendor
wdentification (VID) packets. A NAT-T VID must be sent and received by both ends in order
for the NAT-T negotiations to continue,
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Next, two NAT discovery (NAT-D) packets are sent in each direction. Each NAT-D payload is
a hash of the priginal [P address and port number: one NAT-D packet for the source [P address
and port number, and another for the destination [P address and port number. After receiving
the NAT-D packets, both ends compare the received address and port number with the hashed
NAT-D payloads. IT they match, there are no NAT devices along the transmission path, 1 they
do not match, a NAT device translated either the P address or port address; and a NAT-T
should be performed. The subsequent ISAKMP packets and all |Psec packets are wrapped in a
L'DP header with a port address of 4300}, Periodically, IKE NAT keepalives are sent out to keep
the translations from timing out.

Cisco ASA Security Appliance VPN
Access Methods

VPN Access Methods: Use Cases
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This table deseribes various VPN use cases with the corresponding best mateh VPN access
Lypes.

Mobile workers using managed devices requiring full network aceess: This scenario is
typical for mabile employees who use company-owned computers Lo access internal
enterprise resources. Client software (Ciseo AnyConnect VPN Client or Cisco SSL VPN
Client) 1s installed on the computer and provides transparent network access.

Mobile workers using unmanaged deviees from public locations: In this situation, users
access the VPN from public computers in Internet kiosks. No client soltware is available,
and the users access the VPN using the web browser.

Partners requiring controlled transparent aceess with VPN elient software: This case

i5 like the scenario with mabile employees who use computers with client software 1o
access the VPN,

Partners requiring controlled aecess without a elient! In this scenario, partners access
WPN resources via a web browser,

Remote site or partner site conneetivity: [Psec site-to-site VPNs are used o provide
continuous connectivity between branches or locations of the same or of different partner
organizations,
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This topic discusses the VPN termination on Cisco ASA adaptive security appliances.
==
VPN Termination on Cisco ASA Security
Appliance Network Interfaces

Cisco ASA Network Interface Requirements
* The Cisco ASA only supperts VPN functionality in routed,
single-context mode.

= The Cisco ASA only allows traffic to terminate on its interface
closest to the traffic source:

— All services on an interface must be explicitly enabled
(VPN, management access).

— Cisco ASA security appliance always drops packets to its

other interfaces,
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The Cisco ASA adaptive security appliance only supports VPN functions when running in
routed, single-context mode. 1n order to terminate a VPN connection, the VPN connection must
terminate on one of Ciseo ASA adaptive security apphiance routed (Open Systems
Interconnection [(51] Laver 3) interfaces. Due to Cisco ASA adapuive security appliance
software design, the security application will only terminate VPN raffic on the interface that is
closest to the traffic source. For example, if vou have confligured the outside interface Lo
connect the Cisco ASA adaptive security appliance to the Internet, all VPN connections from
the Internet can unly terminate on the cutside interface.

By default, the Cisco ASA adaptive security appliance denies all connections to its |P addresses
(that is, the contro! plane) on routed interfaces. In order to allow VPN termination, or to
establish remote management aceess, you need to specifically authorize every such network
service on every Cisco ASA adaptive security appliance interface,

Note that the Cisco ASA adaptive security appliance does not permit the forwarding of any
packets to intecfaces that are not closest to the ralfic source. Taking the previous example, you
also cannot configure the Cisco ASA adaptive security appliance to respond o pings on any
other interface than the outside mterface, for clients reachable over the outside interface.
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VPN Termination on Cisco ASA Security
Appliance Network Interfaces

Management Access Exception
You may need to access a Cisco ASA security
appliance interface through a VPN tunnel.

= Often, this will be an Interface not clesest to the traffic source.

= The *management access” feature allows such access over
any supported VPN tunnel.

= Dnly ane management acoess interface possible.
= Management rules still need to permit such access.

management-access insidse I

There 15 an exception that you can conligure to change the management access behavior in one
particular scenario. By default, the described behavior causes remote management trafTic that
arcives through a VPN tunnel (terminating on, for example, the outside interface) and 15
destined for the inside interface, o be dropped. Sometimes, this 18 unwanted, especially 1f you
need o manage the security appliance over an untrusted network.

Such management traffic that is destined to the mside interface can be explicitly permitted to
arrive through a VPN that is terminated on another interface. You can configure this setting
using the management-aceess global configuration command and specilying the management
nterface to which connections lrom other interfaces are permitted, but only over a VPN tunnel.
The VPN protection ensures that the raffic is protected even though it is forwarded over an
untrusted nerwork. Alternatively, you may also deploy secure management protocels, such as
HITPS or S8H, and manage the security appliance with connections o the outside interface.
Cinly one management access interface can be configured on the appliance. The management
access interface 1P address should not have any static NAT translation rules applied to it

management-access

To allow management access to an interface other than the one from which you entered the
adaptive security applianee when using VPN, use the management-aceess command in global
configuration mode. To disable management aceess, use the no form of this command.

management-aecess mgmi_if

management-access Parameters

Parameter Dascription

mgmec_IfF Specifies the name of the management interface that you want to
access when entering the Cisco ASA adaptive security appliance
from ancther interface
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VPN Termination on Cisco ASA Security
Appliance Network Interfaces

Concurrent Management and VPN Access

SS5L VPN and Cisco ASDM management both use
the HTTPS protocol to access the Cisco ASA security
appliance:

= Supported on the same interface since Release 8.0(2).

= Management access is still subject to restrictions based on P
address.

* Cisco ASDM invekad using managemeant URL.

Endpaint g Hips:7182 1881, Yadmin

J Bl 3 L]
g nterpst. o Culsde Ingide

R Cisco ASDM “4
./:.
=

Beginming in Cisco ASA Soltware Release 5.0(2), the security appliance 15 capable of

processing both 881 VPNs and management HTTPS raffic (that is, Cisco Adapuive Security
Device Manager | ASDM] access) on the same interface and same port, although they use the

samne protocol. The connecting users must select which aceess type they seek and then

anthenticate accordingly. The Cisco ASDM s invoked by accessing the management URL at
hitps:/AS A-addressadmin.

The approach that 1s used by earlier versions was to conligure distinet port numbers for Cisco

ASDMHTTPS access and for the SSL VPN, Configuring different port nwmbers 18 stll

supported, but no longer required.
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Packet Flow in Cisco ASA Adaptive Security
Appliance VPN Functions

This topic explains the packet flow in tunnel and clientless VPNs.

VPN Packet Flow

Traffic Encapsulation Modes
= Full tunneling VPNs encapsulate raw IP packets.

IPsac or

ssums P

TSy SMMite
EZP Hamcar 25 Payioed

= pacar

* Clientless S5L VPN encapsulates application data er
TCP/MUDF sessicns.

[ EELTLE -

FHamde P Payiosd

The two modes of carrying data in VPN packets are the full tunneling mode, which
encapsulates raw [P packets in a eryptographic envelope, and elientless SSL VPN mode, which
encapsulates TCP or UDP sessions or application data. This wpic deseribes how the Cisco ASA

adaptive security appliance processes user traffic in both scenarios.
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Tunneling VPN Packet Flow
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The figure depicts the life eycle of a packet in a full tunneling remate access VEN:

L.

()

The client application generates an 1P datagram that needs to be lorwarded to a target
server in the protected network.

The 1P stack makes a routing decision. A split tunneling configuration can be used o
influence the routing table. For networks that are reachable over the wnnel, the route points
via the virtual adapier to the remote VPN gateway.

The VPN elient encapsulates the 1P datagram n a eryptegraphic envelope (ESP or
SSLTLS) and adds a wunnel (outer) P header. The source 1P address 1s set 1o the physical
mterface P address and the destination to the VPN gateway.

The paclket is routed to determine the output interface.

The packet 1s lorwarded over the physical interface of the chient into the untrusted network.
The VPN gateway verifies packet authenticity and deerypts it.

The VPN gateway checks it aceess poliey to permmit or deny the packet.

The VPN gateway performs NAT on the outside or inside address, if configured.

The cleartext packet 15 forwarded to the destination.
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Tunneling VPN Packet Flow
Return Traffic
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After the return packet arrives on the inside interface of the VPN gateway, the following
OCeurs:

L.

The packet 15 most likely matched against an existing entry in the connection table that
defines an established session. The packet is inspected by the access control functions,

The outgoing interface is found in the routing table.

Address translation is optionally performed, if configured for the combination of the inside

host and the client VPN address.

The packet is encapsulated, encrypted, and authenticated.

The packet is routed and forwarded out the external VPN gateway interface.

The client receives the packet, decrypts the content, verifics authenticity, and de-

encapsulates the inner packet.

The datagram 18 delivered to the application.
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Clientless SSL VPN Data Flow
Inbound Traffic (HTTP Request)
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When a user connects to a clientless S5L VPN and uses a web {HTTP-based) application that 15
available on the VPN portal that connects 1o an internal server, these steps oceur

L.

[

The user clicks a link on the VPN portal. The link contains a URL that is rewritten by the

VPN gateway.

The browser sends this URL to the S5L VPN gateway inside the SSL and VPN session.

The original URL that identifies content in the internal network 15 decoded rom the

rewritten URL by the VPN gateway.

The VPN gateway opens an HTTP session to the target secver and requests the target URL.
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Clientless SSL VPN Data Flow
Return Traffic (HTTP Response)
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When the internal server returns web content to the VPN gateway. the following events will
Lake place:

l. The VPN gateway will recerve the content from the target server.

2. The VPN gateway will analyze the content, and rewrite all URLs in the content in a
specific manner. In this example, the original content contains a relative link to the */login®
URL on the internal server. The SSL VPN gatew ay will rewrite this link to a link that
appears to be reachable on the SSL VPN gateway, and not the internal server [ for example,
https: '—CSCOE-/intra.domain.com/login),

3. The VPN gateway forwards the modified content to the browser over the SSLTLS session.
4. The browser will receive the modified content.
5. The browser may additionally modily content belore displaying it to the user.

6. Finally, the browser renders the rewritten content to the user.
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Clientless SSL VPN Data Flow

Inbound URL Decoding
» The S5L VPN gateway must force the client to use itasa
proxy forall subsequent requests.
* The gateway rewrites all URLs in eontent, and references
teelf as the target server.
= When the client requests the rewritten URL, the gateway can
decode it back to the original URL.

Decoded Original
Rewritten Request Request

------- o' [Fiipiania A |

| nresinnn aomein com/+CECOE+ntrd-domesn.com | e

= T ) ——

[ mpitoniek T

e e - iy ,_%_ - -

Tange: Earver

Rewritung of content is required in clientless S5L VPNs to foree the browser of the VPN user to
alwaysrequest content from the 851 VPN gateway, and never attempt to contact the server
directly. Therefore, the VPN gateway must rewrite all URL s so that they appear to be present
on the VPN gateway itsell. When the client requests sucha URL, the VPN gateway can decode
the original URL from it, asthe URL was rewritten in such a manner as to include the original
URL inside it. In this example, the security appliance rewrites the client request
hups:/fvprdomain.cony—CSCOE= ntra.domain.com to request hitp:/intra.domain.com. It then
forwards the rewritten request to the internal server.
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Clientless SSL VPN Data Flow

Qutbound Content Rewriting

The S85L VPN gateway must rewrite al URLs inside delivered
content that the client could potentially request:

» HTML, JavaScript, Java applets, XML, Activex, Fiash
* Content changes when you rewrite applets, invalidating their digital
signatures. The gateway must re-sign such applets.

Rewritten Content

sy Original Content
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The SSL VPN gateway rewrites all web-based content that is received from the internal server.
The rewriting process changes the URL references and Java socket calls so that the requests
point to the gateway instead of the internal server. The S5L VPN gateway parses web objects
that may include rewriteable information—HTML, lavaScripts, Java applets, XML, ActiveX,
and Flash—and replaces all found references.

When rewriting digitally signed Java applets or other digitally signed applets content, the SSL
VPN gareway must also replace the Java bytecode signature that is applied to the content by a
Java bytecode that 1z applied over the rewritien content.

All these tasks require substantial CPU and memory resources. To save the resources, the 881
VPN gateway can tag the web objects and send them to the remote browser along with
lavaSeript rewriting instructions. The remote browser executes the TavaSceript routings o
perform the content rewriting before presenting the content te the end user. This is called
client-side rewriting.
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Clientless SSL VPN Data Flow

Browser Plugins

Browser plugins are lightweight client applications that run
inside the browser:
* Thess e lsve sppist oaded fom me 581 VPN gatewsy on damand
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Browser plug-ins are lightweight client applications that provide terminal access functionality
mside the browser of a user. These plug-ins are downloaded on demand from the SSL VPN
gateway, and all their communications are encapsulated within the S8L VPN session. The
browser plug-ins use ActiveX as the primary download and invoecation method. If” ActiveX
fails, Java isatempted as the last resort. At least one of the methods ( AetiveX or Java) must be
enabled in the browser for the browser plug-ins 1o worl.

The ligure illustrates plug-in-based application access:

1. A user connects and authenticates to the S8L VPN portal, and then runs an S5H plug-in
that allows aceess to an S8H server running on mgmt.cisco. corm.

bed

The S5H chient runs inside the browser, and reuses the SSL session of the browser with the
SSL VPN gateway to forward a TCP connection mnside it

3. TheSSL VPN gateway extracts the TCP session rom the SSL VPN session, establishes a
TCP eonnection with mgmt.cisco.com on port 22, and acts as a data relay between the two
TCP sessions.

Thisappreach does not require any client reconfiguration, but 1y may not be available for all
applications needing support.

The plug-ins that are supported by Cisco are available at the Cisco Adaptive Security
Appliance Software Download location on Cisco.com.
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Clientless SSL VPN Data Flow

Port Forwarding
Port forwarding relays static TCP applications over the clientless SSL
VPN session:
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Clientless 851 VPNs also support alternative methods that do not rely on content rewriting, but
rather use browser features to enable the relaying of almost arbitrary TCP connections over the
SSL/TLS session of the browser.

Port forwarding makes use of a local lava helper applet to provide access to certain TCP
applications that, by default, are not supported by a clientless S5L VPN, The helper application
installs on the client and acts as & conneetion broker to provide port-forwarding functionality.
Client-side applications or the operating system must be slightly reconligured to support
operations over the port-forwarding relay.

Mote Part forwarding is the predecessor technology of smart tunnels and should only be used
wherever smart tunnels are not supported, such as on Linux machines.

The figure illustrates the port forwarding process:

. A userapplication attempts to connect via Telnet o TS1.cisco.com on port 3001,

2. The local hosts file on the VPN user machine is analyzed. It has an entry for TS1.cisco.com
(127.0.0. 1) and direets the request at loopback ( 127.0.0.1 port 3001).

3. Aport-forwarding Java applet has been started inside the browser that was downleaded
from the SSL VPN portal. The applet intercepts connections to the loophack at port 3001
and forwards them over the 881 VPN session.

4. The VPN gareway extracts the TCP session from the 851 VPN session, establishes a TCP
connection with TS1.eisco.com on port 2001, and act as a data relay berween the two TCP
SE8810NS.
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Clientless SSL VPN Data Flow

Smart Tunnels

Smart tunnels relay arbitrary TCP applications over the
clientless SSL VPN session:

* Native applications en the client are unaware of the VPN session.

= Alightweight connection broker applat, downloaded from the S5L
WPN gateway, intercepts sessions from designated applications
and forwards them across the S5L VPN session.

* Does not require any reconfiguration of the client and its

applications.
TCF prowy: Fonwerd anoepayiatad
TEP 1o origine hoal or porl.

An evolution of port forwarding, smart tunnels allow clients to use many native client TCP
(Winsock2) applications over the chientless SSL VPN wnne!l without requiring adminastrative
rights or application reconfiguration. Smart tunnels work by downloading a special applet o
the client system. This applet intercepts all socket calls (that is, connection requests to the
operating system kernel) from specifie applications, and automatically redirects them into the
SS8L VPN session.

This figure illustrates smart-tunnel-based application access:

1. A user connects and authenticates to the S8L VPN portal. A smart wnnels configuration is
in place for that user, and automatically downloads and executes on the client system. The
user starts the IBM Lotus Sametime instant messaging client.

Fed

The smart tunnels applet intercepts the TCP connection of the Lotus Sametime client to the
real server, and forwards it over the existing SSL VPN session.

3. TheSSL VPN gateway extracts the TCP session [rom the 851 VPN session, establishes a
TCP connection with the real target server, and acts as a data relay between the two TCP
SCRRIONS,
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Cisco ASA Adaptive Security Appliance VPN
Access Control Model

This topic describes the access control mechanisms that are available for full wnneling and
clientless VPNs on the Ciseo ASA adapuive security appliance.

Cisco ASA Security Appliance VPN
Access Control Model

Full Tunneling VPNs: Access Control

= Split tunneling determines which [P traffic will enter the tunnel
based on destination (P addresses.

= Traffic exiting full tunneling VPN sessiens is subject to all
Cisco ASA adaptive security appliance access control
features that are available to normal cleartext fraffic.
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The access control model that the Cisco. ASA adaptive security appliance applies to VBN

connections varies greatly depending on the use of full tunneling (SSL or 1Psee) and clientless
SSL VPN,

In full twaneling (SSL or [Psec) VPNs, the Cisco ASA adaptive security appliance can apply its
complete set of packet-based access control features, such as mnterlace access control lists
[ACLSs), per-user or per-group ACLs, dynamie access policies (DAP)-assigned ACLs, a service
pelicy that 18 configured by using Cisee Modular Policy Framework { MPF), and taffic
redirection to security moedules. All security controls are applied to cleartext teaflic as it exits
the tunnel (that is, just after de-encapsulation).
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Cisco ASA Security Appliance VPN
Access Control Model

Full Tunneling VPNs: ACL Bypass Configuration

pe-uzer acthorization sccess listy sl apphy b the traffic,

F@"ﬂ 52, VPN and TPsec sessions to bypass intarface sccess ficks, Group policy and

Globally enable interface ACL
bypass {enabled by default).

[a:.rsupt connection permit-vpn

Confguraton > Remole Aoneas VEN = Networy (Csent) Access > Advantad » 581 VPN
Bypesa Interfece Access Liat

1o all full tunneling (SSL or IPsec) VPNs, the Cisco ASA adaptive security appliance allows
you to bypass its interface ACLs for wwaffic that has arrived over a VPN connection. This
redirection ean be useful in environments where no access control beyond VPN authentication
is required to aceess protected resources: Note that the Cisco ASA adapuive security appliance
can still apply per-user or per-group ACLs, DAP-assigned ACLs, an MPF-configured service
policy, and service module redirection to this wraffie, if needed.

Using Cisco ASDM, perform the following steps to enable the Cisco ASA adaptive security
appliance o bypass interface ACLs for waffic that has arnived over a VPN connection:

Step 1 Navigate to Configuration > Remote Access VPN = Network (Client) Access >
Advanced > SSL VPN > Bypass Interface Aceess List (or Configuration =
Remote Access VPN = Network (Client) Aceess > Advanced = IPsec > System
Options (not shown in the ligure).

Step 2 Check the check box that enables this behavior.
Step 3 Click Apply to apply this setting to the security appliance.

In the command-line intertace (CLLY, use the sysopt eonnection permit-vpn command in
global configuration mode to allow the VPN wallic to bypass interface access lists. This setting
is enabled by default as of Cisco ASA Soltware Release 7.0(1).

sysopt connection permit-vpn

For traffic that enters the adaptive security appliance through a VPN tunnel and is then
decrypted, use the sysopt connection permit-vpn command in global configuration mode 1o
allow the tralfic to bypass interface access lists, Group policy and per-user authorization access
lists still apply to the rafTic. To disable this feature, use the no form of this command.

Sysopl connection permit-vpn
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Cisco ASA Security Appliance VPN
Access Control Model

Clientless SSL VPN: Proxy-Mode Access Control

In proxy-mode clientless 851 WPNs, the Cisco ASA security
appliance uses URL filters and selective VPN portal features to
fimit access to internal resources:

* Rules are implamarntad as wablyps ACLe.

= Classic ACLs, sarvica palicias, and safvica madula redirects arma nat
suppartad,

In clientless SSL VPNs, when the Cisco ASA adaptive security appliance is acting as a proxy
for HTTP traflie, traflic 15 inspected and controlled using a distinetly different set of access
control features than those that are applied to waffic from full wnneling (SSL or [Psee) VPNs.
Interface ACLs, per-user or per-group ACLs, DAP-assigned packet ACLs, an MPF-configured
service policy, and teafTie redireetion to seeurity modules are not available for proxy-mode
clientless connections.

In a proxy-mode clientless SSL VPN, you can control user aceess based on URL filters to
determune which URLs (objects, resources) users can access. This determination can be made
based on the destination host, service, and object path or name. You can also limit the VPN
portal leatures that are available to the users—for example, restricting them from mounting
certain file shares,

AAA authorzation offers a sealable approach wo apply access control parameters in a centralized
fashion. An external AAA server can be configured 1o use attnbute-value pairs to enforce VPN
session settings. External AAA authorization and access control are covered in a later module.
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Access Control for Clientless SSL VPN

Selective Portal Features

URL entry Allow or deny entering URLs directly into the
portal page
File server entry Allow or deny entering file server names

File sarvar browsing  Allow or deny browsing of CIFS shares
Hidden share access  Allow or deny sccess to hidden CIFS shares

ActiveX relay Ensbles users tolsunch ActiveX-based
applications from the S5L WPN browser

The table shows some portal features that you can use to perform access control for chentless
SSL VPN users.
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Cisco ASA Security Appliance VPN

Access Control Model
Clientleas SSL VPN Port Forwarding, Browser Pluging, Smart
Tunnel Acccess

With port forwarding, browser plug-ins, snd smart tunnels, the Cisco
ABA adsptive security appliance uses address- and service-hased
fiiters to linit access to internal resources:

» Claesic ACLs, garvice policiag, and gervica module redirects ara nol
supparad.
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You can control the three alternative access methods in chientless SSL VPNs: port forwarding,
browser plug-ins (thin clients), and smart tunnels using webtype ACLs that filter traffic based
on the desunation server and service. Therelore, you can specily exactly which applications on
specific servers are available tousers of these services, Interface ACLs, per-user or per-group
ACLs, DAP-assigned packet ACLs, an MPF-configured service policy, and wrafTic redirection
to seeurity modules are also not available for port forwarding, browser plug-ins, and smart
tunnels connections.

1-TH Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Cisco ASA Security Appliance VPN
Access Control Model

Comparison
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The table compares the Cisco ASA adaptive security appliance access controls that are
available for various remote access modes, and allows you to choose an access mode that
provides adequate eontrols in your risk environment.
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Cisco ASA Adaptive Security Appliance VPN
Licensing

This topic provides an overview of the VPN licensing model on the Cisco ASA adaptive
security appliance.

Cisco ASA Security Appliance VPN

Licensing
Base license: Security Plus license:

» CigcoASA 5505, 5510, 5520, s (nly avaitable on Cisoco ASA
EB40, 5550, 5580 Adaptive 05 and 5510 Adaplive Sacurity
Sacurity Appliances Aopliances
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Base gnd Secunty Fua Licenang

The Cisco ASA adaptive security appliance license specifies the options that are enabled on a
given security appliance. It is represented by an activation key that is a 160-bit ( five 32-bit
words) value. This value encodes the serial number (an | l-character string) and the enabled
features into the activation key string.

By default, the Cisco ASA adaptive security appliance ships with a license already installed.
This license might be the base license, to which you want to add more licenses, or it might
already have some of required licenses installed. You may install additional licenses on all
Ciseo ASA adaptive secunity appliance models. The base license covers, among non-VEN
features, two SSL VPN sessions, Tor trial and management purposes, and any number of [Psec
VPN sessions that does not exceed the per-platform limit depicted in the table, It also covers
VPN load-batancing virtual eluster functionality,

The Cisco ASA 3305 Adaputive Security Appliance and Cisco ASA 3510 Adaptive Security
Appliance models differ from the other Cisco ASA adaptive security appliance models. The
Cisco ASA 3505 Adaptive Security Appliance does not suppoct VPN load balancing at all. The
Cisco ASA 5510 Adapuive Security Appliance does not offer VPN load balancing within the
base license, but provides it with the Security Plus license option. The Security Plus license
extends the scope ol the basic license by additional non-VPN features, as well as a higher
number of [Psec chients on the Cisco ASA 55035 Adaptive Seeurity Appliance, and
active/standby Failover support and VPN load-balancing support on the Cisco ASA 35510
Adaptive Security Appliance.
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Most enterprise envirenments use a higher number of S8L VPN sessions and may require

enhanced functionality. Such enterprises need 1o purchase optional VPN licenses that can be

activated 1n addition to the base license. The security appliance offers these additional license

Lypes:

®  The Cisco AnyConnect Essentials license enables lightweight Cisco AnyConnect VPN
Clhient access to the Cisco ASA adaptive security appliance. This license does not support
clientless SSL VPN access or Cisco Secure Deskiop.

m  The Cisco AnyConnect Premium per-user license allows both Cisco AnyConnect VPN
Client software-based and clientless S5L VPN access for users with or without Cisco
Secure Desktop, This license is available as 4 permanent or temporary activation key that
can be installed locally on an appliance or shared among muluple devices.

& The Cisco AnyConnect Mobile license provides aceess to the Cisco AnyConnect client for
touchsereen mobile devices running Windows Mobile 5.0, 6.0, or 6.1,

®  The Advanced Endpoint Assessment license enables advanced endpoint assegssment and
remediation functionality that goes beyond the standard host sean (which includes host scan
extensions for basic endpoint assessment) features of the Cisco Secure Deskiop.

m  The shared VPN license enables sharing of VPN licenses among security appliances based
on the number of VPN connections on an individual security appliance.

m  The Federal Information Processing Standards Publication (FIPS) 140-2 Level 1 validation
license is necessary to use a FIPS-compliant version of the Cisco AnyConnect VPN Client
(version 2.4 or later).

B A strong encryption license ofTers support for strong eneryption algorithms 3DES and
AES. Iuis free, but subject o export restrictions.
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Cisco AnyConnect VPN Licensing
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The Cisco AnyConnect Essentials license enables the Cisco ASA adaptive security appliance to
immediately use the maximum number of allowed SSL VPN connections (as limited by the
platform) using the Cisco AnyConneet VPN Client, but does not support clientless SSL VPN or
Cisco Secure Desktop features with 881 VPN access. I you require these features, you must
mnstall the Cisco AnyConnect Premium SSL VPN license instead of the Cisco AnyConnect
Essentials license. With the Cisco AnyConneet Essentials license, VPN users can only usea
web browser 1o log in and o download and start the Cisco AnyConnect client. The Ciseco
AnyConnect c¢lient software ofTers the same set of client features, whether it is enabled by this
license or a Ciseo AnyConnect Premium SSL VPN license, except for its integration with Cisco
Secure Desktop.

The Cisco AnyConnect Essentials license cannot be active at the same time as the Cisco
AnyConnect Premium SSL VPN license, By default, the security appliance uses the Cisco
AnyConnect Essentials license, if it is installed, but you can disable it using the no
anyconnect-essentials global conliguration command. You must disable it if you want to
activate the Cisco AnyConnect Premium or the Advanced Endpoint Assessment license.
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Cisco AnyConnect VPN Licensing
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The Cisco AnyConnect Premium per-user license enables SSL VPN aecess for Cisco
AnyConnect or clientless SSL VPN users, with or without Cisco Secure Deskiop. The security
appliance supports these license types:

= Permanent license: An unrestricted tme validity.
®  Temporary licenses: Valid for a limited ume. Several subtypes exist:

—  The VPN flex license: A 60-day license for a single feature (SSL VPN, used 1o
guarantee business continuity.

—  An evaluation license: May encompass multiple features {or customer testing and
proof-of-concept scenarios.

= Local licenses: Issued [or a speeific appliance (identified by the serial number) to enable
SSL VPN sessions that are terminated on the licensed appliance.

m  Shared licenses: Lets a Cisco ASA adaptive security appliance act as a shared license
server for multiple client security appliances. This approach allows more effective license
utilization in scenarios with distributed SSL VPN termination,
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Cisco AnyConnect VPN Licensing
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To deploy the Ciseo AnyConnect Premium temporary licensing, vou must understand the time
measurement approach that 18 implemented by the tempormary licenses. These are the key leatures:

The timer for the temporary license starts counting down when you activate it on the
security appliance.

If you stop using the temporary license before 1t imes out—for example, you activate a
permanent license or a different temporary license—the timer halts. The umer only starts
again when you reactivate the temporary license.

If the temporary license is active, and you shut down the security appliance, then the timer
continues to count down. I vou intend to leave the security appliance in a shutdown state
for an extended period, you should activate the permanent license before vou shut down to
preserve the temporary license.

When a temporary license expires, the next time vou reload the security appliance, the
permanent license 1s used. You are not foreed o perform a reload immediately when the
temporary license expires.

You should not change the system clock afier you install the temporary license. If yvou set the
clock to a later date, then if you reload, the secudty appliance checls the system clock against the
onginal installation time, and assumes that more time has passed than has actually been used. I
you set the elock back, and the actual minning time is greater than the time between the original
mstallation time and the system clock, then the license immediately expires after a reload.
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Cisco AnyConnect VPN Licensing
Cisco AnyConnect Premium License Interaction
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These rules describe the license interaction that is represented by examples in the figure:

®  When you activate a temporary license, then features from both the permanent and the
emporary licenses are merged to form the running license. The security appliance only
uses the highest value [rom each license for each feature; the values are not combined.

= When vou activate a permanent license, it overwrites the currently running permanent and
emporary licenses and becomes the running license.

Note If you install & new permanent license, and itis & downgrade from the temporary license,
then you need to reload the security appliance to disable the temporary license and restore
the permanent license. Unti|l you reload, the temporary license continues to count down.,

m  If you reactivate the already-installed permanent license, you do not need to reload the
security appliance. The temporary license does not continue Lo count down.

®  Tore-enable the features of the temporary license if you later activate a permanent license,
sumply re-enter the temporary activation key.

Note For a license upgrade; you do not need to reload the Cisco ASA adaptive security appliance.

®  Toswiteh to a different temporary license, enter the new activation key. The new license is
used instead of the old temporary license and combines with the permanent license Lo
create a new running license.

Note The security eppliance can have multiple temporary licenses installed, but only one is active
at any given time,
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Cisco AnyConnect VPN Licensing
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The Cisco AnyConnect Mobile per-user license provides Cisco AnyConnect client access for
touchscreen mobile devices running Windows Maobile 3.0, 6.0, or 6.1, This license requires
activation of one of the following licenses ta specify the total number 8851 VPN sessions
permitted: Cisco AnyConnect Essentals or Cisco AnyConneet Premium SSL VPN,
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Cisco ASA Security Appliance
Additional VPN Licensing
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The Advanced Endpoint Assessment per-user license enhances the Host Scan capabilites of the
Cisco Secure Deskiop. The Host Scan software supports three modules: Basie Scan, Endpoint
Assessment, and Advanced Endpoint Assessment. The Advanced Endpoint Assessment is
activated by the Advanced Endpomt Assessment license. In addition to eollecting information
regarding antivicus and antispyware applications, firewalls, operating systems, and associated
updates, the module provides autoremediation features, such as activation of disabled
components, configuring rules in supported personal Nrewalls, and updating host intrusion
prevention system (HIPS) signature deflinition files.

The scan results are reported 1o the Cisco ASA adapuive secunty apphiance, which can actively
construct the DAP to enforce access rules based on the security posture of the chent. The
Advanced Endpoint Assessment license also requires a suitably sized Cisco AnyConnect
Premium license to enable the advaneed Cisco Secure Deskiop functionality.

©2010 Cigca Systems, Ins, Ewaluation of tha Cisco ASA Adaptive Securly Applianca VPN Subsyetam 1-87



Cisco ASA Security Appliance
Additional VPN Licensing
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Cisco AnyConnect VPN Chient Release 2.4 ar later has been certified for compliance with
Level | of FIPS 140-2, a U8, government standard for specific security requirements for
eryptographic modules. The FIPS 140-2 standard applies to all federal agencies that use
eryptographic-based security systems to protect sensitive information in computer and

telecommunication systems.

The security appliance requires the FIPS 140-2 Level | validation license to allow FIPS 14(-2
Lewvel l-enabled Cisco AnyConnect elients to conneet via the S5L VPN,
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Cisco ASA Security Appliance
Additional VPN Licensing
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You ecan design a redundant VPN system by configuring two identical appliances as a fatlover
pair. For a VPN solution, you can only deploy active/standby mode, because VPNs only work
in single-context mode, and active/active mode requires multiple contexts, Both (ailover mates
must have wdentical licenses (for Cisco ASA Software Release 8.2 and earlier), although only
one unit 18 actively using them. This setup supports stateful VPN fallover, allowing
uninterrupted VPN operations in case of deviee failure.

Notae The Cisco ASA 5520 Adaptive Secunty Appliance and higher support stateful failover
‘without any special license. The Cisco ASA 5510 Adaptive Security Appliance supports
stateful failover with the Security Plus license only. The Cisco A58 5505 Adaptive Security
Applince supports stateless fsilover with the Security Flus license only.

You can also achieve VPN high availability by grouping multiple appliances in a virtual
cluster. In this scenario, the VPN sessions are load-balanced among the cluster members. The
members may run on different platforms and have different licenses. When a cluster member
fails, the cluster master redirects the sessions at other members, but existing sessions are not
statefully taken over.

The shared licensing model suits VPN load balancing very well, because the licenses are
consumed on demand. The functions of the cluster master and the VPN shared licensing server
are independent from each other. YPN shared licensing is explained later in this lesson.
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Cisco ASA Security Appliance
Additional VPN Licensing
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The licenses are activated using activation keys that are bound to the security appliance serial
number. Activation keys are not portable. The aetivation key is not stored in the configuration
file; 1t is stored as a hidden file in the Cisco ASA adaptive security appliance flash memory,
and 15 tied to the serial number of the device. Feature licenses cannot be transterred between
deviees (except in the case of a hardware failure). 1f you have to replace your device due to a
hardware failure, contaet the Cisco Licensing Team to have your existing license transferred 1o
the new serial number. The Cisco Licensing Team will ask for the Product Authorization Key
(PAK) reference number and existing serial number.

You cannot combine two separate licenses for the same leature; for example, if you purchase a
S0-session 851 VPN license, and later purchase a 100-session license, you cannot use 150
sessions; you can use a maximum of 100 sessions.

Although vou can activate all license types, some features are incompatible with one another;
for example, multiple-context mode and VPN, You can observe and upgrade the license for
your seeurity appliance from Ciseo ASDM or from the CLL The activation key and licensed
features can be analyzed by choosing Configuration > Device Management > Licensing >
Activation Key. Before vou enter a new activation key. ensure that the image in flash and the
running image are the same. You will also need to reboot the security appliance aflter you enter
the new activation key for the change to take effect.

Complete the following steps to upgrade the activation key from Cisco ASDM:
Stap 1 Click Configuration in the Cisco ASDM walbar,

Stap 2 Click Device Management in the navigation pane.

Stap 3 Expand Licensing menu.

Stap 4 Click Aetivation Key, The Activation Key panel is displayed.

Stap 5 Enter the new activation key in the New Activation Key field. Enter the activation
key as a {our- or five-element hexadecimal string with one space between each
element as follows:

Oxe02888da OxdbaTbedb Oxflecli3ae OxffdB624e
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Nota The leading Ox specifier is optional; all values are assumed o be hexadecimal. The key is
not stored in the configuration file, and itis tied to the serial number.

Step & Click Update Activation Key.
Step 7 Reload the security appliance to activate the flash activation key.
To obtain purchased activation keys, go to one of the following websites:
m I you are a registered user of Cisco.com, go to hitp://www.cisco.com/zo/license.
m | you are not a registered user of Cisco.com, go to
https://tools. cisco.com/SWIFT/Licensing/RegistrationServiet to register.
To obtain an activation key, you will need to provide the serial number for the security
appliance as it appears in the show version command output.

You can also obtain temporary, me-limited activation keys (or demonstration or testing of
new features that require 4 special license. Contaet your Cisco account team for details,

To view your current activation key from CLL, enter the show activation-key command in the
CL1 and use the show version command to view all the licensed features on the Cisco ASA
adaptive security appliance.

show activation-key

To display the running activation key and licensed {eatures in the configuration that are enabled
by your activation key, including the number of contexts that are allowed, use the show
activation-key command in privileged EXEC mode.

show activation-key [detail ]

show activation-key Parameters

Parameter Description

datail (Optional) Displays the permanent and temporary activation keys
with their enabled features, including all previously installed
temporary keys. and their expiration dates

show version

To display the software version, hardware configuration, license key, and related uptime data,
use the show version command in user EXEC mode,

show version
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Cisco ASA Security Appliance Shared
VPN Licensing
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A shared 851 VPN license (available on Cisco ASA Software Release 8.2 and later) lets you

purchase many S8L VPN sessions and share the sessions as needed among a group of security
appliances. You eonfigure one of the security appliances as a shared licensing server, another

as an optional backup shared licensing server, and the rest as shared licensing participants.

You need to decide which appliance should act as the server, and obtain the shared licensing
server license using the serial number of that umt. Optionally, you can designate a second
security appliance as a shared licensing backup server. You can only specily one backup server.
The backup server needs a regular participant license. You must conligure a shared secret on
the shared licensing server; any participants with the shared secret can use the shared license.
All communication in the licensing cluster is protected using 5L,
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When the participants register at the shared licensing server, the server responds with

information about how often the participant Cisco ASA adapuve security appliance should poll
the server. Whenever a participant needs additional user licenses, it contacts the server and the

server responds with a S0-session batch of shared licenses, If' there are not encugh remaining
sessions in the shared license pool Tor the participant, then the server responds with as many

sessions as available.

The shared licensing server can also participate in the shared license pool. [t does not need a

participant license as well as the server license to participate.
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The shared licensing backup server must register suceess(ully with the mam shared licensing
server before it can take on the backup role. When it registers, the main shared licensing server
syncs the server settings as well as the shared license information with the backup, including a
list of registered participants and the eurrent license usage. The main server and backup server
sync the data at 10-second intervals. After the nitial syne, the backup server can successtully
perform backup duties, even after a reload.

When the main server goes down, the backup server takes over server operation. While the
primary server remains inactive, the backup server can operate for up to 30 continuous days.
After this time, the backup server stops issuing sessions to participants, and existing sessions
time out. Criteal-level syslog messages are sent at 15 days, and again at 30 days.

When the main server comes back up, it syncs with the backup server, and then takes over
server operation. When the backup server s not acting as the licensing server, it acts as a
regular participant Lo the main shared licensing server.

When vou configure the security appliance as a participant, it registers with the shared licensing
server by sending information about itself, including the local license and mode! information,
When a participant uses up the sessions of the local license, it sends a request to the shared
licensing server for additional sessions in 3(-session increments. The total sessions that are
used by a participant cannot exceed the maximum sessions for the platform model. When the
load 18 reduced on a participant, it sends a message to the server to release the shared sessions.
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Configuring a Shared Licensing Server
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To configure the licensing server, you must first provision the proper activation key that
enables the licensing server on that particular platform.

To configure a shared licensing server using Cisco ASDM, complete the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Inside Cisco ASDM, choose Configuration > Device Management > Licensing >
Shared S5L VPN Licenses (not shown in the example).

In the Shared Secret field, enter the shared secret as a string between 4 and 128
ARCII characters. Any participant with this secret can use the license server.

Optionally, in the TCP IP Port field, enter the port on which the server listens for
S5L connections from participants, between | and 63,533, In the example, the
default value, TCP port 30,554, 15 used.

Crptionally, in the Refresh Interval field, enter the refresh interval between 10 and
300 seconds. This value 1s provided o participants to set how often they should
communicate with the server. The default is 30 seconds.

In the Interfaces That Serve Shared Licenses area, check the Shares Licenses check
box for any interfaces on which participants contact the server. lo the example,
participants contact the server on the inside interface.

Crptionally, o identify a backup server, pecform the following actions in the
Oiptional Backup Shared SSL VPN License Server area;

m  [nthe Backup Server [P Address field, enter the backup server 1P address. o the
example, the backup server [P address is 10.1.1.2.

m  |n the Primary Backup Server Serial Number field, enter the backup server serial
number. In the example, the serial number of the backup shared license server is
JMXOUZOK0AK.

m [ the backup server is part of a failover pair, identify the standby unit serial
number in the Secondary Backup Server Serial Number field.
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Note ¥ou-canonly idgentify one backup server and its optional standby unit.

Stap 7 Click Apply to apply the configuration.

To configure a shared licensing server using the CLI, first use the license-server secret
command to configure a shared secret that will be used to éncrypt the communication between
the server, backup server, and the participants. To deploy the backup licensing server, define its
address and serial number by using the license-server backup command. [T the backup server
runs in active/standby lailover mode, you must provide the serial numbers of both mates.
Finally, specify the interfaces on which you activate the license server feature by using the
license-server enable command.

license-server secret

To set the shared secret on the shared licensing server, use the license-server seerel command
in global configuration medé. To remove the secret, use the no form of this command.

license-server secrel secret

license-server secret Parameters

Parameter Description
secrat ets the shared secret, a string between 4 and 128 ASCII
characters

license-server backup backup-id

To identify the shared licensing backup server in the main shared licensing server
configuration, use the license-server backup backup-id command in global configuration
mode. To remove the backup server configuration, use the no form of this command.

license-server backup address backup-id serial_number [ha-backup-id ha_serial_number]

license-server backup backup-id Parameters

Parameter Description

address |dentifies the shared licensing backup server IP adoress
backup-1d |dentifies the shared licensing backup server serial number
serial_ number

ha-backup-1id (Optional) If you use failover for the backup server, identifies the
ha gerial number secondary shared licensing backup server serial number

license-server enable

To identify this unit as a shared licensing server, use the license-server enable command in
global configuration mode. To disable the shared licensing server, use the no form of this
command. A shared license lets you purchase many SSL VPN sessions and share the sessions
as needed among a group of adaptive security appliances by configuring one of the appliances
as a shared licensing server, and the rest as shared licensing participants.

license-server enable inrerface _name
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license-server enable Parameters

Parameter Description

interface names Specifies the interface on which participants contact the server.
You can repeat this command for 28 many interfaces as desired.

Cisco ASA Security Appliance Shared
VPN Licensing

Configuring a Backup Shared Licensing Server
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Contiguration = Dewoe Manegameni > Licenaing > Shared 851 VPN Licanasa

To conligure a shared licensing backup server using Cisco ASDM, complete the following
steps:

Stap 1 Inside Cisco ASDM, choose Configuration = Device Management > Licensing =
Shared 5L VPN Licenses (not shown in the example).

Stap 2 In the Shared Secret field, enter the shared secret as a string between 4 and 128
ASCII characters.

Step 3 In the License Server 1P Address Tield, enter the [P address of the shared license
server. In the example, the 1P address of the shared license server is 10.1. 1.1,

Step 4 Opuionally, in the TCP 1P Port field, enter the port on which o communicate with
the secver using SSL, between | and 65535, In the example, the default value, TCP
port 50,354, is used.

Step 5 To identify the participant as the backup server, in the Select Backup Role of Client
area:

m  Click the Backup Server radio button.
m  Check the Shares Licenses check box for any interfaces on which participants

contact the backup server. [n the example, participants contact the server on the
inside interface.

Step 6 Click Apply to apply the configuration.
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To configure a shared licensing backup server using the CLI, first define the server address and
encryplion key by using the license-server address command. Then enable interfaces for the
backup licensing server leature by using the license-server backup enable command.

license-server address

To identily the shared licensing server 1P address and shared secret for use by a participant, use
the license-server address command in global configuration mode. To disable participation in
shared licensing, use the no form of this command. A shared license lets vou purchase many
SSL VPN sessions and share the sessions as needed among a group of adaptive security
apphances. This arrangement oceurs by configuring one of the adaptive security appliances as a
shared licensing server, and the rest as shared licensing participants.

license-server address addvess seeret vecret [port port]

license-server address Parameters

Parameter Description

address |dentifies the shared licensing server [P address.

gacrat secret |dentifies the shared secret. Use the license-server secret
command to ensure that the secret matches the secret set an the
SEIVET.

port port (Cptional} If you changed the default port in the server
configuration by using the license-servar port command, set the
port for the backup server to match, between 1T and 65,535 The
default port is 50,554,

license-server backup enable

T enable this unit to be the shared licensing backup secver, use the license-server backup
enahle command in global conliguration mode. To disable the backup server, use the ne form
of this command.

license-server backup enable iterface noame

license-server backup enable Parameters

Parameter Description

Interface rama Specifies the interiace on which participants contact the backup
server. You can repeat this command for a8 many interfaces as
desired

1-28
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To configure a shared licensing participant using Cisco ASDM, complete the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Inside Cisco ASDM, choose Configuration > Device Management > Licensing >
Shared S5L VPN Licenses (not shown in the example).

In the Shared Secret field, enter the shared secret as a string between 4 and 128
ASCII characters,

In the License Server |P Address field, enter the [P address of the shared license
server. In the example, the 1P address of the shared license server is 10.1.1.1.

Oiptionally in the TCP IP Port field, enter the port on which the server uses SSL to
communicate. The port number should be between 1 and 63,535, In the example, the
default value, TCP port 30,554, 15 used.

To identify the participant, pedorm the following actions in the Select Backup Role
of Client area:

m  Click the Client Only radio button,

m  Specily the [P address of the backup server in the Backup License Server [P
Address lield. In the example, the 1P address of the shared license backup server
s 10112,

Click Apply to apply the configuration.

To configure a shared licensing backup server using the CLL use the license-server address
command to configure the server address and encryption key. Use the license-server backup
address command, if available, to configure the backup server address.
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license-server address

To identify the shared licensing server P address and the shared secret for use by a participant,
use the license-server address command in global conliguration mode. To disable
participation in shared licensing, use the no form of this command. A shared license lets you
purchase many S8L VPN sessions and share the sessions as needed among a group of adaptive
security appliances by configuring one of the appliances as a shared licensing server. and the
rest as shared licensing participants.

license-server address address secrel secret [ porl port]

license-server address Parameters

Parameter Description
address | dentifies the shared licensing server |P address.
gacreat gecrar |dentifies the shared secret. The secret must match the secret set

on the server by using the licensa-server secret command.

port porc (Optional} If you changed the default port in the server
configuration by using the license-server port command, set the
port for the backup server to match, between 1and 65,535 The
default port is 50,554,

license-server backup address

To identily the shared licensing backup server IP address for use by a participant, use
the license-server backup address command in global configuration mode. To disable use of
the backup server, use the no form of this command.

license-server backup address address

license-server backup address Parameters

Paramater Description

addresa |dentifies the shared licensing backup server [P 2d0ress
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\erfying Shared |icensing Operaton

You ean verily the licensing server operations by using the show shared license command. IF

1ssued on the server, the command returns the details of the backup server and all registered

participants. [ run on a participant or backup server, the command provides information about

the server.

show shared license

To show shared license statistics, use the show shared lieense command in privileged EXEC
mode, Optional keywords are available only for the licensing server.

show shared license [detail | client [hostmame | | backup)

show shared license Parameters

Parameter Description

datail (Cptional) Shows all statistics, including per participant
client (Optional) Limits the display to participants
mstnams (Optional) Limits the display to a particular participant
backup (Optional) Shows information about the backup server
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Summary

This topie summarizes the key points that were discussed in this lesson.

Summary

= X.509 certificates bind public keys lo entity names; the PKI
provides a scalable public key distribution systam.

= The Cisco ASA adaptive security appliance provides site-to-
site and remote access VPN features. VPN technologies that
are supported are 851 and [Psec.

» The Cisco ASA allows to terminate VPN traffic on the
Interface that is closest to the traffic scurce.

* There are major diferances in handling full tunneling and
cligntless WPN access,

= There are differences in the application of security controls
between full tunneling and clientless VPN access.

= There are major differances how packets are handled in full
tunneling and clientless S5L VPN access.

References
For additional information, refer to this resource:

®  Managing Featuré Licenses for Clsco ASA 3300 Version 8.2 al
hetp:/fwww. clsco com/en/US/docs/seeurity/asa’asal 2/ license/license82 himl
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Lesson 3

Applying Common Cisco ASA
Adaptive Security Appliance
Remote Access VPN
Configuration Concepts

Overview

Conliguring policies and network settings for many virtual private network ( VPN) users
requires a sealable and lexible configuration mechanism, This lesson enables you to configure
connection profiles and group policies, which are the cornerstone for conliguring either Secure
Sockets Laver (SSL) VPN or 1P Security ([Psec) remote-aceess policies on the Cisco ASA
adaptive security appliance.

Objectives

Upon completing this lesson, you will be able to apply configuration functions that are commaon
to all Cisco ASA adaptive security appliance remote-access architectures, This ability includes
being able to meet these objectives:

®  Describe the components of Cisco ASA adaptive security appliance VPN policy
configuration

m  Configure connection profiles on the Cisco ASA adaptive security appliance
m  Configure group policies on the Cisco ASA adaptive security appliance

m  Describe external storage of policies



Cisco ASA Adaptive Security Appliance VPN
Policy Configuration

This topic provides an overview of the components of Cisco ASA adaptive security appliance
VPN palicy configuration.

Cisco ASA VPN Policy Configuration

Remote Access Configuration Requirements

The remote access VPN configuration tools require:
* Flexibility: Arbitrary network setings and security policies
can apply toany useror group to implementa local policy.
= Scalability: Configuration of similar policies should not

require duplication of effort; typically achieved threugh
configuration modularity and hierarhical inheritance.

Remote-aceess VPNs involve various classes of remote users connecting 1o a protected network
over an untrusted transport network. The policies governing security requirements for these
users may be very complex, and there may be many different user groups, cach with different
requirements. For this reason, remote-access VPNs require a flexible and scéalable configuration
method to make the provisioning of such a configuration manageablie.

The configuration method should allow arbitrary network settings and security policy-related
rules to be applied o any specific user or user group. Additionally, it should guarantee that the
configuration of similar policies to different groups, or the ereation of small exceptions to
group security policies, should require little effort, with no duplication of workload. And these
attributes should oceur through mechanisms that provide appropriate modularity of
configuration, and mheritance in a configuration hierarchy.
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Cisco ASA VPN Policy Configuration

Separation of Access Methods and Policies
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Toachieve this goal, the Cisco ASA adaptive security appliance uses a separation of access
methods and policies. You should be aware of two major configuration construets: connection
profiles and group policies. Connection profiles define the prelogin requirements for a
particular access method. Reusable group policies define the postlogin settings and security
policies that need o be applied o a remote-aceess session after user authentication.

The Cisco ASA adaptive security appliance uses the same confliguration philosophy Tor all
three major access methods: full tunneling S8L VPNs, chentless SSL VPNs, and full wnneling
[Psec WPNs (such as Cisco Easy VPN A remote user conneeting 10 a remote-access VPN will
be classified into a connection profile, which will determine how the user should authenticate to
the VPN gateway. After suceessful authentication, group policy settings will dictate the special
WPN features or policy restrictions that apply to that user session,

Note Some documentation also refers to connection profiles as to “tunnel groups ™
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Policy Inheritance and Aggregation
Policy Hierarchy

* The security appliance applies user policies according to the
following hierarchy:

1. Dynamic aceess policy (DAP) rules

User profile

Group policy attached to the user profile
Group poelicy attached to the connection profile

5. DftGrpPolicy setlings

All seftings not specified in each level are automatically
inherited from the lower-priority level.

2
3

=

So far, you have leamed about several conliguration concepts that you can combine to create
manageable remote-access confligurations. One ol the major features that you should use as much
as possible 15 policy nheritance, which connects all these objects to enable configuration reuse.

The Cisco ASA adaptive security appliance uses a hierarchical policy inheritance model, which
has the following priority philosophy:

b

14

The most important postlogin settings and policies that are applied to the VPN connection
of a remote-access user are those created by dynamiec access policy (DAP) rules. DAP is
covered separately later in this course, and ean take into account dynamie events, such as
the posture of the client to determine access rights.

If DAP does not configure a particular parameter, settings that are configured in the local
user profile (or pushed from the authentication, authorization, and aceounting [AAA ]
server as part of user authentication and authorization) will determine the postlogin policy.

If'a eertain parameter is not specilied in the user profile, it may be specified in a group
policy that is attached to a user profile.

I there 18 no group policy that is attached to a user profile, the Cisco ASA adaptive
security appliance uses settings from the group policy that 1s attached to the connection
profile of the user.

If the connection-profile-based group policy does not specily a particular setting, the
security appliance will use the setting from the default group policy (DfitGrpPolicy).
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Connection Profiles

This topic deseribes how to configure connection profiles.
-

Connection Profiles
Definition
* Connecticn prefiles separate
remaote users into groups
based on login AAA
requirements. and to select
the postlogin policy.
* Cennection prefiles are
selected based on:
- Group alias
- Group URL

— Mapping of certificate to
connection profile

Corporsts Liasrs Farinar User

Connection profiles are Ciseo ASA adaptive security appliance configuration entities that
separate remote users into groups, based on your requirements for login AAA, and postlogin
policies. Therefore, you should ereate different connection profiles for users who requice
different AAA methods, and different connection profiles for users who require different
postlogin policies. Often, these are interdependent—{or users who require aceess Lo more
resources (or more-sensitive resources), you will typically require stronger AAA methods. For
users who require only limited access, you may require weaker AAA controls,

The Cisco ASA adaptive security appliance allows you to select connection profiles based on
the following:

®  You can allow remote users to seleet the connection profile they intend o use. This can be
achieved by using two methods:

— By selecting a connection profile from a drop-down menu, a remote user then needs
to suceessfully authenticate against the profile to obtain network access.

— By conneeting to 8 VPN group URL that is associated with the speeific connection
profile.
®  Remote system identity allows you to use a property of the remote system, for example, a

field in a digital (identity) certificate, Lo select the connection profile that is to be used for
the remote client.
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Connection Profiles

Mapping of Clients to Connection Profiles

= Connection profile selected

before authentication
* Certificate-to-connection-

profile maps can automate the

selection process I
= Connection profile determines T

the pestlogin policy Fo e CortiommenDonrasian
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When a remoete-access WPN user initiates a VPN connection to the Cisco ASA adaptive
security appliance VPN gateway, the security appliance will choose an imitial connection
profile that is based on the currently known remaote system identity, or the selection by a remote
user of the wanted connection profile.

The final connection profile of a user determines final policy settings.
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Connection Profiles
Default Connection Profiles

If you do not define any criteria for mapping remote
users to connection profiles, the Cisco ASA security
appliance will map the user to a default connection
profile:

* DefaultRAgroup for full tunnel IPsec VPN remote access
dients.

= DefaultWEBVPNGroup for full tunnel and clientieas SEL VPN
rermote access clients.

= Hoth default connection profiles are fully customizable.

The Cisco ASA adaptive security appliance includes two default connection profiles, which the
security appliance uses in the absence of any connection-profile-mapping configuration.

®  The default remote-access group | DefaultRAGroup) connection profile, which the Cisco
ASA adapuive security appliance uses and to which it assigns a remote user if vou do not
configure any rules that would assign a user to a connection protile in full tunneling [Psee
remote-access VPNs

m  The default Cisco WebVEN group { DefaultWebVENGroup) connection profile, to which
the Cisco ASA adaptive security appliance will assign a remote user when you do not
configure any connection-profile-mapping rules in full elient and clientless 881 VPNs
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Connection Profile Selection

Password Authentication Client Certificate

= You can select the AUthGHllCﬂllDﬂ
connection prefile before = Custom client-certificate-
bgin (if allowed). field-based mapping can

» Dtherwise, useris initially place the userin any
mapped to a dafault connection profile.
connection profile. * Otherwise, user is initially

mapped to a default
connection profile.

= You can then allow the
user to select the
connection profile (if
allowed).

Remols Azcess 5L WEN

In order to assign & remote user to a connection profile, the Cisco ASA adaplive security
appliance provides a rich set of leatures that dilTer based on the access method used.

I you deploy full tunneling or clientless S5L VPN and use password (or one-time password)
authentication, you can pecform the following actions:

m  Allow the user to select the connection profile before login. The user can choose the
connection profile from a drop-down menu that appears 1o the browser ( for clientless 881
VPNs), ora menu in the Ciseo AnyConneet VPN Client interface.

m [ the user does not choose a conneetion profile before login, the user is initially mapped
to the DelaultW ebVPNGroup (elientiess SS5L VPN) or DefaultR AGroup { full unneling
SSL WEN).

I you deploy full tunneling or clientless S5L VPN and use authentication based on a client
identity cemificates (or 4 combined authentication using client identity certificates and
passwords), you can perform the following actions:

m  Use rulesthat are based on the contents of the client identity certificate 1o assign a remote
user Lo a connection profile of your choice.

m  [there are no identity-centilicate-based mapping rules, the user is initially mapped to the
DefaultWebVPNGroup (chentless 851 VPN) or DefaultRAGroup (full wnneling SSL VPN).
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Connection Profile Selection

Group PSK Client Certificate
Authentication Authentication
» You must specify the = You cannot specify the

: connection profile in the
mnnection profile (IKE 2 :
dentity name) as the group Gacs VoM Giant

: connection entry.
Sliodgil At Custom client-certificate-

SHEnt based mapping can place
* The default connection the user in any connection

profile |s never directly profile

used. = Ctherwise, the

organizational unit field is
freated as the connection
profile name.

Ctherwise, the client maps
o the default connection
profile.

Remote Acceas (Pasc VRN

If you deploy a remote-access [Psec VPN:
®  Youmust specify the connection profile (the Internet Key Exchange [IKE] identity) as the
group name in the Cisco SSL VPN Client. Depending on the authentication method, you

will conligure a password ( group pre-shared key [PSK]) or identily a certaficate that is used
for authentication,

= The default connection profile { DefaultRAGroup) 1s never used when using group FSK
authentication.

If you deploy a remote-access [Psec VPN and use certificate -based client authentication (or a
combined authentication using client identity certificates and passwords), the following
restrictions apply:

®  You cannot specily the connection profile (group name) in the Ciseo SSL VPN Client.

m  Customized certiflicate-to-connection-profile maps can assign a remole user to a connection
profile of your choice.

m  |f no custom mapping exists, the Cisco ASA adaptive security appliance examines the
identity certificate of the client, and uses the subject organizational unit ield as the
connection profile name, if you have configured a connection profile by that name on the
Cisco ASA adapuve security appliance.

m  If no connection profile has been identified, the user is mapped to the DefaultRAGroup.
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Configuring Connection Profile
Selection

Selection Options

= Allow users to choose a connection prefile befere connecting
In 35L VPNs.

= Configure client-certificate-based mapping to a connection
profile if using certificate-based user authentication.

= Lock the connection profile in local user settings:
— User must select the identified profile or be mapped to it.
- Otherwise user is denled access.

= For IPsac VPNs:

— Set the name of the connection prefile to the IKE identity
{group name in the Cisco VPN Client).

You can map remote chients to connection profiles in a number of ways:

® Youmay allow SSL VPN users to choose their connection profile manually, before logging

mnto the SSL VPN,

You can configure a chient-certificate-based mapping of remote users to a connection profile.
This option is valid if you are using authentication based on elient identty certificates.

You can configure the connection profile lock feature. This feature 15 available on an
individual-user basis. It forces a user 1o use the specified connection profile; selected ether
through the drop-down menn, a URL link, or the certilicate to a connection profile map. 1T
the user attempts to use another connection profile, connection is denied. The usage of this
CpLON 18 UNCOmmorn.

If you are using an 1Psec remote-access VPN, the name of the connection profile 15 used as
the IKE identity during IKE Phase | exchange. The name corresponds to the group name in
the Cisco SSL VPN Client settings. 1KE is discussed in the next module.
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Configuring Connection Profile
Selection

Creating a Connection Profile
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To ereate a connection profile using Cisco Adapuve Security Device Manager (ASDM),

perform the following steps:

Step 1 Choose Configuration > Remaote Access VPN (not shown in the figure):

m  Tocreate aconnection profile for a fill tunneling SSL VPN, choose Network

(Client) Aceess = AnyConnect Connection Profiles.

m  Tocreate a conneetion profile for a cfientless SSL VPN, choose Clientless SSL

VPN Access = Connection Profiles.

m  Tocreate a connection profile for an JPsec remote-access VPN, choose

Network (Client) Aceess > IPsee Proliles.
Step 2 Click Add to create a new connection profile.

Step 3 Assign aname to the new connection profile.

Step 4 Specily AAA requirements lor this connection profile. These functions are covered

in later lessons of this course.
Step 5 Chek OK.

Step & Click Apply to apply the connection profile to the security appliance.
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Y |
Configuring Connection Profile

Selection

Allow Users to Choose Connection Profile (SSL WVPN)
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Toallow remote users to select the connection profile to use for their 8L VPN connection,
you need to enable this functionality globally, and deline aliases in connection profiles that will
allow users to choose connection profiles that are based on user-friendly aliases.

For S8L VPN configurations using Cisco ASDM, perform these steps:

Stap 1

Step 2

Step 3

Step 4

Step 5

Choose Configuration > Remote Aecess VPN > Netwaork (Client) Aceess >
AnyConnect Connection Profiles (not shown in the figure).

Check the Allow User to Seleet Conneetion Profile, ldentified by 1ts Alias, on the
Login Page. Otherwise, DelaultWebVPNGroup Will Be the Conneetion Profile
check box.

In the list of the connection profiles, choose a connection profile that you wish 1o
make user-selectable, and click the Edit button.

Inside each edit connection profile pane, choose Advanced = SSL VPN, and elick
Add to ereate an alias in the Connection Aliases pane.

Confligure the alias name, and check the Enable check box.

MNote

Multiple aliases can be defined for each connection profile.

Step &
Step 7

Click OK when done.

Click Apply 1o apply the aliases to the security appliance.
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Configuring Connection Profile
Selection

Configure Certificate to Connection Profile Maps
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If you use authentication based on client identity certificates, you can optionally deploy
connection profile mapping that i1s based on the contents of the client identity certificate. You
ean specify criteria that are based on the client cenificate fields such as subject name or issuer
name, and create conditions that are based on exact matehing of the certificate attribute values,
partial (subset) matching, or negative matching.

For S8L VPN conligurations using Cisco ASDM, perdform these steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Choeose Configuration > Remote Aeeess VPN = Advanced > Certificate to SSL
VPN Connection Profile Maps (not shown in the figure).

In the Certificate to Connection Profile Maps pane, click Add to add a connection-
profile-mapping entry.

Choeose the cerulicate map entry, and the connection profile to which to map marching
users (not shown in the example), Click OK. In the example, two mapping rules are
configured. MYMAP mule with priooty 10 maps to MY-PROFILE connection profile.
MY MAP rule with priority 20 maps to PARTNERS connection profile.

Choose a mapping rule in the Certificate to Connection Profile Maps pane, and click
Add in the Mapping Criteria pane to add a certificate map entry.

In the new certificate map entry, configure mapping criteria that are based on
certificate contents (not shown in the example). Click OK. In the example, mapping
ertena for MY MAP mle with prionty 1) is configured, where the organizational unit
field of a certificate should be IT and the common name field should be My-CA.

Click Apply to apply the mapping to the security appliance.
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Configuring Per-User Connection Profile Lock

Confgurston > Remots Azcess WFN = A8AL oo Users » Eat Uasr = VBN Fofoy

et o bt dlians (5 1 e ruegonie weiirg LR . has uy g i ey,

=] [ 3 by
2 2, w7 Sl
Turagg S 7 bt Rty 571, 1) 1. P e P TR
Ll ¥
Tk Pt ¥ trare
Frofie it Lnck:
Ganreien Trarvd Gt g 7] behart h M user nrofie,
S Pgcrmi o e it Ay ta i enloroatne
i s onneshon profies
ot o oo o tnis uses
Bl Legr flinhod
Puasrue Coormct Tt ¥} Lot e i
g Tt ¥\ vy i)
 Depdheinied B Acddrema {Cpbacal)
F addeo e iy .

The connection profile lock leature enforees usage of a connection profile toa specilic user. It
forees a user to use the specified connection profile, selected either through the drop-down
menu, & URL link, or the certificate to a connection profile map. If the user attempts to use
another connection profile; connection 18 demed.

To configure a per-user connection profile lock using Ciseo ASDM, perform the following steps:

Stap 1

Step 2
Step 3
Stap 4

Step 5

Step &
Step 7

Cheose Configuration > Remote Aecess VPN > AAA/Local Users > Local Users
(not shown in the {igure).

Choose a user and click the Edit button (not shown in the figure).
Choose VPN Poliey inside the user profile.

Uncheck the Inherit check box next to the Connection Profile | Tunnel Group)
Lock field.

In the Connection Profile { Tunnel Group) Lock field, choose the desired connection
profile from a drop-down menu.

Click OK.

Click Apply 1o apply the connection profile to the seeurity apphance.

1-118  Deaplaying Gisca ASA VPN Solutians (VEN) v1.0 © 2010 Cista Systems, Ing,



[
Configuring Connection Profile
Selection

CLI Commands
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To configure the selection of a connection profile using the command-line interface (CL1), first
create the connection profile stsell’ Using the CLI, create a connection prafile by using the
tunnel-group command, and ereate a named connection profile ol type remote-aceess. |n the
example, the MY-PROFILE and PARTNERS connection profile are created.

To enable user selection of connection profiles, enter webvpn configuration mode and enable
user-based profile selection by using the wnnel-group-list enable command. Then, inside the
webvpn-atiributes mode of the connection profile ( “tunnel-group™), configure user-friendly
names for a connection group by using the group-alias string enable command. These strings
will be displayed to users in the connection profile drop-down menu. In the example, the "IT
workers™ alias 18 configured for the MY-PROFILE connection profile, and the “Company
partners™ alias 18 conligured for the PARTNERS connection profile.

To configure mappings between certificates and connection profiles, first configure a certificate
map by using the erypto ca certificate map command. You can create multiple certificate map
entries using different sequence numbers to ereate multiple mapping rules to different
connection profiles. In the certificate map, configure mapping criteria based on the certificate
contents. Then, in the webvpn configuration mode, use the certifieate-group-map command 1o
assign a particular certificate map entry to & connection profile.

To configure the lock Ceature, enter the local user proflile configuration by using the username
user attributes command, and use the group-lock value command 1o assign a connection
profile to the local user.

tunnel-group

To create and manage the database of connection-specific records for 1Psec and SSL VPN
tunnels, use the wnnel-group command in global configuration mode. To remove a tunnel
group, use the no form of this command.

tunnel-group name ype Hpe

no funnel-group name
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tunnel-group Parameters

Parameter Description

nams Specifies the name of the tunnel group. This name can be any
string that vou choose. If the name is an |P address, it is usually
the [P address of the peer

type Specifies the type of tunnel group:

= remote-access: Allows 2 user to connect by using either
IPsec remote access or WebVPN (portal or tunnel cient)

= ipsec-12l: Specifies [Psec LAN-to-LAN, which allows two
sites or LANS to connect securely across 2 public netwaork
like the Internet

Note The following tunnel group types are deprecated in
Cisco ASA Software Release 8.0(2):
- ipsac-ra: IPsec remote sCCESS
- wabvpn: WebVPN
The adaptive security appliance comverts these
types to the remote access type.

tunnel-group webvpn-attributes

To enter the webvpn-atiributes configuration mode, use the tunnel-group webvpn-
attributes command 1n global configuration mode. This mode configures settings that are
common to WebVEN wnneling. To remove all Web VPN attributes, use the no form of this

command.

tunnel-group name webvpn-attributes

tunnel-group webvpn-attributes Parameters

Parameter Description
name Specifies the name of the tunnel group
webvpn-attributes Specifies the WebWPN attributes for this tunnel group

group-alias

To ereate one or more alternate names {aliases) by which the user can refer to a tunne! group,
use the group-alias command in tunnel-group webvpn confliguration mode. To remove an alias

from the list, use the no form of this command.

group-alias name [enable | disable]

group-alias Parameters

Parametar Dascription

namsa Specifies the name of 8 tunnel group alias. This namie can be any
string that vou choose, except that the string cannot contain spaces.

enablea Enzables & previously disabled group alias.

digable Disables the group alias.
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username attributes

To enter the username attributes mode, use the username attributes command in username
conliguration mode. To remove all attributes for a particular user, use the no form of this
command and append the username. To remove all attributes for all users, vse the no form of
this ecommand without appending a username. The attributes mode lets you configure attribute-
value pairs for a specified user.

username ngme attributes

username attributes Parameters

Parameter Description

name Provides the name of the user

group-lock

To restrict remote users to access through the tunne! group only, 1ssue the group-lock
command in group=policy configuration mode or username configuration mode.

To remove the group-loek atribute from the running configuration, use the no form of this
command. This option allows inheritance of a value from another group pelicy.

group-lock {value tnnel-grp=name | none}

group-lock Parameters

Parameter Description

none Sets the group lock to & null valus, thus allowing no group-lock
restriction. Prevents inheriting & group-lock value from a defauit
or specified group policy.

value tunnel-grp-name Specifies the name of an existing tunnel group that the adaptive
security appliance requires for the user to connect.

crypto ca certificate map

To enter certificate authority (CA) ceruficate map mode, use the erypto ca certificate map
command in global configuration mode. Executing this command places you in CA certiflicate
map moede. Use this group of commands to maintain a prioritized list of certificate mapping
rules. The sequence number orders the mapping rules. To remove a erypto CA certificate map
rule, use the no form of the command.

crypto ca certificate map {seguence-number | mape-name seguence-number|

crypto ca certificate map Parameters

Parameter Description
map-nams Specifies @ name for a certficate-to-group map.
saguence-number Specifies a number for the certificate map rule that you are

creating, The range is 1 through 65 535, You can use this
numiber when creating a tunnel group map, which maps a tunnel
group to a certificate map rule.
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subject-name {crypto ca certificate map)

To indicate that a rule entry is applied to the subject distinguished name (DN) of the identity
certificate of the client, use the subject-name command in crypto CA certificate map
configuration mode. To remove a subject name, use the no form of the command.

subject-name [atir rag] {eg | ne |co | ne} string

subject-name (crypto ca certificate map) Parameters

Parameter Description
attr tag {Optional) Indicates that only the specified attribute value from the cerificate DM will
be compared to the rule entry string, The tag values are 2s follows:
m Ch = Common name
= DNQ =DM guslifier
m  EA=Email address
= GENQ = Generational gualifier
n  GN = Given name
n | =|Initials
n [P =|P address
m N=MName
m O = 0Organization name
m 3ER = Serial number
= Sh = Surname
m 5P = Stste/province
s T=Tille
m  UNAME = Unstructured name
ag Specifies that the DN stringor indicated attribute must match the entire rule string.
ne Specifies that the DN string or indicated attribute must not match the entire rule string.
ao Specifies that the rule entry string -must be a substring in the DN string or indicated
attribute.
ne Specifies that the rule entry string must not be a substring in the DN string or
Iindicsted attribute.
string Specifies the value to be matched.

certificate-group-map

To associate a rule entry [rom a certificate map with a tunnel group, use the certificate-group-
map command in webvpn configuration mode. To clear current tunnel group map associations,

use the no lorm of this command.

certificate-group-map certificate_map_name index tunnel_group_name

certificate-group-map Parameters

Parameter

Description

certificate_map name

The name of a certificate map.

The numeric identifier [sequence-number} for 8 map entry in the
certificate map. The index value can range from 1 to 65,535,

tummel greoup name

The name of the tunnel group that 15 chosen if the map entry
matches the certificate. The tunnel_group_name must exist.
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issuer-name

To specily the issuer name DN of all issued certificates, use the issuer-name command in local
CA server conliguration mode. To remove the subject DN from the CA certifieate, use the no

form of this command.

issuer-name ON-siring

issuer-name Parameters

Parameter Description

N-string Specifies the distinguished name of the cerlificate, which is also

be less than 500 slphanumeric characters.

the subject-name DN of the self-signed CA certificate. Use
commas to separate sttribute-value pairs. Insert guotation marks
around any value that contains 8 comma. An issuer name must

Configuring Connection Profile
Selection

Naming Connec
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In IPsec remote-aceess ¥ PNs, you must set the connection profile name to the value of the IKE
identity that is used in IKE Phase | negotation. This name corresponds to the group name in

the Ciseo SSL VPN Client (IPsec).

Using the CLI, ereate the |Psec connection prolile, and optionally ereate a group password
for it in the tunnel-group name ipsec-atinbutes configuration mode, using the pre-shared key

comimand.

Using Cisco ASDM, pedorm these steps:

Step 1 Choose Configuration > Remote Aecess VPN > Network (Client) Access = 1 Psee

Connection Profiles.

Step 2 Add or edit an existing connection profile, and create a strong (leng and random)

group password in the Pre-shared Key field.
Step 3 Click OK.

Step ¢4 Click Apply to apply the connection profile to the security appliance.
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In the Cisco SSL VPN Client ([Psec), enter the name of the connection profile in the Name
field of the connection entry that uses group authentication. Enter the pre-shared key (PSK) in
the Password feld.

tunnel-group ipsec-attributes

To enter the ipsec-atinibutes configuration mode, use the tunnel-group ipsec-attributes
command n global conliguration mode. This mode is used o configure settings that are
specilic to the [Psec tunneling protocol.

To remove all [Psec attributes, use the no form of this command,

tunnel-group name ipsec-attributes

tunnel-group ipsec-attributes Parameters

Parameter Description
name Specifies the name of the tunnel group
ipgsec-attributes Specifies attributes for this tunnel group

pre-shared-key

To specily a PSK to support IKE connections that are based on PSKs, use the pre-shared-key
command in twinnel-group ipsec-attributes configuration mode. To return to the default value,
use the no form of this command.

pre-shared-key fey

pre-shared-key Parameters

Paramater Description

key Specifies an alphanumeric key between 1 and 128 characters
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Group Policies

This topic describes how to configure group policies.

Group Policies
Definition

Group policies are
reuseable policy objecis
that:

= Can apply to connection
profiles or user profiles

= Can be applisd to multiple
connecticn profiles or users
o enable reuse

= Simplify configuration where
reuse is required

Giroup policies are Cisco ASA adaptive security appliance configuration objects that define
postlogin network settings and security policies that are to be applied to a remote-access VPN
user. These settings and policies inelude [P addresses (or pools) assigned Lo remote users,
Domain Name System (DNS) servers, access control lists, and so on.

You ean apply group policies to connection profiles, or to individual locally configured user
profiles when using local AAA. Group policies are reusable; therefore, you can apply the same
group policy to multiple connection profiles or user profiles. Group policies can greatly
simplify configuration in situations where you need 1o deploy the same or similar policies to
different users.

In this example, three connection profiles and two group policies are configured on the Cisco
ASA adapuve security appliance. The two users on the lefi belong to the MY-PROFILE
eonnection profile, and would, by default, be assigned the EMPLOYEE-POLICY group policy.
However, the second user from the left is assigned inte a different per-user connection proflile
afier login, and thus is assigned a different (1T-POLICY) group pelicy. The twoe groups of users
in the middle and on the right use different connection profiles, but are assigned the same
(PARTNER-POLICY) group policy.
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Group Policies
Default Group Policy

ASA security appliance
includes a policy
named DiltGrpPaolicy:
* DfltGrpPelicy is applied
ta the default

DefaultRAgroup and
DefaultWEBVFENGroup

connection profiles.

= The DiGrpPolicy is fully
customizable.
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The Cisco ASA adaptive secunty appliance includes a default group policy called DRiGrpPelicy.
This policy is, by default, assigned to the Default RAGroup and DefaultWebY PNGroup
conneetion profiles. The D{eGepPolicy group pelicy cannot be deleted, but you ean fully
custoruze it. You can also disassociate this pobey from the two default connection profiles, and
attach a group policy with a different name to default connection profiles.

However, the DIMGrpPolicy group policy plays an important role in poliey inheritance. You
can use poliey inheritance 1o configure scalable complex policies without duplicating your
work. In policy inheritance, your custom policies can inherit certain commaon parameters from
the DMtGrpPolicy group policy, henee its proper configuration and tuning are paramount.

As you will see later in this lesson, policy inheritance is used simply by not specifying eertain
parameters in your custom policies, allowing them to be inherited from the DMGrpPolicy

group policy.
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Configuring Group Policies
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To tune the default group policy using the CLL, use the group-policy DiliGrpPoliey
attributes command, and change the default attributes of the default policy in the attributes
configuration mode.

For remote-access VPN conligurations using Cisco ASDM, perform these steps to tune the
default group policy:

Step 1 Choeose Configuration > Remote Aceess VPN > Network (Client) Access >

Group Policies (or Configuration > Remote Access VPN = Clientless SSL VPN
Access > Group Policies) (not shown in the example).

Step 2 Choose DIMtGrpPolicy and choose Edit (not shown in the example).

Step 3 Change all required settings in the DltGrpPolicy based on your local requirements.
Step 4 Click OK.

Step 5 Click Apply o apply the changes to the security appliance DIMtGrpPolicy group
policy.

group-policy attributes

To enter group-policy conliguration moede, use the group-pelicy attributes command in global
configuration mode. To remove all attributes rom a group policy, use the ne version of this
eommand. In group-policy configuration mode, you can configure atribute-value pairs fora
specified group policy or enter group-policy webvpn confliguration mode to conligure
WebVPN attributes lor the group:

group-policy srame attributes

group-pelicy attributes Parameters

Parameter

Description

mamea

Specifies the name of the groip policy
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Configuring Group Policies
Creating a Custom Group Policy
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To create a new, custom group policy using the CLL use the group-poliey name internal
command, and change the default atributes of the new group policy by using the group-policy
name attributes in the atuributes configuration mode.

For remaote-access VPN conligurations using Cisco ASDM, perform these steps to create a
new, custom group policy:

Step 1 Cheose Configuration > Remote Aecess VPN > Network (Client) Acecess >
Group Policies (or Configuration > Remote Access VPN = Clientless S8L VPN
Access = Group Policies) (not shown in the example).

Stap 2 Click the Add butten (not shown in the example).

Step 3 Assign a name to the new poliey, and change all required settings in the pelicy based
on your local reguirements. Note that you can use the lnherit function for almoest all
policy settings, and inherit their values from the DNtGrpPolicy.

Step 4 Chieck OK.

Step 5 Click Apply 1o transfer the new, custom group policy o the security appliance.

group-policy
To create or edit a group policy, use the group-poeliey command in global configuration mode.
Toremove a group policy from the configuration, use the no form of this command.

group-policy name {internal [from group-policy_name] | external server-group
server_group password server_password)

no group-policy name
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group-policy Parameters

Parameter Description

nams Specifies the name of the group policy. The name can be upto
&4 characters long and cannot contasin spaces.

internal |dentifies the group policy as internal.

from group-pellicy name

[Optional} Initizlizes the attributes of this internal group policy to
the values of a pre-existing group policy.

external sgerver-group
ssrver group

Specifies the group policy &8s external and identifies the AAA
server group for the adaptive security appliance to query for
attributes.

pagsword
server password

Provides the password to use when retrieving attributes from the
external AbA senver group. The password can be up.to 128
characters long and cannot contain spaces.
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Configuring Group Policies
Agsigning Group Policies to Connection Profiles
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Group policies do not perform any funetion on their own—you need Lo apply them Lo either
connection profiles or local user profiles.

In order to. apply a group policy (& custom group policy or the default group policy) toa
connection profile using the CLL enter the general-attributes configuration mode of &
connection profile. Perform this action by using the tunnel-group name general-attributes
command, and apply the group poliey to this connection profile by using the default-group-

poliey name command.

©2010 Cigca Systems, Ins, Ewaluation of tha Cisco ASA Adaptive Securly Applianca VPN Subsyetam 1-12

™
!



Using Cisco ASDM, perform these stéps to apply a group policy to a connection profile:
Step 1 Choose Configuration > Remote Access VPN,

m  Toattach a group policy to a connection profile for a full tunneling 881 VPN,
choose Network (Client) Access = AnyConnect Connection Profiles. Proceed
to the next step.

m  Toattach a group policy Lo a connection profile for a clientless SSL VEN, choose
Clientless S5L VPN Access > Connection Profiles. Proceed to the next step.

m  Toattach a group policy o a connection profile for an |Psec remote-access
VPN, choose Network (Client) Aceess = IPsec Conneetion Profiles. Proceed
to the next step.

Stap 2 Click Edit to edit the target connection profile

Stap 3 In the connection profile configuration, choose the appropriate group policy from
the Group Policy drop-down lis.

Stap 4 Click OK.

Stap 5 Click Apply 1o transfer the mapping o the security appliance.

tunnel-group general-attributes

To enter the general-attributes configuration mode, use the mnnel-group general-attributes
command in global configuration mode. This mode is used o configure settings that are
commoen to all supported wnneling protocols.

To remove all general attributes, use the no form of this command.

tunnel-group name general-attributes

tunnel-group general-attributes Parameters

Paramater Dascription

name Specifies the name of the tunnel group

genaral -attributes Specifies sttributes for this turnnel group

default-group-policy

To specily the set ol attributes that the user inherits by default, use the default-group-policy
command in tunnel-group general-attributes configuration mode. To eliminate a default group
policy name, use the no form of this command.

default-group-policy group-name

default-group-policy Parameters

Parameter Description
Qroup-name Specifies the name of the group policy to be applied to the conrection
profile
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Configuring Group Policies
Assigning Group Policies to User Profiles
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Finally, vou can assign a group policy directly to a locally conligured user profile, il connection
profile-based policies are too coarse for your requirements, and you are using authentication
against the local database.

In order to apply a group poliey to a local user profile by using the CLL enter the local user
attributes configuration mode by using the username name attributes command. Then, apply
the group policy to this local user profile by using the vpn-group-policy name command.

Using ASDM, perform these steps to apply a group policy to a loeal user profile:

Step 1 Choose Configuration > Remote Aceess VPN > AAA/Loeal Users > Loeal Users,
choose a local user, and click Edit (not shown in the example).

Step 2 Choose VPN Poliey.

Stap 3 In the user profile configuration, uncheck the Inherit check box next to the group
policy, and choose the appropriate group poliey from the Group Policy drop-down
menu.

Step 4 Chek OK.
Step 5 Click Apply to wansfer the mapping to the security appliance.
vpn-group-policy

To have a user inherit attributes from a configured group policy, use the vpo-group-policy
command in username configuration mode. To remove.a group policy from a user
conliguration, use the no version of this command. Using this command lets users inherit
attributes that vou have not confligured at the username level.

vpo-group-policy group-policy-name

vpn-group-policy Parameters

Paramater Description

group-policy-name Provides the name of the group policy
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User Profiles
User Profile Settings

* Remote access VPNs often use
username-based authentication:
= Password or OTP
authentication { Extended
Avthorization [XAUTH]) in
Psec WPNs
= Password or OTF
authentication in 3SL WPhs
* You may nesd to set some
parameters or policies on & per-
user basis:
= Per-user |IP addresses
= Per-user tuning (session idle

time, ACL, and soon) Group Palicy: MY-POLICY
* Creating & group policy fora = idrecs Assgnment; Pool
single user is a cumbersome A MG
g ! » NS Servar 172.{6200.53
alternative.. » Segsion ide Timeoul: 2 Hours

Most remote-access VPN s use some sort of user authentication that is based on a username and
a-password (or one-time password [OTP]), authenticated against the local Ciseo ASA adapuive
security appliance database, or against a remote AA A server. Ofien, you may need to set some
network parameters or policies, such asa per-user |P address to simplify user tracking, or a per-
user ACL, on a per-user basis.

It would be cumbersome to create separate group policies o configure such small exeeptions to
group policies that are applied to larger sets of users. For that purpose, the Cisco ASA adaptive
security apphance allows you to confligure per-user exceptions without the need for a dedicated
per-user group policy.

In this example, all users shared the same group policy (either by being assigned into the same
connection profile or by their different connection profile using the same group policy).
However, you can gverride the group policy settings by specifying per-user settings, as shown
in the figure for the user on the right. While per-user settings override group policy settings, all
other settings that are applied to the user are inherited from the group policy of the user.
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User Profiles

Configuring User Profiles
You cenfigure user “'_
prnﬁles in 1hB |OCE| .\hlh » Chacte o et chaciba e 45 2 S orwenoadine ST ts 10 villa
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all settings normally i Loy
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available in a group
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= For multiple users that
share the same palicy
exceptions, consider

using a group policy
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Vpos=framod«ip-=address 10.258.1.1 2E5E.255.255,.355

Sanfgursten = Remode Ascsss VPN > A8 loce Users = Lo Users

To configure such exceptions, you can simply edit local user profiles, where you will find all
settings that are normally available insade a group poliey. I you do not configure a particular
setting in a local user profile, its value is automatically inherited from the group policy that is
applied to the connection profile of the user.

Note that you should use this option only for settings that are unique to one or a very small

number of users. I there are more than a few users sharing these exceptions, consider ereating
a group poliey to cover all these users with common exeeptions.
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External Policy Storage

This topic deseribes the external storage ol policies.

External Policy Storage

Remote Access Authorization

= Policy seftings can be stored L

on external policy servers: =7
- RADIUS e
Adaptve = s,
- LDAP Satarty i ‘fﬁ -\-Sr\_kn..:.g
AaFanse Secirty Pppiance

— TACACS+ (very limited)
* Recommended when s
deploying multiple YPN ! 4
galeways i

1
]

Y | hj

AADILE RADIUS
Sarvar  Senver

Instead of configuring group policy settings locally on the security appliance, you can store
these settings in an external, remotely accessible database. This option is especially attractive
when vou are using a cluster of Cisco ASA adaptive security appliance VPN gateways, and
you need 1o synchronize policies that are assigned to remote users. By using an external
server, you can centralize the policy database and allow all Cisco ASA adaptive security
appliance VPN gateways to query this server to obtain relevant policies for remote-access
VPN users upon their login.

The Cisco ASA adaptive security appliance supports RADIUS, Lightweight Directory Access
Pratocol (LDAP), and TACACS- to access the remote policy [authorization) database. Note,
however, that while RADIUS and LDAP support the complete set of group policy attributes on
the remote server, the TACACS- protocol only supports very basie remote authorization
(assignment of an ACL and session timeouts).

RADIUS Attribute Reference

This tabie lists the Cisco vendor-specific attributes and values that are supported by RADIUS
and are available for remote-aceess VPN external authorization.

Supported RADIUS Attributes and Values

Attribute Name Attribute | Syntax Single- or Description or Valua
Number | orType | Multivalued

Access-Hours b String Single Mame of the time range, for example,
Business-hours

Simultzneous- 2 Integer Single Aninteger between 0and

Logins 2,147 4B3 64T
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Attribute Name Attribute | Syntax Single- or Dascription or Value
Number | or Type Multivalued
Frimany-0MGS b String aingle An [P address
Secondary=-DNS ] String Single Arn [P address
Frimary=-WINS T String Single An [P address
Secondary-WINS B String Single An [P address
SEP-Card- 9 Integer Single Mot used
Azsignment
Tunneling- 11 Integer aingla 1=PPTP
Protocols 2= LZTP
4= |Peec
B= LZTP/IPsec
16 = WebVPN
4 and B are mutually exclusive; D=11
and 16=27 are legal values,
IPSec-Sec- 12 String Single Name of the security association
hgzociation
IPSec- 13 Integer Single 0= Mone
Authentication 1= RADIUS
2= LDAP [authonzation only)
3= NT Domain
4= 50|
5= Internal
&= RACIUS with Expiry
T = Kerberos/Active Directory
Banneri i5 String Single Barnner string
IPSec-Allow- 16 Boolean Single 0 = Disabled
Passwd-Store 1 = Enabled
Use-Client-Address | 17 Boolean Single {0 = Disabled
1 = Enablad
PPTP-Encryption 20 Integer Single Bitmap:
1= Encryption reguired
2= 40 hits
4= 128 bits
B = Siateless-Reguired
18 = 40/128-Encr/Stateless-Req
LZTP-Encryption 21 Integer Single Bitmap:
1= Encryption required
2= 40 bit
4=12B bits
B = Siateless-Req
15 = 40/12B-Encr/Stateless-Req
Group-Folicy 25 String Sets the group policy for the remote-
access VPN session. For version 8.2
and later, use this allribute instead of
IETF-Radius-Class. You can use one of
the three following formats:
m  <group policy name>
m  OlU=<group policy name>
n  OU=s<group policy mame=
IPSec-Split-Tunnel= | 27 String Singie Specifies the neme of the network or
List access list that describes the split tunnel
inclusion list
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Attribute Name Attribute | Syntax Single- or Description or Valua
Numbar | or Type Multivalued
IPSec-Defaults 28 String Single Specifies the single default domain
Dromzin name to send to the client (1=255
characters)
IPSec-Split-DNS- ped=) String Single Specifies the list of secondary domain
Names names to send to the client (1=255
characters)
IPSec-Tunnel-Type | 30 Integer Single 1 = LAN-to-LAN
2 = Remote access
IPSec-Mode-Config | 31 Boolean | Single 0= Gisabled
1= Enabled
IPSec-User-Group- | 33 Boolean Single 0= Disabled
Lock 1= Ensabled
IPSec-Over-UDP 34 Boolean | Single 0= Disabled
1= Enabled
IPSec-Dver-UDP- 5 ] Integer Single 4001=45 151
Port default = 10,000
Bannerz 38 string Single A banner string that 1s concatensted to
the Banneri string, if configured
PPTP-MPPLC- 37 Integer Single 0= Disabled
Compression 1= Enabled
LETP=MPPLC- 38 Integer Single 0= isabled
Compression 1= Enabled
IPSec-IP- 39 Integer Single 0= Disabled
Compression 1 = Enabled
IPSec-IKE-Peer-ID- | 40 Integer Single 1 = Reguired
Check 2 = |f supported by peer certificate
3 = Do not check
IKE-Keep-Alives 41 Boolean Single 0= Disabled
1= Enzbled
IPSec=Auth=Cire= 4z Boolean Single 0= Disabled
Rekey 1= Enabled
Reguired-Clignts 45 Integer Single 1 = Cisco (with Cisco Integrated Client)
Firewall-\'endor- 2 =FZone Labs
Code 3 = Network ICE
4 = Sygate
5= Cisco (with Cisco Intrusion
Prevention Security Agent)
Reguired-Client- 48 Integer Single Cisco products:

Firgwall-Product-
Code

1 = Cisco Infrusion Prevention System
Agent or Cisco Integrated Client

Zore Labs Products:

1 = Zonedlarm

2 = Zonehlarm Pro

3 = Zone Labs Integrity

Metwork ICE Product:
1 = Blacklce Defender/Agent

Sygate Products:

1 = Personal Firewall

2 = Personal Firewall Fro
3 = Gecurity Agent
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Attribute Name Attribute | Syntax Single- or Dascription or Value
Number | or Type Multivalued
Required-Clients 47 Siring ingle Siring
Firewsall-Description
Reguire-HW.Client= | 48 Boolean | Single 0= Disabled
Auth T = Enabled
Required- 45 Integer Single 0= Disabled
IndividualLiser= T = Enabled
Auth
Authenticated. 50 Integer Single T=3 5,781,384 minutes
User-ldle-Timeout
Cisco=IP-Phone- 51 Integer Single 0= Disabled
Bypass 1 = Enabled
IPSec-3plit- 58 Integer Single D = Mo split tunneling
Tunneling-Policy 1 = Split tunneling
2= Local LAN permitted
IPSec-Required. 56 Integer Single 0= Mone
Client-Firewail= t = Policy defined by remote firewall
Capability Arg-You=There (AYT)
Z = Policy pushed CPP
4 = Pglicy from sarver
IPSec-Clients 57 String single Specifies the name of the fiter to be
Firewall-Filter- pushed to the client as firewall policy
Name
IPSec-Client- 58 Integer Single 0= Reguired
Firewsall-Filter- T = Dptional
Optional
IPSec-Backup- 58 String Bingle 1 = Use client-configured list
Servers 2 = Disable and clear client list
3 = Use backup server list
IPSec-Backup- &0 String Single Server addresses (space delimited)
Server-List
CHCP-Metwaork- 61 String single An IP address
Scope
Irterce pt-CHGP- B2 Boolesn | Singie 0= Disabled
Configure-Msg 1= Enabled
lG-Client=Subnet. | 63 Boolean | Single An IP address
Mask
Alows=MNetwork= B4 Boolean | Single 0= Disabled
Extersion=hode 1= Enabled
Authorization-Type | B5 Integer Single 0= MNone
1= RADIUS
Z=LDAP
Authorizations 66 Integer Single O=Mo
Required 1=Yes
Authorizatior=DMN - &7 String Single Possible values: UID, OU, O, CN, L, 5P,
Figld G, EA, T, N, GN, SN, |, GENG, NG,
SER, use-entire-name
IKE=Keephives 6B Integer Single 10=300 seconds

Confidence-Interval
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Attribute Name Attribute | Syntax Single- or Description or Valua
Numbar | or Type Multivalued
NebV Ph-Contents B8 Integer Single 1= Java ActiveX
Filter-Parameters 2= Java Script
4 = |mage
B = Cookies inimages
WebWVPN-URL-List | 71 String Single URL list name
MNet PN-Ports T2 Siring Single Part forward list-name
Forward-List
WebVPhM-AcCess- 73 String Single Access list name
List
Cisco-LEAP- TS Integer Single 0= Cisabled
Bypass 1= Enabled
WbV P N- 76 String Single A URL such as hitp;/example-
Homepage portal.com
Client=Type= 77 String Single IPsec VPN version number string
Version=Limiting
WebVPN-Port- 78 String Single String name (example, *Corporate-
Forwarding-Name AppsT).
Text replaces default string "Application
Access” onclientless portal home page
|E-Proxy-Server BO String Single An P address
|E=Prowy«5en/ers B1 Integer Single 1 = No modify
Paolicy 2 = No prowy
3 = Autodetect
4 = UUse concentrator setting
|E-Promy- BZ String Single Newline (\n) separated list of DNS
Exception-List domaing
|IE-Proxy-Bypess. 83 Integer Single 0 = None
Local 1 = Local
IKE-Keepsalive- B4 Integer Single 2=10 seconds
Retry-Interval
Tunnel=-Group-Lock | B5 Siring Single MName of the tunnel group or "none’
Access-Lists BE String Single Access listID
Inbound
Access-Lists BT String Single Access listID
Outbound
Perfect-Forward. BB Boolean | Single 0 =Nao
Secrecy-Enable 1 =Yes
NAC-Enable B2 Integer Single 0 =MNo
1=Yes
MNAC-Status-Cuery- | 30 Integer Single 30—~1800 seconds
Timer
NAC-Revalidation- | 81 Integer Single 300-86 400 seconds
Timer
NAC-Default-ACL g2 String Access list
Web\VPN-URL- 83 Integer Single 0 = Disabled
Entry-Enable 1= Ensbled
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Attribute Name Attribute | Syntax Single- or Dascription or Value
Number | or Type Multivalued
WebVFPN-File- =) Integer Single 0= Disabled
Access-Enable 1 = Enabled
NebPNaFilg= 85 Integer single 0= Disabled
Server-Entry- T = Enabled
Enable
WebWVPN-File- 56 Integer Single {0 = Disabled
Server-Browsing- 1 = Enablad
Enable
WebWPN-Port- 87 Integer Bingle 0 = Disabled
Forwarding-Enable 1 = Enabled
Web\WVPN-Outlook- 88 Integer Singls 0 = Disabled
Exchange-Prosy- t = Enabled
Enable
WebWVFN-FPaorts B9 Integer Single 0= Disabled
Forwarding-HT TP- 1= Enabled
Proxy
WebW P N«Autos 100 Integer Bingle 0= Disabled
Applet-Downloads 1 = Enabled
Enable
Neb' P NCitrixs 101 Integer single 0 = Disabled
Metaframe-Enable 1 = Enabled
WebW P MN-Apply- 102 Integer Single 0= Disabled
ACL 1 = Enabled
MNebWPN-SSL- 103 Integer Single 0= Dizabled
VPN-Client-Enable 1 = Enabled
WebWVPN-S5L- 104 Integer Single 0= Disabled
WPN-Client- 1 = Enabled
Required
WebWFN-55L- 105 Integer Single 0 = Cisabled
WPN-Client-Keep- 1 = Enabled
Installation
SWVC-Keepalive 107 Integer Single 0= Off
15=800 seconds
SWC-DPD=Interval- 108 Integer Single 0= Off
Client 5=3600 seconds
SV C-DPD=Intervals 108 Integer Single 0= Dff
Gateway 5=3E00 seconds
SV C-Rekey-Time 110 Integer Single 0= Disabled
T=10,080 minutes
WebWFPN-Ceny- 116 Siring Single Valid string {up to 500 characters}:
lMessage
Extended- 122 Integer Single 0= Disabled
Authentication-0On- 1 = Enabled
Rekey
SWC-DTLS 123 Integer Single 0= False
1= True
SWC-MTU 125 Integer Single MTU value
256=1406 in byles
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Attribute Name Attribute | Syntax Single- or Description or Valua
Number | or Type Multivalued
SWC-Modules 127 String Single String (name of a module).
SV C-Profiles 128 String Single String (mame of a profile).
SV C-Ask 131 String Single 0= Disabled
1= Enabled
3= Enable default service
5 = Enable default clientless
(2 and 4 not used)
SV C-Ask-Timeout 132 Integer Single 5=120 seconds
IE=Proxy-PAC-URL | 133 String Single PAC address string
Strip-Realm 135 Boolean | Single 0 = Disabled
1 = Enabled
Smart-Tunnel 136 String Single Name of a smart tunnel
WebVPN-AcCtiveX- 137 Integer Single 0= Disablea
Relay Otherwise = Enabled
Smart-Tunnel-Auto | 138 Integer Single 0 = Disabled
1 = Enabled
2 = Autostart
Smart-Tunnel-Auto- | 132 String Single Name of & smart tunnel auto sigr-on Jist
Signor-Enable appended by the domain name
WVLAN 140 Integer Single 0=a0584
MNAC-Settings 141 string Single Mame of NAG policy
Member-Cf 145 String Single Commae-delimited string, for example;
Engineering, Sales
Administrative attribute that can be used
in DAP; does not set a group policy
Address-Fools 297 String Single Name of IP local pool
IPwE-Address- Z18 String Single Name of |P local pool IPvE
Pools
IPvE-\PN-Filter 218 String Single ACL value
Privilege-Level 220 Integer Single Aninteger between 0and 15
WebWPN-Macro- 223 String Single Urbounded. See the
Value1i SSL VPN Deployment Guide for
examples and use cases at this URL:
hitp/supportwiki.cisco.com/\ViewWikiin
dex.php/Cisco_ASA_5500_SSL_VPN_
Deployment_Guide%2G_\Version_8.x
WebWVPM-Macro- 224 String Single Unbounded. Seethe

Value2

B5L VPN Deployment Guide far
examples and use cases at this URL:
hitp/supportwiki.cisco.com/V iewWikifin
dex.php'Cisco_ASA_S500_SSL_WFPM_
Ceployment_Guide%2C_Version_8.x

Daplaying Cisco ASA VPN Solubans (VPN) v1.0

& 2010 Cisca Systams, Ins,



Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

= The Cisco ASA adaptive security appliance uses a powerful
cenfiguration medel involving connection profiles, group
policies, and user profiles te provide moedularity and Mexiblity.

= Connection profiles define prelogin AAA requirements.

Group policies define post-login policies and network
settings. User profiles can override group pelicies when per-
user exceplions are required. Group policy and user profile
inheritance allows you to quickly create policies with complex
requirements.

Use extarnal policy storage with multiple VPN gateways o
simplify administration and ensure uniform policy assignment.

®

References

For additional information, refer to these resources:

m  Configuring an Extermal Server for Security Appliance User Authorization (CLI) at
heep:weww_ciseo.comien/US docs/security/asa‘asal2 ‘configumton/guide/ref. extserver hitml

m  Configuring an External Server for Authorization and Authentication (ASDM) at
http:/fwww.eisco.com/en/US/does/security/asdm/6_2/user/guide/extservr.himl
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Module Summary

This topic summarizes the key points that were discussed in this module.

Module Summary

= The Cisco ASA adaptive security appliance provides a rich
set of network integration, access contrel, and WPN features
that work in concert to provide multifuncticn security functions
to an crganization.

* Remote access VPNMs invelve varicus classes of remote
users connecting toa protected network over an untrusted
transport network.

* Site-lo-site VPNs can connect geographically dispersed sites
of the same enterprise over a public network, lowering cost
and providing scalable performance.
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Module 2

Deployment of Cisco ASA
Adaptive Security Appliance
IPsec VPN Solutions

Overview

The Cisco ASA adaptive security appliance supports site-to-site [P Security (1Psec) virtual
private networks (VPNs) and remote access [Psee VPNs, which can be managed using the
Cisco Easy VPN solution. While site-1o-site [Psec VPNs protect trafTic between remote and
central sites, remote-aceess |Psec VPNs protect rafTic between mobile workers and a central
site. This module describes how to conligure basic and certificate-based site-to-site [Psec
VPNs. It also deseribes how Lo deploy remote access [Psec VPN, including preshared
authentication, certificate-based authentication, and advaneed public key infrastrueture (PK1)
integration. The module describes remote access deployments that use the Ciseo VPN Client
and Cisco Easy VPN Remote hardware client.

Module Objectives

Upon completing this module, vou will be able to implement and maintain site-to-site [Psec

WPNs and Cisco Easy VPN solutions on the Cisco ASA adaptive security appliance VPN

gateway according to policies and environmental reéquirements. This ability includes being able

to meet these objectives:

= Deploy and manage basie site-to-site [Psee VPN leatures of the Ciseo ASA adaptive
security appliance

m  Deploy and manage advanced site-to-site [Psec VPN authentication features of the Cisco
ASA adaptive security appliance

m  Deploy advanced Cisco VPN Client settings to support a range of end users

a  Deploy and manage the basic features of the Cisco ASA adaptive security apphiance Cisco
Easy VPN Server feature

m  Deploy advanced authentication miethods of the Cisco ASA adaptive security appliance
Cisco Easy VPN Server feature to support [Psec VPN clients

m  Deploy advanced Cisco Easy VPN Remote setup to support a secure conneclion between
remote and central offices
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Lesson 1

Deploying Basic Site-to-Site
IPsec VPNs

Overview

The Cisco ASA adaptive security appliance supports site-to-site [P Security (1Psec) virtual
private network { VPN) deployments, which can be used 1o proteet trafTic between remote and
central sites. Basic deployments of site-to-site 1Psec VPNs use pre-shared keys {PSKs) for
authentication, which is recommended lor smaller deployments. This lesson describes how to
configure, verily, and troubleshoot basic site-to-site |Psec VPNs,

Objectives

Upon completing this lesson, you will be able 1o deploy and manage basic site-to-site [Psec
WPN features of the Cisco ASA adaptive security appliance, This ability includes being able to
meet these objectives:

®  Plan a Cisco ASA adapuve security appliance site-to-site VPN

m  Configure and verify basic peer authentication in a Cisco ASA adaptive security appliance
site-to-site VPN

®  Configure and verify transmission protection in a Cisco ASA adaptive secunity appliance
site-to-site VPN

®  Troubleshoot the operation of a Cisco ASA adaptive security appliance site-to-site VPN



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic gives an overview of how to plan a Cisco ASA adaptive security appliance site-lo-
site VPN,

Basic Site-to-Site IPSec VPNs

Solution Components

Feer A rerdoaon

| ISAKMP SA Ciaco ASDM

Froniiared Pro=Enred !
ey 2 Hiry ==

- l Ciaza Ciaco |
\'."-.5/ 288 AEE %!
£ |-
—_— —
— T —

Transmission
Froecton ‘or BnseiodSica Trafic

Ingags Hogl

In site-to-site 1Psec VPNs, two local networks communicate via an encrypted conneetion
between two VPN gateways. One security appliance is installed at each site and all waffic for
remote destinations is routed o the securivy appliance. The security appliances encrypt and
encapsulate the traffie. They also perform all IPsec functionality and route all nteroffice VPN
raffic through the Internet. This setup does not require installation of any additional software
and isreferred Lo as a site-to=site VPN,

When conducting business over a site-to-site VPN tunnel, you must “know™ or have verification
of who 1s at the other end of the wnnel. The VPN gateway on the other end of the VPN tunne!
must be authenticated before the communications path is considered secure. The last exchange of
Internet Key Exchange (IKE) Phase 1 15 used o authenticate the remote VPN gateway peer.

In small networks (basic site-lo-site VPNs), pre-shared keys (PSKs) can be used to authenticate
remote VPN peers. This authentication method is simple, but the PSK must be distributed to
remote sites in advance. Using PSKs to authenticate does not scale well in large networks. The
preferred method is the exchange of digital certificates to authenticate remote peers.
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Basic Site-to-Site IPsec VPNs

ASA 5505 with 100 Mb/s

Basa

ASA 5505 with 100 Mb/s 25
Security Plus

ASA 5510 170 Mb/s

ASA 5520 Z25Mbis 750
ABA 5540 325 Mb/s 5600
ASA 5550 425 Mbis 5000
ASA B5E0-20 1 Gbls 10,000
ASA5580-40 1 Gh/s 10,000

Cisco ASA Site-to-Site Capacity and Performance

Claco ASA AES or 3DES | Concurrent | VPN
Adaptive Sscurity Psec Pesrs | Clustering
Appllancs Mbﬁnl

Mo

Yes (Sec+)
Yes
¥es
Yes
Yes

Yes

The table summarizes site-to-site | Psec performance for various Cisco ASA adaptive security

appliance models. The performance ranges {rom 100 Mb/s (and 10} concurrent 1Psec peers) lor

the Cisco ASA 3305 Adapuve Security Appliance model to | Ghi's (and 10,001 concurrent

|Psec peers) for high-end Cisco ASA 5580-20 Adapuve Security Appliance and Cisco 338040

Adaptive Security Appliance models.
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Basic Site-to-Site IPsec VPNs

Deployment Tasks

» Configure baslc peer authentication,

= Configure transmission protection.

= Merify communication over encrypted tunnel.

To confligure a basic site-to-site 1Psec VPN, complete the following overall configuration tasks:
l. Configure basic peer authentication.

2. Conligure ransmission protection.

Tk

Werily communication over an encrypted tunnel.
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Basic Site-to-Site IPsec VPNs

Input Parameters

Description

Peer IP address Tunnel endpoint of the opposite adaptive security
appliance, usually the outside interface

ISAKMP policy Protection for Phase 1 ISAKMP SA: encryption,
hash, suthentication, OH group

PSK Authenrtication method used to authenticate other
endpoint

Local and remote  Traffic that needs to be encrypied and sent

networks throegh the tunnel

Transform set Protection for Phase 2 |Psec SA: encryplion and
hashing algorithm

Belore conliguring a site-to-site 1Psec VPN, you need to collect the following input parameters:

®  Peer 1P address: The peer |P address 1sthe [P address of the opposite Cisco ASA adaptive
security appliance, usually the outside interface.

®  |SAKMP poliey: This policy provides protection for Phase | Intemet Security Association
and Key Management Protocol (ISAKMP) and Internet Key Exchange (IKE) secunty
associaton (8A), ineluding eneryption, hash, authentication, and Diffie-Hellman ( DH) group.

®  Pre-shared key: The PSK is used to authenticate the opposite tunne! endpoint.

®  Laocal and remote networks: This information defines traffic that needs to be encrypted
and sent through the wnnel.

®  Transform set: The transform set provides protection for Phase 2 [Psee SA, meluding
encryption and hashing algorithm (and optional parameters).
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Basic Site-to-Site IPsec VPNs

Design and Implementation Guidelines
= Merify network connectivity before encryption
= Use PSKs for small VPNs
* Use separate key for each tunnel
= Aveld unnecessary complexity, which rises with n™(n-1)2

= Use strong keys against dictionary or brute force aliacks
{up o 128 characters, uppercase and lowercase, special
characters)

Consider the following design and implementation guidelines when you configure basie site-to-
site [Psec WPNs:

Verily network connectivity before encryption: 1Psec VPN peers need to be reachable
over the network betore they can suceessfully establish [Psee SAs. You should also verify
that required ports are not filtered on any intermediate firewall.

Use PSKs for small VPNs: It is usually recommended o use pre-shared keys [or only
small VPN deployments. For larger VPN deployments, use digital certificate authentication
since it easily seales to hundreds of VPN peers and beyond.

Avoid unnecessary complexity: In a full mesh [Psee VPN deployment, where cach
[Psec gateway establishes a VPN tunnel to all other 1Psec gateways, the number of
tunnels grows with a*(sn—1)/2. Design your VPN network conneetivity properly to avoid
unneeded complexity.

Use a separate key For each tunnel: 1T vou use one key for all tunnels, then [Psec
authentication between all the peers is compromised as soon as the key is compromised.
If you use different keys lor each tunnel, only 1Psee authentication for peers using this
key is compromised.

Use strong keys against dietionary or brute force attacks: Strong keys are the ones with
up to 128 characters, upper and lower case characters, as well as special characters,
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Configuring Basic Peer Authentication

This topic describes how to configure and verify basic peer authentication in a Ciseo ASA
adaptive security appliance site-to-site VPN,

Configuring Basic Peer Authentication
IKE Phase 1 Main Mode
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The basic purpose of IKE (IKE Phase 1) is to negotiate IKE policy sets, authenticate the peers,
and set up a secure channel between the peers. IKE Phase | occurs in two modes: main mode or
aggressive mode. Ageressive mode is faster, but it does not provide identity protection for the
communicating parties like the slower main mode does. Therefore, the peers must exchange
wdentification information before establishing a secure SA. Aggressive mode is enabled by
default on the security appliance.

Main mode has six total exchanges (three in each direction) between the initiator and reeeiver
using six packets:

®  First and second exchange: The algorithms and hashes that are used to secure the [KE
commumcations are negoetiated and agreed upon between peers.

®  Third and fourth exchange: This exchange uses a DH exchange to generate shared secret
keys and passnonces, which are random numbers that are sent to the other party, signed,
and returned to prove their identity. The shared seeret key is used to generate all the other
encryption and authentication keys,

®  Fifth and sixth exchange: This exchange verifies the identity of the other side. It 1s used to
authenticate the remote peer. The main outeome of main mode 1 4 secure communication
path for subsequent exchanges between the peérs, Without proper authentication, you
might establish a secure communication channel with a hacker who could be stealing all
your sensitive material.

IKE and ISAKMP SA 15 bidirectional, in contrast to [Psec SAs, which are unidirectional.
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Configuring Basic Peer Authentication

Configuration Tasks

1. Enable IKE on an interface.
2. Configure IKE policy.

3 Configure PSKs,

To confligure basic peer authentication, complete these conliguration tasks:

. Enable IKE on an mterface,

(]

Configure the IKE policy.

Tk

Confligure PSKs.
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Configuring Basic Peer Authentication
Configuration Scenario

Ramale Branch
Difice
10.0.1.0/24

In this configuration scenario, the lesson guides you through setting up an [Psec VPN tunne!

between two Cisco ASA adapuive security appliances. You will configure the headguarters (HO

in the figure) security appliance to establish a VPN tunnel over its outside interface to [P
address 192.168.226.211, which belongs to the outside intertace of theremote branch office
security appliance. The winnel enables direet communication between the HG LAN
(10.0.2.0/24) and the remote branch ofTice LAN (10.0.1.0/24) over an encrypted tunnel.
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Configuring Basic Peer Authentication
Task 1: Enable IKE on an Interface
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You must enable IKE for each mterfaee that you want to use for VPN connections. To enable
IKE on an mterface using Cisco Adaptive Security Device Manager (Cisco ASDM), complete
the lollowing steps:

Step 1

Stap 2

Step 3

Step 4

Inside Cisco ASDM, choose Configuration = Site-to-Site VPN > Advaneed =
IKE Parameters,

Select an interface; on which yvou want to enable IKE processing and click the
Enable button.

Optionally, you can change how [Psec peers identily themselves to each other. You
can choose the identilication methods from the following options:

m Address: Usesthe IP addresses of the hosts exchanging ISAKMP identity
mformation.

®  Hostname: Uses the fully-qualified domain name of the hosts that are
exchanging ISAKMP identity information. (This option is the default) This
name comprises the hostname and the domain name.

m Key 1D: Uses the string that the remote peer uses Lo look up the PSK.
®  Automatic: Determines |KE negotiation by connection type:
— 1P address for PSK
— Certificate distinguished name (DN) for certificate authentication

Click Apply 1o apply the configuration.
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Configuring Basic Peer Authentication
Task 2: Canfigure IKE Policy
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Toadd an IKE policy using Cisco ASDM, complete the following steps:

Inside Cisco ASDM, choose Conliguration = Site-to-Site VPN > Advanced >
IKE Policies. The [KE Policy pane hists all acuve IKE policies and their

conligured priorities.

Click Add. The Add IKE Policy window appears. Seleet and input the desired

values for the IKE policy:

m  Priority: Type a number to set a priority for the IKE policy. The range 15 | 1o
65,543, with 1 being the highest priority.

Eneryption: Choose an eneryvption method. The method in this seenario 18 a
symmetric eneryption method that protects data that s transmitted between
two [Psee peers. The following options in the drop-down list are available o
choose from:

des: This method is 56-bit Date Encrypuion Standard-Cipher Block
Chaining (DES-CBC). It is less seécure, but faster, than the aliernatives.
This option is the default value.

3des: This method is 168-bit triple DES (3DES),

aes: Thismethod is 128-bit Advanced Encryption Standard (AES).
aes-192: This method is 192-bit AES,

aes-256: This method is 236-bit AES,

Hash: Choose the hash algorithm that ensures data integrity. 1t ensures that a
packet comes from whom you think it comes from, and that it has not been
modified in transit:

Sha: Secure Hash Algorithm | (SHA-1)
md5: Message Digest 5 (MDS)
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The default is SHA-1. MDS has a smaller digest and s considered to be slightly
faster than SHA-1. A successful (but extremely difficult) attack against MD3
has oceurred; however, the Hashed Message Authentication Code (HMAC)
variant that IKE uses prevents this atack.

Authentication: Choose the authentication method the security appliance uses
to establish the identity of each [Psec peer. PSKs do not scale well with a
growing network but are easier to set up in a small network. The following
options in the drop-down list are available to choose from:

—  pre-share: PSKs

—  rsa-sig: A digial centificate with keysthat are generated by the Rivest,
Shamir, and Adleman (RSA) signatures algorithm

— erack: IKE Challenge/Response for Authenticated Cryptographic Keys
(CRACK) protocol for mabile [Psec-enabled clients that use
authentication technigues other than certificates

D-H Group: Choose the DH group identifier that the two [Psec peers use to
derive a shared secret witheut transmitting it 1o each other. You can choose (rom
the following:

— 1: Group 1 (768 bit). This is the default value.

—  2: Group 2 ( L1024 bit).

—  5: Group 3 (1336 bit).

Lifetime: Choose Unlimited or type an integer {or the SA lifetime. The default
15 86,400 seconds or 24 hours. With longer lifetimes, the security appliance sets
up future [Psee SA more quickly. Enceyption strength 1s great enough 1o ensure
securily without using very last rekey times, on the order of ¢very few minutes.
It is recommended that you accept the default.

Click OK.
Click Apply 1o apply the configuration.
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Configuring Basic Peer Authentication
Task 2: Configure PSK
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The Add or Edit IPsec Site-to-Site Tunne! Group dialog box lets vou speeily atiributes for the
[Psee site-to-site connection that you are adding, In addition, yvou can select IKE peer and

user authentication parameters, conligure |KE keepalive monitoring, and select the default
group poliey.

Toadd an 1Psec site-to-site tunne! group using Cisco ASDM, complete the following steps:

Step 1 Inside Ciseo ASDM, choose Configuration > Site-to-Site VPN > Advanced >
Tunnel Groups.

Step 2 Click the Add button. The Add 1Psee Site-to-site Tunnel Group window appears.

Step 3 Enter the wnnel group name into the Name Neld. Inthe example in the figure,
192.168.226.211, the | P address of the peer device, is entered as the name.

Step 4 Enter the PSK into the Pre-shared Key field.
Step 5 Click OK.

Step 6 Chick Apply to apply the configuration.
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Configuring Basic Peer Authentication
CLI Configuration
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This output in the figure shows the CL1 commands that are required to enable IKE processing
on the outside interface, to send the interface IP address to an [Psec peer for identfication. The
output also shows the commands that are used to econfigure the IKE policy and 1o configure the
tunnel group and PSK.

Usethe erypto isakmp enable outside command to enable IKE on the outside interface. Use
the erypto isakmp identity address command to use | P address as peer [Psec identilication.

Use erypto isakmp poliey authen pre-share to specily that the PSK will be used lor
authentication. Use the erypto isakmp policy enerypt command to speeifliy the encryption
algorithm. Use the erypto isakmp policy hash command to specify the hashing algorithm. Use
the erypto isakmp poliey group command to specify the DH group. Use the ervpto isakmp
poliey lifetime command to specily the SA lifetime.

Use the tunnel-group command, followed by the tunne! group name and type ipsec-121
keyword to create a site-to-site type of tunnel group. Use the preshared-key command in
wnnel-group ipsec-atiributes configuration mode to specify a PSK. Use the sakmp Keepalive
command to enable IKE keepalives. IKE keepalives are used to determine whether the remote
VPN peer is still up.

crypto isakmp enable

To enable ISAKMP negotiation on the interface on which the [Psec peer communicates with
the adaptive security appliance, use the erypto isakmp enable command m global
configuration mode. To disable ISAKMP on the interface, use the no form of this command.

cryplo isakmp enable interface-name

crypto isakmp enable Parameters

Parameter Description

interface-name Specifies the name of the interface on which to enable or disable
ISAKMP negotiation
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crypto isakmp identity

Tosetthe IKE Phase 2 [D o be sent to the peer, use the erypto isakmp identity command in
global confliguration mode, To return to the default setting, use the no form of this command.

erypto isakmp identity {address | hostname | key-id Ley=id-string | auto}

crypto isakmp identity Parameters

Parameter Description

address Uses the IP address of the host that is exchanging ISAKMP
identity information.

aikto Cetermines ISAKMP negotiation by connection type: IP address
for PSK or certificate DN for certificate authentication,

hostname Uses the fully-qualified domain name of the host thatis

exchanging ISAKMP identity informiation. (This parameter is the
default). This name comprises the hostname and the domain
name.

key-id key id string

Specifies the string that is used by the remote peer to look up the
PSK.

crypto isakmp policy authentication

T speeily an authentication method within an IKE policy, use the erypto isakmp
poliey authentieation command in global configuration mode. IKE policies define a set of
parameters for IKE negotiation. To remove the 1ISAKMP authentication method, use the

related elear eonfigure command.

eryplo isakmp policy priority authentication {erack | pre-share | rsa-sig}

crypto isakmp policy authentication Parameters

Parameter Description

ricrity Uniguely identifies the IKE policy and assigns a priornty to the
policy. Use an integer from 1 to 65,534, with 1 being the highest
priority and 65,534 the lowest.

crack Specifies IKE CRACK as the authentication method.

pre-share

Specifies PSKs as the authentication method.

rea-sig

Specifies RSA signatures as the suthentication method.

RSA signatures provide nonrepudiaton for the IKE negotiation,
This nonrepudiation basically means thaet you can prove to a third
party whether you had an IKE negotiation with the peer,

crypto isakmp policy encryption

To specily the encryption algorithm that should be used within an IKE policy, use the erypio
isakmp policy eneryption command in global configuration moede. To reset the encryption
algorithm to the default value, which 1s DES, use the no form of this command.

crypto isakmp policy pricrity encryplion {aes | aes-192 | aes-256 | des | 3des;
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crypto isakmp policy encryption Parameters

Parameter Description

priority Uniguely identifies the IKE policy and assigns a priority to the
paolicy. Use aninteger from 1 to 85,534, with 1 being the highest
priority and £5,534 the lowest.

aeg Specifies that the encryption algorithm that should be used in the
IKE policy is AES with & 128-bit key.

aeg=-192 Specifies that the encryption algorithm that should be used in the
IKE policy iz AES with a 182-bit key.

aeg=25§ Specifies that the encryption algorithm that should be used in the
IKE policy is AES with &8 256-bit key.

des Specifies that the encryption algorithm that should be used in the
IKE policy is 58-bit DES-CBC.,

3des Specifies that the encryption slgorithm that should be used in the

IKE policy is triple DES (3DES).

crypto isakmp policy group

To specily the DH group for an IKE policy, use the arypto isakmp poliey group command in
global configuration mode. IKE policies define a set of parameters to use during 1KE negotiation.
To reset the DH group identifier to the default value, use the no form of this command.

erypio isakmp poliey priority group {1 2| 5}

crypto isakmp policy group Parameters

Parameter Description

priority Uniguely identifies the IKE policy and assigns a priority to the
policy. Use an integer from 1 to 65,534, with 1 being the highest
priority and £5,534 the lowest.

group 1 Specfifies that the TEB-bit OH group should be used in the IKE
policy. This is the default value.

group 2 Specifies that the 1024-bit OH Group 2 (DHZ2) should be used in
the IKE policy.

group 5 Specifies that the 1 538-bit DH Group 5 (DHS) should be used in

the IKE policy.

crypto isakmp policy hash

Tospecily the hash algorithm for an IKE policy, use the ervpto isakmp poliey hash command
in global configuration mode. IKE policies deline a set of parameters to be used duning IKE
negotiation. To reset the hash algorithm to the default value of SHA-1, use the no form of this

command.

eryplo isakmp policy priorin hash {md5 | sha}
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crypto isakmp policy hash Parameters

Parameter Description

ricrity Uniguely identifies and assigns a priority to the policy. Use aninteger from 1 to
65,534, with 1 being the highest priority and 65,534 the lowe st

mi 5 Specifies that MD5 (HMALC variant) should be used as the hash algonthm for the
IKE policy.

sha Specifies that SHA-1 (HMAC variant] should be used as the hash-algorithm for the

IKE policy.

crypto isakmp policy lifetime

To specify the lifetime of an IKE security association (SA) belore it expires, use the erypto
isakmp policy lifetime command in global configuration mode. You can specifly an infinite
lifetime if the peer does not propose a lifetime. To reset the security association lifetime to the
default value of 86,400 seconds (one day), use the no form of this command.

crypto isakmp poliey priorty lifetime seconds

crypto isakmp policy lifetime Parameters

Paramatar Dascription

priority Uniguely identifies the IKE policy and assigns a priority to the policy. Use an integer
from 1.to €5,534, with 1 being the highest priority and £5,534 the lowest.

seoonds Specifies how many seconds each security associstion should exist before expiring.

To propose & finite lifetime, use aninteger from 120 to 2,147 483 B47 sec. Use D sec
for infinite lifetime.

tunnel-group

To create and manage the database of connection-specilic records Tor IPsec and Clsco
WebWVPN tunnels, use the tunnel-group command in global configuration mode. To remove a
tunnel group, use the no form of this command.

tunnel-group name type Hpe

tunnel-group Parameters

Parameter Description

name Specifies the name of the tunnel group. This can be any string that you choose. If
the name is an IP address,; it is ususally the |P address of the peer.

typa type Specifies the type of tunnel group:

= remote-access: Allows a userto connect using either IPsec remote access or
WebWVFN (portal or tunnel client)

s ipsec-l2]: Specifies [Psec LAN-to-LAN, which aliows two sites or LANS to
connect securely across a public network like the | nternet

Nota The following tunnel-group types are deprecated in Release B.0[2):
- ipsec-ra: | Psec remole access
- wabvpn: WebVPN
The adaptive security appliance converts these to the remote-access
ype.
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tunnel-group ipsec-attributes

To enter ipsec-attributes configuration mode, use the tunnel-group ipsec-attributes command
in global configuration mode. This mode is used to conligure settings that are specific o the
[Psec tunneling protocol. To remove all [Psec attributes, use the no form of this command.

tunnel-group name ipsec-attributes

tunnel-group ipsec-attributes Parameters

Parameter Descripiion
nama Specfifies the name of the tunnel group
ipsec-attributes Specifies attributes for this tunnel group

pre-shared-key

To specily a PSK to support IKE connections that are based on PSKs, use the pre-shared-
key command in tunnel-group ipsec-atiributes configuration mode. To return to the default
value, use the no form of this command.

pre-shared-key key

pre-shared-key Parameters

Parameatar Description

Fay Specifies an alphanumeric key between 1 and 128 characters

isakmp keepalive

To configure [KE DPD, use the kakmp keepalive command in tunnel-group ipsec-attributes
configuration mode. o every tunnel group, IKE keepalives are enabled by default with default
threshold and retry values. To return the keepalive parameters to enabled with default threshold
and retry values, use the no form of this command.

isakmp keepalive [threshold seconds] [retry seconds| [disable]

isakmp keepalive Parameters

Parameter Description

thrasheld seconds Specifies the number of seconds the peer can idle before beginning
keepalive monitoring. The rangeis 10to 3600 sec. The defaultis 10 sec
for a LAN-to-LAN group, and 300 sec for a remote access group.

retry ssconds Specifies the interval in seconds between retries after a keepalive
response has not been received. The range is 2to 10 sec. The default
is 2 =8C.

disable Cisables IKE keepalive processing, which is enabled by default.
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Configuring Transmission Protection

This topic describes how to configure and verily transmission protection in a Cisco ASA
adaptive security appliance site-to-site VPN,

Configuring Transmission Protection
IKE Phase 2 Quick Mode
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The purpose of |KE Phase 2 is to negotiate the [Psec security parameters that are used to secure
the IPsec tunnel. IKE Phase 2 pedforms the following funections:

Negotiates | Psec security parameters and [Psee transform sets
Establishes | Psec SAs
Periodically renegotiates [Psec SAs to ensure security

(Optional) Performs an additional DH exchange

IKE Phase 2 has one mode, called quick mode. Quick mode oecurs after IKE has established
the secure tunnel in Phase 1. It negotiates a shared 1Psec transform, derives shared secret
keying material that 1s used for the [Psec security algorithms, and establishes [Psec SAs. Quick
mode exchanges nonces that are used to generate new shared secret key material and prevent
replay attacks from generating invalid SAs,

Cuick moede 15 also used to renegotiate a new [Psec SA when the [Psec SA Lifetime expires.
And quick mode refreshes the keying material that is used to create the shared secret key that is
based on the keying material that is derived from the DH exchange in Phase 1.
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Configuring Transmission Protection

Configuration Tasks
1. Belect transform setand remote VPN peer.
2. Belect traffic for VPN.

To conligure transnmssion protection, complete these conliguration tasks:

l. Select the transform set and VPN peer.

2. Select traffic for the VPN,
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Configuring Transmission Protection
Task 1: Select Transform Setand VPN Peer
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To ereate a crypto map using Cisco ASDM, complete the following steps:

Step 1 Inside Cisco ASDM, choose Configuration > Site-to-Site VPN > Advanced >
Crypto Maps.

Step 2 Click Add 1o launch the Create 1Psec Rule dialog box; where you can configure
basic, advaneed, and raflic selection parameters for a rule.

Step 3 To select transform set and VPN peer, fill-in the necessary information in the Create
1Psee Rule dialog-box. The dialog-box has the following fields and options:

m  Interface: Choose the mterface name to which this policy applies.
= Policy Type: Choose the type. static or dynamie, of this tunnel policy.
®  Priority: Enter the prority of the policy.

m  Transform Set to Be Added: Choose the transform set for the poliey and
click Add o move it to the list of active ransform sets. Click Move Up or
Move Down to rearrange the order of the transform sets o the list box. You
can add a maximum of 11 transform sets to a erypto map entry or a dynamic
cryplo map entry.,

In the Peer Settings area, you configure the peer settings for the policy:

s Connection Type (meaningful only for static tunnel policies): Choose
bidirectional, originate-only, or answer-only to specily the connection type of
this policy. For LAN-to-LAN connections, choose bidirectional or answer-
anly (not originate-only). Choose answer-only for LAN-to-LAN redundaney.

m P Address of Peer to Be Added: Enter the IP address of the [Psec peer that
you are adding.

= Enable Perfect Forwarding Secreev: Check this check box to enable perfect
forward secrecy (PFS) for the policy. PFS is a eryptographic concept where each
new key 18 unrelated to any previous key. In |Psee negotiations, Phase 2 keys are
based on Phase | keys unless you specify PFS.
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Step 4
Stap 5

m  Diffie-Hellman Group: When yvou enable PFS, you must also choose a DH
group that the security appliance uses Lo generate session keys. The choices are
as follows:

Click OK.

Group 1 (768 bits): Use PFS, and use Diffie-Hellman Group | (DHI)
to generate [Psec session keys, where the prime and generator numbers
are 768 bits. This option i1s more secure but réguires more processing
overhead.

Group 2 (1024 bits): Use PFS, and use Diffie-Hellman Group 2 (DHZ2)
to generate [Psec session keys, where the prime and generator numbers
are 1024 bits. This option is more secure than DH1 but requires more
processing overhead.

Group 5 (1536 bits): Use perfect forward secrecy, and use DifTie-
Hellman Group 5 (I3HS) to generate 1Psec session keys, where the prime
and generator numbers are 133 6 bats. This option is more secure than
DH?Z but requires more processing overhead.

Click Apply wapply the conliguration.
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Configuring Transmission Protection
Task 2: Select Traffic for VPN

= Source and

Confgurstion = Bis-io-84s VPN > Advanced > Crypin Maps

destination
networks
must be
reversed at
remote end.
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Toselect the trafTic that needs to be protected by the 1Psec VPN, complete the following steps:

Step 1
Step 2

Step 3

Step 4

Step 5

Click the Tralfic Selection tab.

In the Action row, you can select the action for this rule to take. There are two
possible cholces:

®  Protect
= Do not Protect
In this configuration scenarno, Protect has been chosen.

In the Source and Destination fields, list the appropriate network addresses. You can
{ist muluple networks in each feld. To select the nerworks, click the ... (ellipsis)
butten. The Browse Destination dialog-box opens. In this configuration seenario,
10.0.2.0¢24 has been selected as source and 10.0.1.0/24 as destination.

Click OK.
Click Apply to apply the conliguration.
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Configuring Transmission Protection
CLI Configuration

ACL zefnegtrafiz o
Do proviec o
ErEgs-liae CRYPTC ACL lins 1 ramark Local and ramoce LANS-L T
Ecasg-1ligt CRYPTD ACL line 1 extendsd pesmitc ip 10.0.3.0 355,3E5,.355.0
m.8.1.0 355.355.255.0

I

sypio mep CAYFTS MAF 1 mabch address TRYPTS_RCL

eypto map CRYFTC _MAF 1 sac pda groupd

cypio map CRYPTD MAP 1 mat pear I152.1E8.236.311 | & B:"tg;':—
=ypto map CRYFTO_MAF 1 pet transforzeast ESF-AES-13E-SHA I Shyoin e
=ypio map CAYFTO MAF interface outeldae -

To confligure transnmssion protection using the CLL these two configuration elements are
reguired:

®  Anaccess lisy, which defines the tralfic that is to be protected by the [Psec
m A erypto map, which specifies the following:

—  Access list (CRYPTO_ACL in this example)

—  DH group with optional PFS (pfs group2 in the example)

—  Crypto peer (192.168.226.21 | in the example)

—  Transform set | ESP-AES-1 28-SHA in the example)

—  lmerlace o which the crypto map 1s applied (outside in the example)

crypto map match address

To assign an access control list (ACL) to & erypto map entry, use the erypto map match
address command in global configuration mode. To remove the ACL from a erypto map entry,
use the no form of this command.

eryplo map map-name seg=num malch address acl_name

crypto map match address Parameters

Parameter Description

map-name Specifies the name of the crypto map set,

seg-num Specifies the number that vou assign to the crypto map entry.

acl_name Specifies the name of the encryption ACL. This name should match the name
argument of the named encryption ACL being matched.
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crypto map set pfs

Use the erypto map set pls command in global configuration mode o set 1Psec to ask for PFS
when IPsec requests new SAs lor this crypto map entry or o indicate that [Psee requires PFS
when IPsec receives requests for new security associations. To specify that [Psee should not
request PFS, use the ne form of this command.

erypto map map-name seg-num set pfs [groupl | group? | groups)

crypto map set pfs Parameters

Parameter Description

map-namsa Specifies the name of the crypto map set

Sag-num Specifies the number that you assign to the crypto map entry

groupl Specifies that IPsec should use the 7EB-bit DH prime modulus group when
performing the new DH exchange

group2 Specifies that IPsec should use the 1024-bit DH prime modulus group when
performing the new D'H exchange

greups Specifies that IPsec should use the 1536-bit OH prime modulus group when
performing the new DH exchange

crypto map set peer

To specily an [Psec peer ina crypto map entry, use the erypto map set peer command in
global confliguration mode. To remove an [Psec peer from a cryplo map entry, use the no form
of this command.

eryplo map map-ndme seg-num Sel peer {ip_address | hostnamel| . .ip_address | hostmamel (0}

crypto map set peer Parameters

Paramaeter Description

mEp-nams Specifies the name of the crypto map set.

sag-num Specifies the number that you assign to the crypto map entry.

paer Specifies an IPsec peer in & crypto map entry either by hostname of [P eddress.

ip address Specifies a peer by its |P address.

hmatnama Specifies a peer by its hostname as defined by the adaptive security appliance name
command.

crypto map set transform-set

To specily the transform sets that should be used in a erypto map entry, use the ervpto map set
transform-set command i global conliguration mode.

erypto map map-name seg-num set transform-sel sansform-set-namel! [ transform-set-
namell)

To specilically remove the names of the transform sets (rom a crypto map entry, use
the no form of this command with the specified transform set name.

no eryplo map map-name seg-num el transform-set fransform-set-namel [ .. .ransform-set-
namel 1)

To specify all or none of the transform sets and remove the eoypto map entry, use the no form
of the command.
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no cryplo map map=name seg=num sel transform-set

crypto map set transform-set Parameters

Parameter Description

map-nams Specifies the name of the crypto map set.

seg-num Specifies the seguence number that corresponds to the crypto
map entry.

tranaform-cet-namal Specifies one or more names of the transform sets. Any

cranaform-ger-namell ?ransfc-rm sets_ that are named in this command must be defined
in the crypto ipsec transform-set command. Each crypto map
entry supports up to 11 transform sets.

crypto map interface

To apply a previously defined erypto map set to an interface, use the erypto
map interface command in global conliguration mede. To remove the erypto map set from
the terface, use the no form of this command.

eryplo map map-name interface interface-name

crypto map interface Parameters

Parameter Description

map-namsa Specifies the name of the crypto map set.

Interface-name Specifies the interface for the adaptive security appliance to use for
establishing tunnels with VPN peers. IF ISAKMP is enabled, and you are using
a certificate authority (C&) to obtain certificates, this interface should be the
interface with the address that is specified in the CA certificates.
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Alternate Configuration
Configure Connection Profile
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There are three basic ways to add a site-to-site [Psec VEN tunnel:

®  You can use the IPsec VPN Wizard 1o add a site-to-site VPN

®  You can use the Site-to-Site VPN > Advanced menus to add or moedify a site-to-site VPN
conliguration,

®  You can use the Site-to-Site VPN > Connection Profiles menus 1o add or modily a site-to-

siee

VPN,

To conligure a site-to-site tunnel using the connection profiles, choose Configuration > Site-

to-Site VPN = Connection Profiles to go to the site-to-site VPN navigation pane. In the
Connection Profiles pane, click the Add button to begim conliguring the connection profile.
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Alternate Configuration
Tune IPsec Transform Seis

Configuration > Site-0-84= VBN > Connadlion Profias

178y o —s1n

The connection profiles reference an IKE proposal and [Psec proposal (transtorm set). You
may tune any of these entries by navigating to Configuration > Site-to-Site VPN > Advanced >
IKE Policies or to Configuration > Site-to-Site VPN > Advanced = |Psee Transform Sets.
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Troubleshooting a Cisco ASA Adaptive Security

Appliance Site-to-Site VPN

This topic deseribes how Lo troubleshoot the operation of a Cisco ASA adaptive security

appliance site-to-site VEN,

Visual Troubleshooting Aid

[
.J:.lqrcl

- ! . Intarnst
HG

10.0.2.0/24 Ping, traceroute
AS0M fog viswer
shiow logaling
Show roule

showe cryplo isakmp
34

show eryplo ipaec sa
debup cryplo lsakmp
debug eryplo ipsec

Troubleshooting Site-to-Site VPNs

—_——— Ry

e Ramate Branch
Dfica
10.0.1.0/24

The ligure presents uselul tools for troubleshooting site-to-site VPNs on the Cisco ASA

adaptive security appliance. When vou troubleshoot [Psec site-to-site VPN wnnels, you should

troubleshoot both ends of the wnnel.

©2010 Cigca Systems, Ins, Daploymant of Cisca ASA Adaptiva Securty Applianse IPssc VPN Solutions

2-31



Troubleshooting Site-to-Site VPNs
Verification of Established ISAKMP Tunnels

ABEAfnbow ceypto isakap sx detedl

Active BAr I

Eskey EA: £ (A tunnel will zepor: 1 Active and 1 Eekey EA during
rakay)
Total IEE Bar I
3 IXE: Paer: 153.168,33E.331

Type ¢ LiL Eola ! CREpOLniET

Eekey =m0 Etacm | MM AOTIVE

Ecozypk t des Eaeh t BER

aucch t prasharzed Lifetine: BE4DLG

Lifgtize Eemaicipg: G180

The figure shows how to verify established 1SAKMP tunnels as a result of Phase |
negotiauon. The show erypto isakmp sa detail command shows the |P address of the 1KE
peer, type of connection, encryption and hashing algorithm and authentication method, role
of the device and state of the connection. The desired state1s MM _ACTIVE. In this example,
one |KE tunnel is aetive.

show crypto isakmp sa
To display the IKE run-time SA database, use the show eryplo isakmp sa command in global
configuration mode or privileged EXEC mode.

show erypto isakmp sa [detail

show crypto isakmp sa Parameters

Parameter Description

datail Displays detailed output about the 3A database
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Troubleshooting Site-to-Site VPNs
‘erification of Established IPsec Tunnels
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mirrant peari 133,168, 23E.311
#pkts encopo: 7. Spkos encrypo: 7, Spkes digemco 7
‘#pkta decapar 7, Spkte deczypti T, Spktn wexifyl 7
.. park of the output oodbced. ..
Ipeal crypto endpk.: 152.168.325.9811, ramote srypbe andpk:
152.,168.236,311
parh men 1500, ipees svarhead 74, madia mru 1500
currant cuckound gpl: SEARSOFE
eurrant irhound spl-+ ESOOES3E
inbound agp onEi
gpl: OMESUOES3IE (350915000E)
CEATEICEM} AOp-2&d Afp-oha-hmas no Comprasgion
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®...pATE Of tha oucpur omitcead...w
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Epii OMESARSIFE [1705E770EL)
trampform: @Op-A@d @@p-dRA-RmAs 0o COMpresolion

The figure shows how to verify the 1Psec tunnels that are established as a result of Phase 2
negotiation using the show erypto ipsee sa detail command. When you use this command,
search for the number of encrypted and decrypted and encapsulated and de-encapsulated
packets for individual connection,

show crypto ipsec sa

To display a list of 1Psec SAs, use the show eryplo ipsee sa command in global configuration
mode or privileged EXEC mode. You can also use the alternate form of this command: show
ipsecsa.

show eryplo ipsee sa [entry | identity | map map-name | peer peer-addr| [detail ]

show crypto ipsec sa Parameters

Parameter Description

detail (Optional} Displays detailed error information onwhat is
dsplayed.

entry {OCptional) Displays |IPsec SAs sorted by peer address

identity {Optional) Cisplays |IPsec SAs sorted by Identity, not including
ESPs. This is 2 condensed form.

maAp map-nams (Optional} Displays IPsec SAs for the specified crypto map.

paer peEsr-Addr (Optioral) Displays IPsec SAs for specified peer |P addresses,
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Logging Messages

Troubleshooting Site-to-Site VPNs

ABAjcorfig) #logging comeole 7

ABAiconfig) #logging acabla

RAER-E2.913387 Fhase I fmilurs) Migzaszched attrzibuece cypes
Desoripeiont ‘Rovidi Gvoup 3 Cfgrde Sroup 1 :
SABA-2.713287; Phase 1 failvrei Migoatched attribute types
Deepocziptiop: -Bow'd: Gooup 2 Cfgrdr Growp
RAEA-87132EYy Fhaee 1 failure: Misoatched atcribute types
Dascciptione ‘Rovrd: Group 1 COfgtdr GQrowp 1
WABA-2-7L3287: Phage : failurar Mismatched attribubte bypao
Deporiptiont Fowvw'dr OQooup 3 Cfg'dr Group I
RAER-T=72333d; IF » 173.28.0.1, IKE_DECODE SENDING Mensage
payloads ¢ EORE + BOTIFY {il) + MOKE (0] total length i 111

imeglidel) with

RABA-7-7135061 IF = 272.26.0.1, All BA propooals found unacoeptabla

fos clase @zoup
for class G!‘:ﬂ;P
#or claes @roup

for class dzoup

= [KE Phase 1 failure due to mismaiched IKE proposals

WABA~4~-713503: @roup = 172.26.0.1, IF » 173.3€.0,1, ERROR, had problems
decrypting packet; probably due o miematched presshared key. Aborting

« |KE Phase 1 failure due to mismatched PSK

This example shows logging messages when IKE Phase 1 is not successful because of
mismatched IKE proposals (different DH groups). The example also shows a logging message

that is shown i PSKs are misconfigured.

Logging Messages (Cont.)

Troubleshooting Site-to-Site VPNs

ARA{configi#logginsg comeola ¥
ABA{coniigidlogging mnable

tuick Mode Eayi
NAEA-£-£02303 1 IPEECI An outhound L

cegotiation cosplece for LAB-to-LAN Stoup (1831680336, 311)
irkound SFI e OxS3cloald, Qutbound BFE = OxEfadabhl

153,168,238, 210 and 152,108 . 20621z

rokay timare 3060 soconds.

COMELETED

RMEA-T7-T1E001t Oroup e 152.180,23¢8.211, IF » 152.1E0.326€,311;, deceraticg

co=LAN EA (EFIe OxEFADAEBI) Dotwoen
152,188,225, 71% and 152, 1608,22¢.217 {vperw I72.16,0.2) has besn cramted.
BAEA-8-71045: Oroup w TST. 1680336310, TP « 15T, 168260311, Becuricy

RAEA -£-£02303 IPEEC) An inbovnd LAN-to-LAN EA [EFIe ExE]:iEﬁ!Dl botwoan
pare 172,LE.0.2) has besn craated.
YAEA-T7=TIE0B0 Oroup e 153,160,238, 311, IF = 152.1€8.32€.211, Srarting P2

FAEA-B- 713120 O-oup = 352:168.236.211 TP . 152,168.326.311; PEREE 3

Reepondoz,

= Successful IKE Phase 2

The figure shows logging messages for successul ereation of

Phase 2.

[Psec SAsand completed IKE
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Troubleshooting Site-to-Site VPNs
Debugging

* Use these commands for advanced treubleshooting:

|d.Ebug crypte isakmp [levell] |

= Shows debug messages for ISBAKMP

|d.|abug crypte ipsec [level] |

= Shows debug messages for IPSec

Use the debugging commands shown in the figure for advanced troubleshooting of 1Psec
WPNs. Avoid using these commands in production environments because they can produce
large amounts of output.

debug crypto isakmp

To show debug messages for ISAKMP, use the debug eryplo isakmp command in privileged
EXEC mode. To stop showing debug messages {or ISAKMP, use the no form of this command.

debug erypto isakmp [timers] [/eve!]

debug crypto isakmp Parameters

Description

(Optional) Shows debug messages for ISAKMP timer expiration.

(Optional} Sets the debug message ievel to display, using 8 number between 1 and 255,
The default is 1. To display additional messages at higher levels, set the level to a higher
number. Level 1 (the default) shows messages only when emors occur, Levels 2 through 7
show additional information. Level 254 shows decrypted ISAKMP packets in a human
readable format. Level 255 shows hexadecimal dumps of decrypted ISAKMP packets.

debug crypto ipsec

To show debug messages lor [Psee, use the debug erypto ipsee command in privileged EXEC
mode. To stop showing debug messages Tor [Psee, use the no form of this command.

debug erypto ipsec [level]

debug crypto ipsec Parameters

Parametar

Dascription

(=
1]
<
1]
=i

[Optional} Sets the debug message level to display, Lsing & number between 1 and 255. The
default is 1. To display additional messages at higher levels, set the level to a higher number.
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Summary

This topie summarizes the key points that were discussed in this lesson.

Summary

= Cisco ASA adaptive security appliance site-to-site VPNs offer a
broad range of options and scale frem a heme office or small office
te enterprise deployments.

Basic site-lo-site VPMs for Cisco ASA adaplive security appliance
use PEKs for authentication. Keys are configured in tunnel groups.
The algerithms for IKE Phase 1 are configured in an ISAKMP
palicy.

Transrmission protection is configured in crypto maps, defining
source and destination as well as transform sets. A cenfigured
crypte map with a matching tunnel group creates a connection
profile.

The show crypto commands allow verification of the configuration
and status of the components and the debug commands show
details of eryptegraphic functions in progress.
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Lesson 2

Deploying Certificate
Authentication in Site-to-Site
IPsec VPNs

Overview

The Cisco ASA adaptive security appliance supports certificate-based authentication in site-to-
site virtual private networks (Y PNs), together with rich public key infrastructure ( PK1)
integration options. Certificates can be used to provide secure and sealable authentication
among multiple sites in large site-to-site 1P Security (1Psec) VPNs. This lesson describes how
to enroll the Ciseo ASA adapuve security appliance into 4 PKI1 and how to enable cectilicate-
based authentication for site-to-site [Psec VPNs

Objectives

Upon completing this lesson, vou will be able wo deploy and manage advanced site-lo-site 1Psec

VPN authentication features of the Cisco ASA adaptive security appliance. This ability

includes being able to meet these objectives:

m  Plan a Cisco ASA adaptive security appliance site-to-site VPN using PKI-based
authentication

s Enroll Cisco ASA adaptive security apphance with an external CA and deploy certificate-
based authentication

m  Configure and verify PK1-based peer authentication in the Cisco ASA adaptive security
appliance site-to-site VPN



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic gives an overview of how to plan a Cisco ASA adaptive security appliance site-lo-
site WPN using PRI-based authentication.

Certificate Authentication in Site-to-Site VPNs
Solution Componentis
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In large networks, the use of 4 pre-shared key (PSK) to authenticate a remote peer does not
scale well. The preferred method is the exchange of digital certificates to authenticate remote
peers.

When digital certilicates are used for peer authentication, a certificate authority (CA) is needed
that is trusted by all the communicating parties. Each 1Psec peer needs to authenticate and
enrcll with the CA. In this way, each [Psec peer abtains valid private and public cryptographic
keys with the corresponding certificate.

During the Internet Security Association and Key Management security association (1SAKMP
SA) setup phase, the VPN peers exchange digital certificates as proof of their identity.
Exchanged certificates are verified using a CA certificate by checking the signature of the
received with the public key ol the CA. The CA certificates have to be installed locally on bath
appliances. To check validity of peer certificates, each appliance also needs aceess 1o an
accurate time source (such as a Network Time Protocol [NTP] server).
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[
Certificate Authentication in
Site-to-Site VPNs

Deployment Tasks

» Generate public and private keys on the adaptive security
appliance.
= Authenticate CA (install root certificate).

= Enroll ASA with CA (install identity certificate).

= Configure ISAKMP for certificate-based authentication.
= Associate certificate with tunnel group.

= Configure transmission protection.

= Verify cerificates and test the tunnel.

These tasksare the overall deployment tasks that must be completed when a site-to-site VEN
using PKl-based authentication is deployed:

I. Generate public and private keys on the Cisco ASA adaptive security appliance.
2, Authenticate the CA by installing a root certilicate.

3. Enroll the Cisco ASA adaptive security appliance with the CA by installing an identity
certificate.

4. Configure ISAKMP for ceruficate-based authentication.
5. Associate the certificate with atunnel group.
6. Configure transmission protection for user raffic.

7. Verily certificates and test the tunnel.
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Certificate Authentication in
Site-to-Site VPNs

Input Parameters

Paramatar Description

Peer IP address Tunnel endpoint of the opposite sdaptive security
appliance, ususlly the outside interface

ISAKMP policy Protection for Phase 1 ISAKMP 5A: encryption,
hash, authentication, DH group

CAURL and details URL of the CA for network-based enrollment, CA
maode of operation, CA fingerprint

Local and remote Traffic that needs to be encrypied and sent

networks throwgh the tunnel
Transform set Protection for Phase 2 IPsec SA: ercryplion ard
hashing algorithm

The table in the figure describes the input parameters that are used when you deploy a site-to-
site VPN using PKI-based authentication:

m  Peer IP address: The peer [P address is the 1P address of the opposite Cisco ASA adaptive
security appliance, usually the outside interface.

m  [SAKMP poliey: This policy provides protection for Phase | ISAKMP and Internet Key
Exchange (IKE) SA, including encrypuion, hash, anthentication, and Daffie-Hellman (DH)
group.

m  Certificate authority URL and other details: This information 1s used lor certificate
enrollment.

m  Local and remote networks: This information delines traffic that needs to be encrypted
and sent through the wnnel.

®  Transtorm set: The transform set provides protection for Phase 2 [Psee SA, including
encryption and hashing algorithm {and optional parameters).
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[
Certificate Authentication in
Site-to-Site VPNs

Design and Implementation Guidelines
= Verify connectivity before encryption
* Use certificates for larger VENs

* Aveid unnecessary complexity, which rises with number of
IPsec tunnels

= Use appropriately strong RSA keys inside certificates

Consider these design and implementation guidelines when you deploy a site-ta-site VPN using
PKI-based authentication:

®  Verily the connectivity before the encryption
®  Use certilicates for larger VPN
& Avoid unnecessary complexity, which rises with the number of [Psec tunnels

®  Useappropriately strong Rivest, Shamir, and Adleman (RSA) keys inside certificates
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Deploying Certificate-Based Authentication

This topic deseribes how to enroll the Cisco ASA adapuve security appliance with an external
CA and deploy certificate-based authentication.

Deploying Certificate Authentication

Configuration Tasks
Retrieve CA certificate.
Install CA certificate.
Create enrollment request.
Save enrollment request.

Submit enrolliment request.

Check status of enroliment request.
Save identity certificate.

Install |dentity certificate.

=l O i o L RS

(= ]

The identity centificate installation process consists of these three tasks:
. Retrievethe CA certificate.

2. Install the CA certificate.

3. Create the enrollment request.

4. Save the enrollment request.

5. Submit the enrollment request.

6. Check the status of the enrollment request.

7. Savethe identity certificate,

8. Install the identty certificate.

The next few figures take you through the complete process of confliguring the Cisco ASA
adaptive security appliance for digital certificates.
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Deploying Certificate Authentication
Task 1: Retrieve CA Certificate
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Complete these steps to install a CA certificate in the Cisco ASA adapuive security appliance,
using a Microsoft CA server:

Step 1

Step 2

Bring up the CA certificate main page by entering http://name or ip-
addressieertsry. The main window should appear as seen in the figure.

Click the Dewnload a CA Certificate, Certificate Chain, or CRL link. The
Downlead a CA Certificate window should appear as seen 1n the next figure.
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Task 1: Retrieve CA Certificats (Cont.)
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This window lets you download a CA cenilicate, download a certificate chain, download the
latest certificate revocation list (CRL), and choose the content-transler-encoding method. Two
methods of content transfer encoding are offered.

m  DER: A message transfer syntax that is specified by the ITU in X690 It is a method for
encoding a data object, such as an X509 public key infrastructure { PKL) cenmificate; to be
digitally signed or to have its signature verified.

m  Base 64: A specilic Multipurpose Internet Mail Extensions { MIME) content transfer
encoding. Base 64 encoding encodes binary data by treating it numerically and translating
itinto a base 64 representation. The MIME specification, which is defined in RFC 2045,
lists “baset4” as one of several binary-to-text encoding schemes. The MIME base64
encoding is based on that of the RFC 1421 version of privacy-enhianced mail (PEM). It uses
the same fd-character alphabet and encoding mechanism as PEM and uses the "=" symbol
for output padding,

Step 1 Because the Cisco ASA adaptive security appliance does not have a DER option for
certificate installation, ¢lick the Base 64 radio button.

Stap 2 Click the Download CA Certificate link. The File Download dialog box appears.
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Deploying Certificate Authentication
Task 1: Retrieve CA Certificate (Cont.)
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Afier you retrieve the certilicate, yvou must save it to the local machine.

Step 1 Click Save m the file download window, The Save As window appears.

Step 2 Give the file 8 unigue name and save it to the local machine.

After retrieving the CA certificate and storing it on the local machine, you must open the Cisco
Adaptive Security Device Manager (Cisco ASDM) and install the CA certificate.
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Deploying Certificate Authentication
Task 2 Install CA Certificate
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Use the CA Certificates pane to install & new CA certificate. Complete the following steps to
install a new CA certificate:

Stap 1 Choose Configuration > Remaote Access VPN > Certificate Management > CA
Certificates.

Step 2 Click the Add botton in the upper right eorner of the pane. The Install Certificate
dialog box appears as seen in the next figure.

To finish installing the A certificate, complete the following steps:
Step 1 Click the Install from a File radio button.

Step 2 LIze the Browse button or imput the name of the CA ceruficate file that was
previously saved to the local machine. In this figure, the filename is MS_CA cer.

Step 3 Click the Install Certifieate button. You should receive a “CA eertilicate installed
suceessfully” message in the CA Certificate Installation popup window.

The newly installed CA certificate should be visible in the CA Certificates pane.
Information that 18 displayed in the CA Certificate pane includes these items:

m [ssued To

®  [ssued By

B Expiry Date

m  [lsage

After the CA certificate has been installed, the next step in the process is enrolling with the CA.
The procedure for enrolling with the CA lollows.
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Deploying Certificate Authentication
Task 3: Create Enrollment Reguest
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Toenroll with a CA, you must submit a certificate request. Then you wait for the CA
administrator to grant the certilicate, at which time you retrieve the identity certificate.

Complete these steps to ereate a certificate request:

Step 1

Step 2

Choose Configuration > Remote Access VPN > Certificate Management >
ldentity Certificates. The ldenuty Ceruficates pane should appear as seen in the
figure.

Click the Add button on theright side of the pane. The Add ldentity Ceruficates
dialog box should appear ag seen in the next figure.

Complete these steps to set the parameters for the certilicate request using manual enrollment:

Step 1

Step 2

Step 3

Step 4

Step 5
Step &

Enter the trustpoint name in the Trustpoint Name field. In the example, the default
pame that is assigned by ASDM is used.

Click the Add a New Identity Certificate radio button.

Choose a key pair that will be used by the certificate from the Key Pair drop-down
menu. You can also create a new key pair by clicking the New button (not shown in
the example).

Enter the subject name into the Certificate Subject DN field in distinguished name
(DN) format. o the example, CN=vpn.domain.com 15 used as the subject name.

The Advanced Options dialog box allows you to set the proper parameters for a
certificate request from a CA. The Advanced Options window has three tabs:

m  Certificate Parameters

= Enrollment Mode

m  SCEP Challenge Password

Click the Advanced button to open advanced settings.

Choose the Enrollment Mode tab.
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Step 7 Click the Request by Manual Enrollment radio button.
Step 8 Click OK.

Step 9 Click the Add Certificate button. This action enables you to save the certificate
request Lo a file.

Deploying Certificate Authentication

Task 4: Save Enrollment Reguest
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The Public-Key Cryptography Standard #10 (PKCS #10) certificate request is saved to the local
machinge so that it can be pasted into the web page of the CA when you perform a manual
enrollment for the Cisco ASA adapuive security appliance. Complete the following steps to
save the identity certificate request to your desktop:

Stap 1 Use the Browse button to choose or enter the name of the PKCS 710 lile.

Step 2 Click OK.

Note Save the file as a text file.

The bottom hall of the ligure shows the pending certificate request. The Identity Certifieates
pane now shows the following attributes for the certilicate:

m  lssued To: username. domain (ciscoasa.cisco.com in our example)
= [ssued By: Not Availlable

®  Expiry Date: Pending

®  Usage: Unknown

The PKCS #10 certilicate réquest has been saved and now must be presented o the CA for
manual enroliment.
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Deploying Certificate Authentication
Task 5: Submit Enrmoliment Reguest
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The procedure for requesting a certificate from the CA 15 the same procedure that is used to
request the Cisco [Psec VPN Client certificate. The procedure 15 summarized here:

Step 1

Step 2

Step 3

Step 4

Step 5
Step &
Step 7

Step 8

Step 9

Step 10

Bring up the CA certificate main page by entering http://name or ip-
addressieertsry. The mam window should appear as seen in this figure.

Click the Request a Certificate link. The Request a Cerulicate window appears.

Choose the Advanced Certificate Request link. The Advanced Certificate Reguest
window appears.

Click Submit a Certificate Request by Using a Base-64-Encoded CMC or
PKCS#10 File, or click the Submit a Renewal Reguest by Using a Base-64-
Encoded PKCS#7 File link. The Submit a Certilicate or Renewal Request window

appears.

Paste the contents of the PRCS #10 file into the Saved Request pane,
Click the Submit button. The Certificate Pending window appears.
The CA administrator should issue the certilicate at this point.

After the appropriate amount of time, return o the CA server web page and check
the status of the certificate.

Bring up the CA certificate main page by entering http://name or ip-address/eertsry
again.

Click the View the status of a pending certificate request link from the main
window. The Pending Certificate Request window should appear.

The preceding figure shows the links that you use to submit a request and to view the status of'a
request. The next Dgure shows the message that you receive after you make a request, but
before a certificate has been issued.
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Deploying Certificate Authentication
Task &: Check Status of Enrollment Reguest
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MNext, you must check the status of the enrallment request to find outif'it has been 1ssued. The
issued certificate must be retrieved in the proper format. Complete the following steps to
retrieve the certificate:

Step 1 Click the Saved-Request Certificate link. The Certilicate lssued window appears.
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Task 7: Save Identity Certificate
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Step 2 Click the Base 64 Encoded radio button.

Step 3 Click the Download Certificate link. The File Download security warning appears
as seen in the next {igure.

In the preceding ligures, you see the saved certilicate request link and the choice of DER or
Base 64 encoding for the file MIME content transfer encoding. When you elick the Download
Ceruificate link. the file download process begins.

Give the certificate file-a unigue name and make a note of where you save the file. Complete
the following steps to save the eertificate file to the local machine:

Step 1 Click the Save button m the File Download — Security Warning window. The Save
Aswindow appears.

Step 2 Give the file 8 unigue name and elick the Save button in the Save As window.

The only procedure that is left to do is to install the retrieved certificate on the security
appliance. That procedure 18 deseribed in the following section, In the example in the figure,
the file named ciscoasa cer is saved to the deskiop.

©2010 Cigca Systems, Ins, Daploymant of Cisca ASA Adaptiva Securty Applianse IPssc VPN Solutions 2-51



Deploying Certificate Authentication
Task 8 Install Identity Certificate

R — Moy Crlilical i

5 el | s e Sl sl ]| [

1 Pantn L ponifeale dats in baoor o Tornat:

S Inatall
Ceriilicate,

Oonfiguraton > Remote Accesd VPN > Certfeale Mansgement > dantity Cartfoates

Return to the ldentity Certilicates pane to finish installing the identity ceruficate.

Complete these steps to install an identity certificate:

Step 1

Stap 2

Step 3

Stap 4

Stap 5

Open the ldentity Certificates pane. You should see the Pending request.

Click the Install button on the right side of the pane. The Install Identity Certificate
window appears.

Use the Browse button or input the name of the certificate file that was previously
saved.

Click the Install Certifieate button. ¥ou should receive a “Cenificate import
succeeded” message in the Information dialog box.

Click OK in the Information dialog box. You should see the newly installed identaty
certilicate as shown in the figure.

The identity certificate now has the following parameters:

m  Issued Tor username.domain (ciscoasa.cisco.com in our example)

m Issued By: CA server

m  Expiry Date: Valid date and time

m  Usage: General purpose

You have now installed both a CA certificate and an idenuty certifieate for the Cisco ASA
adaptive security appliance to use when allowing remote VPN chient access.
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Configuring PKI-Based Peer Authentication

This topic describes how to configure and verily PKl-based peer authentication in a Cisco ASA

adaptive security appliance site-to-site VPN,

Configuring PKI-Based Authentication

Configuration Tasks

Create connection profile.

Cheoose identity certificate.

Define interesting traffic.

Configure IKE policy.

Configure transform set.

[Optional) Tune crypto map parameters,

(Optional} Tune tunnel group parametars.

Configure certificate map policy.

{Optional) Define certificate to connection profile map.

(= B e e e

w oo ~

To configure centificate-based site-to-site authentication, you will perform these tasks:

. Create a connection profile.

2, Choose the identity certificate.

3. Define interesting trafTic.

4. Configure the IKE policy.

5. Configure the transform set.

6. Optionally, tune crypto map parameters.

7. Optionally, tune tunnel group parameters.
8. Configure the certificate map policy.

9. Optionally, define the certilicate-to-connection profile map.
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Configuration Scenario
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The figure represents the scenario that 1s used in this topic.

After the CA cemificate and identity certificates are stored on the security appliance, the site-to-
site VPN wnne! can be configured.

There are three basic ways toadd a site-to-site [Psec VPN tunnel:
®  Youcanusethe [Psec VPN Wizard to add a site-to-site VPN,

®  Youcan use the Site-to-Site VPN > Advanced menus to add or modify a site-to-site VPN
configuration.

®  Youcan use the Site-to-Site VPN = Connectuion Profiles menus to add or modity a site-to-
site VPN,

This section discusses how to configure a site-to-site tunnel using the connection profiles.
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Configuring PKI-Based Authentication

Task 1: Create Connection Profile
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T start building a connection profile. you enable 1Psec access on select security appliance
interlaces and then add a connection profile. Complete the following steps:

Step 1 Choose Configuration = Site-to-Site VPN = Connection Profiles.

Step 2 I the Access Interfaces area. check the check box next to the interface on which

vou wani toallow [Psee access. In the example, the Ouside interface check box was
checked.

Step 3 In the Conneetion Profiles area, click the Add button to begin configuring the
connection profile. The Add 1Psec Site-to-Site Connection Profile dialog box
appears.

By choosing the Basic option in the navigation pane o’ Add [Psee Site-to-Site Connection
Profile window, the Add IPsec Site-to-Site Connection Profile—Basic dialog box opens. The
fields within the Add IPsee Site-to-Site Connection Prolile—Basic window enable you Lo
specily:

m  Peer [P address

s Connection name

Interface choice

IKE authentication parameters

Protected networks

Eneryption algorithms

The next few figures and accompanying text explain how each section of the Add [Psec Site-to-
Site Connection Profile—Basic window is completed.

The top section of the window enables you to define the 1Psec site-to-site remote peer. To
configure the remote peer, complete the following steps:

Stap 1 Nextto the Peer IP Address, check the Statie check box. In the following field, enter
the IP address of the interTace on the remote peer where the tunnel terminates.
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Step 2 By checking the Same as |P Address check box, you can specify that the connection
name is the same as the 1P address that is specified in the Peer [P Address field.

Step 3 In the Interface field, choose the local security appliance interface to use lor this
connection.

In the example in the figure, the 1P address of the remote peer [Psec tunnel interface is
192.168.226.21 1. The tunnel terminates on the remote security appliance outside interface,

Configuring PKI-Based Authentication
Task 2: Choose Identity Certificate
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The IKE Authentication area 1s used 10 specify the pre-shared key (PSK) or identity certificate
to use to authenticate an IKE peer. In this scenario, digital certificates are used to authenticate
site-to-site 1Psec peers.

Step 1 From the Identity Certificate drop-down menu in the IKE Authentication area,
choose the name of the identity eertificate to use for authentication. In the example,
the previously added identity certificate is chosen,
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Configuring PKI-Based Authentication
Task 3: Define Interesting Traffic
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The protected network parameters define which traffic the [Psec VPN tunnel, the raffic flow
source, and the destination |P addresses will protect. 1n the protected network area, choose or
specify the local and remote networks that are protected by this unnel.

Step 1

Step 2

In the L ocal Nevwork field, specify the 1P address of the local network or elick the
ellipsis(...) button. It opens the Browse Loecal Network dialog box on which you can

choose a previously defined local network.

In the Remote Network field, specify the 1P address of the remote network or elick
the ... button. It opens the Browse Remote Network dialog box, on which you can

choose a remote network.

In the example in the figure, the local protected network is 10.0.2.0/24. The remote protected
network is 10.0.1.0/24, The |Psec site-to-site tunnel will protect any rafTic that is transmitted

between

these two networks,

©2010 Cigca Systems, Ins,

Daploymant of Cisca ASA Adaptive Sacunty Applianss |IPsec VPN Sclutions

2-57



Configuring PKI-Based Authentication
Task 4: Configure IKE Policy
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To create a custom [KE policy, click the Manage button in the [Psec Site-to-Site Connection
Profile window and then click Add. The Add IKE Policy dialog box appears. In the Add IKE
Policy dialog box, you ean create a new IKE policy. This Add IKE Policy window enables you
to-add the IKE policy as follows:

Step 1
Stap 2

Step 3

Stap 4

Step 5

Step 6

Step 7

Use the Poority field to designate a priocity number,

Use the Eneryption drop-down list to choose the eneryption method that proteets the
data that is transmitted berween the 1Psec peers.

Use the Hash drop-down menu to choose the hash algorithm that ensures data
meegrity.

Use the Authentication drop-down list to choose the anthentication methed that the
security appliance uses to establish the identity of each [Psec peer. In this example,
digital certificates provide IKE peer authentication. To accomplish this, “rsa-sig”
was chosen in the Authentication drop-down menu.

Use the D-H Group drop-down list to choose the Diffie-Hellman group identifier
that the 1Psec peers use o derive a shared secret without transmitting it to cach
other.

Use the Lifetime radio buttons and fields to specify the litetime for the IKE seeurity
association.

Click OK.

In the example in the figure, an IKE policy using Triple Data Encryption Standard (3DES)
encryplion, Secure Hash Algorithm (SHA) Hash, and RSA digital certificates for
authentication, Diffie-Hellman Geoup 2 (DHZ2), and a lifetime of 86,400 seconds was defined.
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Configuring PKI-Based Authentication

Task 5: Configure Transform Set
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This ligure shows the Select Transtorm Sets window that appears if you click the Select button
in the Add [Psec Site-to-Site Connection Profile window. Here vou can add, edit, or delete
transform sets for your site-ta-site VPN, You eannot edit or delete the preconfigured ransform

SeLs.

The Select Transform Sets window also-allows you to create new transtorm sets, You might
want to create new transform sets il you want to customize the names of the transform sets that
you use in your configuration. To create a new transform set, complete the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Click the Add button in the Select Transform Sets window. The Add Transform Sets
dialog box appears.

It the Edit Transform Sets window, enter a name lor the new translform set in the Set
Name field.

Venfy that the Tunnel radio button is chosen in the Properties area. The Properties
area containg the following mode radio buttons:

m  Tunnel: Applies ESP encryption and authentication we the entire original 1P
pachket (1P header and data), thus hiding the ultimate source and destination
addresses. This is the default mode.

m  Transport: Applies ESP encryption and authentication only to the data in the 1P
packel. The security appliance uses transpoct mode only when communicating
with a Microsoft Windows 2000 L2TP/1Psec client.

From the ESP Eneryvption drop-down list, choose the ESP encryption algonthm for
the transform set.

From the ESP Authentication drop-doswn list, choose the ESP authentication
algorithm for the wansform set.

In the example in the figure, wnnel mode with 3DES eneryption with SHA-|
authentication is chosen.

Click OK, The Select Transform Sets window becomes active.
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Configuring PKI-Based Authentication
Task 6: (Optional) Tune Crypto Map Parameters
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Configuraton > Bae-io-S0e WPH > Connedlion Profies

You can use the Advanced menu items in the [Psec Site-to-Site Connection Profile window to
make changes to your site-to-site VPN, By choosing the Crypto Map Entry option, you can
make the following changes:

®  Priority: A unigue priority ( 1 through 63,543, with | the highest priority ). When 1KE
negotiation begins, the peer that initiates the negouation sends all of its policies to the
remote peer, and the cemote peer searches for a mateh with its own policies, in priority
arder.

m  Perfect Forward Seerecy: Ensures that the key [or a given |Psec security association (5A4)
was not derived from any other secret (like some other keys). With perfect forward secrecy
(PES), every time a new SA is negotiated, a new DH exchange occurs. PFS adds another
level of security because if an attacker ever cracks one key, only the data that is sent with
that key 1s compromised. 1T a peer initiates the negotiation and the loeal confliguration
specifies PEFS, the peers must perform a PFS exchange for the negotiation to succeed. If
someone breaks a key, PFS ensures that the attacker would not be able 1o derive any other
key. I vou enable PFS, the Diffie-Hellman Group list becomes active. In the figure, PFS 1§
disabled.

Mote Enabling PFS is optional. PFS provides additional security for OH key exchanges at the cost
of additional processing.

m  Enable NAT-T: Enables NAT Traversal (NAT-T) for this poelicy, which enables [Psec
peers to establish both remote-access and site-to-site connections through a Network
Address Translation (NAT) device. In the figure, NAT-T 15 disabled.

®  Enable Reverse Route Injection: Provides the ability for static routes to be automatically
mnserted into the routing process for those networks and hosts that are protected by a remote
tunnel endpoint. In the figure, Reverse Route Injection | RR1) 15 disabled.

m  Security Asseciation Lifetime: Configures the duration of an SA. Security associations
have twa lifetimes, a timed lifetime and & traffic volume lifetime. The SA expires alier the
first of these lifetimes is reached. In the figure, the taffic velume lifetime for this VPN

260 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



connection is 4,608,000 KB. The SA expires when traffic passing between the [Psec peers
using the $A exceeds 4,608,000 KB, or when the security association lifetime exceeds the
default setting of 8 hours, whichever happens first. This parameter specifies how to
measure the lifetime of the [Psec SA keys by time and traffic volume.

—_ Time: Specifies the SA lifetime in terms of hours (hh), minutes (mm), and seconds
[ss).

—  Traffie Volume: Defines the A lifetime in terms of kilobytes of trafTic. Enter the
number of kilobytes of payload data after which the 1Psec SA expires. Minimum is
100 KB, defanlt s 10000 KB, and masamum 15 2,147,483.647 KB,

—  {wvernde the global lifetime value for SAs.

®  Statie Crypto Map Entry Parameters: Configure these additional parameters when the
Peer IP Address 1s specified as Static:

®  Connection Type: Specily the allowed negotiation as bidirectional, answer-only, or
originate-only.

®  Send 1D Cert. Chain: Enables transmission of the entire certilicate chain.

®  1KE Negotiation Mode: Sets the mode for exchanging key information for setting up the
SAs: Main or Aggressive. 1t also sets the mode that the initiator of the negotiation uses. The
responder autonegotiates. Aggressive mode is faster, using fewer packets and fewer
exchanges, but it does not protect the identity of the communicating parties. Main mode is
slower, using more packets and more exchanges, but it protects the identities of the
communicating parties. This mode s more secure and it is the default selection. If you
choose Aggressive, the Dilfie-Hellman Group list becomes active.
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Configuring PKI-Based Authentication

Task 7: (Optional) Tune Tunnel Group Parameters
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By choosing the Advanced > Tunnel group option, you can make the following changes:
m  Certificate Settings: Sets the following cenificate chain and [KE peer validaton attnibutes:

—  Send Certificate Chain: Enables or disables sending the entire certificate chain.
This action includes the root certificate and any subordinate CA certificates in the
LFANSMISSIoN.

—  IKE Peer 1D Validation: Choose whether IKE peer |1 validation 1s ignored,
required, or checked only il a certificate includes a field that is used as 1KE identity
(1P address or hostname).

m  |KE Keepalive: Enables and configures IKE (ISAKMP) keepalive monitoring:
—  Disable Keepalives: Enables or disables IKE keepalives.

—  Monitor Keepalives: Enables or disables IKE keepalive monitoring. Choosing this
option makes the Confidence Interval and Retry Interval fields available.

—  Conflidence Interval: Specifies the IKE keepalive confidence interval. This value is
the number of seconds the security appliance should allow a peer to idle before
beginning keepalive monitoring. The minimum is 10 seconds; the maximum is 300
seconds. The default for a remote access group is 300 seconds.

—  Retry Interval: Specifics the number of seconds between IKE keepalive retries.
The default is 2 seconds,

—  Headend Will Never Initiate Keepalive Monitoring: Specifies that the central-site
security applianee never initiates keepalive monitoring.

m  Default Group Poliey: Specifies the following group-policy attributes:

—  Group Poliey: Choose a group policy to use as the default group pelicy. The default
value 1s DIGrpPolicy.

—  Manage: Opens the Configure Group Policies dialog box.

—  IPsec Protoecol: Enables or disables 1Psec protocol use for this connection profile.

252 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Configuring PKI-Based Authentication
Task 8: Configure Certificate Map Policy
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In the configuration scenario, a company with a site-to-site VPN tunne! was shown. The
company wants to use a specific tunnel group for & VPN connection to the remote peer. To
achieve this, the administrator can confligure mapping between auributes within a certificate
(the O and OU field, for instance) and tunnel group. Ceruficate-to-tunne! mapping enables the
administrator to use difTerent tunnel groups for different connections, based on fields within a
ecertificate.

To mateh site-to-site VPN tunnels to tunnel groups based on attributes within a certificate, you
must first create rules that deline attribute-matching entena and then associate each rule with

the desired tunnel group. Complete the following steps to start mapping a cerificate to a
specilic tunnel connection:

Step 1 Choose Configuration = Site-to-Site VPN > Advanced = Certificate to
Connection Profile Maps > Poliey.

Step 2 Check the Use the Configured Rules to Match a Certificate to a Group check
box.

Mote Another option is to check the Use the Certificate OU Field to Determine the Group check
box. The OU in this option indicates thatifa tunnel group is not determined, basedon a
certificate=to-tunnel group mapping rule lookup, then use the single value of the OU fisld to
cetermine the tunnel group.

Step 3 Check the Default to Group check box.
Step 4 From the drop-down list, choose the Default L2LGroup tunnel group.
Step 5 Click Apply at the bottom of the pane.

When the Cisco ASA adaptive security appliance receives an IKE wnnel connection request
with a digital certificate, it uses a set of rules to evaluate the attributes of the certificate until it
finds a match. When it finds a match, it assigns the connection profile that is associated with
the matched rule to the connection. I the security appliance fails to find a mateh, it assigns the
default Defaultl 21 Group prefile to the connection.

©2010 Cigca Systems, Ins, Daploymant of Cisca ASA Adaptiva Securty Applianse IPssc VPN Solutions 283



Configuring PKI-Based Authentication
Task 2: (Optional) Define Certificate Map
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The administrator defines a rule name, a priority, and a tunne! group. The administrator
configures a rule and associates it with a connection profile (formerly called tnne! group),

The following parameters are available in the Add Certificate Matching Rule dialog box or Edit
Certificate Matching Rule dialog box.

m  Map: Choose one of the lollowing:
—  Existing! Choose an existing map name.
—  New: Enter a new map name for a rule. In the example, CUSTOM-MAP was
chosen.
m  Priority: Typea number to specify the sequence with which the Ciseo ASA adapuive
seeurity appliance evaluates the map when it receives a connection request. The seeurity

appliance evaluates each connection against the map with the lowest priority number [irst.
The default priority is 10.

m  Mapped to Connection Profile: Choose the connection profile to map to this rule. Inthe
example, a predefined connection profile, 192.168.226.211, was chosen as the tunnel
group.

To configure a Certificate to Connection Profile Map, complete the following steps:

Step 1 Choose Configuration > Site-te-Site VPN > Advanced > Certificate to
Connection Profile Maps = Rules.

Step 2 In the Certificate to Connection Profile Maps pane, click the Add button. The Add
Certificate Matching Rule window opens.

Step 3 Choose the New radio button. Enter a name into the Name field. In the example,
CLUSTOM-MAP was entered.

Stap 4 In the Priority field, enter a number to specify the sequence with which the seeurity
gppliance evaluates the map when it receives a connection request. The number in
the example is 10.
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Step 5 From the Mapped to Connection Profile drop-down menu, choose a predefined
tunnel group. In the example, a predefined tunnel group, 192.168226.211, was

chosen as the nne! group.

Configuring PKI-Based Authentication
Task 9: Define Certificate Map (Cont.)
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In the 1op half of the pane, the administrator defines a name, a prority, and an asseciated tunnel
group. In the bottom half of the pane, the adminisirator defines the matching rule certilicate

attribute coteria.

The lollowing parameters are available on the Add Certificate Matehing Rule Criterion

window:

m  Rule Priority ( Display only): Previously configured sequence number with which the
Ciseo ASA adapuive secunty appliance evaluates the map when it réceives a connection
request. The Cisco ASA adapive seeurity appliance evaluates each connection against the
map with the lowest priocity number first.

a  Mapped to Connection Profile | Display onlv): Previously configured connection profile
to which the rule 1s mapped.

m  Field: Choose the part of the cenificate to be evaluated from the drop-down list:

—  Subject: The person or system that uses the certificate. For a CA root certificate, the
Subject and lssuer are the same,

—  Alternative Subjeet: The subject alternative names extension allows additional
identities to be bound to the subject of the certificate.

—  Issuer: The CA or other entity (jurisdiction) that issued the certificate.

s Compoenent (Applies only if Subject or Issuer is chosen. )t Choose the cectilicate attribute
that is used in the rule.
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m  Operator: Choose the operator that is used in the rule:
—  Eguals: The distinguished name field must exactly match the value.
—  Contains: The distinguished name Tield must include the value within it
—  Does Not Equal: The distinguished name field must not match the value
—  Does Not Contain: The distinguished name field must not include the value within it.

m  Value: Enter up te 255 characters to specify the object of the operator.

Note If multiple eriteria are entered, the criterion operation is & logical "and.”

To configure a Cerctificate Matching Rule Criterion, complete the following steps:

Step 1 Choose Configuration > Site-to-Site VPN > Advanced > Certificate to
Conneetion Profile Maps > Rules.

Stap 2 In the Mapping Criteria aréa, click the Add button. The Add Certificate Matching
Rule Criterion window opens.

Stap 3 From the Field drop-down menu, choose the part of the certificate to be evaluated:
Subjeet, Alternate Subject, or Issuer.

Stap 4 From the Component drop-down menu, choose the component of the cenificate to
be evaluated. |n the example, the Organization () component was chosen.

Stap 5 From the Operator drop-down menu, choose the operator. In the example, Equals
was chosen.

Stap & From the Value drop-down menu, enter the component values in the field. In the
example, “Cisco™ was entered.

Stap 7 Click OK.
Step B Click Apply 10 apply the configuration.

In the example, connections using certificates with an “0" lield value of “Cisco™ are assigned
to the 192.168.226.211 profile. All other nonmatching connections are assigned to the default
L21 group profile.
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Configuring PKI-Based Authentication

CLI Configuration
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The figure includes the CL1 configumtion of the IKE policy and the site-to-site YPN tunnel. The
conliguration that 18 shown in this slide is similar to the configuration with pre-shared kevs ( PSKs).

Configuring PKI-Based Authentication

CL!I Configuration (Cont.)
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The ligure shows the CL1 commands that ar¢ needed to enable certificates-based
authentication. The example also shows the commands that are needed to configure mapping
between the certificate that was received from the peer deviee and the tunnel group that should

be used for the IKE session that is being established.
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trust-point

To specify the name of a trustpoint that identifies the certilicate to be sent to the IKE peer, use
the trust-point command in the tunnel-group ipsec-attributes mode. To eliminate a trustpoint
specification, use the no form of this command.

lrust-point frust-point-name

trust-point Parameters

Parameter Descripiion

trust-point-nams Specifies the name of the trustpoint to use

tunnel-group-map enable

The unnel-group-map enable command configures the policy and rules by which certilicate-
based 1KE sessions are mapped to tunnel groups. Use the no form of this command to restore

the default values,

tunnel-group-map [rule-index ) enable policy

tunnel-group-map enable Parameters

Parameter Dascription

rule-index [Optional) Refers to the parameters thst are specified by the
crypto ca certificate map command, The values are 1 to
65,535

policy Specifies the policy for deriving the tunnel group name from the

certificate. Policy can be one of the following:

= ike-id: Indicates that if 2 tunnel group is not determined
based on & rule lookup or taken from the organizational wnit,
then the certificate-based IKE sessions are mapped toa
tunnel group based on the content of the Phase 1 IKE 1D.

= Du: Indicates that if a tunnel group is not determined based
on & rule lookup, then use the value of the organizational unit
in the subject distinguished name (DN).

= pear-ip: Indicates that if a tunnel group is not determined

based ona rule lookup or taken from the ou or ke-id
methods, then use the established peer [P address.

= Rules: Indicates that the cerlificate-based IKE sessions are
mapped to a tunnel group based on the certificate map
associations that are configured by this command.

crypto ca certificate map

Toenter CA certificate map mode, use the ervplo ea certifieate map command 1n global
configuration mode. Executing this command places vou in CA ceetificate map mode. Use this
eroup of commands to maintain a prioritized list of certificate mapping rules. The sequence
number orders the mapping rules, To remove a eovplo CA certifieate map rule, use the no form
of the command.

erypio ca certilicate map {seguence-number | map-name seguence-number}
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crypto ca certificate map Parameters

Parameter

Description

seguence-numbar

Specifies ‘a number for the certificate map rule that vou are
creating. The range is 1 throwgh 85,535, You can use this
number when creating a tunnel-group map, which maps a tunnel
group to a certificate map rule.

map-namea

Specifies & name for a certificate-to-group map.

subject-name (crypto ca certificate map)

To indicate that rule entry 1s applied to the subject DN of the 1Psec peer certificate, use
the subject-name command in erypte CA certificate map confliguration mode. To remove a
subject name, use the no form of the command.

subject-name [allr tag eq | ne | co | ne string]

subject-name (crypto ca certificate map)Parameters

Parameter Description
attr tag Indicates that only the specified attribute value from the certificate
DOi will be compared to the rule entry string. The tag values are
&s follows:
= DNQ = DN guslifier
» GENQO = Generational quslifier
m | =Initials
n  GN= Given name
m M= MName
n  BN=Surname
n P =IF address
n  SER = Serial number
®  UMAME = Unstructured name
EA = Email address
n  T=Title
m D= 0Organization Name
L = Locality
m 3P = State/Province
n  C=Country
w DU = Organizational unit
n  CN = Common name
ag specifies that the DN string or indicated attribute must match the
entira rule string
ne Specifies that the DN string or indicated attribute must not match
the entire rule strirng
co Specifies that the rule entry string must be & substring in the DN
string or indicated attribute
ne Specifies that the rule entry string must not be a substring in the
DOM string or indicated attribute
string Specifies the value to be matched
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Summary

This topie summarizes the key points that were discussed in this lesson.

Summary

= In large networks, the preferred method of authenticating a
remote peer s the exchange of digital certificates.

= When digital certificates are used for peer authentication, a
CAthat is trusted by all communicating parties is needed.

* The site-to-site VPN tunnel can be configured anly after the
CA certificate and identity certificates ars storad on the
security appliance.
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Lesson 3

Deploying the Cisco VPN
Client

Overview

Cisco VPN Client is software that runs on a PC. When Cisco VPN Client 18 installed on a
remote PC and communicates with a Cisco ASA adaptive security appliance, it creates a secure
connection over the Intemet. Through this connection, you can access a private network as if
YOU WEre an on-sile user.

This lesson lists the Features that are supported on Ciseo VPN Client and shows you how to
install the software and confligure a profile. You will also learn how advanced Ciseo VPN
Client profile settings are configured.

Objectives

Upon completing this lesson, you will be able to deploy advanced Cisco VPN Client settings Lo
support a range of end users. This ability includes being able to meet these objectives:

Choose Cisco VPN Client features
Install, configure, and verily the installation of Cisco VPN Client
Configure and verify Cisco VPN Client profiles

Configure and verify advanced Cisco VPN Client profile settings



Evaluating Cisco VPN Client Features

This topic deseribes how to choose Cisco VPN Client features.

Cisco VPN Client

Overview
= Megofiates tunnel parameters
= Establishes IPsec tunnels
* Authenticates users
= Establishes user access rights
= Manages security keys
= Authenticates, encrypts, and decrypts data

-@" Intemet Serw

When you use Cisco VPN Client, you can access a private network through the 1P Security
(IPsec) virtual private network (VPN) connection as if you were an on-site user. The VPN
gateway verifies that incoming connections have up-to-date policies in place before
establishing those connections. The Cisco ASA adaptive security appliance can lerminate the
[Psec VPN connections from Cisco VPN Clients,

As aremote user, you [irst conneet to the Internet. Then, vou use Cisco VPN Client to securely
acecess private enterprise networks through a VEN server that supports Cisco VPN Chent.

Cisco VPN Client works with & VPN gateway (a Cilsco ASA adaptive security appliance in the
figure) to create a secure connection, called a wnnel, between your computer and the private
network. It uses the Internet Key Exchange (1KE) and [Psec tunneling protocols to make and
manage secure connections. These are some of the steps in the process of making and
MAnaging connections:

m  MNegotiating tunnel parameters: Includes addresses, algonthms, lifetime, and so on
m  Establishing tunnels: According to the parameters

®  Authenticating users: Making sure that users are who they say they are through the use of
usernarmnes, group names and passwords, and X309 digital certificates

m  Establishing user access rights: Includes hours of aceess, connection tme, allowed
destinations, allowed protocols, and 5o on

B Managing security keys: For encryplion and decryption

= Authenticating, encrypling, and deerypting data: Through the tunnel
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For example, to use a remote PC to read email at your organization, you connect to the Internet,
then start the [Psec VPN chient, and establish a secure connection through the Internet wo the
private network of your organization. When you open your email, the Cisco Easy VPN Server
feature uses [Psec to encrypt the email message.

[t then transmits the message through the tunnel to your Cisco VPN Chient, which decrypts the
message s0 that you can read it on your remote PC. I y ou reply to the email message, Cisco
VPN Client uses [Psec to process and return the message to the private network through Cisco
Easy VPN Server.

Cisco VPN Client Software

Supported Operating Systems

= Microsoflt Windows 2000, XP (32-bit only), Vista (32 bit and
64 bit), 7 (32 bit and 64 bit)

= Linux (fntel)
= Solaris UltraSPARC 32 bitand 84 bit
= MAC OS X v.10.4 and 10.5

’ ailluaalie
s o L1500

i =
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This ligure shows the Cisco VPN Client window. You can preconfigure the connection entry
(name of connection) and hostname or [P address of a remote VPN deviee such as the Cisco
ASA adaptive security appliance.

Clicking the Conneéct icon initiates |KE Phase 1.

Cisco VPN Client can be preconfligured for mass deployments, and initial logins require very
little user intervention. VPN access policies and configurations are downloaded from Ciseo
Easy VPN Server and pushed to Ciseo VPN Client when a connection 15 established, allowing
simple deployment and management.

Cisco WPN Client provides suppoct for the following operating systems:

m  Microsoft Windows 2000, XP (32 bit only), Vista (32 bit and 64 bat), 7 (32 bit and 64 bit)
m  Linux (Inwel)

m  Solaris UltraSPARC 32 bit and 64 bit

s MACOS Xv. 04 and 10.3
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The Cisco Chient is compatible with the following Cisco products:
®  Platforms based on Cisco 1OS Release 12.2(8)7 and later
m  Cisco ASA 5500 Series Adaptive Security Appliance Version 7.0 and later

m  Cisco 7600/ Catalyst 6500 | Psee VPN Services Module and Cisco 7600/Catalyst 6500
Series [Psec VPN Shared Port Adapter (SPA) with Cisco 108 Softwiare Release 12.28X
and later

Note For the latest operating systems and Cisco product support, refer to Cisco.com.

Cisco VPN Client Software

Specifications
= Supperted tunneling protocols
= Supported encryption and authentication
* Supported key management technigues
= Supported data compression technigue
= Digital certificate support
= Authentication methodologies
= Profile management
= Policy management

The specifications for the Ciseo VPN Chent product are as lollows:
m  Supported tunneling protocols:

—  IPsec Encapsulating Security Payload (ESP)

—  Transparent tunneling:

m  [Psecover TCP (using Network Address Transtation [NAT] or Port Address
Translation [PAT])

m  [Psecover User Datagram Protocol (UDP) (using NAT, PAT, or a lirewall)
m  Supported encryption and authentication:
—  Data Eneryption Standard {DES)
— Triple DES (3DES)
—  Adwvanced Encryption Standard (AES)
—  Message Digest 5 (MD3) or Secure Hash Algorithm (SHA)
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m  Supported key management technigques:

IKE, in both aggressive and main mode (digital certificates)

DH groups 1,2, 5, and 7

Perfect forward secrecy (PFS) rekeying

m  Supported data compression technigue: Lempel-Ziv-Stac (L£S)

m  Digital certificate support including the following:

Two supported enrollment mechanisms:

Stmple Certificate Enrollment Protocol (SCEP)

Certificates that are enrolled with Microsoft Internet Explorer

Supported certificate authorities [(CAs):

Cisco

Entrust

Netseape

Balumore

Rivest, Shamir, and Adleman (RSA) Keon
VeriSizn

Microsolt

Support for the Entrust Entefhigence Secunity Provider and Entelligence client

Smart cards that are supported through a Microsolt Crypto AP,
CRYPT_NOHASHOID, including the following:

ActivCard (Schlumberger cards)
Aladdin
Gemalto

Darakey Electronics

m  Authentication methodologies ineluding the following:

Extended Authentication (XAUTH)

RADIUS with support or the following:

Token cards (state- and reply-message attributes)
Kerberos and Microsolt Active Directory authentication
RSA Security (RSA Securl DReady)

Microsolt NT domain authentication

Microsolt Challenge Handshake Authentication Protocol version 2 (MS-
CHAPYZ) Windows NT password expiration

X509 version 3 digital certificates

External user authorization information that is obtained via Lightweight Directory
Acecess Protocal (LDAP) or RADILS

m FIPS 140-2 Level | (v3.6) certifications
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m  Profile management: Preconfigured profile configuration files for distributing Cisco VPN
Client

m  Policy management: Internet Security Association and Key Management Protocol
(ISAKMP)

—  Keepstrack of centrally controlled policies, such as the following:
®  Domain Name System (ONS) information
m Microsolt Windows Internet Name Service ( Microsolt WINS) information
m P address
m  Default domain name
—  Has the ability o save the following connection attributes:
m Pasgword
m Split tunnehing and local LAN aceess control and networks
®  Remote-access load balancing
m  Centralized Protection Policy (CPP) firewall
m  Personal lirewall requirement

m Automatic soltware updates
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Installing Cisco VPN Client Software

This topic describes how to install, conligure, and verify the installation of Ciseo VPN Client

Installing Cisco VPN Client

Configuration Tasks
1. Verily system reguirements.
Z. Install Ciseo WYPN Client
3. (Optional) Change MTU size on a network adapter.

Complete the following configuration tasks to install Ciseo VEN Client:

I. Installation of Cisco VPN Client varies slightly based on the type of operating system.
Always review the installation instructions and system requirements that come with Cisco
VPN Client before attempting any installation.

b

Install Ciseo VPN Client on your system through either of two applications:

— InstallShield
— Mierosoft Windows Installer (MS])

Both applications use installation wizards 1o walk you through the installation process.
Installing Cisco VPN Client through InstallShield ineludes an Uninstall icon in the program
group; MS1 does not. In the later case, to manually remove the Cisco VPN Client
applications, you can use the Microsoft Add/Remove Programs utility.

3. Optionally, change maximum transmission unit (MTLU) size on a network adapter if you
have problems with fragmented 1P packets.
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Installing Cisco VPN Client

Task 2: Install Cisco VPN Client
= Start installaticn.
* Fellow steps in setup wizard.
* Restart system.
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Generally, installation of the Cisco [Psec VPN Client involves the following steps:

Step 1
Step 2
Stap 3

button, and click Next. The Desunation Folder page appears.

Step 4
Application page appears.

Stap 5

Double-click the vpoelient_setup.msi {ile. The Welcome window appears.
Read the Weleome window and click Next. The License Agreement page appears.

Read the license agreement, ¢lick the 1 Aceept the License Agreement radio
Click Next wo accept the default destination folder. The Ready to Install the

Click Next. After the files are copied to the hard disk drive of the PC, a new page

displays the “Cisco Systems VPN Client 3.0 has been successfully installed”

Message.
Step & Click Finish.

Step 7

Click Yes to restart system after installation is finished.
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Virtual Adapter

[&] crust mrmw svmecien

A o Wisdiney Pl
satingsy

M. ol e et e

Installing Cisco VPN Client

Tomn connnct=r irwm Y inkovang e

L -
¥ P Dereyoais Hewnk Eshde

T e il Pirtis G bart g Bb0 A R

'3:4 05 Pkt e =

| e | [ e | [ P |
[0

sk o oot fohcran matrsiin ol ol
i

17 B ke banvldie i a5 b i
1 Hitiy e sebmrm o, trmecion. b e v e conneiy

e

On the end-user PC, a virtual adapter is a software-only driver that is installed and acts as a
valid interlace in the system. 1ts purpose 1s to solve hardware incompatibility problems. The

virtual adapter appears in the network properuies list just likea physical adapter and displays all

the mformation that you would usually find under any other network adapter that is mstalled.
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Installing Cisco VPN Client

Task 3: Set MTU Size
* From the Start = All Programs menu, cheose Set MTU.

W et

* Select the proper network adapter and adjust the MTU size.

o Koo 3 ybars SajMTL

Cisco VPN Client automatically sets a maximum transmission unit ( MTL) size that is optimal
for your environment. However, you can also set the MTLU size manually.

This figure shows the Set MTU window, which 1s where vou set the MTU size. The Set MTU
option 15 used primarily for troubleshooting connectivity problems. For specific applications
where fragmentation 15 still an issue, Set MTU can change the MTU size to it the specific
seenario. Using an MTU size of 1300 bytes or smaller usually prevents fragmentation.
Fragmentation and reassembly of packets can cause slower tunnel performance. Also, many
firewalls do not let fragments through.

To implement a different MTU size using the Set MTU uulity, select the network adapter in the
Network Adapters (1Psec only) field. In the Tigure, Local Area Connection 7 is selected. In the
MTU Options group box, set the MTU option size by clicking the appropriate radio button, in
this example, the MTU for the chosen network adapter is set to 1400 bytes. You must reboot
for MTU changes to take effect.

Note Cisco VPN Client automatically adjusts the MTU size to sult your environment, so running
this application should not be necessary.
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Configuring Cisco VPN Client Profiles
Thistopic deseribes how to configure and verily Cisco VPN Client proliles.

Configuring Cisco VPN Client

Configuration Tasks

Gather information you need.

Create new connection entry.

Configure basic connection properties.
Opticnal) Cenfigure transport properties.
{Opticnal) Configure backup server properties.
(Optienal) Configure dialup propertias,

= L K —

[ B ]

Complete the following steps to configure Ciseo VPN Chent:
I. Gather the information that you need.

2. Create a new connection entry.

3. Configure basic connection properties.

4. Opuonally, configure transport properties.

5. Optionally, configure backup secver properties.

6. Opuonally, eonligure dialup properties.

©2010 Cigca Systems, Ins, Daploymant of Cisca ASA Adaptiva Securty Applianse IPssc VPN Solutions 2-81



Configuring Cisco VPN Client

Task 1: Gather Information
* Hostname or IP address of the adaptive security appliance
* Authenticaticn infermation
* Hostnames or IP addresses of the backup servers

Intermat

To confligure and use Cisco VPN Chent, you will need the following information:

m  Hostname or 1P address of the secure gateway to which you are connecting

®  Group name { for pre-shared keys [PSKs])

m  Group password [ for PSKs)

m  [[authenticating with a digital certificate, the name of the certificate

m  Username and password for user authentication

m [l you are configuring backup server connections, the hostnames or [P addresses of the

backup servers

Ask for this information from the system administrator of the private network that you want to
aceess. Your system admimstrator might have preconfigured much of this data; if so, your
admmistrator will tell you which items you need.
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Configuring Cisco VPN Client

Task 2: Create Connection Entry

# wiwi: Dacanmedbad | WPH Cllenl - Yiealos &
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connacton entry

Tl porcmies.

Cisco WPN Client enables users to confligure multiple connection entries. Multiple connection
entries enable the user to build a List of possible network connection poines. For example, a
eorporate telecommuter may want to connect to the sales office in Boston for sales data (the
first connection entry, not shown i the figure). Then, the telecommuter may want to connect ta
the Austin factory Tor inventory data (a second connection entry, not shown in the ligure). Each
connection contains a specilic entry name and remote server hostname or 1P address.

To create a new connection entry, complete the following configuration steps:

Step 1 Choose Start = All Programs = Cisco Systems VPN Client > VPN Client. The
VEN Client window appears.

Step 2 Click New.
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Configuring Cisco VPN Client

Task 3: Configure Basic Connection Properties
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Generally, creating & new connection entry involves the following steps:

Step 1

Step 2

Step 3

Step 4

Steap 5

Enter a name {or the new connection entry in the Connection Entry field. In the
figure, CorpNer is entered.

Optionally, enter a desceiption [or the new connection entry in the Deseription field.
In the figure, Corporate Network is entered.

Enter the public interface P address or hostname of the remaote Cisco Easy VPN
Server in the Host field. In the figure, 192.168.1.2 15 entered.

In the Authentcation tab, click the radio button for the authentication method that
you want to use. You ean connect as part of a group (which must be configured on
the Ciseo Easy VPN Server) or by supplying an identity digital eertificate. For this
example, group authentication 1s used. Complete the following substeps w configure
group authentication:

m o the Name field, enter a sroup name that matches a tunnel group on the Cisco
Easy VPN Server. The group name and its password must match what is
configured within the Cisco Easy VPN Server. Entries are case sensitive. In the
figure, TRAINING is entered.

m  In the Password field, enter the group password that matches the group
password (key) on the Cisco Easy VPN Server. Entries are case sensitive.

m  Enter the password again in the Conflirm Password field.

Click Save.
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Configuring Cisco VPN Client
Task 4: (Qptional} Configure Transport Properties
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From the Transport tab, you can confligure the following Ciseo VPN Client options:
®  Transparent tunneling
& Local LAN access

®  Peer response imeout

Transparent tunneling allows secure transmission between Cisco YPN Client and a secure
gateway through a router serving as a firewall, which may also be pedforming NAT or PAT.
Transparent tunneling encapsulates Protocol 50 (which 15 ESP) waffic within UDP or TCP
packets before it is sent through the NAT or PAT devices or firewalls. The most common
application [or transparent tunneling is behind a home router performing PAT. To use
transparent tunneling, the central-site group n the Cisco Easy VPN Server must also be
configured to support it. This parameter is enabled by default. To disable this parameter,
uncheck the Enable Transparent Tunneling check box under the Transport tab. It 18
recommended that you leave this parameter enabled,

Note Mot all devices support multiple simultaneous connections behind them. Some cannot map
additional sessions to unique source ports. Be sure to check with the vendor of your device
to verify whether this limitstion exists. Some vendors support Protocol 50 (ESP) PAT (IPsec
pass-through), which might let you operate without enabling transparent tunneling.

Y ou must choose a mode of wansparent tunneling, over UDP or over TCP. The mode that you
use must mateh that used by the secure gateway to which you are connecting. Either mode
operates properly through a PAT device. Multiple simultanecus connections might work better
with TCP. If you are in an extranet environment, then in general, TCP mode is preferable. UDP
does not operate with statelul firewalls, soin that case, you should use TCP.
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The following transport tnneling options are available:

m  [Psecover UDP (NAT/PAT): Click this radio button te enable [Psec over UDP (using
NAT or PAT). With UDP, the port number is negotiated. UDP is the default mode.

m  [Psec over TCP: Qlick this mdio button to-enable 1Psec over TCP. When using TCP, you
must also enter the port number for TCP in the TCP port field. This pon number must mateh
the port number that is configured on the secure gateway. The default port number is 1000,

Ina multiple network interface card (NIC) confliguration, local LAN access pertaing only to
network trafTic on the interface on which the tunnel was established. Allow Local LAN Access
gives you access Lo the resources on your local LAN (printer, fax, shared files, and other
gystems) when you are connected through a secure gateway to a central-site VPN device. When
this parameter is enabled and your central site is configured o permit it, you can access local
resources while connected. When this parameter is disabled, all traffic from your Ciseo VPN
Client system goes through the [Psec connection to the secure gateway.

To enable this feature, check the Allow Loeal LAN Access check box; to disable it, uncheck
the check box. I the local LAN you are using is not secure, you should disable this feature. For
example, you would disable this feature when you are using a local LAN 1n a hotel or aicport.

A nerwork administrator at the central site conligures a list of networks at the Cisco VPN
Client side that you can access. You can access up to 10 networks when this feature is enabled.
When local LAN aceess 15 allowed and you are connected to a central site, all traffie from your
system goes through the 1Psee tunnel except traffic to the networks that are exeluded from
doing so (in the network list).

When this Teature i1s enabled and configured on Cisco VPN Client and permitted on the
central-site VPN device, you can see a list of the local LANs that are available by looking at
the Routes table.

Adjusting the Peer Response Timeout Value

Ciseo VPN Client uses a keepalive mechanism, dead peer detection (DPD), to check the
availability of the VPN device on the other side of an [Psec tunnel. If' the network is unusually
busy or unreliable, you might need to increase the number of seconds o wait before Ciseo VPN
Client decides that the peer i1s no longer active. The default number of seconds to wait before
lermuinating & connection 18 90 seconds. The minimum number that you can configure 15

30 seconds, and the maximum is 480 seconds. To adjust the setting, enter the number of
seconds in the Peer Response Timeout {Seconds) field. Cisco VPN Client continues to send
DPD requests every 5 seconds until it reaches the number of seconds that are specified by the
peer response tmeout value.
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Configuring Cisco VPN Client
Task §: (Optional) Configure Backup Server
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The private network may nclude one or more backup servers to use i the primary VPN server
15 not available. Information on backup servers can downlead automatically from a VPN server
or you ean manually enter this information.

To enable backup servers lrom Cisco VPN Client, complete the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Check the Enable Backup Servers check box in the Backup Servers ab.
Click Add. The VPN Client | Enter Backup Server window appears.

Enter the hostname or 1P address of a backup server in the Enter Backup Server
Hostmame or [P Address Deld (not shown), You can use a maximum of 255
characters.

Click OK. The hostname or 1P address is displaved in the Enable Backup Servers
list.

Click Save.

You ean add more backup servers by repeating all but the first step (that is, steps 2, 3, 4, and 3).
Toremove a server from the backup list, select the server in the list, click Remove, and then
click Save,

When necessary, Cisco VPN Client tries the backup servers in the order in which they appear in
the backup servers list, starting at the top. To reorder the servers in the list, select a server and
click the up arrow Lo increase the prorty of the server or the down arrow o decrease the
priority of the server.
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Configuring Cisco VPN Client
Task 8: (Opticnal) Configure Dialup Properties
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To enable and conligure a connection to the Internet through dialup networking, check the
Conneet to Internet via Dial-up check box. This feature 15 not selected by default.

You can connect to the Internet using the Cisco VPN Chient application in either of the
following ways:

m  Microsoft Dial-Up Networking (DUN): Il you have Microsoft DUN phone book entries
and have enabled the Conneet to Internet via Dial-up feature, DUN is enabled by default.
To link your Cisco VPN Client connection entry toa Microsolt DUN entry, click the
Phonebook Entry drop-down arrow and cheose an option from the menu. Cisco VPN
Client then uses this DUN entry to automatically dial into the Microsoft network before
making the VPN connection to the private network.

®  Third-party dialup application: I you have no Microsof{t DUN phone book entries and
have enabled the Connect to Internet via Dial-up leature, the third-party dialup application is
enabled by default. Click Browse Lo enter the name of the program in the Application (ield.
This application launches the connection to the Internet, The siring that you énter in the
Application field is the pathname to the command that starts the application and the name of
the command. For example, e¢:\ispuispdialer.exe dialEngineering would activate the ISP dialer
using the seript dialEngineering, which would contain the required dial information.

288 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Configuring Advanced Profile Settings

This topic describes how to configure advanced Ciseo VPN Client profile settings.

Configuring Advanced Profile Settings
Profiles

Groups of parameters that control a VPN client are
called profiles:

= Glokal profile: Contains parameters for the YPN client as a whole
(vpnelientini).

* [ndividual profiles: Centain the paramater settings for each
connection entry and are unique to that connection entry (.pef).

= Profiles are created using the VPN elient GUI or manually using
text editor,

* You can provision these files to clients to avoid cenfiguring each
WPN client separately.

Groups of configuration parameters define the connection entries that remole Users Lse Lo
connect to 8 VPN central-site device. Together, these parameters form files called profiles.
There are two profiles: a global profile and an individual profile.

m A global profile sets rules for all remote users: it contains parameters for Cisco VPN Client
as a whole. The name of the global profile file is vpnelient. ini.

m  Individual profiles contain the parameter settings for each connection entry and are unigue
to that connection entry. Individoal profiles have a pef extension.
Profiles are created in two ways:

®  When an administrator or @ rémole user creates connection entries using the Cisco VPN
Client GUI (Windows and Macintosh only)

& When you create profiles using a text editor

In the first case, the remote user s glso creating a file that can be edited through a text editor.
You ean start with & profile file generated through the GUI and edit it. This approach lets you
contrel some parameters that are not available in the Cisco VPN Chient GUI application such as
aute initiation or the dialup time to wait for third-party dialers.

When you create these {iles, you ean provision them to several clients to avoid conliguring
each VPN client individually.
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Configuring Advanced Profile Settings

Global Profile

= Windows platforms: C!\Pragram FilesiClsco Systams\VEN
Clientwpnclient.ini

* Linux, Solaris, and Mac OS X platforms:
et/ CiscoSystamsWPNClient'venclientini
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The name of the global profile 15 vpnelient.ini. This file is located in the following directories:

m  For Windows platforms: C\Program Files\Ciseo Systems\VPN Client'\vpnclient.ini

m  For the Linux, Solans, and Mac O8 X platforms:
fete/CiseoSystemsV PNClient'vpoelient.ini

These are the default locations that are created during installation.
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Configuring Advanced Profile Settings

Individual Profiles

» Windows platforms: C:\Pragram Files\Cisco Systems\WPN
ClientiProfiles’

* Linux, Solaris, and Maec OS X platforms:
lete!ClscoSystemsVPNClientProfiles/!
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Cisco VPN Client uses parameters that must be uniquely configured for each remote user of the

private network. Together, these parameters make up a user profile, which 1s contained in &

profile eonfiguration file { pef file) in the local file system of the Cisco VPN Client user in the

following directories:

®  For Windows platforms: Program Files\.Cisco Systems\VPXN Client\Profiles (il the

software 18 mstalled in the default location)

= For the Linux, Solaris, and Mac O X platforms: /ete/CiscoSystemsVPNClient/Profiles/

These parameters include the authentication type that is used, remote server address, [Psee
group name and password, use of a log file, use of backup servers, and automatie Internet

connection via Microsoll DUN among many other features and requirements. Each eonnection

entry has its own pef file.
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Configuring Advanced Profile Settings

Gleobal Profile Features

= Start before logon = |dentity of an application
» Automatically connect to to launch upon connect
the default connection * Missing group warning
entry (default profile) upon messags
startup * Logging levels for log
* Automatically disconnect classes
Lpio 1o ol * RADIUS SDI Extended
= Control of logging services Authentication behaviar
by class = GU| parameters—
* Certificate enrcliment appearance and behavior
» Identity of a proxy server of GUl applications
for routing HT TP traffic = Transparent twnneling

The vpnchientini file controls the following features on all Ciseo VPN Client platforms:
m  Start Before Logon

m Automatically connect to the default connection entry (default profile) upon startup
m  Automatically disconneet upon log off

m  Control of logging services by class

m  Certificate encollment

m  |dentity of a proxy server for mouting HT TP trafTie

m  |dentty ef an application to launch upon connect

m Missing group warning message

m  Logoing levels lor log classes

m  RADIUS SDI Extended Authentication behavior

m  GUI parameters—appearance and behavier of GUI applications

The vpnclientins file controls the following additional features in the Windows platform:
® | ocation of the Entrustani file

m  List of Graphical ldentification and Authentication (GINA) dynamie link libraries (DL Ls)
that are not compatible with Ciseo VPN Client

®  Auto initiation
m Setting of the Stateful Firewal! option

m  Themethod to use in adding suflixes 1o domain names on Windows 2000 and Windows
XP platforms

®  When working with a third-party dialer, ime to wait after receiving an [P address before
mitiating an IKE winnel
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Network proxy server for routing HTTP wraflfic
Application launching
DNS sulTixes

XP o log out and log back in to the network without using cached credentials
m  Agcessibility options setting
m  Sewing a default connection entry

m  Connecting to a default connection entry

Configuring Advanced Profile Settings

Individual Profile Features

» Daecription of the cannaction MNarma of remote usar

prafi = Passward of & ramote usar
The ramaola sarvaraddress Backup sarvers
Authantization type Cannacting ta the Intameat via
Marme aof IPesec group containing dalup natwarking

the ramate uear Typaof dalup natwarking
Group passward onnastion

Spiit NS Transparant tunneling
TCP tunnaling pad Allawing of lacalLAN accase
Enabling of IKE and ESP Satting af peer reaspanee timaautl

Keapales = Satling of cerificata chain
« Cofificate parametars fora
S = “arfication of the ON of a pear
catificata connection caificats
= DHgroup = Lk of SO hardware taken
= RADIUS SDI Extandad satting
Authantizatian satting » LUsaof lagacy IKE pon satting

Spiit DKS satting

A connection profile (.pef file) controls the following features on all platforms):
m  Description of the connection profile

m  The remote server address

®  Authentication type

m  Nameof [Psec group contaming the remote user
m  Giroup password

»  Connecting to the Internet via dialup networking
= Name of remote user

®  Remote user password

m  Backup servers

= Split DNS

m  Type ol dialup networking connection

®m  Transparent tunneling

®  TCP tunneling port

Foree Network Login, which forees a user on Windows NT, Windows 2000, or Windows
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m  Allowing of local LAN access

m  Enabling of IKE and ESP keepalives

m  Setting of peer response Limeout

m  Certificate parameters [or a certificate connection

m Serting of certificate chain

m  Diffie-Hellman (DH) group

m  Verification of the distinguished name (DN} of a peer certificale

= RADIUS RSA Extended Authentication setting

m  Use of Rivest, Shamir, and Adleman (RSA) hardware token setting

m Split DNS setting

m  Use ol legacy IKE port setting

A connection profile (pef file) controls the following additional features on the Windows
platform:

= Dialup networking phone book entry for Microsoft

m  Command string for connecting through an 18P

B Windows NT domain

m  ogging in to Microsoft Nevwork and credentials

m  Changing the default IKE port from S00/4500 (must be explicitly added)

m  Enabling Foree Network Login, which forees a user on Windows NT, Windows 2000, and
Windows XP to log out and then log back in to the network without using cached credentials

m  Enabling and disabling the browser proxy setting on Cisco VPN Client for all eonnection
Lypes

284 Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Configuring Advanced Profile Settings

Profile Sample Files
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The figure shows sample vpnelient.ini and pef files. An administrator can preconligure VPN
clients by placing these files into the Cisco VPN Chent installation folder:

®  vpoclientini: 1T this (ile is bundled with the elient software when it s first installed, it
automatically configures the client global parameters during installation. To mask the

configuration option from the end user, add an exclamation point (1) to the beginning of the
configuration line within the vpnelientini field.

m pel: Creates connection entries within the dialer application. I1'this file is bundled with the
client soltware when it is first installed, it automatically confligures the Cisco VEN Client
connection parameters during mstallation. Each connection has 1ts own pef file. It can be
viewed and edited in Notepad. To make a parameter read-only so that the chent user cannot

change it within the GUI, put an exclamation mark (1) before the parameter name.

Note

The easiest way to create a profile for the Windows platforms is to run Cisco WPN Client ang
use the Cisco WPN Client GU! to configure the parameters. When you have created a profie

in this way, you can copy the .pcf file to a distribution disk for your remote users, This

approach eliminates errors that you might introduce by typing the parameters, and the group
password gets sutomatically converted to an encrypted format.
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Summary

This topic summarizes the key points that were discussed in this lesson.
]

Summary

= Cisco VPN Client enables VPN access o private network.

= \erify system requirements and gather information before
installing Cisco VPN client.

* Cisco VPN Client entry parameters are ramaote server
hostname or IP address and PSKs or certificates.

= PCF and INI files contain profile parameters (authentication
type, remote server address, IPsec group name and
password, and soan).
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Lesson 4

Deploying Basic Cisco Easy
VPN Solutions

Overview

A basic Cisco Easy VPN solution provides chient-based access 1o sensitive resources over a
remote access 1P Security (1Psec) virtual private network (VPN) gateway that 18 implemented
on the Cisco ASA adaptive secunty appliance. A basic Easy VPN solution uses basic user
authentication using usernames and passwords, client configuration and 1P address assignment
services, and a single access control policy. This lesson enables you to configure, venly, and
troubleshoot a basic Easy VPN solution.

Objectives

Upon completing this lesson, you will be able to deploy and manage the bagic features of the
Cisco ASA adaptive security appliance Easy VPN Server feature. This ability ineludes being
able to meet these ohjectives:

®m  Plan the deployment of a basic Easy VPN solution

®  Configure and verify basic Cisco ASA adapuve security appliance Easy VPN Server
features

®  Configure and verify Easy VPN group authentication

m  Configure and verify Easy VPN XAUTH

®  Configure and verify Easy VPN client network settings

m  Configure and verify Easy VPN basic access control and sphit tunneling
m  Configure and verify Cisco VPN Client connectivity

m  Troubleshoot Easy VPN session establishment berween a Cisco VPN Client and the Ciseo
ASA adapuive security appliance gateway



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic describes how to plan the deployment of a basic Cisco Easy VPN solution.

Basic Cisco Easy VPN

Solution Components

Rool CA

Certlcne

(Opdonai)
=] [
Feagword

Faagaord '

In a basic Cisco Easy VPN solution, remote users use the Cisco [Psec software or hardware
Cisco VPN Client to establish an [Psec tunnel with the Ciseo ASA adaptive security appliance.

The basic solution uses badirectional authentication, where the chent authenticates the Cisco
ASA adaptive security appliance with & group-password-based authentication method, and the
Cisco ASA adaptive security appliance authenticates the user based on a group password, and
opticnally an additional username and password method against its local user database. This
authentication scheme can be extended by deploying hybrid authentication, where the client
additionally authenticates the Cisco ASA adaptive security appliance using the identity
certilicate of the Ciseo ASA adaptive security appliance, which is verifiable using a locally
installed CA certificate,

After authentication, the Cisco ASA adaptive security appliance applies a set of authorization
and accounting rules to the VPN session of the user. After the Cisco ASA adaptive security
appliance establishes an acceptable VPN environment with the remote wser, the rémole user can
forward raw |P traffic into the 1Psec tunnel because the Cisco VPN Client creates a virtual
network interface on the client. The client can use any application to access any resource
behind the Cisco ASA adapuve security appliance VPN gateway, subiect to access rules
applied to the VPN session.
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Basic Cisco Easy VPN
Deployment Tasks

1. Cenfigure basic Cisco ASA adaptive security appliance Easy
YPN Server features.

Coenfigure group authentication.

ra

[95]

{Optionaly Cenfigure basic user authentication (XAUTH).

4. Configure client netwoerk configuration.

o

Configure basic access contral.

6. Configure Cisco VPN Client.

Use the following general deployment tasks to create a basic Cisco Easy VPN solution:

[

Configure the security appliance with basic Cisco Easy VPN Server features, including
enabling the Internet Key Exchange (1IKE) and [Psec protocols on a Ciseo ASA adaptive
security appliance nterface.

Configure group pre-shared key (PSK) authentication to mutually authenticate the two IKE
peers: the Cisco VPN Client and the appliance.

Cptionally, configure basic user authentication using 1KE Extended Authentication
(XAUTH), using the appliance local user database 1o create user accounts with static
passwords.

Optionally, in addition to basic user authentication, configure hybrid authentication to
additionally authenticate the appliance to the client. As yvou will learn later in this lesson,
this additional authentication may be required to avoid man-in-the-middle attacks in some
environments,

Configure the elient network settings ( Domain Name Server [DNS] server, Microsoft
Windows Internet Name Service [WINS] server, domain sulTix) configuration set, and IP
address assignment method, using either pools or per-user [P addresses that are configured
locally on the appliance.

Configure basic access control, limiting access to protected resources.

Install the Cisco VPN Client, and configure it to connect to the Cisco Easy VPN Server for
the appliance.
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Basic Cisco Easy VPN

Input Parameters
Description

VPN gateway addressing Required to configure adaptive secarity
appliance IP interfaces

User naming and cregertials: Reguired tocreate the local user
dztabase

Cryptographic policy Reqguired to enable or disable
cryptographic algorithms within [Psec
|P-agdress ranges for client Required to assign [P addresses to

20dress assignment VPN virtual adapters

Access policies Required to create separate profiles
and access control policies for remote
users

Client platforms Reguired to provision VPN client

software to remote users

Before implementing a basic Cisco Easy VPN solution, you will need to obtain and analyze
several preces of information that are related to the network and system environment. These
mput parameters include the following:

The IP addressing plan that will dictate the VPN gateway addressing. This data 15 needed to
assign an 1P address to the appliance VPN-terminating interface.

The enterprise poliey of user naming and the enterprise password poliey, to ereate the loeal
user database on the appliance.

The enterprise cryptographie policy, to choose the optimal IKE and 1Psee protocel versions
and algorithm bundles (lnternet Seeurity Association and Key Management Protocol
[ISAKMP] policies, [Psec translorm sets) for VPN sessions on the appliance.

The IP addressing plan for remote clients, With Cisco Easy VPN, the appliance must assign
IP addresses to remote clients, and these addresses must be unigque and routed to the
appliance for VPN connectivity 1o work.

Acecess policies that dictate which sensitive resources remote users can access. This data is
needed Lo configure an access control poliey on the appliance that will be applied o remote
access VPN sessions.

A list of the client platforms of remote users, which s used to correctly provision the Ciseo
VPN Client soltware images Lo users.
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Configuring Basic Cisco ASA Adaptive Security
Appliance Cisco Easy VPN Server Features

This topic deseribes how to configure and verify basic Cisco ASA adaptive security appliance
Easy VPN Server features.

Configuring Basic Cisco Easy VPN

Configuration Tasks
1. Enable IKE and IPsec on an interface.
2. (Optional) Tune the IKE policy.
3. (Optional) Tune the IPsec policy.

|
L.
@,‘ . Oumide Inzze

Gis N EH Ciao ASA

Cent

The first deployment step to take when you configure a Ciseo Easy VPN solution 1510
configure basic Ciseo Easy VPN Server parameters on the Ciseo ASA adaptive security
appliance. This process includes the following configuration tasks:

1. Enabling IKE and 1Psee functionality oo a Cisco ASA adaptive security appliance
interface. Enabling this functionality viathe Cisco Adaptive Security Device Manager
(Cisco ASDM) automatically creates an |KE and 1Psec policy of accepiable eryptographic
dlgorithm bundies.

2. Opuonally, ne the IKE policy on the Cisco ASA adaptive security appliance, if you
require specifie eryptographic algorithms to be enabled or disabled for the IKE security
asspciations.

3. Optionally, tune the 1Psee policies on the Cisco ASA adaptive security appliance, if you
require specific eryptographic algorithms to be enabled or disabled for the [Psec security
associalions,

The lgure presents the configuration scenario that 18 used i upcoming configuration tasks.

You will enable the basic Cisco Easy VPN Server [unctionality by enabling IKE and 1Psec on
the “outside” interface of the Ciseo ASA adaptive security appliance.
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Configuring Basic Cisco Easy VPN

Task 1: Enable IKE and IPsec on an Interface
In Cisco ASDM, this task also automatically:

= Enables two IKE policies

= Creates 10 [Psec transform sets

= Creates dynamic crypte map rules that use these policies
and transform seis
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In the first task, you will enable 1KE and IPsec on a Cisco ASA adaptive security appliance
interface. Perform the following steps:

Stap 1 Using Ciseo ASDM, navigate to Conliguration > Remote Aceess VPN > Network
(Client) Aceess = [Psee Connection Profiles.

Step 2 In the Access Interfaces area, check a particular check box i the Allow Access
column to enable IKE and |Psee on a partcular interface.

Stap 3 Click Apply and, optionally, click Save to save your configuration.

When you enable IKE and 1Psec on a Cisco ASA adaptive security appliance interface, the
Cisco ASDM enables the IKE (ISAKMP) histener on that interlace, and creates two IKE
poelicies (that is, the allowed algorithm bundles) that it s willing to negotiate with remaote peers.
The following policies are the two policies that are created:

m  An |KE policy entry with a priority of 5 with the following settings:
—  PSK-based peer authentication
—  Triple Data Eneryption Standard (3DES) enervption
—  Secure Hash Algorithm | (SHA-1) hashing
—  Diffie-Hellman Group 2 (DH2) (1024 bit) key exchange strength
— A hifetme of 24 hours

m  An IKE policy entry with a priority of 10 (that 15, lower than the previous policy entry)
with the following settings:

—  PSK-based peer authentication

—  Data Encryption Standard {DES) encryption

—  SHA-1 hashing

—  Diffie-Hellman Group 2 (DHZ2) (1024 bit) key exchange strength

— A lifetime of 24 hours
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Additionally, Ciseo ASDM will create an [Psec policy (erypto map) in the following manner:

m  The Cisco ASA adaptive security appliance will be willing to accept any Cisco Easy VPN
Client on the configured interface, as long as it authenticates using the configured methods.

m  The client must support one of the following 1Psec transform sets (traffic-protecting
dlgorithm bundies) in the listed priority order:

Configuring Basic Cisco Easy VPN
Task 2: (Optional) Tune the IKE Policy

Add en IKE

Confguraton = Remods Ancess VPN > Nateori |D6ent) Access = Aguenced » IFeec > IHE
Paliges

Encapsulating Security Protocol (ESP) encapsulation, with 128-bit Advanced
Encryption Standard { AES) encryption and Secure Hash Algorithm | Hashed

Message Authentication Code (SHA-1 HMAC)

ESP encapsulation, with 128-bit AES encryption and Message Digest 5 (MD3)

HMAC

ESP encapsulation, with 192-bit AES encryption and SHA-1 HMAC
ESP encapsulation, with 192-bit AES encryption and MD3 HMAC
ESP encapsulation, with 256-bit AES encryption and SHA-1 HMAC
ESP encapsulation, with 256-bit AES encryption and MD3 HMAC
ESP encapsulation, with 168-bit 3DES encryption and SHA-1 HMAC
ESP encapsulation, with 168-bit 3DES encryption and MD3S HMAC
ESP encapsulation, with 36-bit DES encryption and SHA-1 HMAC
ESP encapsulation, with 36-bit DES eneryption and MDS HMAC

%> Advsnced > (hsng > [KE Bolies 2
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In Task 2, you ean tune the preconfigured [IKE policies w either add a policy that you want to
use or remove some of the preconfigured policies. In most cases, it 1s recommended that you
remove the preconfigured poliey with priority 10 that uses DES encryplion.

©2010 Cigca Systems, Ins,

Daploymant of Cisca ASA Adaptive Sacunty Applianss |IPsec VPN Sclutions

2-103



To delete an existing IKE policy entry, perform the following steps:

Step 1 Using Cisco ASDM, navigate to the list of 1KE policies at Configuration > Remote
Access VPN > Network (Client) Access > Advanced = [Psec > IKE Policies.

Step 2 Select the IKE policy entry that you want to delete.

Step 3 Chiek the Delete button to delete it

Stap 4 Click Apply and, optionally, click Save to save yvour configuration.
Toadd a new IKE policy entry, pecform the following steps:

Step 1 Using Cisco ASDM, navigate to the list of IKE policies at Configuration > Remote
Access VPN = Network (Client) Aceess = Advanced > [Psec > [KE Policies.

Stap 2 Click the Add button to add a new policy entry.

Step 3 In the Add ke Policy window, configure the required IKE policy parameters that
you wish o bundle in a policy entry.

Stap 4 Click OK, Apply. and, optionally, click Save to save your configuration.

Cisco VPN Client and IKE Policies

The Cisco VPN Client that 1s configured for PSK s uses IKE aggressive mode to connect to the
Cisco ASA adaptive security appliance and is preconfigured with 14 1KE policies in prioriey
order. All of these policies use a fixed DHZ ( 1024-bit) key exchange strength setting. I you
need 1o use a stronger DifTie-Hellman (DH) group on the client—which 1s recommended in
high-risk environments—you need 1o configure it inside the Ciseo VPN Chent connection entry
file (the DHGroup parameter inside the pef file).

The Cisco VPN Chent uses these 14 preconfigured IKE policies when it is configured with
group password authentication in Cisco VPN Client Release 5.006:

. 236-bit AES encryption, SHA-1 HMAC, DH2, Extended Authentication {XAUTH)
enabled

2. 230-bit AES eneryption, MD3 HMAC, DH2Z, XAUTH enabled
3. 25p-bit AES eneryplion, SHA-1 HMAC, DH2

4. 2306-bit AES encryption, MD3 HMAC, DH2

5. 128-bit AES encryption, SHA-1 HMAC, DH2, XAUTH enabled
6. 128-bit AES encryption, MD3 HMAC, DHZ, XAUTH enabled
7. 128-bit AES encryption, SHA-1 HMAC, DH2

8. 128-bit AES encryption, MD3 HMAC, DHZ

9. 3DES, SHA-1 HMAC, DH2, XAUTH enabled

[0, 3DES, MD3 HMAC, DH2, XAUTH enabled

11. 3DES, SHA-1 HMAC, DH2

2. 3DES, MD3 HMAC, DH2

[3. DES, MDS HMAC, DH2, XAUTH enabled

4. DES, MD3 HMAC, DH2
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Configuring Basic Cisco Easy VPN
Task 3: (Opticnal) Tune the IPsec Policy
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In Task 3, you can optionally tune the preconfigured 1Psec policies to either add a policy that
you want 1o use or remove some of the preconligured policies. In most cases, it 18
recommended that you remove the precontigured transform sets that use DES eneryption.

To tune the existing [Psec poliey, perform the {ollowing steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Step 7

Using Cisco ASDM, navigaie to the list of IKE policies at Configuration > Remote
Access VPN = Network (Client) Access > Advanced > [Psec > Crvplo Maps.

Select the dynamic erypto map entry with priority 63,333, created by the Cisco
ASDM, and click Edit to editit.

Optionally, 1o the Transform Sets area; use the Add and Remove buttons to select or
deselect 1Psec wansform sets that are used by the 1Psee poliey that supports dynamic
Cisco Easy VPN connections.

Optionally, use the Move Up and Move Down buttons to change the default prority
order, which the Cisco ASA adaptive security appliance uses to select the active
1Psec transform set.

Optionally, you can enable pecfiect forward secrecy (PFS) for all client connections
by checlang the Enable Perfect Forward Secrecy check box. This setting can cause
additional load on the Cisco ASA adaptive secunity appliance because the Cisco
VPN Chent and the Cisco ASA adaptive secunity appliance will need to perform a
fresh DH exchange on each session key rekey.

Optionally, in the Advanced Tab, vou can adjust session key lifetimes from their
default values.

Click OK, Apply, and, optionally, click Save to save your configuration.

©2010 Cigca Systems, Ins,

Daploymant of Cisca ASA Adaptive Sacunty Applianss |IPsec VPN Sclutions 2-108



Configuring Basic Cisco Easy VPN
CLI Configuration
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This output shows the command-line interface (CL1) commands that are required to configure
the basic Cisco Easy VPN Server leatures.

In the CL1, use the erypto isakmp enable command to enable [KE on a Cisco ASA adaprtive
security appliance interlace. Use the erypto isakmp policy commands to ereate one or more
IKE policies with settings that are compatible with those of the Cisco VPN client.

MNext, use the erypto ipsec transform-set command to deline at least one [Psec translorm set
that is eompatible with the Ciseo 1Psec VPN elient.

Finally, ereate an [Psec policy by creating a erypto map and enabling the eryprto map onan
interface. First, create a template from which you will create erypto map entries dynamieally,
because clients connect to the Cisco ASA adaptive secunty appliance usig the erypto
dynamic-map command. In the crypto dynamic-map template, require that the clients support
the configured [Psec transform set that was configured previously. Then, configure the main
cryplo map entity, using the ervplo map command, Lo automatically create crypto map entries
for authenticated elients, starting at sequence number 63,535, and using the conligured template
to enforce poliey to clients. At the end, apply the erypto map to the VPN-terminating interface.

Crypto Maps

A erypte map 18 a Ciseo conliguration mechanism that specifies the conditions for walTic
protection. A crypto map s & collection of erypto map entries in which each entry defines a
particular VPN tunnel. In site-to-site VPNs, these entries are delined statically, each entry
describing the traffie and peer |P address for the tunnel. In Cisco Easy VPN, you cannot know
the 1P address or the exact wafTie protection specification (because [P addresses are
dynamically assigned to clients). Youare, therefore, forced 1o use dynamiec ervpro map entries.
With dynamie erypto map entries, the Cisco Easy VPN Server (Cisco ASA adaptive security
appliance) creates crypto map entries in real time, based on the configured template, and ills in
all required (dynamic) parameters based on the data that is obtained throogh IKE negotiation
with the [Psec VPN clients.
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crypto isakmp enable

To enable ISAKMP negotiation on the interface on which the [Psec peer communicates with
the adaptive security appliance, use the erypto isakmp enable command in global
configuration mode. To disable 1ISAKMP on the interface, use the no form of this command.

erypto isakmp enable interface-name

crypto isakmp enable Parameters

Parameter Description

Incerface-nams Specifies the name of the interface on which to enable or disable
ISAKMP negotiation

crypto isakmp policy authentication

To specily an authentication method within an IKE palicy, use the erypto isakmp policy
authentication command in global configuration mode. IKE policies define a set of parameters
for IKE negotiation. To remove the [ISAKMP authentication method, use the related clear
configure command.

erypto isakmp policy priority authentication {erack | pre-share | rsa-sig}

crypto isakmp policy authentication Parameters

Parameter Description

prioritcy Uniguely identifies the IKE policy and assigns a priority to the policy. Use an integer
from 1to 65,534, with 1 being the highest priority and £5,534 the lowest.

crack Specifies IKE Challenge/Response for Authenticated Cryptographic (CRACK) as
the authentication method.

pre-share Specifies PSKs as the authentication method,

rea-sig Specifies RSA signatures as the authentication method

REA signatures provide nonrepudiation for the IKE negotiation. This
nonre pudiation means that you can prove to a third party whether you had an IKE
negotiation with the peer.

crypto isakmp policy encryption

To specify the encryption algorithm that should be used within an IKE poliey, use the erypto
isakmp policy eneryption command in global configuration mode. To reset the encryption
algorithm o the default value, which is DES, use the no form of this command.

erypto isakmp poliey priority encryption {aes | aes-192 | aes-256 | des | 3des}
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crypto isakmp policy encryption Parameters

Parameter Description

priority Uniguely identifies the IKE policy and assigns a priority to the policy. Use an integer
from 1 to 65,534, with 1 being the highest priority and 65,534 the lowest.

aas Specifies that the encryption algorithm that should be used in the IKE policy 18 AES
with 2 12B8-bit key.

amag-152 Specifies that the encryption algorithm that should be in the IKE policy is AES with &
182 -bit key

asg-255 Specifies that the encryption algorithn that should be used in the IKE policy is AES
vith a Z56-bit key

dasg Specifies that the encryption algorithny thiat shouid be used in the IKE policy is 56-bit
CES-CBC

3des Specifies that the encryption algorithm that should be used in the IKE policy is 3DES

crypto isakmp policy group

To specily the DH group for an IKE policy, use the crypto isakmp poliey group command in
global conliguration mode. IKE policies define a set of parameters to use dunng IKE negotiation.
To reset the DH group identfier to the default value, use the no form of this command.

cryplo isakmp policy prioritv group (1] 2|5}

crypto isakmp policy group Parameters

Parameter Description

priority Uniguely identifies the IKE policy and assigns a priority to the policy. Use an integer
from 1 to 65,534, with 1 being the highest priority and 65,534 the lowest.

group 1 Specifies that the 768-bit DH group should be used in the IKE policy. This is the
default value.

group 2 Specifies that the 1024-bit DH2Z should be used in the IKE policy,

group 5 Specifies that the 1 536-bit DHE shiould be used in the [KE policy.

crypto isakmp policy hash

To specify the hash aleorithm for an 1KE policy, use the erypto isakmp policy hash
command in global configuration mode. 1KE policies define a set of parameters to be used
during |KE negotiation. To reset the hash algorithm to the default value of SHA-1, use the no
form of this command.

erypio isakmp poliey peiorite hash {md5 | sha)

crypto isakmp policy hash Parameters

Parametor Description

priority Uniguely Identifies and assigns a priority to the policy. Use an integer from 1to
B5,534, with 7 being the highest priority and 65,534 the lowest.

md5 Specifies that MDS [HMAC variant) should be used as the hash algorithm for the IKE
policy.

gha Specifies that SHA-1 (HMAC variant) should be used as the hash algorithm for the
IKE policy.
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crypto isakmp policy lifetime

To specily the lifetime of an IKE security association (SA) before it expires, use the ecrypto
isakmp policy lifetime command in global configuration mode. You can specify an infinite
lifetime if the peer does not propose a lifetime. To reset the security association lifetime to the
default value of 86,40 seconds (one day), use the no form of this command.

erypto isakmp policy prioriy lifetime seconds

crypto isakmp policy lifetime Parameters

Parameter Description

priocrity Uniquely idertifies the IKE policy and assigns a priority to the policy. Use an integer
from 1 to 65,534, with 1 being the highest priorty and 65,534 the lowest.

seoonds Bpecifies how many seconds each security association should exist before expiring. To
propose a finite litetime, use an integer from 120 to 2,147 483 647 sec. Use Dsec for
infinite lifetime.

Configuring Basic Cisco Easy VPN
Implementation Guidelines
Consider the following implementation guideline:

= When tuning policies, vou should carefully select IKE policies
and IPsec transform sets because Cisco VPN Client has a
fixed policy.

When implementing basic Cisco Easy VPN Server settings on the Cisco ASA adaptive security
appliance, consider this implementation guideline:

® I vou deeide to tune the default IKE and [Psec settings that are configured by Cisco
ASDM, or if you are configuring the Cisco ASA adaptive security appliance via the CLI,
be aware that the Cisco VPN Client uses a preconfigured set of IKE and 1Psee policies.
Therefore, you need to configure the Cisco ASA adapuive security appliance to match one
of these policy settings for connections to succeed.
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Configuring Group PSK Authentication

This topic deseribes how to configure and verilfy Cisco Easy VPN group authentication.

Configuring Group PSK Authentication

Configure Group PSK Authentication

» Basic Cisco Easy VPN
authenticates the following:
Optonal Lizer

— The remote peer based on Lsermama Agtentieation [Ere——
roup passwords [pre-shared EETWOAY | — | Dooman

s [PSKs]) e —
= Optionally, the remote user Name ‘m‘" Meme
Fﬁa{}rm. passwords or OTPs [ Peasword | o pievicaten P

* Group passwords are shared by a |

& group of users: ’ = |

= They are more vulnerable to
COMpromise.

Ciaco

- |f compromised, an attacker ey
can mount &8 man-in-the-
middle attack against all VPN
sessions of the group (even
with XAUTH enabled}.

The basic Ciseo Easy VPN solution supports multiple levels of user and peer authentication.
Peer authentication refers to the basic mutual authentication of two entities: the client and the
Cisco ASA adaptive security appliance. In the basic Cisco Easy VPN solution, peer
authentication uses group passwords that are configured on the Cisco ASA adaptive security
appliance (inside each connection profile), and a group of VPN clients that typically share a
common aceess policy. In addition to the group passwords, you can deploy Extended
Authentication { XAUTH), which is an optional, one-way user authentication. This method of
authentication supports passwords or one-time passwords (O7TPs), with the help of an external
authentication server, and ean improve the reliability of VPN access authentication if group
passwords are compromised.

Group passwords are seeret authentication keys that are shared by a group of users and the
Cisco ASA adaptive security appliance. Because of their shared nature, they are more
vulnerable to compromuase. For example, if one laptop of the group is stolen, the attacker will
likely be able 1o extract the group password from its Cisco VPN Client connection entry.

I you are not using XAUTH, the attacker will be immediately able to log in to the VPN using
the group password.

If you are using Extended Authentication, and if the attacker knows the group password, the
attacker can mount 8 MITM attack, intereepting the initial negotiation between the client and
the Cisco ASA adaptive security appliance, and spoofing identity of the Cisco ASA adaptive
security appliance using the group password. The client has no means to distinguish berween
the legitimate sateway {Cisco ASA adaptive security appliance) and the attacker, and will send
XAUTH credentials over the IKE session to the atacker, The attacker can then use these
XAUTH credentials ta log in to the VPN,
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Configuring Group PSK Authentication

Configuration Tasks
1. Create a new group policy for Cisco Easy VPN connections

2. Create a new connection profile Tor Cisco Easy VPN
connections, create a group password, and assign the new
group policy
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To configure group authentication in the basic Cisco Easy VPN solution, perform the following
configuration tasks:
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I. Create a new, custom group policy for vour Cisco Easy VPN users. In this topie, vou will
ereate a single eustom group poliey for all users. Based on your requirements, you may need
to create multiple custom group policies to differentiate users based on their access needs.

2. Create a new custom connection profile and assign the custom group poliey to it. As with
the custom group policy, based on vour requirements, vou may need to ereate multiple
connection profiles to differentiate users based on their access needs and assign each
connection profile a different group policy.

This figure presents the configuration scenario that 1s used in upcoming configuration tasks. On
the Cisco ASA adaptive security appliance, you will ereate a custom connection profile named
BASIC-EASYVPN-FROFILE, and a related group policy named BASIC-EASYVPN-
POLICY.

In Cisco Easy VPN solutions that are based on group authentication, users explicitly configure
the connection profile that they want to use inside the Cisco VPN Chent, together with the
group password,
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Configuring Group PSK Authentication
Task 1: Create a New Group Policy
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In the first configuration task, you create a new, custom group policy, which you will apply to
VPN users via their connection profile. Pecform the following steps:

Stap 1 In Cisco ASDM, navigate to Configuration = Remote Access VPN > Network
(Client) Access = Group Policies, and elick Add 1o add a new policy.

Step 2 Provide a name for the new group policy (BASIC-EASYVPN-POLICY in this
example).

Stap 3 Uncheck the Inherit check box, then check the 1Psee check box in the Tunneling
Protocols area, and uncheck all other tunneling protocols.

Step 4 Click OK.

Step 5 Click Apply toapply the configuration and, optionally, click Save to save your
conliguration.

Mota

If your Cisco ASA adaptive security appliance supports other VPN access options that may
reuse this policy, you may need to |eave some of the other tunneling protocols enabled.
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Configuring Group PSK Authentication

Task 2: Create a New Connection Profile

Delau T WG rmep| CONECTon

Confgureton > Remaole Accesa VRN » Newor (Slant) Access » [Paesc Connacton Profies

| IEE Pt AUDETIA0
Frchorni Kry: | wssurmsssssssnes “if'r'!aiea group passwond |

Mentry Comficaten  — ModE w, | Mensge | |

orodie

-IJIrII Al EOLEED
Sirit ErBLfL e

Leave me defast oo
AMA gumenticeton

Falbazic: L= LG
2 metnod
herk hid e Assigret

(=1 = T

g Asggn the new | SR
b'rﬂ_‘ﬂ Cevug Poficy oD podny |
Greup Felyl SASICEASVIRFOLIY e | P,

[Fbewying Takils e sliribasen & e grinsy poiy velsched aovs |
4 Brnhin Ppc grvaeal

= Fnapda (Paec connectiong
ety LITF awir FRor pronace | for tnog prote

In the second configuration task, you create a new, custom connection profile to which you will
assign VPN users. Perform the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &
Step 7

Step 8

In Cisco ASDM, navigate to Configuration > Remote Aecess VPN > Network
(Client) Access > |Psec Connection Profiles, and click Add to add a new
connection profile (not shown in the example).

Provide a name for the new connection profile { BASIC-EASYVPN-PROFILE n
this exarnple). You will need 1o configure this connection profile { group) name also
in the connection entry of the Ciseo 1Psec VPN Chent.

In the IKE Peer Authentication area, ereate a password (Pre-shared Key field) for this
group. You will also need to configure this password in the connection entry of the
Cisco [Psec VPN Client. Use a long and random group password because you are not
likely to be able to change it easily after client software is deployed to client systems.
In the User Authentication area, leave the authentication method at its default
settings (local authentication, authorization, and accounting [AAA] authentication).

In the Default Group Policy area, select the custom group policy (BASIC-
EASYVPN -POLICY in this example) from the drop-down list.

Check the Enable IPsec Protocol check box.
Click OK.

Click Apply to apply the configuration and, optionally, click Save to save your
configuration.
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Configuring Group PSK Authentication
CLI Configuration
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This output shows the CL1 commands that are required to conligure basic Cisco ASA adapuive
security apphianece Cisco Easy VPN solution.

In the CL1, ereate a new, custom group policy using the group-pelicy command, and specify
the group policy as internal. In the new group-policy attributes mode; enable the Cisco Easy
VPN funetonality for this group policy using the vpr-tunnel-protocol ipsee command.

Next, ereate a new, custom connection profile using the tunnel-group command, using the
type remote-aceess parameter, and attach the custom BASIC-EASYVPN-FOLICY group
pelicy to this connection profile using the default-group-poliey command. Move to the 1Psec-
related parameters of this connection profile using the tunnel-group ipsec-attributes
command, and configure the group password lor this connection profile using the pre-shared-
key command.

The two commands that are seen in the figure are listed here. The command syntax for some of
the commands is not shown here because thosé commands were already discussed in other
lessons or topics.

tunnel-group ipsec-attributes

To enter the ipsec-attributes configuration mode, use the tunnel-group ipsec-attributes
command in glebal configuration mode. This mode is used to configure settings that are
specilic to the [Psee tunneling protocol. To remove all [Psee attributes, use the no form of
this command.

tunnel-group name ipsec-attributes

tunnel-group ipsec-attributes Parameters

Parameter Description
name Specifies the name of the tunnel group
ipsec-attributes Specifies attributes for this tunnel group
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pre-shared-key

Tuo specily a pre-shared key (PSK) to support IKE connections that are based on PEKS, use the
pre-shared-key command in tunnel-group ipsec-attributes configuration mode. To return o the
default value, use the no form of this command.

pre-shared-key ey

pre-shared-key Parameters

Parameter Description

key Specifies an alphanumenc key between 1 and 12B characters

Configuring Group PSK Authentication
Implementation Guidelines

Consider the following group PSK authentication
implementation guidelines:

= Create groups of limited size o somewhal mitigate problems
if the group key is compromised (laptop theft, and so on).

= Consider migrating ta hybrid authentication to eliminate the
man-in-the-middle issue,

When implement group PSK {password) authentication in a basic Cisco Easy VPN solution,
consider the following implementation guidelines:

®  Tosomewhat mitigate potential group password compromise, create user groups of limited
size (that 1s, assign a limited number of users to a connection profile using a parucular
group password). With this setup, il a key is compromised, only connections of a limited
number of users can be compromised, and it will be much easier to recontigure the clients
with a new group password.

® I yvou consider the rsk of group password compromise unaceeptable in your environment,
you can deploy hybrid authentication to enhance the peer authentication process between the
client and the Cisco ASA adaptive security appliance, making i1t resistant to such man-in-the-
middle attacks. Hybrd authenucation is discussed in an upeoming twopic of this lesson.
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Configuring Extended User Authentication

This topic deseribes how to configure and verilfy Cisco Easy VPN XAUTH.

Extended User Authentication
Extended Authentication (XAUTH) Overview

XAUTH is additional
one-way user
authentication method:
= Occurs at the end of IKE
Phase 1 (peer

authentication) and befors
Phase 2

* |s configurable on a
per-profile basis

= |5 enabled by defaull Tor all
IPsec cennection profiles

IKE Extended Authentication ( XAUTH) is a one-way, optional user authentication method that
the Cisco ASA adaptive security appliance can use in addition to peer authentication. XAUTH
oceurs alter IKE Phase | completes and before IKE Phase 2 (1Psec SA) negotiation begins. The
XAUTH process uses the eryplographically protected 1KE SA 1o send credentials from the
client, to the Cisco ASA adaptive security appliance.

You should use XAUTH to enhance the authentieation strength of group passwords, and to
provide per-user services, such as the assignment of per-user [P addresses or aceess rules.

XAUTH can be enabled or disabled on a per-connection-profile basis. When you create a Cisco
Easy VPN connection profile, XAUTH is enabled by default
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Extended User Authentication

Configuration Tasks
1. Ensure that connection profile uses XAUTH.

2. Configure local users and credentials.
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To configure basic user authentication in the basie Cisco Easy VPN solution; perform the
following configuration tasks:

. Werily that XAUTH is enabled in a connection profile.
4

2. Configure users and their credentials in the Cisco ASA adaptive security appliance local
user database.

This ligure presents the conliguration scenario that 15 used in upcoming configuration tasks.

You will create one user named “vpnuser”™ in the local user database, and lock this user to the
BASIC-EASYVPN-PROFILE connection profile.

©2010 Cigca Systems, Ins, Daploymant of Cisca ASA Adaptiva Securty Applianse IPssc VPN Solutions 2-117



Extended User Authentication
Task 1: Ensure That Connection Profile Uses XAUTH
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In the first task, verify that XAUTH is enabled in the connection profile or profiles that you
wanl to use in the basic Cisco Easy VPN splution. The Cisco ASA adaptive security appliance
enables XAUTH by default for all Cisco Easy VPN eonnection profiles.

Perform the following steps:

Stap 1 In Cisco ASDM, navigate to Configuration > Remote Access VPN > Network
(Client) Aceess = [Psec Connection Profiles. and click Edit 1o edit the relevant
connection profile (not shown in the example).

Step 2 In the Edit [Psec Remote Access Connection Profile window, navigate to the
Advanced > IPsee > IKE Authentication Mode pane on the left.

Step 3 Werily that XAUTH 1s selected in the Default Mode drop-down box.
Stap 4 Click OK.

Step 5 Click Apply woapply the configuration and, optionally, click Save to save your
conliguration.
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Extended User Authentication
Task 2: Configure Local Users and Credentials
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In Task 2, you create a user account in the Cisco ASA adapuve security appliance local
database. This user account must only be able to log in to the VPN, and not to the Cisco ASA
adaptive security appliance management user interfaces [Cisco ASDM and the CL1). Perform
the following tasks:

Step 1

Step 2
Step 3

Step 4

Step 5

Step &

In Ciseo ASDM, navigare to Configuration = Remote Aceess VPN > AAA/Local
Users > Loeal Users, and click Add toadd a new user account (not shown in the
example).

Provide a name lor the new user account (vpnuser in this example).
Create a password for the new user account.

In the Access Restriction area; click the No ASDM, SSH, Telnet or Console
Access radio button. This selection will restrict the user to prevent these credentials
from being aceepted by device management lunctions.

Click OK.
Click Apply to apply the configuration,
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Extended User Authentication
CLI Configuration

lpakmp ikevi-user-guthenricatisn =auth
l

username vpnuser attributes
service-type remote-accessy

tunnel-group BASIC-EASYVEN-PROFILE ipsec-attributes

username vpnuser pasawsrd VIGesudcaved¥{xl sncrypred

This output shows the CL1 commands that are required to conligure basic Cisco ASA adaptive

security apphiance Cisco Easy VPN user authentication.

In the CL1, use the sakmp ikevl-user-authentication xauth command in the tunnel-group
ipsec-attributes mode to enable X AUTH 1n a connection profile if it has been changed from

s default

Then, create a user account in the local database. using the username command and assign it a
password. In the username attributes mode, restrict this user o VPN aceess only using the
service-type remote-aceess command. Also, assign this user inte the BASIC-EASYVPN-

PROFILE connection profile using the group-lock value command.

The command syntax for some of the commands 18 not shown here because those commands

were already discussed in previous lessons.

isakmp ikev1-user-authentication

To confligure hybrid authentication during IKE, use the isakmp ikev1-user-authentication
command 1n tunnel-group ipsec-attributes configuration mode. To disable hybrid

authentication, use the no form of this command.

isakmp ikev1-user-authentication [{nterface]| [none | xauth | hybrid}

isakmp ikev1-user-authentication Parameters

Paramaeter Description

incerfaca [Optional) Specifies the interface on which the user
authentication method is configured

nona Cisables user authentication during IKE

xauth Specifies XALTH, also called extended user authentication

hybrid Specifies hybrid X4UTH authentication during IKE
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username

To add a user to the adaptive security appliance database, enter the username command in
global confliguration mode, To remove a user, use the no version of this command with the
username you want to remove. To remove all usernames, use the no version of this command
without appending a username.

username ngme {nopassword | password password [mschap | enerypted | ni-enerypted]}
[privilege priv_{evel]

username Parameters

Parameter Description
name Specifies the name of the user as a string from 4 to B4 characters in length.
nopassword Indicates that this user needs no password.

password password | Setsthe password 2s astring from 3 to 16 characters in length,

machap Specifies that the password will be converted to Unicode and hashed
using MO« after vou enter it. Lise this keyword if users are suthenticated
using Microsoft Challenge Handshake Authentication Protocol version 1 or
version 2 (MS-CHAPvT or MS-CHAPvZ),

encryptad Indicates that the password is encrypted {if you did not specify mschap).
When you define a password In the username command, the adaptive
security appliance encrypts the password when it saves the password to
the configuration for security purposes. When you enter the show
running-configcommand, the username command dogs not show the
actual password, it shows the encrypted password that is followed by
the encrypted keyword. For example, if you enter the password "test,”
the show running-config display would appear to be something like the
following:

usermame pat pasawoerd wEdRhIxECEbelT= encrypted
The only time thet you would actually enter the ancrypted keyword at the

CLl is if you are cutting and pasting a configuration to another adaptive
security appliance and you are using the same password.

nt-ancryptead Indicates that the password is encrypted for use with MS-CHAPv1 or MS-
CHAPYZ ., If you specified the machap keyword when you added the user,
then this keyword is displayed instead of the encrypted keyword when
vou view the configuration using the show running-config command.

When you define s password in the usernama command, the adaptive
security applience encrypts the password when it saves the password to
the configuration for security purposes. When you enter the show
running-config command, the username command does not show the
actual password; it shows the encrypted password followed by the nt-
encrypted keyword. For example, if you enter the password “test,” the
show running-config display would appear to be something like the
olliowing:

usemama pat password DLalUiRX3178ggeBScTiVHw== nt-

encrypoed
The only time that you would actually enter the nt-ancrypted keyword at
the CLI is if you are cutting and pasting & configuration to another adaptive
security appliance and you are using the same password.

privilage Sets & privilege isvel for this use from Oto 15 {lowest to highest). The
priv_Iavel defauilt privilege level is 2. This privilege level is used with command
authorzation.
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username attributes

Tu enter username attributes mode, use the username attributes command in username
configuration mode. To remove all attributes for a particular user, use the no form of this
command and append the username. To remove all attributes for all users, use the no form of
this command without appending a username. The attributes mode lets you configure attribute-
value pairs for a specified user.

username {name | atiributes

username attributes Parameters

Parametar Description

nama Provides the name of the user
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Configuring Client Network Settings

This topic describes how to configure and verify client VPN network settings,

Configuring Client Network Settings

Configuration Tasks

{Optional)y Configure DNS, WINS, and domain name.
Configure allowed IP address assignment methods.
{Optional) Configure an address pool.

{Optional) Assign address pool to group policy.

F= 0 K =

(=]

Alternatively, assign IP addresses o usears.

To configure client [P address assignment, you need o perlform the following configuration
tasks:

. Optionally, configure client configuration parameters, such as DNS server addresses, in a
group poliey that is applied to your eonnection prolile or profliles. This task is optional.

(]

Globally conligure the allowed [P address assignment methods on the Cisco ASA adaptive
security appliance.

3. Optionally, configure an IP address pool if vou deecide to use pools from which users can
lease client IP addresses.

4. Opuonally, assign the configured IP address pool to the default or specific group policy.

5. Alternatively, assign 1P addresses to individual users, if you require per-user addresses,
where each user “owns” a particular [P address.

Note You need to configure either per-group-policy or per-user [P addresses. If you configure no
aodress assignment, Cisco Easy VPN connections to the Cisco ASA sdsptive security
appliance will fail,
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Configuring Client Network Settings

Configuration Scenario
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This figure presents the configuration scenario that is used in upeoming confliguration tasks.
The client should be conligured with the internal DNS server address of 172162040533, The
Cisco ASA adapuive security appliance will use [P addresses from the 10235 .0.0024 nerwork
for elient address assignment. The policy dictates that the “vpnuser™ user account should
always have a fixed 1P address of 102550200, while all other users of the BASIC-
EASYVPEN-PROFILE will have 1P addresses assigned (rom a pool starting at 10.255.0.1 and
ending at 10.255.0.199, The 10.255.0.00/24 network must be routed to the Cisco ASA adaptive
security appliance in the internal network.
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Configuring Client Network Settings
Task 1: Configure DNS, WINS, and Domain Name

» Consider using the default group policy for basic network settings.
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In the fiest task, you can optionally push some network settings wo the client. These settings,
such asthe DNS server, allow the client to transparently access internal resources that are
protected by the Cisco ASA adapuve security appliance. In this scenario, the Cisco ASA
adaptive security appliance is acting similarly to a DHCP server, but using the |KE “mode
configuration” functionality to configure the client.

To conligure the elient with internal DNS infrastructure mformation, and a DNS resolver suflix
i the default domain name that is appended to nongualilied DNS queries) using the custom
group policy, perform the following tasks:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Using Cisco ASDM, navigate to Configuration > Remote Acecess VPN > Network
(Client) Access = Group Policies and click Edit to edit the desired group policy
that is applied to a particular connection profile (not shown in the example).

Choose Servers in the pane on the lefl.

Uncheck the Inherit check box for DNS Servers, and enter the [P address of the
DNS server or servers in the DNS Servers eld.

Uncheck the Inherit check box for Default Domain, and enter the default domain
search suffix in the Default Domain Geld.

Click OK.

Click Apply to apply the configuration, and click Save to save your configuration.
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Configuring Client Network Settings
Task 2: Configure Allowed Assignment Methods
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In the second task, you must globally enable all allowed 1P address assignment methods on
the Cisco ASA adaptive security appliance. In this example, you will enable authentication-

server-assigned (by the LOTAL or remote AAA server) 1P addresses, and the internal loeal
IP address pools.

Perform the following steps:

Step 1 Using Cisco ASDM, navigate o Configuration > Remote Access VPN > Network
(Client) Aceess > Address Assignment > Assignment Policy.

Stap 2 Check the Use Authentication Server and Use Internal Address Pools check
boxes. Optionally, configure the caching ume to allow reuse of addresses for re-
established sessions,
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Configuring Client Network Settings
Task 3: Configure Address Pool {Optional)
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In the optional Task 3, you create IP address pools il you intend to use pool-based address
assignment. Perform the following sieps:

Step 1 Using Cisco ASDM, navigate to Configuration > Remote Acecess VPN > Network
(Client) Access > Address Assignment > Address Pools.

Step 2 Click Add 10 add a new address pool

Step 3 In the Add [P Pool dialog box, name the new 1P pool and specify the starting and
ending 1P addresses of the pool range. Assign the subnet mask of 2533253 235 253
for remote aceess connections.

Step 4 Click OK.

Step 5 Click Apply to apply the conliguration, and elick Save to save your confliguration.
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Configuring Client Network Settings

Task 4: Assign Address Pool to Group Policy (Optional)
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To assign an 1P address pool 1o a connection profile via its group policy, perform the
following steps:

Stap 1 Using Ciseo ASDM, navigate to Conliguration > Remote Aceess VPN > Network

(Client) Aceess = Group Policies. Select a group poliey that you want to edit and
chick the Edit button (not shown in the example).

Step 2 Uncheck the Inherit check box for Address Pools and elick the Seleet button in the
Address Pools lield.

Step 3 Select the [P address pool (or multiple pools, if needed and if configured) in the
Seleet Address Pools dialog box, and click the Assign button.

Step 4 Click OK vwice.

Stap 5 Click Apply o apply the configuration, and click Save to save your configuration.
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Configuring Client Network Settings

Task 5: Assign Per-User IP Addresses (Opticnal)
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If you need to assign per-user I[P addresses, you can do so in the profile of the user account. To
assign a fixed 1P address to a user, pecform the following steps:

Step 1 Using Cisco ASDM, navigate to Configuration > Remaote Access VPN =
AAALoecal Users > Loeal Users. Select a user account that you want to edit and

click Edit (not shown in the example).
Step 2 In the Edit User Account window, choose VPN Poliey in the pane on the left.

ol
Step 3 Enter the desired |P address and a host mask [‘?55_255 2332337 in the Dedicated 1P
Address area.

Step 4 Click OK.

Step 5 Click Apply to apply the conliguration, and elick Save to save your confliguration.
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Configuring Client Network Settings
CLI Configuration

graup-pelicy BASIC-EASYVEN-DOLICY attributes

dns-server walue 172.18.200.33 Configurs cient
default-domain value demalin.com natwory caramelana.
1
vpn-addr-asaign asa Contges 2oned
wvpn-addr-assign logal sa3gmiant

no vpn-addr -asaign dhep |MERIE
ven-addr-assign logal reuse-delay 3
1

ip loegal posl MY-POOL 10.255.0.1-10.255.0.199 mask 255.255.255.255
1

group-pelisy BASIC-EASYVPN-POLICY attributes
addrega-pocla value MY-BOOL

I

username vpouder attriburea

wpn-framed -ip-addregs 10.255.0.200 255.255.255. 255

Specty e per-

yzer F zodrzas

This output shows the CLI1 commands that are required to configure the per-policy and per-user
chient 1P address assignment.

In the CLI, first configure the optional client network settings that the Ciseo ASA adaptive
security appliance will attempt to configure the client with. In the group-poliey attributes
section, speeily the DNS server address (or multiple addresses), and the default domain suffix
using the dns-server value and default-domain value commands respectively.

MNext, use the vpr-addr-assign command to globally enable AAA server (LOCAL and remote
AAA server) and pool-based IP address assignment. Then, use the ip loeal pool command to
define a named local pool. Optionally, use the vpn-add-assign loeal reuse-delay command to
specily the caching time of address reuse.

Inside a group policy, use the address-pools value command to assign a pool W a group policy.
For per-user address assignment, use the vpn-framed-ip-address command within user
account attributes,

The command syntax for some of the commands 18 not shown here because those commands
are covered in previous lessons.

group-policy attributes

To enter group-policy configuration mode, use the group-poliey attributes command in global
configuration mode. To remove all artributes from a group poliey, use the no version of this
command. In group-policy configuration mode, you can configure attribute-value pairs fora

specified group policy.

group-policy name attributes

group-policy attributes Parameters

Paramatar Description

name Specifies the name of the group policy
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dns-server

To set the 1P address of the primary and secondary DNS servers, use the dns-server command
in group-policy configuration moede. To remove the attribute from the running configuration,
use the no form of this command.

dns-server {value ip_address [ip_address] | none}

dns-server Parameters

Parameter Description
value Ip address Specifies the [P address of the primary and secondary DNS
SErVErs,
none Sets dns-servers toa null value, thereby allowing no DNS
servers. Prevents Inheriting a value from a default or specified
group policy.
default-domain

To set a default domain name for users of the group poliey. use the default-domain command 1n
group-policy configuration mode. To delete a domain name, use the neo form of this command.

default-domain {value domain-name | none}

default-domain Parameters

Parameter Description
value domain-name Identifies the default domain name for the group.
none Indicates that there is no default domain name. Sets a default

domain name with & null value, thereby diszllowing a default
domain name. Prevents inheriting a default domain name from a
default or specified group policy.

vpn-addr-assign
To specify a method lor assigning 1P addresses to remote aceess clients, use the vpn-addr-
assign command in global configuration mode. To remove the attrbute from the confisuration,
use the no version of this command. To remove all configured VPN address assignment methods
from the adaptive security appliance, use the no version of this command without arguments.

vpo-addr-assign {aaa | dhep | local [reuse-delay delayv]}

vpn-addr-assign Parameters

Parameter Description

aaa Obtains I[P addresses from an external or internal (LOCAL) AAA
authentication server.

dhep Dbtains [P addresses via DHCP.

local Assigns IP addresses from an |P address pool that is configured

on the adaptive security appliance and associates them with a
tunnel group.

reuse-delay delay (Optional) The delay before areleased IP address can be reused.
The range is 0 to 480 min. The default is 0 [disabled),
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ip local pool

To configure [P address pools to be used for VPN remote access tunnels, use the ip loeal
pool command in global configuration mode. To delete address pools, use the no form of this
command.

ip local pool poolname first=addressi—I{ast-address [mask mask)

ip local pool Parameters

Parameter Descripiion

poclnams Specifies the name of the IP address pool

first-address Specifies the starting address in the range of |P addresses

last-address Specifies the final address in the range of IP addresses

mask mask {Optional} Specifies a subnet mask for the pool of acdresses

address-pools

To speeily a list of address pools for allocating addresses wo remote clients, use the address-
pools command in group-policy atiributes configuration moede. To remove the atribute from
the group policy and enable inheritance from other sources of group policy, use the no form of
this command.

address-pools value address_pooll [ address_poolf)

address-pools none

address-pools Parameters

Parameter Description

value Specifies a list of up to six address pools from which to assign
addresses.

address pool Specifies the name of the address pool that is configured with the
ip lecal poal command. Yoo can specify up to six local address
pools.

nona Specifies that no address pools are configured and disables
inheritance from other sources of group policy.

vpn-framed-ip-address

To specify the [P address to assign to a particular user, use the vpn-framed-ip-
address command in usemame mode. To remove the [P address, use the no form of this

command.

vpo-framed-ip-address {ip_address} {subnet_mask]

vpn-framed-ip-address Parameters

Paramater

Description

ip address

Provides the |P address for this ser

subnet mask

Specifies the subnetwork mask
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Configuring Basic Access Control and Split
Tunneling

Thistopic describes how to configure basic access control and split tunneling in a Cisco Easy

YWPN solution,
===

Configuring Basic Access Control
Configuration Choices

Use interface ACL When all remote Users sre completely trusted
bypass [enabled by default)

Use interface ACLs Whren reguiring per-User or per-grolp SCCess
rules with contiguous client addressing

Use per-user ar per- Whien requiring per-uUser or per-group SCCess

profile ACLs rles with 2ny client addressing
[recommended over Interface ACLs)
Use split tunneling To increase performance with direct client

Internet access, without sccess control

Innall full winneling YPNs, the Cisco ASA adaptive secunty appliance allows vou to bypass its
mterface aceess control hsts (ACLs) for traffic that has arrived over a VPN connection. This
ability can be useful in environments where no aceess control beyond VPN authentication is
required te access protected reseurces. Note that the Cisco ASA adapuive security appliance can

still apply per-user or per-group ACLs, DAP-assigned ACLs, service policies, and service

module redirection to this raffic, ifneeded.

Alternatively, you can disable the bypass and configure imterface ACLs to permit traffic from
VPN users to the protected network. You should consider this option when you réquirg per-user

ot per-group access control and you have assigned contiguous 1P pools or per-user address

ranges to users o make interface ACLs configurations manageable.

MNote Cisabling of interface ACL bypass is a global configuration option and affects all types of

VPNs that are configured on the secunty appliance.

A better altemative than mterface ACLs is to deploy per-user or per-group aecess rules to create
separate AC Ls that only speeily what remote users can access and apply those rules dynamically

to remote access tunnels. This method is the recommended and most sealable method.
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Finally, vou will need to deeide whether you want to allow split wnnéling or not. By default,
the Cisco ASA adaptive security appliance configures the client to forward all 1P traffic over
the VPN wnnel. Split tunneling allows you to tunnel only certain traffic to specific internal
protected nerworks, while all other traffic bypasses the VPN tunnel. Split tunneling can
improve the pecformance of applications that do not require the VPN tunnel {such as Internet
access), but may increase nsk, because the clientis not protected by central site security
mechanisms when connecting to the other networks, 1t also may inerease risk because the
client can be used as a relay between the external networks and the internal protected
network more easily if the client 1s compronused by an attacker.

Split tunneling can be configured separately for each group policy.
= <

Configuring Basic Access Control

Configuration Tasks

{Opticnal) Cenfigure interface ACL bypass.
{Optional) Configure interface ACLs.
Alternatively. cenfigure per-greup ACLS.
Alternatively, configure per-user ACLs.
(Opticnal) Cenfigure split tunneling.

=]

G013 1

r?;—'m Appicaton Server

‘d:’

Eniaronas

e
Ciacn i 1Gdiooe
AnyConnan
Eiant ALS

To configure access control ina Cisco Easy VPN solution, you typically perform some of the
following conliguration tasks:

L. Configure the Cisco ASA adaptive security appliance to bypass interface ACLs for traffic
arriving through the VPN, As this is a default setting, you may want to disable it. This
task 1§ optional.

2. Reconfigure the interface ACLs wo allow some traffic arriving through the VPN, This task
1s optional, and is not required i you have configured some other aceess control method.

3. Alernatively, configure per-group (using a group poliey) ACLs to implement per-group
access control.

4. Alternatuvely, configure per-user ACLs to implement per-user access control.

5. Optionally, eonfigure split tunneling to enable remote clients to directly access all networks
that are not located beyond the Ciseo ASA adaptive security appliance VPN gateway.

This figure presents the configuration seenano that s used n upeoming configurmation tasks. Remote
users will only be allowed w access a single applicaton server (10.10.1.1) in the protected network
usmg an meerface ACL, or a per-user or per-group ACL, 1o control the aceess. Clients use addresses
from the 10.255.0.024 nerwork. The VPN client will perform split unneling and only wnnel traflic
that is destined for the 10000008 network to the Cisco ASA adaptive secunty appliance.
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Configuring Basic Access Control

Task 1: Configure Interface ACL Bypass

* Interface ACL bypass disables interface ACL filtering for VPN
unnel traffic.

* Default setting of the ASA.
= Per-user or per-group ACLs will be checked.
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Confguraton > Remole Aoneas VEN = Networy (Csent) Access > Advantad » 581 VPN
Bypesa Interfece Access Liat

To configure the interface-ACL-bypass policy using Cisco ASDM, perform the following
sleps:

Step 1 Choose Configuration > Remote Aceess VPN = Network (Client) Access =
Advaneed > IPsee > System Options.

Step 2 In this seenario, uncheck the eheck box that enables this behavior, because you will
be configuring per-policy ACLS to control access.

Step 3 Click Apply to apply this setting to the security appliance.
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Configuring Basic Access Control

Task 2: Configure Interface ACLs
If you use the ACL of an interface for VPN filtering
follow these guidelines:

* Use IP address pocls or per-user addresses as source.

= Ensure that cleartaxt spoofing of these addresses is not
possible on the adaptive security appliance VPN interface,
using neighboring devices.
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Configuraton > Firews® > Aoceas Ruas

To implement the desired policy, you could configure Cisco ASA adaptive security appliance
interface ACLS to permit the required tralTic from remote clients. In this example, the “outside”
nterface (where the VPN wnnel terminates) ACL permits HTTP access [rom VPN elients (the
chients will source their traffic from the gateway-assigned |P address 1o the 10.255.0.0/24
range) to the 10.10.1.1 web server.

When you configure interface ACLS 10 pernit VPN access, make sure that packets matching
the permit rules cannot arrive at the Ciseo ASA adaptive security appliance in cleartext from an
attacker that spools the assigned [P addresses. Usually, you can configure an adjacent router
with appropriate ACLs o prevent this problem.
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Configuring Basic Access Control
Task 3: Configure per-Group ACLs
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Confguraton > Remode Acoeas VN > Natword |Cent) Access > Group Pofoes

Perform the following steps to apply an aecess list to a user or group policy:

Step 1 Using Cisco ASDM, navigate to Configuration > Remote Access VPN > Network
(Client) Access = Group Policies. Select a group policy that you want to edit and
click the Edit button (not shown 1n the example).

Step 2 Edit & group policy. uncheck the Inherit check box. and select the newly ereated
ACL mnthe IPv4 Filter lield. You ean click the Manage bution 1o create an ACL.

Step 3 Click OK.

Step 4 Click Apply to apply this setting to the security appliance.
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Configuring Basic Access Control
Task 4: Configure per-User ACLs
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Perform the following steps to apply an access list to a user or group policy:

Step 1 Using Ciseo ASDM, navigate to Confliguration > Remote Access VPN =
AAALoecal Users. Select a user account that you want to edit and elick the Edit
button (not shown in the example).

Step 2 Uncheck the Inherit check box and seleet the newly created ACL in the IPv4 Filter
field. Youcan click the Manage button to create an ACL.

Stap 3 Click Apply 1o apply this setting to the security appliance.
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Configuring Basic Access Control
Task 5: Configure Split Tunneling
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If you want to enable split tunneling for a group policy (and therefore all connection profiles
using this group policy or perhaps the default group policy to enable split tunneling in a
scalable manner for all VPN users), perform the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Step &

Step 7

Using the Cisco ASDM ACL Manager, navigate to Configuration > Firewall =
Advanced = Standard ACL to create a standard ACL and permat all nerworks (the
mternal protected desunations) that you want to tunnel. Traflic to-all networks demed
by this ACL will bypass the tunnel. In this example, only traffic wo the 10.0.0L0/8
nternal protected network will be tunneled. All other tafTic will bypass the tunnel.

Using Cisco ASDM, navigate to Configuration > Remote Acecess VPN > Network
(Client) Access = Group Policies. Select a group policy that you want to edit and
click the Edit button (not shown in the example).

1o the Edit Internal Group Policy window, choose Advaneed > Split Tunneling in
the pane on the left.

Uncheck the Inherit check box in the Policy field, and choose the Tunnel Network
List Below option.

Uncheck the Inherit check box in the Network List field, and choose the newly
created split-tunne| ACL (MY-SPLIT-TUNNEL ACL is this example).

Click OK.

Click Apply to apply this setting to the security appliance.
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Configuring Basic Access Control
CLI Configuration

Disable interface ACL bypass

Ina syacpt connectisn permit-wvpn

Configure interface ACL3

acceag-Lliat OUTSIDE remark Allsw VEN web sesver access

aesead-ligt OUTSICE extended permi® tep 10.255.0.0 255.255.255.0
hoat 10.10.1.1 ad www

acoegE-ligt OUTSIDE extended deny ip any any

1

asgepgd -group OUTEIDE in interfase sutside

Interface ACLs on the Cisco ASA adaptive security appliance are only applied to transient
tralTic. Encrypted packets that termimate on the Cisco ASA adaptive security appliance are not
subject to the interface ACL, By default, the unenerypted packets are also not subject o any
mterface ACL. The exception to this is when the sysopt conneetion permit-vpn command is
disabled, which would cause the Ciseo ASA adaptive security appliance to reinject the
unencrypted packets into the interface as transient packets and thereby subject the packets to
the interface ACL.

These two output samples show the CLIL commands that are required to conligure interface
ACL bypass or an interface ACL Lo permit the desired connectivity over the VPN wnnel. To
disable the default policy that permits all connectivity over the VPN tunnels, use the no sysopl
connection permit-vpn command.

The example in the figure also shows the ACL named OUTSIDE applied to the outside

mterface in the inbound direction that only permits HTTP traffic that is sourced from
10.255.0.0/24 (the IP address pool range for this seenario) to the 100 10,11 internal web server.

sysopt connection permit-vpn

Fortraffie that enters the adaptive security appliance through a VPN tunnel and is then deerypted,
use the svsopt connection permit-vpn command in global configuration mode to allow the
traffic to bypass interface access lists. Group policy and per-user authorization access lists still
apply o the trafTic. This feature 1s enabled by default. To disable this feature, use the no formof
this command. This cemmand was changed from sysopt connection permit-ipsec rom the
Cisco ASA 5500 Series Adaptive Secunty Appliances Release Software Release 7.10 1) and later.

sysoplt connection permit-vpn

access-list remark

To specify the text of a remark 1o add belore or after an aceess-list extended command, use
the access-list remark command in global conliguration mode. To delete the remark, use
the no form of this command.

access-list id [line fne-num| remark tfext
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access-list remark Parameters

Parameter Description
id Mame of an access fist
lina Iins-num {Optional} The line number at which to insert a remark oran

access control entry (ACE)

remark rtext Text of the remark to add before or after an access-list
extended command

access-list extended

Toadd an ACE, use the access-list extended command in global configuration mode. An ACL
is made up of one or more ACEs with the same ACL [D. ACLs are used to control network
access or Lo specily traffic for many features to act upon. To remove an ACE, use the no form
of this command. To remove the entire access list, use the elear configure aceess-

list command.

access-list id [line &fne-number] [extended) {deny | permit} |protoce! | object-group
protocol_obj_grp id) {sve_ip mask | interface ife_name | objeet-group network ohf grp id}
[operator port | object-group service off_grp id] {dest_ip masi | interface ifc_name | objeet-
group network_obi grp id} [operator port | object-group service off gip id | object-group
iemp_tvpe ohf grp id] [log [[leve!] [interval secs] | disable | default]] [inactive | ime-range
fime_range _name)

access-list extended Parameters

Paramater Description

id Specifies the access list |0, as & string or integer up to 241
characters in length. The D is case-sensitive.

Tip Use all capital letters to see the access list 1D better in
your configuration.

lina Iine-num (Optional} Specifies the line number at which to insert the ACE. [f
you do not specify 2 line number, the ACE is added to the end of the
access list. Theline number is not saved in the configuration; it only
specifies where to insert the ACE.

extandad [Optional) Adds an ACE.

dany Denies a packet if the conditions are matched. In the case of
network access (the access-group command), this keyword
prevents the packet from passing through the Cisco ASA sdaptive
security appliance. In the case of applying application inspectionto a
class map (the class-map and inspect commands), this keyword
exempts the traffic from inspection. Some features do not allow deny
ACEs to be used, such as Metwork Address Translation (NAT). See
the command documentation for esch feature that uses an ACL for
miore information.

parmit Permits a packet if the conditions are matched. In the case of
network access (the access-group command), this keyword lets the
packet pass through the Cisco ASA sdaptive security appliance. In
the case of applying application inspection to a class map (the
class-map and inspect commands), this keyword applies inspection
to the packet.
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Parameter

Description

protocol

Specifies the IP protocol name or number. For example, User
Catagram Protocol (UGP) is 17, TCP is 6, and exterior gatewsay
protocol (EGP) is 47,

objeck-group
protocol obj grp 1d

Specifies the identfier of 8 protocol object group. See the object-
group protocol command to edd an object group.

sro o ip

Specifies the IP address of the network or host from which the
packet is being sent. Enter the host keyword before the IP address
to specify & single address. Inthis case, do not enter & mask. Enter
the any keyword instead of the address and mask to specify any
address.

mask

The subnet mask for the IP address. When you specify & network
magk, the method is different from the Cisco [0S Software access-
ligt command. The Cisco ASA adaptive security appliance uses a
retwork mask (for example, 255.255 255 .0 for a Class C mask}. The
Cisco |08 mask uses wildcard bits (for example, 0.0.0.255)

interface ifc name

Specifies the interface address as the source or destination address.

Note You must specify the interface keyword instead of
specifying the actual IP address in the access list when
the traffic destination s a device interface.

cbiect-group
network obi grp id

Specifies the identifier of a network object group. See the object-
group network command to add an object group.

aperator

{Ciptional } Matches the port numbers that are used by the source or
destination. The permitted operators are as follows:

m [lt:iess than

n gt greater than
= 80Q: equal to

= neq: notegual to

s range: aninclusive range of values. When you use this
operator, specify two port numbers, for example:

moge 100 200

port

(Crptiomal ) If you set the protocol to TCP or UDP, specifies the
integer or name of a TCP or UDP port. ONS, Discard, Echo, |dent,
Metwork Time Protocol (NTP), remote procedure call (RPC),
SunRPC, and Talk protocols each require one definition for TCP:- and
one for UOP. TACACS+ reguires one definition for port 42 on TCP

cbject-group
sarvice obj_grp id

{Optional} If you set the protocol to TCP or UDP, specifies the
|dentifier of 2 service object group. See the object-group sarvice
command to add an object group.

dest_ip

Specifies the IP address of the network or host to which the packet
is being sent, Enter the host keyword before the IP address to
specify a single address. |n this case, do not enter a mask. Enter the
any keyword instead of the'address and mask to specify any
address.

cbhjact-group
icmp type ob] grp 14

(Optional) If the protocol is Internet Control Message Protocol
(ICMP), specifies the identifier of an ICMP-type object group, See
the object-group icmp-type command to add an object grotp.
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Parametar

Description

log

[Opticnal} Sets logging options when an ACE matches & packet for
retwork eccess [an access |ist that is applied with the access-group
command). If you entar the log keyword without any arguments, you
enable system log message 106100 at the default level {6} and for
the default interval (300 sec). If you do not enter the log keyword,
then the default system log message 106023 is generated,

b=
(=

[Optional) Sets the system log message 106 100 severity level from
D to 7. The default level is 8 (informational }.

intarval secs

(Optional) Specifies the log interval at which to generate system
log message 106100. Valid values are from | to 600 sec. The
defaultis 300.

disabla [Optional) Disables logging for this ACE

dafault [Optional} Sets logging to the default methog, which is to generate
system log message 106023 for each denied packet.

inactive (Optional) Disables an ACE. To re-enable it, enter the entire ACE

without the inactive keyword. This feature lets you keep a record of
an inactive ACE in your configuration to make re-enabling easier.

time-range
time ranga nama

(Optional} Schedules each access control entry to be activated at
specific times of the day and wesk by applying atime range to the
access control entry. See the time-range command for information
about defining a time range.

access-group

To bind an aceess list o an interface, use the aceess-group command in global configuration
mode, To unbind an access list from the interface, use the oo form of this command.

aceess-group qccess-fist {in | out} interface interface name [per-user-override | control-plane]

access-group Parameters

Paramatar

Description

atcegs-118E

Access list 1D

in

Filters the inbound packets at the specified interface

cut

Filters the outbound packets at the specified interface

interface interface-name | Name of the network interface

per-user-ovarride

(Optional} Allows downloadable user access lists to override the
access list that is applied to the interface

montrol-plana

[Optional} Specifies if the rule is for to-the-box traffic
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vpn-filter

Configuring Basic Access Control
CLI Configuration (Cont.)

Configure per-profile and per-user ACLs

socess-1lgt EASY-VEN-FILTER extended permit top any
heat 10.10.1.1 & wew

1

group-policy BARSIC-EASYVEN-POLICY attributea
vpo-filtar value EASY-VEPN-FILTER

1

username vpousder attributes Uptonedy, sasgt M
vprn-tilter values EASY-VEN-FILTER ACL 1o a wser profie.

Aszgnie ACL 1

B5%UD DOiCY

|

{reate & siandend
ALL desdrining
<~ LnaEsd natectis,

Configure split tunneling

- eyl

aggega-1iat MY-SPLIT-TUNNEL standsrd permit 10.0.0.0 255.0.0.0

1

group-polisy BASIC-EASYVPR-PCOLICY attributes
aplie-runnel-palisy tunpelapecified
aplit-tunnel-network-1lst value MY-SFLIT-TUKKEL

These two output samples show the CL1 commands that are required to configure per-profile or
per-user ACLs and split tunneling respectively.

Create an extended ACL governing user access using the aceess-list command. To assign this
ACL dynamically to all users ol a particular eonnection profile, edit the group policy of the
profile and assign the ACL to the policy using the vpo-filter value command. Y ou can use the
sarme command to assign the ACL woa specifie user profile (if needed). Note as mentioned
before, the source [P address in this ACL can be “any™ and the Cisco ASA adaptive security
appliance will dynamucally replace this address with the assigned [P address of the user when
activatng this ACL on'a VPN wnnel.

To configure split tunneling using the CL1, first create a standard ACL deseribing internal
protected nerworks that are to be tunneled. To ereate a split tunneling policy for all users of a
particular connection profile, edit the group policy of the profile. Use the split-tunnel-policy
tunnelspecified command to enable split tinneling and the split-tunnel-network-list value to
reference the standard ACL that deseribes tunneled networks.

Tospectly the name of the ACL 1o use lor VPN connections, use the vpn-filter command 1n
group=policy or username mode. To remove the ACL, ineluding a null value that is created by
issuing the vpo-tilter none command, use the no form of this command. The no option allows
inheritance of a value from another group policy. To prevent inheriting values, use the vpn-
filter none command.

You configure ACLs to permit or deny various types of rafTic for this user or group policy.
You then use the vpo-filter command to apply those ACLs.

vpo-filter {value gcl-name | none}
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vpn-filter Parameters

Parameter Description

value acl-nams Provides the name of the previously configured access list.

none Indicates that there is no access list. Sets s null value, thereby disallowing an
access list. Prevents inheriting an access list from another group policy.

split-tunnel-policy

To set a split tunneling poliey, use the split-tunnel-policy command in group-policy
configuration mode. To remove the split-tunnel-poliey atribute from the running
configuration, use the no form of this command. Use of this command enables inheritance of' a
value lor split tunneling from another group policy.

Split mnneling lets a remote-access [Psec client conditionally direet packets over an [Psec tunnel
m encrypled formor 1o a network mterface in cleartext form. With sphit-tunneling enabled,
packets that are not bound for destinations on the other side of the [Psec tunne! do not have to be
encrypted, sent across the wnnel, deerypted, and then routed to a final destmation.

This command applies this split tunneling policy to a specific network.

split-tunnel-policy { unnelall | unnelspecified | exeludespecified |

split-tunnel-policy Parameters

Paramater Description

split-tunnel -paliey | Indicates that you are setting rules for tunneling traffic.

tunnelall Specifies that no traffic goes inthe clear or to any other destination
than the adaptive security sppliance. Remote users reach Internet
networks through the corporate network and do mot have sccess to
local networks.

tunnelepecified Tunmels all traffic from or to the specified networks. This option
enables split tunneling. It lets you creste a network list of addresses to
tunnel. Data to all other addresses travels in the clear and is routed by
the ISP of the remote user.

excludaspacified Defines a list of networks to which traffic goes in the clear. This
feature is useful for remote users who want to access devices on
their local network, such as printers, while they are connected to the
corporate network through a tunnel. This option applies only to the
Cisco VPN Client.

split-tunnel-network-list

To create a network list for split tunneling, use the split-tunnel-network-list command in
group-policy configuration mode. To delete a network list, use the no form of this command.

Todelete all split tunneling network lists, use the no split-tunnelnetwork-list command
without arguments. Use of this command deletes all configured nerwork hists, including a null
list that is created by issuing the split-tunnel-network-list none command.

When there are no split tunneling network lists, users inherit any network lists that exist in the
default or specified group policy. To prevent users from inheriting such network lists, use the
split-tunnel-network-list none command.

Split tunneling network lists distinguish networks that require traffic to travel across the tunnel
from those that do not require tunneling,

split-tunnel-network-list {value gccess-list name | none }
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split-tunnel-network-list Parameters

Parameter Description

valua accegg-Iigt name |dentifies an-access list that enumerates the networks to tunnel or
not tunnel

none Indicates that there is no network list for split tunneling; the
adaptive security appliance tunnels all traffic
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Configuring the Cisco VPN Client

This topic describes how to configure and verify Cisco VPN Client connections.
0B 3

Configuring the Cisco VPN Client

Configuration Tasks
1. Configure the basic connection.

e

2. Establish the Cisco VPN canhection.

a2
SEaCEal AT
BARGEARYYENAROFILE
Ao m G FRaARiDEv
T ——

- i T
|
| a | Enigrnrias
— r.
S/ o [T s
Windoa CacoASA

Todeploy Cisco VPN Client in a basic Cisco Easy VPN solution, yvou will perform the
following configuration tasks:

. Configure the Cisco VPN Client connection entry settings (the 1P address of the Cisco ASA
adaptive security appliance, the connection profile name, and the group password).

2. Establish the Cisco Easy VPN connection using the Cisco VPN Client.

This figure presents the configuration scenario that is used in upcoming configuration tasks.
¥ou will configure the Cisco VPN Client on a Microsoft Windows XP system, and the Cisco
ASA adapuive security appliance uses the 172.16.1.1 1P address on 118 “outside” interface. The
WPN client will use the BASIC-EASYVPN-PROFILE connection profile with a strong group
password. The remote user will use the “vpnuser” account to log in to the Cisco ASA adaptive
security appliance.
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Configuring the Cisco VPN Client

Task 1: Configure Basic Connection
For basic group password

authentication, configure & ool Clan] ||| Expate s YON Ennrietion Eniry
the following values: v Ecy iy VPR B
* Local connection name e 'Eiqls'.':‘t;'
L i T —
IP address of the Cisco ASA N e B e e
adaptive security appliance A e e
VPN-terminating interface [ [EREEERE A FROALE

= Group name
= Group password

After installing the Ciseo VPN Client, vou need o confizure & connection eniry that will describe
the Cisco Easy VPN tunnel connection. Perform the following sieps on the Ciseo VPN Client:

Stap 1
Step 2

Step 3

Step 4

Step 5

Step &

Start the Cisco VPN Client.

In the Cisco VPN Client main window, click the New button to create a new
connection entry (not shown in this figure),

Specify a local name for the connection entry (*My VPN Connection™ in this
figure), and optionally add a deseription.

In the Host field, speeifly the 1P address of the Cisco ASA adaptive security
appliance VPN-terminating interface (172.16.1.1 n this example).

In the Authentication tab, select the Group Authentication method, and enter the
group name and password. The group name must correspond to the name of the
connection profile that 1s configured on the Cisco ASA adaptive secunty appliance
(“BASIC-EASYVEN-PROFILE" in this example). The key must match the PSK that
is configured in the connection profile on the Cisco ASA adaptive security appliance.

Click Save to save the profile,
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Configuring the Cisco VPN Client

Task 2: Establish the Cisco VPN Connection
» Click Connect or double-click the entry.
* Enter the username and password If prompted.
* The policy can allow clients to save this password.
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s
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To verily the VPN connection, select the confligured profile and click the Connect button. 1f
you have configured XAUTH for this profile, the VPN client will prompt you for a username
and password. In this example; you can log in with the credentials of the “vpnuser™ account.
You ean also allow this username and password pair to be saved on the client so that users can
log in without specifying a password every ume. If you do not consider allowing users to leg in
without a password an unacceptable risk, you ean configure this setting in the group poliey of
the connection profile.

When connected, the Cisco [Psec VPN Client will minimize by default. You can reinvoke the
user interface by double-clicking or right-clicking its tray icon.
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Verifying the Cisco VPN Connection
Clieni-Side Verification
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After the initial connection, the Ciseco ASA adapuve secunity appliance will push the network
configuration { DNS server, domain name) wo the client and assign the elient the configured [P
address. ' you reapen the Cisco VPN Client mam window, you can observe the connection
status in the utle and status bars.

I you raght-click the Cisco VPN Client tray icon and choose 1o view Statistics, you can observe
your connection details, including the assigned 1P address (10.235.0.200 in this example), the

negotiated eryptographic algorithms (1Psee transform set), and some statistics on exchanged
packets and data.
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Mo Split Tunneling [Default)

Verifying the Cisco VPN Connection
Client-Side Verification (Cont.)

Split Tunneling
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To verily the state of split tunneling and routing on the clhient, you can navigate to the Route
Details tab of the Statistics window. On the left side, you can see a client that is conligured

with no split tunneling (that is, the default setting). In the Secured Routes pane, you can see the
default nerwork (L0.0.0M0 mstrueting all traffie to enter the tunnel. On the right side, you can see

a client that is configured lor split tunneling. In the Secured Routes pane, you can see the
default nerwork 10.0.0.0/8 instructing only trafTie to this specilic network to enter the tunnel.
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Verifying the Cisco VPN Connection
Gateway-Side Verification
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To verify the connection of the chient on the Cisco ASA adaptive security appliance, using
Cisco ASDM, navigate to the Monitoring > VPN > VPN Statistics > Session pane. Choose
1Psec Remote Aeeess in the Filter by field. The VPN session should be displayed in the main

pane, where you can verily all session parameters.

Verifying the Cisco VPN Connection
Gateway-5ide CLI Verification

ABA#show vpr=nmEpicondn cemota

Secoion Typer Ifsec

Usazrnane | VPLUBEET Index v 27
asspigrad IP: 1 kD.ll;I;D.l‘H Fublic IP £ 172080008
Frotopol 1 IEE IFpmec

License | IFsec

Erncrypeion 1 ADEE AEELIB Eashirg ¢ EHAL
Eytan Tx 1 Jiag - ByteEs Rx b ]
Group Polivy 1 BASTO-BASYVPN-POLICY | Timcel Ozbip ¢ BABK
Logic Tize vy L1led43:1B ODC Pri Pab 13 3020

Duration 1 GhrBfxmElm

Ipaotivicy 1 ChiOl=0is

HAC Emoulc ! TDokrown

VLAK Mapping 1 X/a VLaAN 1 nona

In the CLL use the show vpn-sessiondb remote command (o obtain the same information.
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Troubleshooting Basic Cisco Easy VPN

Operation

Troubleshooting Basic Cisco Easy VPN
Operation

This topic deseribes how Lo troubleshoot Ciseo Easy VPN session establishment between a
Cisco VPN Client and a Cisco ASA adaptive security appliance gateway.

Visual Troublesheoting Aid

Wiew UEN G G

masEa
uni.ig;:tmuw.ﬂﬂnnm a.
g1y

Cient

shaw loggin

dse GIQ:EAE‘]‘\EE.'#:
e

debug crypla
andiian

debug orypic sakmp
dabug orypia ipsso

Claon ABA

When troubleshooting Cisco Easy VPN session establishment, you should perform

troubleshooting tasks on both the client and the Cisco ASA adapuve security appliance, if

possible. Sometimes, vou may need Lo also resolve routing 1ssues on adjacent network

deviees. This figure shows some most useful troubleshooting commands and actions that you

can use oo invelved components.

Note that the Cisco ASA adaptive security appliance will extensively log muost 1ssues mnto its

syslog subsystem. Debug commands are generally not required, except for in-depth

troubleshooting of IKE and [Psec negotiation issues.
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Troubleshooting Basic Cisco Easy VPN
Operation

Troubleshooting Flow

detug crypiocanddian
dabug crypia ks akmp
debug crypio ipsac

show logging
Ciaoa KBS Log Viewer

sow logging
CscofE0M Log
| v

snow logging
Cimca ASDM Log
iasms

L

_——

vy presaroe of p\:\ci‘;__l:zpl'\-ﬂ
aninz

I you encounter session establishment 1ssues, you may follow these steps to troubleshoot the

IS5 e

Stap 1

Stap 2

Step 3

Step 4

First, verify that the IKE and |Psec protacols successfully negotate based on
matehing IKE and 1Psec policies on the client and the Cisco ASA adaptive security
appliance. You should use the debug ervpto eondition command to limit debugging
mformation to a particular user or [P address, and then use the debug erypto
isakkmp and debug erypto ipsec commands to troubleshoot policy compatibility.

Il the IKE and 1Psec negotiations complete with no errors, ven £y i1 user authentication
works and the user 15 supplying the correct credentials. The Cisco ASA adaptive
secunity appliance will elearly indicate these issues in its syslog messages.

Next, verily whether the connection profile and the associated group policy allow
IPsec VPN tunnels. The Cisco ASA adaptive security appliance will clearly indicate
these i55ues 1n its syslog messages.

Finally, verily that the Cisco ASA adaptive security appliance is able to assign an [P
address to the elient. The |P Address Assignment (1PAA) subsystem will extensively
log to the syslog subsystem to indicate any issues.

Note

I1f all these steps do not resoive your issue, you may need to deploy trouhleshoaoting tools
that are beyond the scope of this course.

debug crypto isakmp

To show debug messages for ISAKMP, use the debug erypto isakmp comnmnd in privileged
EXEC mode. To stop showing debug messages for [ISAKMP, use the no form of this command.

debug crypto isakmp [timers | [(evel]
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debug crypto isakmp Parameters

Description

{Optional} Shows debug messages for ISAKMP timer expiration.

{Optional} Sets the debug message level to display, between 1
and 255. The default is 1. To display additional messages st
higher levels, set the level to a higher number. Level 1 (the
default) shows messages only when errors occur. Levels 2
through 7 show additional information. Level 254 shows
decrypted |SAKMP packets in & human readable format. Level
Z55shows hexadecimal dumps of decrypted ISAKMP packets.

debug crypto ipsec

To show debug messages for [Psee, use the debug erypto ipsee command in privileged EXEC
mode. To stop showing debug messages Tor 1Psee, use the no form ol this command.

debug erypto ipsec [level]

debug crypto ipsec Parameters

Parameter

Description

(Optional) Sets the debug message level to display, between 1
and 255, The default is 1. To display additional messages at
higher leviis, set the level to a higher number.

©2010 Cigca Systems, Ins,

Daploymant of Cisca ASA Adaptiva Securty Applianse IPssc VPN Solutions 2-1858



Troubleshooting Basic Cisco Easy VPN
Operation

Troubleshooting Flow (Cont.)
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If your Cisco Easy VPN session establishes, but there is no connectivity over the tunnel, you
may follow these steps to roubleshoot the 1ssue:

Stap 1 First, if yvou are using split tunneling, verify that the correct routes (networks) to the
tnneled destination are present in the routing table. You can observe il the routes
are present in the Cisco VPN Client GUI, or by examining the elient routing table.

Step 2 Next, verify that the Cisco ASA adapuive security appliance is not denying trafTic
from the VPN tunnel. Examine the Cisco ASA adaptive security appliance syslog o
see messages that are about permitted or denied packets.

Step 3 Finally, verily that the protected network has a route to the client-assigned addresses
by examining routing tables in internal network routers along the path Lo the
destination,

Note If &ll these steps do not resolve your issue, you may need to deploy troubleshooting tools
that are beyonrd the scope of this course.
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[
Troubleshooting Basic Cisco Easy VPN
Operation

Gateway-Side |ssues

* Mo shared IKE policies between client and gateway

apafdebugy crypto condiciom pear 173,16.1.384
mpagdebuy coypto ieakmp 3
IZEEv1 DESDG]r IF » 173,16.1,3%, IFE Pear iccludad IXE fragmaccacion
capability flage: Mair Moder Troa Aggressive Mode: Paloe
TTEEvI]r IF » 172.36.1.384, Comnnmotion landed on P_"._I:tnl_gr\:rup
BAEIC- EAEYVFHE-PROFILE
{IEEvl] IF » 172.16.1.2%, AIl THE BA proposels 'th:ﬂ :tnlpclpt_jh}.ll

= Mo shared |IPsec transform sets between client and gateway

SAEA~-2=71338Y; Fhase 1 fallwrar Himabtched attribute types far claos
zlarion Mode: Rovtdy Tuncel cCfgrd: Tracepoct
¥ABA-E-T13504 1 droup = EBAELC-EASYWFN- PFEOFILE, Usgrrase = VPRLEST,

IF » 172.,1F.1,284, All IPSsc £k proposals fournd wnicoeptablal
SAEA~E-713385; Jroup » BABLC-BASYWEN-FROFILE, UmGrnaaos » VPRLODGT,

IF w 172,18.1.284, Basnlon is beiry tofn dows. Feaasony Phasa I Misaatcoh

These output samples list the Cisco ASA adaptive securily appliance debug and syslog

messages that indicate two rare session establishment issues: a failed IKE negotiation that 15
eaused by incompatible policies (note that the IKE debugging level must be set to at least 3)

and & failed [Psec negotiation that is caused by incompatible 1Psec policies.
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Y
Troubleshooting Basic Cisco Easy VPN
Operation

Gateway-Side Issues (Cont.)

= |Psec VPN full tunneling not enabled or allowed in profile group
policy or connection profile
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These output samples list the Cisco ASA adaptive security appliance syslog messages that
indicate some common session establishment issues. The 1ssues are & session teardown that 1s
caused by the [Psec VPN function not being enabled for a user, a connection profile; or a group
policy; a ailed user authentication that is caused by a bad password; and a failed 1P address
assignment that 18 caused by no 1P address pools or no per-user [P addresses being confligured
on the Ciseo ASA adaptive security appliance.
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Troubleshooting Basic Cisco Easy VPN
Operation

Client-Side Notifications and Log Viewer
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On the client, the most common 1ssues that you may observe are the following:

®  The unreachability of the Cisco ASA adapuve security appliance, which the client will
indicate after a one-minute tmeout with a message indicaling an uNresponsive peer.

® A mismateh in group passwords. [ you open the Cisco VPN Client Log Window, you will
see hints that this issue may be the case [or session setup Failure.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

Abasic full tunneling Cisco Easy VPN sclution involves basic gateway
configuration, user authentication, client configuration, and access control
configuration,

I basic gateway configuration, you should anabie the IKE and IPsec
protocols an a Cisco ASA adaptive security appliance interface.

In basic Cisco Easy VPN solutions, pears are authenticated using group
passwords.

XAUTH |s used to perform user authentication. In basic Cisco Easy VPN
solutions, users are authenticatad against the local user databasa.

Configuration of basic client netwark settings includes configuration of DNS
servars and [P address assigniment mathod.

¥ou can use intarface ACLs, par-usar ACLs or par-profie ACLs to contral
access through WPN connections. Use split tunneling to spaecify that only
cartain traffic will be subject to encryption.

Configure basic settings in the Cisco VPN Client before establishing tha
eannection

Usze various shaw and dabug commands to troubiashaot basic easy VPN
oparations.
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Lesson 5

Deploying Advanced
Authentication in Cisco Easy
VPN Solutions

Overview

Establishing a virtual private network (VPN) connection between an 1P Security ([Psec) VPN
client and the YPN gateway using the Cisco Easy VPN solution ean be sumple for the ¢lient and
more complicated for the gateway site. Before the [Psec VPN clients establish secure
connection Lo the VPN gateway, the [Psec client should authenticate to the VPN gateway,
Typically, end users are required to coordinate their authentication setup with the network
administrator on the VPN gateway site.

This lesson guides you through the different authentication methods that the [Psec VPN chient
can use to authenticate itself to the VPN gateway.

Objectives

Upon completing this lesson, you will be able to deploy advanced authentication methods of
the Ciseo ASA adaptive security appliance Cisco Easy VPN Server (o support [Psec VPN
clients. This ability includes being able to meet these abjectives:

®  Plan the deployment of advanced authentication in Ciseo Easy VPN

m  Deploy Cisco ASA adaptive security appliance Ciseo Easy VPN Server certificate
authentication

m  Deploy Cisco VPN Client certificate authentication
s Deploy advanced gateway PR integration and external certaficate authorization

®  Troubleshoot PKI integration



Configuration Choices, Basic Procedures, and
Required Input Parameters

This topic describes how to plan the deployment of advanced client authentication.
E=------
Deploying Advanced Authentication

Choosing an Authentication Method

Advanced authentication methods:
= Mutual greup authentication
= Certificate authenticaticn

TN Aufnacticatan
a it F—l—.

In addition to the group authentication and Extended Authentication ( XAUTH), Cisco Easy
VPNs support two additional authentication methods: mutual group authentication and
certilicate-based client-side authentication. Both methods require mstallation of an identity
digital certificate.
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Deploying Advanced Authentication

Input Parameters

Parameter | Description

Group name-and group Required to specify group name and

PSK password for mutual authentication

User authentication dats Reguired to asthenticate users

PKI information Reguired to enroll the ASA or the dlients
into & PKI; required to select CA certificate
for mutual suthentication

Time synchronization Reguired to synchronize time on the Cisco

options ASA sdaptive security spplisnce and
clients

When you deploy a Cisco Easy VPN solution, consider the following mput parameters:
®  Group name and group pre-shared key (PSK)

®  User authentication data

®  Public key infrastructure (PRI} information

®  Time synchronization options

If you are using a smart card or electronie token to authenticate a connection, create a
eonnection entry that defines the certificate that is provided by the smart card. For example, if
you are using ActivCard Gold, an accompanying certificate is in the Mierosolt Certificate
Store. When you ereate a new connection entry for using the smart eard, choose that certificate.

The Cisco VPN Client supports authentication with digital certificates through a smart card or
an electronic token.
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Deploying Cisco VPN Client Certificate
Authentication

This topic describes how to configure and verify the Cisco VPN Client to use an external CA
and provision client certificates,

Certificate-Based Client Authentication
Cverview
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To use digial certificates, each peer enrolls with a certificate authority (CA), which is
responsible for 1ssuing dignal certificates. A CA can be a trusted vendor or a private CA that
vou establish within an organization. When two peers want Lo communicate, they exchange
certificates and digitally sign data to authenticate each other. When you add a new peer to the
nerwork, it enrolls with a CAL

Alter the Cisco VPN Client is enrolled with the PKI, you choose the Certificate Authentication
opticn and select the client identity certificate that will be used to authenticate the client to the
erver,

In the second authentication stage, the client authenticates the VPN server by verilying its
identity certificate using the appropriate CA certificate.

In the optional third stage, the user can be prompted for authentication using XAUTH. This
optional step has already been covered previously.
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Certificate-Based Client Authentication

Configuration Tasks
Enroll & client into a PKI.

2 Ennoll the Cisco ABAintz PKI {seme a8 in site-to-site).

3. Enable certificate authenticationin a connection profile (same as in

site-to-site],
4. (Dptional] Define certificate-to-connection profile map (same as in
site-to-site].
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To deploy certilicate-based client authentication, you will perform these tasks:
I. Enroll the Ciseo VPN Client into the PKL

2, Enroll the Ciseo ASA adaptive security appliance into the PR1. This procedure 1s identical
to the encollment procedure that was performed in site-to-site VPNs and will therefoee not
be repeated.

3. Enable certificate-based authentication in the connection profile. This task i1s equivalent
to the certificate-based authentication that was configured in site-to-site VPNs and will
not be repeated.

4. Optionally, define certilicate-to-connection profile map. If you do not conligure mapping,
then the organizational unit feld of the client eertificate will be used to determine the
connection profile on the Cisco ASA adaptive security appliance. This task is equivalent to
the mapping that was confligured in site-to-site VPNs and will not be repeated.
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Certificate-Based Client Authentication

Task 1: Enroll Client
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The Cisco VPN Client can obtain a certificate by enrolling with a CA over the network or by
creating a file request. There are two methoeds that are supported by the [Psec VPN client:
online and {ile-based. This section describes the online process only. Refer to the latest Cisco
documentation for the file-based method.

When you enroll for a personal certificate, either you go through a CA from which your system
already has a root certificate or you obtain a root certilicate from the CA as part of the
enrollment process. The Certilicates tab displays the current list of CA eertificates. In the
example, no certificates are displayed in the certificates panel.

To enroll online for a certificate with a CA over the network, follow this procedure:

®  [n advanced mode, ¢ither elick the Enroll 1con on the toolbar above the Certilicates tab or
choose the Certificates menu option, and then elick Enroll.

m  Click the Online radio button to select online as the certificate enrollment type. The VPN
Client Certificate Enrollment window appears.

®  n the VPN Chent Certaficate Enrollment form [l in the felds as follows:

—  CA URL: Enter the URL or network address of the CA. This parameter is required.
o the ¢xample, 10.0.2.10 s the address of the CA server. The CA URL for our
example Microsoft CA server is bitp://1(L02. ] (Veertsrv/mscep/mscep.dll.

—  CA Domain: Enter the CA domain name in this field. This parameter is required. In
the example, the domain is eisco.com.

—  Challenge Password: Some CAs require a password Lo aceess their site, [Tsuch is
the case with your CA, enter the password in the Challenge Password field. To find
out the password, contact the CA or your network administrator. o the example, no
password was required.

m  Click the Next button, The Cisco VPN Client certificate enrollment form opens.
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Certificate-Based Client Authentication

Task 1: Enroll Client (Cont.)
» Specify certificate attributes.
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In the certilicate encollment form fields, you can {ill the various attribute values to be included
in the certificate as follows:

Name (CN): Use your common name (CN in the certificate enrollment form), which s the
unmique name for this certificate. This field is required. The common name can be the name
of a person, system, or other entity; it is the most specific level in the identification
hierarchy. The common name becomes the name of the certificate, for example, David L.

Department (OU): Use the name ol the department to which you belong; lor example,
raining. This field correlates to the organizational unit (OU in the certificate enrollment
form). The organization unit 18 the same as the connection profile name configured on the
security appliance, Tor example, training.

Company (0): Use the name of the company or organization (O in the certificate
encollment form) o which you belong, Ffor example, cisco.

State (8T): Use the name of your state (8T in the centificate enrollment fonm), for example,
Massachusetts,

Country (C): Use the two-letter country code for your country (C in the certificate
enrollment form), for example, US. This two-letter country code must conform to 180 3166
country abbreviations.

Email (E): Use your email address (E in the certificate enmollment form), for example,
DL{@training.cisco.com.

IP Address: Use the IP address of your system, for example, 10.10.10.1.

Domain: Use the fully qualified domain name (FODN) of the host for your system.

Next, click the Enroll button. The SCEP enrollment process takes place.
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Certificate-Based Client Authentication
Task 1: Enroll Client {Cont.)
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After you click the Enroll button, what happens next depends on the configuration of the CA,
Either you will receive immediate approval or approval will be required.

m Some CAs provide immediate response. I so, vou see a message that your encollment
sueceeded. You ean view and manage the certificate under the Certificates tab.

m  [[the enrollment statws 1s Request pending, your CA does not immediately approve your

request. You see a Status Pending popup window.

m  While you are waiting tor the CA 1o 1ssue the certificate, your request appears in the
certilicates list under the Certificates tab as a request. ( The Store column shows Request. )

m  When the CA issues vour certilicate, choose the certificate and then choose Retry
Certificate Enrollment from the Certificates menu to complete the enrollment.

= After you have obtained the certificate, you see a message that your enrollment succeeded.

m  [n the example, only the identity certificate is visible, even though both the identity and CA
certilicates were downloaded. You can display both the CA and identity certificates by
choosing Certificates = Show CA/RA Certificates.
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Certificate-Based Client Authentication
Task 1: Enroll Client (Cont.)
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To verily whether a certificate 1s valid or not, follow these steps.

Step 1 Choose the certificate Irom the certificate store under the Certificates tab.

Step 2 Dhsplay the Certificates menu, and choose Verily or click the Verily icon on the
wolbar above the Certificates tab. The Cisco VPN Client displays a message

indicating if the

Step 3 Click OK.

certilicate 1s sull valid.

This table shows the messages that youmight see when you check the validity ol a certificate.

Verification Messages

Message

Description

Certificate is not valid yet.

The current date is before the valid start date of the cerlificate.
¥ou must wait until the certificate becomes valid.

Certificate has expired.

The current date g after the valid end date of the certificate. You
need to enrcll for a new certificate.

Certificate signature is not valid. | Youdo not have the CA certificate, or the CA certificate that you

have may have expired. You might need to download or import
the CA certificate,

Certificate <name> is valid.

You have & working certificate enrolled.
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Certificate-Based Client Authentication

Verification
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To display a certificate, choose it in the certificate store; then do one of the following:

Cipen the Centificates menu and choose View.
Click View on the toolbar above the Certificates tab.

Double-chick the certificate.

In the example 18 a sample certificate from a Microsolt certilicate service provider. This is only
an example. Not all certificates will look like this one.

A typical certificate, such as the certificate shown in the example, contains the following
nformation.

Common Name: The name of the owner, usually the lirst name and last name. This feld
wdentifies the owner within the publie key infrastructure ( PK1 orgamzation).

Department: The name of the deparument the owner 15 in, which 1s same as the
arganizational unit. Note that when you connect to a Cisco ASA adaptive security
appliance, the organizational unit should generally mateh the group name that is configured
for the owner in the Cisco ASA adaptive security appliance.

Company: The orgamization where the owner is using the certilicate,

State: The state where the owner is using the certilicate,

Country: The two-character country code where the owner’s system is located.
Email: The email address of the owner of the certificate.

Thumbprint: The Message Digest 5 (MD3) and Secure Hash Algorithm 1 (SHA-1) hash
to the complete contents of the certificate. This identifier provides a way to validate the
authenticity of the certificate. For example, if you contact the issuing CA, you can use this
identifier wo verify that this is the correct certificate to use.

Key Size: The size of the signing key pair in bits; for example, 1024,
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m Subject: The fully qualified distinguished name (DN) of the owner of the certificate. This
specific example includes the following parts. Other items may be included, depending on
the certificate type. However, these fields are fairly standard:

—  CNis the common name

—  OU is the organizational unit (department)

— (s the organization

—  Lis the locality (eity or town)

— ST is the state or provinee of the owner

—_ C is the country, and ¢ is the email address of the owner

m  lssuer: The fully qualified domain name ( FOQDN) of the source that provided the
certificate. The fields in this example are the same as for Subject.

m  Serial Number: A unigue identifier that is used for tracking the validity of the certificate
on certilicate revocation lists (CRLs).

m  Nol Valid Belore: The beginning date that the certificate is valid.

m  Nol Valid After: The end date beyond which the certificate is no longer valid.
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Configuring Hybrid Authentication

This topic deseribes how to configure and verily Cisco Easy VPN hybrid authentication.

Hybrid Authentication

Cverview

* |n hybrig avthentication, the
Cisco ASA adaptive security

appliance signs the sxchange dsavamn | jumescatmas User
with a private RSA key: @ (RIS}

= Also called mutual group

authe ntication
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midgle problem with S ety o ke
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pEsswords | i /

= Reguires a CA certificate \‘3"
on the client '5?1':'[;’" CasaASA

* Does not support self-signed
certificates on the Cisco ASA
adaptive security appliance

Group password authentication is 4 method that uses pre-shared keys ( PSKs) for mutual
authentication of the client and the Cisco ASA adaptive security appliance. In this method, the
VPN Client and the VPN central-site deviee use a group name and password to validate the
connection. This is a symmetrical form of authentication since both sides use the same
authentication method during their negatiations.

Mutual group authentication is asymimetrical in that each side uses a different method to
authenticate the other. In this method, authentication happens in two stages, During the first
stage, the Cisco ASA adaptive security appliance initially authenticates the client peer using a
group password. The elient then authenticates the Cisco ASA adaprve security appliance using
a group password, but this exchange is additonally digitally signed by a eredenual that 15 only
available to the Cisco ASA adaptive security appliance—a Rivest, Shamir, and Adleman (RSA)
private key. For the elient to verify this digital signature, the Cisco ASA adaptive security
apphance sends its identity certificate (containing the public key that corresponds to the signing
private key). Then the client verifies the identity certificate of the Cisco ASA adaptive security
appliance using a locally available copy of the certificate authority (CA) certificate, extracts the
public key of the Cisco ASA adaptive security appliance from the identity certificate of the
Cisco ASA adaptive security appliance, and verifies the digital signature in the initial
authentication. Because only the Cisco ASA adaptive security apphance possesses the private
RSA key, no attacker compromising the group password can spoof the identity of the Cisco
ASA adaptive security appliance.
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Hybrid Authentication
CA Certificate on Client
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To use hybrid authentication (or mutual group authentication, as it 1s often called), the Cisco
VPN Client system for the remote user must have the relevant CA certlicate mstalled. 1l
needed, you can install a CA certificate automatically by installing it on the Cisco VPN Client
system during mmstallation. The CA cenificate must be in a file named “rooteert,” with no
extension, and must be placed in the installation directory for the Cisco VPN Clieat system ol
the remote user. For more information about loading a CA eertificate, see the installation
mnstructions in the user guide for the remote user's platform.

Note The hybrid authentication method does not support self-=signed identity certificates for the
Cisco ASA adaptive security appliance. The Cisco ASA adaptive security appliance must have
a cerlificate that is signed by some other entity (typically a public key infrastructure [PK]) CA).
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Configuring Hybrid Authentication

Configuration Tasks
Y. Enroll the Cisco ASA into'a PKI [(same as site-to-site}.
- Client coes not enroll to PKL

Enable mutual authentication in connection profile.

%]

3. Configure Cisco VPN Client connection entry.
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To confligure hybrid authentication for & connection profile, you will need to perform the
following conliguration tasks:

1. Enroll the Cisco ASA adaptive security appliance into a PKI1 to obtain the identity
certificate of the Cisco ASA adaptive security appliance. Configuration guidance for this
task is not part of this lesson because yvou have already learned to perform this task in
previous lessons.

The client will be able o verily the identity certificate of the Cisco ASA adaptive security
appliance by having a local, authentic copy of the relevant CA certificate.

2. Enable hybrid authentication in a specific connection profile.
3. Configure VPN Client connection entry

This figure presents the configuration scenario that is used in upeoming configuration tasks.
The Cisco ASA adaptive security appliance is already configured with a local user in the user
database, and the Cisco Easy VPN connection profile (BASIC-EASYVPN-PROFILE ) and the
custom group policy ( BASIC-EASYVPN-FOLICY).
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Configuring Hybrid Authentication
Task 2: Enable Hybrid Authentication for a Profile
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tunnel-group BASIC-EASYVPN-PROFILE ipsec-attributes
igakmp ikevl-user-authenticaticn hybrid

Canfguraton = Remode Access VPR > Natwork (Cfent) Azcass > IFasc Sonnaction Profias

Afier installing the identity certificate of the Cisco ASA adaptive security appliance, you
enable hybrid authentication in the connection profile or profiles that you want to use in the
Cisco Easy VPN solution.

Perform the following steps:

Step 1 In Ciseo Adaptive Security Deviee Manager (Cisco ASDM), navigate 1o
Configuration > Remote Access VPN > Network (Client) Access > [Psec
Connection Profiles, and click Edit to edit the relevant connection profile.

Stap 1 I the Edit [Psec Remote Access Connection Profile window, choose Advanced >
IPsec = IKE Authentication Mode in the pane on the left.

Step 2 Choose Hybrid XAUTH in the Default Mode drop-down box.
Step 3 Click OK and Apply and, optionally, click Save to save vour configuration.
The resulting CLI configuration 1s shown the figure here. 1t includes the sakmp ikev1-user-
authentication hybrid command i group-policy ipsec-attributes mode.
isakmp ikev1-user-authentication

To configure hybrid authentication during Internet Key Exchange (IKE), use the isakmp ikev1-
user-authentication command in tunnel-group ipsec-atiributes conliguration mode. To disable
hybrid authentcation, use the no form of this command.

isakmp ikevl-user-authentication [interface] (none | xauth | hybrid]
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isakmp ikev1-user-authentication Parameters

Parameter Description

interface

{Optional} Specifies the interface on which the user authe ntication method is configured

noenea Cisables tser authentication during IKE
xauth Specifies XAUTH, also called extended user authentication
hybrid Specifies hybrid XAUTH authentication during IKE

Configuring Hybrid Authentication
Task 3: Configure Cisco VPN Client Connection Entry

* VPN server = Group name = Group password
= Select and import the CA certificate from a file
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Perform the following steps on the Cisco VPN Client:

Step 1
Step 2

Step 3

Step 4

Step 5

Stap 6

Step 7

Step B

Start the Cisco VPN Client.

In the Ciseo VPN Client main window, click the New button Lo ¢reate a new
connection entry,

Specify a local name for the connection entry (“My VPN Connection™ in this figure),
and optionally add a descaption.

In the Host feld, speciflly the 1P address of the Ciseo ASA adaptive security
apphance VPN-terminating interface.

In the Authentication tab, elick the Mutual Group Authentieation radio button to
select the mutual group authentication method.

At this point, the Ciseo VPN Client will prompt you to import a CA certificate into
the Cisco VPN Client certificate store. Provide a path to the file where you have
stored the CA cenificate (obtained from the PKI administrator), and click Import.
Enter the group name and password. The group name must cormespond to the name of
the connection profile that is configured on the Cisco ASA adaptive security appliance
(“BASIC-EASYVPN-PROFILE" in this figure). The key must match the PSK that is
configured in the connection profile on the Cisco ASA adaptive secunty appliance.

Click Save to save the profile.

2178

Daplaying Cisco ASA VPN Solubans (VPN) v1.0

& 2010 Cisca Systams, Ins,



Deploying Advanced PKI Integration

This topic describes how to configure and verily integration with supporting PK| entities.

Configuring Advanced PKI Integration

Overview

= WPN gateway must provide
a revocation method to
reduce risk of
oompromised credentials:

- CRLs
- DCSP
— AAA4 authorization

VPN gateway may need
io provide AAA per-user
settings server for
cerificate users.

In some cases of certificate-based client authentication, advanced integration with existing PKI1
is needed. Advanced PKI integration includes configuring a revocation method to reduce a risk
of compromised certificates. Certificates are considered compromised when a certificate was
issued improperly by a CA or a private-key matching a public-key on the certificate is thought
to be compromised. For example, if 4 laptop that stores a certificate and a matching private-key
15 lost, the certificate should be revoked. Another example would be revocation of certificates
belonging to users that are not employed in an organization any more.

The certificate revocauon method can be implemented in the following ways:

®  Configuring certificate revoeation lists (CRLs): A CRL is a list of the serial numbers
of certificates that have been revoked and are no longer valid. A CRL is generated and
published by the CA, which 1ssues corresponding certificates and is updated periodically
or immediately after a certificate has been revoked. You can confligure the Cisco ASA
adaptive security appliance to make CRL checks mandatory when authenticating a
certilicate. The Ciseo ASA adapuive security appliance needs a CRL location to verily
client certilicates, A CRL location can be found in CRL distribution point (CDP)
specified in an identity certificate. The Cisco ASA adaptive security applianee can
download a CRL using HTTP, Lightweight Darectory Access Protocol (LDAP), or
Simple Certificate Enrollment Proweol (SCEP).

®  Configuring Online Certificate Status Protoeol ((WCSP): OCSP is a protocol for obtaining
the revocation status of digital certificates. OCSP messages are usually communicated over
HTTP. ¥ ou can configure the Cisco ASA adaptive security appliance to make OCSP checks
mandatory when authentcating a certificate. The location of the OCSP server on the Cisco
ASA adaptive secunty appliance can be configured as an OCSP URL that is defined in the
mialch certificate rule, as a statically configured OCSP URL, or it ean be specified in the
Authority Information Aceess (ALA) field of the authenticating certificate.
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Note The DCSP senver is now termed the OCSP responder.

m  Configuring authentication, authorization, and accounting (AAA) authorization of the
user certilicate: You can also revoke user authonzation by déploying an external RADIUS
server. When the Cisco ASA adaplive secunity appliance receives the certificate ol a user, it
sends a predelined field from the certificate as a username and predefined (common to all
users) password to the RADIUS server, which authorizes the user. On the RADIUS server,
users with a proper username (which matches a predefmed field in the centificate of the user)
and password have to be configured. If you want to revoke user authorization, you have to
delere or disable a user account that corresponds to the centificate you want to revoke.

Configuring Advanced PKI Integration
Configuration Tasks
1. (Optional) Configure a certificate revocation checking policy.
2. (Optional) Configure AAA authorization revocation.

You should complete these tasks when you configure advanced PKI integration:

. Optonally, configure a certificate revocation checking policy.

b

Optionally, conligure AAA user authorization based on certifieate identity.
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Configuring Advanced PKI Integration

Configuration Choices

CRL Use this method if other methods: are not
avallable.

OCsP Use this method if you have an DCSF server
available and cannot use AAA,

AL Use this methiod if you have an AAA server
available.

Use itif you need to also assign AAA per-
user or per-group sttributes (IP addresses,
ACLs; andsoon).

When deploying advanced PRI integration, you have various deployment options:
®  Use CRL as the certificate revocation method: Use il other methods are not avalable,

®  LUse (OCSP as the certificate revoeation method: Use when you have an OCSP server
{responder) available and the AAA server is not available.

®  LUse AAAasthe certificate revoeation method: Use when you have an AAA server
avatlable and you have to provide per-user or per-group attributes, such as [P addresses,
downloadable aecess lists, and so on.
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Configuring Advanced PKI Integration

Configuration Scenario
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The figure presents an example, which will serve as confliguration scenario for ongoing
configuration tasks, You will configure the Cisco ASA adapuve security appliance to verily
received certilicates against the certilicate-specilied CRL (CDP) using the HI'T P-based CRL
retrieval method. Ifthe CRL is unreachable, you will allow access, because you will also
configure certificate authorization against the RADIUS server. Certificate authorization should
be based on the certilicate common name leld. This example uses Ciseo Secure Access
Control Server (ACS) as the AAA authorization server.
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Configuring Advanced PKI Integration
Task 1: Configure Revocation Checking Policy
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To configure a certificate revocation checking policy using Cisco ASDM, complete the
following configuration steps:

Step 1

Step 2

Step 3
Step 4

Step 5

From Ciseo ASDM, choose Configuration > Remaote Access VPN > Certificate
Management > CA Certificates, The CA Cenificates pane appears (not shown in
the lgure).

Choose the CA certilicare that is used to verily client eeruficates. Click Edit. The
Edit Opuons for CA Certificate window appears.

Verily that the Check Certificates for Revocation radio button is selected.
In the Revecation Method area of the window, click CRL and elick the Add button.

To enable fail-open operations, check the Consider Certilicate Valid il Revocation
Checking Returns Errors check box to consider the certificate as valid if the
revocation nformation cannot be retrieved (For instance, if the CRL distribution
point is unreachable).
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Configuring Advanced PKI Integration
Task 1: Configure Revocation Checking Policy (Cont.)
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Stap 1 Click the CRL Retrieval Policy tab in the Edit Options for CA Certilicate window.

Step 2 Werily that the Use CRL Distribution Point from the Certificate check box 1s
checked to direct revocation checking to the CRL distribution point from the
certificate that is being checked.

Step 3 Click the CRL Retrieval Method tab in the Edit Options for CA Ceroficate window.

Stap 4 Toenable HTTP-based CRL retrieval, verify that the Enable HTTP check box 15
checked and thatall others are unchecked.

Step 5 Click OK in the Edit Options for CA Certificate window.
Step & Click Apply wapply the conliguration.
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Configuring Advanced PKI Integration
Task 2: (Optional) Configure AAA Cerlificate
Authorization
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To configure authorization using RADIUS, configure a new AAA server or edit an existing one
by completing these sieps:

Nota

This configuration example uses an existing server group and an existing server in that
SErVEer group.

Step 1

Step 2

Step 3

Choose a configured RADIUS server group {rom the AAA Secver Groups table in
the AAA Server Groups pane (not shown in the figure).

Choose a confligured RADIUS server in the Servers in Selected Group area of the
AAA Server Groups pane (not shown in the ligure). Click Edit. The Edit AAA
Server window appears.

Enter a common password into the Common Password [Teld. This password will be
senl, together with a username that is extracted from a certificate, to the RADIUS
server as the credentials of the user,

Note

The Cisco ASA edaptive security appliance will use the same common password for all
users when it authorizes certificates for them.

Step 4

Step 5

Click OK.
Click Apply to apply the configuration.
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Configuring Advanced PKI Integration

Task 2: (Optional) Configure AAA Certificate
Autherization (Cont.)
I
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After you have configured commaon password for a RADIUS server, edit a conneetion profile to
enable certificate authorization using AAA. Complete the following steps:

Stap 1

Stap 2

Step 3

Stap 4

Step 5

Step 6

From the Cisco ASDM, choose Configuration > Remaote Access VPN > Network
(Client) Access = IPsee Connection Profiles. Select a connection profile and elick
Edit (not shown in the example).

Choose Advanced > Authorization from the menw on the left (not shown m the
example].

Choose a previously configured AAA secver group from the Server Group drop-
down menu. In the exampie, the MY-RADIUS-SVRS server group is selected.

Check the Users Must Exist in the Authorization Database to Conneet ¢check
box.

Werily that the Specify the Certificate Fields To Be Used as the Username radio
button is selected,

Choose CN {Common Name) [rom the Primary Field drop-down menu. That
cholee means that the common name Neld will be extracted from a certificate and
sent to the AAA server as the username.

Note

Recsall that the previously configured commaon password is sent together with & username to
the AAA server.

Step 7

Click OK and Apply to apply the configuration.
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Configuring Advanced PKI Integration
Task 2: {Optional} Configure AAA Certificate
Authorization (Cont.}
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To configure users on the RADIUS server, complete the following steps:

Step 1
Step 2

Step 3

Step 4

Step 5

Step &

Oin the Cisco Secure ACS, navigate to User Setup (not shown in the figure).

Enter a username into the User field and click Add/Edit (not shown in the example).
This username has to match a certificate field that will be used by the Cisco ASA
adaptive security appliance as a username. lnour example, the common name field
of a certificate has been configured as a username.

Enter the password that has been previously configured as a common password for
the RADIUS server, into the Password and Confirm Password fields.

Opticnally, control the user authorization reveecation by enabling or disabling the
Aceount Disabled check box. In the example, the account is enabled and cenificate
authorization will be successiul.

Clhick Submit.

Repeat the preceding steps o add all users that need anthorization.
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Configuring Advanced PKI Integration
CLI Configuration
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To confligure the advanced PRI integration using the CLI, use the following commands. To
enable CRL checking when the Cisco ASA adapuve security appliance authenticates a
certificate, first enter trustpoint configuration mode using the ervptlo ea trustpeint command.
Use the revecation-cheek erl command to enable certilicate revecaton checking using CRL.
The none keyword instruets the Cisco ASA adaptive seeurity appliance to interpret the
certilicate status as valid, even if the CRL method returns an error ( for example, server down,
as opposed to finding the status as revoked). Then use the erl eonligure command 1o énter
CRL configuration mode. Use the protocol http command to specily HTTP as the permitted
method lor retrieving a CRL. Use the no protocol seep and no protocol ldap commands to
disable all other methods for retrieving a CRL.

To configure certilicate authorization, first enter AAA server configuration mode using the
aaa-server command and specify the common password using the radius-common-pw
command. Then enter a connection profile (twnne! group) configuration mode using the tunnel-
agroup command. [ollowed by the connection profile name and general-attributes keyword.
Use the authorization-required command to require the authorization of the user. Use the
username-from-certificate command to specily a field in a ceruficate o use as the username
for authorization. Use the authorization-server-group command to specil’y which AAA server
group will be used for authorization of certificates,

crypto ca trustpoint

To enter trustpoint configuration mode for the specified trustpoint, use the ervplo ca
trustpoint command in global configuration mode. To remove the specified trustpoint, use
the no form of this command.

eryplo ea trustpoint frusipaint-name

no eryplo ea trustpoint frusipoint-name [noconfirm]
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crypto ca trustpoint Parameters

Parameter Description

trustpoint -nams ldentifies the name of the trustpoint to manage. The maximum
name lengthis 128 characters.

noconfirm Suppresses all interactive prompting.

revocation-check

To set one or more methods Tor revocation checking, use the revoeation-check command in
crypto ca trustpomt mode. The adaptive security appliance tries the methods in the order that
vou configure them, trying the second and third methods only if the previous method returns an
error (for example, server down), as opposed Lo finding the status as revoked.

You ean set a revocation checking method in the client certificate validatng trustpoint and also
configure no revocation checking (revoeation-check none) in the responder certificate
validating trustpoint. The mateh eertificate command documentation includes a stép-by-step
configuration example.

To restore the default revocation checking method, which is none, use the no version of this
command.

revoeation-cheek {[erl] [none] [ocspl}

revocation-check Parameters

Paramater Description

erl Specifies that the adsptive security appliance should use CRL as the revocation
checking method

nona Specifies that the adaptive security appliance should interpret the certificste status as
valid, even if all methods return an error

eC8D Specifies that the adsptive security appliance should use OCSP a3 the revocation
checking method

crl configure

To enter CRL configuration mode, use the erl configure command in cryplo ca trustpoint
configuration mode.

erl conligure

protocol http

To specify HTTP as a permitted distribution point protocol for retrieving a CRL, use

the protocol hitp command in CRL conliguration mode, Subject to permission, the content of
the CRL distribution point determines the retrieval method (HTTFP, LDAP, or SCEP). To
remove HTTP as the permitted method of CRL retrieval, use the no form of this command.

protocol hitp

protocol Idap

Tospecily LDAP as adistribution point protocel for retrieving a CRL, use the protoeol
Idap command in CRL configuration mode. Subject to permission, the content of the CRL
distribution point determines the retcieval method (HTTP, LDAP, or SCEP). To remave the
LDAP protocol as the permitted method of CRL retrieval, use the no form of this command.

protocol Idap
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protocol scep

To specify SCEP as a distnibution point protocol for retrieving a CRL, use the protecol
seep command in CRL configuration mode. Subject to permission, the content of the CRL
distribution point determines the retrieval method (HTTP, LDAP, or SCEP). To remove the
SCEP protocol as the permitted method of CRL retrieval, use the no form of this command.

protocol scep

tunnel-group general-attributes

To enter general-attributes configuration mode, use the tunnel-group general-

attributes command in global configuration mode. This mode is used o configure settings that
are common Lo all supported tunneling protocols. To remove all general auributes, use

the no form of this command.

tunnel-group name general-attributes

tunnel-group generai-attributes Parameters

Parameter Description
name Specifies the name of the tunnel-group
general-attributes Specifies attributes for this tunnel-group

username-from-certificate

To specily the field in a certificate to use as the username for authorization, use the username-
from-certilicate command in tunnel-group general-attributes mode. The DN of the peer
certificate is used as the username for authorization. To remove the anribute from the
configuration and restore defanlt values, use the no form of this command.

username-from-certificate |primary-atir [secondary-attr] | use-entire-name

username-from-certificate Parameters

Parameter Description

primary-attr Specfies the attribute to use to derive a username for an authorization
guery from a certificate. If pre-fill-username is enabled, the derived name
can also be used in an authentication query.

secondary-attr {Optional} Specifies an additional attribute to use with the pnmary attribute
to derive a username for an authentication or authorization gquery from a
dgital certificate. If pre-fill-username is enabled, the derived name can also
be used in an authentication query.

use-entire-name Specifies that the adaptive security appliance must use the entire subject
DN (RFC 1778) to derive a name for an authorization query from a digital
certificate.

authorization-required

To require users to authorize suceessfully before connecting, use the authorization-
required command in various modes. To remove the attribute from the configuration, use
the no form of this command.

authorization-required
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authorization-server-group

To specily the set of authorization servers to use with Cisco Web VPN and email proxies, use
the authorization-server-group command in various modes. To remove authorization servers
from the configuration, use the no form of this command. The adaptive security appliance uses
authorization to verily the level of access to network resources that users are permitted.

authorization-server-group group fog

authorization-server-group Parameters

Parameter Descripiion

aroup tag Identifies the previously configured authorization server or group of servers. Use
the aaa-server command to configure suthorization servers.

Configuring Advanced PKI Integration
Implementation Guidelines
* Deploy at least one method of revocation chacking.

= With AAR authorization, use a very strong commaon password
and ensure that these user accounts can anly authenticate
on VPN gateways.

Consider the following implémentation guidelines when implementing advanced PK1

integration:

®m  [tisvery impertant to verily certificate revocation. Deploy at least one method of
revoealion checking.

® With AAA authorization, use a very strong common password and ensure that these user
accounts can only authenticate on VPN gateways.

Note The RSA (formerly SO} authentication server type cannot be used as the secondary
username and password credentizl. It canonly be used for primary authentication.
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Troubleshooting PKI Integration

This topie deseribes how to troubleshoot advanced client and server authentication in the Cisco
Eagy VPN solution.

Troubleshooting PKI Integration
‘isual Troubleshooting Aid

debug Commenda
Ciaco ASDM Log Viswar

i
VEN :gﬁ,

Several tools are available o troubleshoot remote-access VPNs when connectivity problems
geeur. When troubleshooting remote-access client connectivity issues, you will use a
combination of the following:

m  Cisco VPN Client logging-level settings

m  Cisco VPN Client log window

®  The debug commands

m  Cisco ASA adaptive security appliance internal log buffer

m Ciseo ASDM log window
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Troubleshooting PKI Integration
Client-Side Troubleshooting
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This ligure shows the ehient error message and the log window of the chient. The chent error
message shows that the security appliance 18 not responding. Nouce that the client 15 actually
responding but the client is receiving unencrypted packets from the Cisco ASA adaptive
security appliance. This problem could be eceurring for a number of reasons, but it does look
like the problem ison the Cisco ASA adaptive security appliance side of the connection.

Nota Logging in the Cisco VPN Client is not enabled by default, ¥ou can enable logging using the
Log » Enable menu option,

Some reasons could include these:
IKE Phase | could not complete,
IKE Phase 2 could not complete,

Crypto map on the Cisco ASA adaptive security appliance may be misconfigured.

Tunnel group may be misconfigured.
m  Certificate to connection profile policy may be incorrect.

The next thing to do would be to set up a syslog server, configure logging on the Ciseo ASA
adaptive security appliance, and enable the appropriate debug commands. The next section
takes you through this process.
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Troubleshooting PKI Integration
Server-Side Troubleshooting
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The figure displays the messages that are sent to the syslog server from the Cisco ASA adapuve
security appliance. The error oceurs as follows:

L.

The Ciseo ASA adaptive security appliance 18 trying to mateh a group with the incoming

[Psee request.

The connection lands on the default remote aceess group.

The Cisco ASA adaptive security appliance [inds that there is no valid authentication type

found for the tunnel group.

There is no trustpoint defined for the default tunnel group.
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Summary
This topic summarizes the key points that were discussed in this lesson.

Y |
Summary

* The Cisco Easy VPN seolution supports two types of
advanced authentication methods: mutual group
authentication and certificate authentication.

* Before installing the identity certificate on the Cisco ASA
adaptive security appliance, install a CA certificate and enraoll
with the CA.

* Thereare two methods that you can use to setup Cisco VPN
Client with digital certificates supported: enline and file-
based.

* To check cerificates for revocation, you can use CRLs,
OCSP, oran AAA server.

= To troubleshoot VPN connectivity, use these tools: Cisco
WPN Client, debug commands, and the Cisco ASDM log
windaow.
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Lesson 6

Deploying the Cisco ASA 5505
Adaptive Security Appliance as
Cisco Easy VPN Remote

Overview

Cisco Easy VPN Remote (also called the Cisco Easy VPN hardware client) enables companies
with multiple sites to establish secure communications among them and share resources. A
Cisco Easy VPN solution consists of a Cisco Easy VPN Server at the main site and Cisco Easy
WPN Remote at the remote offices.

This lesson discusses the Cisco Easy VPN Remote and its modes of deployment. The lesson
then presents how to conligure the Cisco ASA 3503 Adapuve Security Appliance as a Cisco
Easy VPN Client. The lesson concludes with a look at speeific hardware client features and
policies and how they are configured.

Objectives

Upon completing this lesson, you will be able to deploy an advinced Cisco Easy VPN Reémote
selup Lo support & séeure connection between remote and central offices. This abiliry includes
being able to meet these objectives:

m  Choose a Cisco Easy VPN Remote deployment mode
m  Configure and verily a basic Cisco Easy VPN Remote profile
®  Configure and verify advanced Cisco Easy VPN Remote features

®  Troubleshoot Cisco Easy VPN Remote connections



Choosing Cisco Easy VPN Remote Modes

This topic deseribes how to choose a Cisco Easy VPN Remote deployment mode.

Cisco Easy VPN Clients
Gisco Easy VPN Romors [N

Cig00 800 Sardes Roulars !

Claco 108 Ressds
2 423{BIT Rowtar

.

Claoy ARASS00 Sanas
Adaotvs Seourty

Aopiance

Cison THOD and 1800 Serias
Routars

Coasioh 280G, 2000, 3400 and 3800
Bzriza Routers

Ciaco ABASS0S Adeotvee Beounty
Appiance

The Ciseo Easy VPN Remote feature enables Cisco security appliances and Ciseo 108 fouters
to act as Cisco Easy VPN Clients. As such, these devices can receive security policies from &
Cisco Easy VPN Server, minimizing virtual private network (VPN) configuration requirements
at the remaote location, This cost-effective solution is 1deal for remote offices with little 1T
support or large customer premises equipment (CPE) deployments where it is impractical to
individually configure multiple remote devices. This feature makes VPN conliguration as easy
as entering a password, which inereases productivity and lowers costs as the need for local 1T

support is minimized.
The following Cisco products can act as Cisco Easy VPN Remote:
= Cisco VPN Client Version 3.x or later
m Cisco ASA 535305 Adaptive Security Appliance
m  Ciscontegrated services routers (1SHs):
—  Cisco 804 Series Routers and 1800 and 1900 Series Integrated Services Routers

—  Cisco 2800, 2900, 3800, and 3900 Senies Integrated Services Routers

Mote See Cisco.com for the latest listing of Cisco Easy VPN Remote devices and software clients.
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= Client mode:

Cisco Easy VPN Remote

Remote Modes of Operation

— Specifies the use of NAT or PAT

— Enables the client to automatically configure NAT or PAT
translations and the ACLs thatare needed to implement
the VPN tunnel

— Supports split tunneling
= Metwork extension mode:

— Specifies thal the hosts at the client end of the VPN
connection use fully routable P addresses

— NAT or PAT is not used
— Bupperts split tunneling

The Cisco Easy VEN Remote feature supports two modes of operation:

& Client mode: Chent mode 15 also called Port Address Translation ( PAT) or Network
Address Translation (NAT) mode. [tisolates the |P address of the Cisco Easy VPN Remote
client private network [rom those of the enterprise network. 1P address management is not
required for the inside interface or inside host. The Cisco Easy VPN Remaote feature
automatically configures the PAT wanslation and aceess control lists ( ACLs) that are
needed to implement the VPN connection. These configurations are automatically ereated
when the VPN connection is mnitiated. When the tunnel is torm down, PAT translations and
the ACL configurations are automatically deleted.

MNote The PAT translation and ACL configurations that are created by the Cisco Easy VPN
Remote feature are not written to either the startup configuration or running configuration
files. However, you can display these configurations in Cisco routers using the show ip nat
statistics and show access-list commands.

®  Network extension mode: This mode specifies that the PCs and other hosts at the client
end of the IP Security (1Psec) tunnel be given |P addresses that are fully routable and
reachable by the destination network over the tunneled network so that they form one
logical netwark. PAT 1snot used, which allows the client PCs and hosts to have direct
access 1o the PCs and hosts on the destination network.

Both modes of operation also optionally support split tunneling, which allows secure access Lo
corporate resources through the [Psec tunnel while also allowing Internet access through a
conngction to an ISP or other service. Split unneling eliminates the corporate network from the

path for Internet access.

Cisco Easy VPN Remote supports interoperability with NAT. You ean havea NAT
conliguration and a Cisco Easy VPN Remote configuration that coesist. When an [Psec VPN
connection is down, the NAT configuration works.
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In the Cisco Easy VPN Remote feature, the server automatically restores the previpus NAT
configuration when the [Psee VPN tnnel is tom down. The user-defined aceess lists are not
disturbed. Users can continue to access nontunnel areas of the Internet when the tunnel times
out or disconnects.

Note MAT interoperability is not supported in client mode with split tunneling enabled.

Cisco Easy VPN Remote

Client Mode
= Client mode:
— Does use PAT

— Enables the client to autornatically configure PAT
translations and the ACLs that are nesded to Implement
the VPN tunnel

— Supports split tunneling

s Corporate
2182082 Headouarters
Branch Office Scared by M
— Remole FCal 1124630024

o . ARASEDG ASAEEED
fELrER [Caco Esay VFN Remoi) (Caco Eagy VPN Barver)

Use elient mode il you want to deploy a VPN gquickly and easily in a small office, home ofTice
(SOHO). If vou do not need 1o see deviees that might reside behind a VPN hardware elient and
ease of use and installation s essential, vou should implement client mode, In client mode, a
VPN hardware chent, such as the Cisco ASA 5505 Adaptive Security Appliance, uses PAT
isolate its private network from the public network. SOHO PCs behind the hardware client are
invisible to the outside network. PAT causes all traffic from the SOHO PCs o appear on the
private network as a single-source [P address.

In client mode, the 1P addresses of the Cisco Easy VPN Remote elient private network are
isolated from those of the enterprise network. [P address management is not required for the
inside interface or inside host. The Cisco Easy VPN Remote feature automatically configures
the PAT translation and aceess control lists (ACLs) that are needed o implement the VPN
connection. These configurations are automaticatly ereated when the VPN connection is
initiated. When the tunnel is torn down, PAT translations and the ACL configurations are
automatically deleted.

Mote The PAT transiation and ACL configurations that are created by the Cisco Easy VPN
Remote feature are not written to either the startup configuration or running configuration
files. However, you can display these configurations in Cisco routers by using the show ip
nat statistics, show access-list, or show vpnclient detail commands,
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The ligure illustrates the Cisco Easy VPN Remote client mode of operation. In this example,
the Ciseo ASA 5505 Adapuive Security Appliance provides aceess Lo two PCs, which have 1P
addresses i the 192,168, 1.0 private network space. These PCs connect Lo the Ethernet interface
on the Cisco ASA 3305 Adaptive Security Appliance. The two PC P addresses are translated
to the Cisco ASA 5505 Adaprive Secunity Appliance Easy Remote IP address 172.16.2(062.
The Cisco ASA 5505 Adaptive Security Appliance performs PAT wanslation over the [Psec
tunnel sothat the PCs can access the destination network, IF split tunneling is enabled, any
traffic that is bound for networks on the outside interface and also not bound for the [Psec
tunne! would be translated to the P addresses that are found in the globa! pool or translated to
the outside interface [P address of 10.0.2.2,

Cisco Easy VPN Remote
Metwork Extension Mode

» MNetwork extension mode:

- Specifies that the hosts at the client end of the VPN connection
use fully routable IP addresses

= Does not use PAT
= Supports split tunneling

game-geeurity-traffia
permit intra-interface

wW246.10.5 1

7EIEN08 Y mm——
AEASE0S (Cisoo Esay ; ABsEESS 172 1840024
VPN Remoie) T |[Cimeo Bazay VRN
rvar)
i
trEE 08 ASAEENS [Timon Eagy

VBN Remoie!

In network extension mode, all SOHO PCs that are connected to the Ciseo Easy VPN remote
device are uniquely addressable via the tunnel, This setup allows direct connections between
hosts that are behind the Cisco Easy VPN Remote device and hosts that are behind the Cisco
Easy VPN Server. The client hosts are given |P addresses that are fully routable by the
destination network over the tunnel. These P addresses can be either in the same subnet space
as the destination network, or they can be in separate subnets, as long as the destination routers
are confligured to properly route those 1P addresses over the tunnel. This setup provides a
seamless extension of the remote network.

In network extension mode, the PCs and other hosts at the client end of the [Psec tunnel are
given [P addresses that are fully routable and reachable by the destination network over the
tunneled network so that they form one logical network. Because PAT 18 not used, the client
PCs and hosts have direct aceess to the PCs and hosts on the network of the headend.

This mode supports split tunneling, which allows secure aceess o corporate resources through
the IPsec tunnel while also allowing Internet access through a connection to an ISP or other
service—thereby eliminating the corporate network from the path for [nternet access.
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The figure illustrates the network éxtension mode of operation. |n this example, the Cisco ASA
5505 Adaptive Security Appliance acts as Cisco Easy VPN Remote clients, connecting Lo the
Cisco ASA 5520 Adaptive Security Appliance Cisco Easy VPN Server. Hoasts at the branch
offices can communicate directly with hosts on the corporate network. Hosts at corporate
headquarters can also communicate directly with hosts at the branch offices. This ability
enables central-site management information system personnel to directly address devices that.
are behind the Ciseo ASA 3305 Adaptive Security Appliance aver [Psec tunnels,

The client hosts are given |P addresses that are fully routable by the destination network over
the tunnel. These [P addresses could be either in the same subnet space as the destination
network, or they could be in separate subnets, as long as the destination routers are configured
to properly route those 1P addresses over the tunnel. This ability provides a seamless extension
of the remote network.

By default, the Cisco ASA adapuve security appliance will not forward packets thavarrive at a
specific interface back via the same inter{ace. You can disable this behavior using the same-
security-traflic permit intra-interface command. By allowing the VPN “harpinning” in this
scenario, this configuration supports a hub-and-spoke VPN, with the VPN spokes connecting
through a security appliance that 1s acting as'a VPN hub.
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Deploying a Basic Cisco Easy VPN Remote
Profile

This topic deseribes how to configure and verify a basic Ciseo Easy VPN Remaote profile.
________________________________________________]

Configuring Cisco Easy VPN Remote
Configuration Tasks

Enable Cisco Easy VPN Remote.

Configure mode.

Configure authentication.

Configure primary and backup servers,

(R

.

o
ASAGBE05 ASAG520
Enancs Cisoo Esay
FH Remole.

Complete the following configuration tasks w configure Cisco Easy VPN Remote on the Cisco
ASA 5505 Adaptive Security Appliance:

1. Enable Cisco Easy VPN Remuote leature.

2. Configure the mode of operation.

3. Configure authentication.

4, Configure primary and backup servers.

The ligure also shows a configuration scenario that will be used for ongoing configuration
tasks. You will configure the Cisco Easy VPN Remote leature on the Cisco ASA 3503

Adaptive Security Apphance. You will use chient mode of operation and authentication with
digital ceruficate,
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Configuring Cisco Easy VPN Remote
Task 1: Enable Cisco Easy VPN Remote
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Confguraton > Remoie Acoeas VPN > Eagy VPN Remote

The Cisco ASA 3305 Adaptive Security Appliance is the only appliance within the Cisco ASA
3501 Series Adaptive Security Appliances that can be configured as a Cisco Easy VPN
Remote. The Cisco ASA 55035 Adapuve Security Apphance ean function as a Cisco Easy VPN
Remaote or as a server, but it cannot function in both of these modes at the same time. 1t does
not have a default role for Cisco Easy VPN

To configure the Cisco ASA 3503 Adapuve Security Appliance as a Cisco Easy VPN Remote,

within Cisco Adaptive Security Deviee Manager [ Ciseo ASDM) for the Cisco ASA 55058

Adaptive Security Appliance, complete the following steps:

Step 1 From Cisco ASDM, navigate to Configuration > Remote Access VPN > Easy
VPN Remote (not shown in the example). The Easy VPN Remote pane appears.

Step 2 Check the Enable Easy VPN Remote check box.
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Configuring Cisco Easy VPN Remote
Task 2: Configure Mode
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Confgurston > Remots Anceas VPN > Esgy VPN Remoe

To configure the Cisco Easy VPN Remote mode of operation for the Cisco ASA 5503 Adapuve
Security Appliance, complete the following step:

Step 1 Within the Mode area of the Cisco Easy VPN Remote pane, click the radio button to
choose Client Mode or Network Extension Mode. I Network Extension Mode 15
selected, the Auto Connect option becomes available. With this option, the Cisco
Easy VPN Remote automatically inates [Psee data tunnels to the Cisco Easy VPN
Server when network extension mode and sphit tunnels are configured. In this
example, chent mode is chosen as the mode of operation.

|Psee data tunnels are automatieally initiated and sustained when in network extension mode,
except when split tunneling is configured. Automane tunnel initiation s disabled i secure unit
authentication (SUA) 1s enabled.
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Configuring Cisco Easy VPN Remote
Task 3: Configure Authentication
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Configuraton > Remote Acoeas VPN > Eeay VPN Remote

When configuring the Cisco ASA 5503 Adaptive Security Appliance as a Ciseo Easy VPN
Remote, yvou can conligure it to use a tunnel group password or a trustpoint for authentication,
depending on the Cisco Easy VPN Server configuration. W hen you chose a tunnel group, the
tunnel group name and 1ts pre-shared key (PSK) that is configured on the Cisco Easy VPN
Server are used as the group and password. IT you choose trustpoint, you must configure the
CA idennty eertilicate and a device identity certificate. Certificate econfiguration ean be found
on the Cenificate option of the Remote Aceess VPN menu. By default, if no tunnel group or
rrustpoint is configured, the Cisco Easy VPN Remote attempts to use Rivest, Shamir, and
Adleman (RSA) certificates,

To configure the Ciseo ASA 5505 Adapuive Security Appliance Cisco Easy VPN Remote
authentication, complete the following steps:

Step 1 Within the Group Settings area of the Easy VPN Remote pane, click the radio button
to choose Pre-shared Key or 1509 Certilicate.

Step 2 I you choose the Pre-shared Key option, the Group Name and Group Password
aptions become available. The Group Name 18 the name of the VPN tunnel group
that 15 configured on the Cisco Easy VPN Server. You must configure this tunnel
group on the server before establishing a connection. The Group Password 1s the
Internet Key Exchange (IKE) PSK that is used for authentication on the Cisco Easy
VPN Server,

Stap 3 If you choose the X 509 Certificate option, the option ta select a configured
certificate is available from the Select Certificate drop-down list and Send
Certificate Chain becomes available. A cenificate chain 1s a sequence of cemtificates
where the subsequent CA in the higher hierarchy signs each certificate. The last
certificate in the chain is normally the self-signed eertificate of the root CA.

In this example, the X.509 Certilicate option is chosen, and a previously configured ceraficate
is selected.
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Configuring Cisco Easy VPN Remote
Task 4: Configure Primary and Backup Server
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The Cisco ASA 3503 Adaptive Security Appliance Cisco Easy VPN Remote can be conligured
for primary and secondary (backup) servers to provide it another way to the central site if the
primary server becomes unavailable. The Cisco ASA 35303 Adapuve Security Appliance Cisco
Easy VPN Remote can be configured for up to ten backup servers. VPN connections that are
attempted to the servers are attempted in the order in which they are added o the configuration
until a suecessiul connection is made. The first server in the listis the primary server.

To configure primary and backup server Tor the Cisco ASA 5305 Adaptive Security Appliance

Cisco Easy VPN Remote, complete the following steps:

Stap 1 Within the Easy VPN Server to Be Added area of the Easy VPN Remote pane, enter
a DNS name or an [P address in the Name or 1P Address field.

Step 2 Chek the Add button,

Step 3 Click Apply to apply the configuration.

In this example, the [P address of 192.168.1.2 was added as the primary server {or the Cisco

ASA 5505 Adaptive Security Appliance Cisco Easy VPN Remote. After a VPN connection is

initialized, any backup servers that are configured on the Cisco Easy VPN Seever will be

pushed to Cisco ASA 5505 Adaptive Security Appliance Cisco Easy VPN Remote.
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Configuring Cisco Easy VPN Remote
CLI Configuration

vpnelient mode client-mode
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To confligure Cisco Easy VPN Remote on the Cisco ASA 3303 Adaptive Security Appliance
using the command line interface (CL1), use the following commands. Use the vpn mode
dient-mode command to specify that the Cisco ASA adaptive security applhiance will work in
client mode. Use the vprelient trustpoint command to enable authentication usmg digital
certificates. Use the vpnelient server command to specify Ciseo Easy VPN Servers. Finally,
use the vpnelient enable command to enable Ciseo Easy VPN Remote functonality.

vpneclient mode

To configure the Cisco Easy VPN Remote connection for either client mode or network
extension maode, use the vpnelient mode command in global configuration mode. To remove
the attribute from the running configuration, use the no formeof this command.

vpoelient mode {dient-mode | network-extension-mode |

vpnclient mode Parameters

Parametar Description

cliant-mode Configures the Cisco Easy WPN Remote connection to use client
miode (PAT)

network-sxtension-mode Configures the Cisco Easy WPN Remote connection to use
network: extension mode

vpnelient trustpoint

To configure the RSA identity certificate to be used by the Cisco Easy VPN Remote
connection, use the ypoelient trustpoint command in global configuration mode. To remove
the attribute From the running conliguration, use the ne form of this command.

vpnelient trustpoint pustpoint_name [ehain
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vpnclient trustpoint Parameters

Parameter Description

trustpoint nams Specifies the name of a trustpoint identifying the RSA certificate
to use for authentication

chain Sends the entire certificate chain

vpnclient server

To conligure the primary and secondary 1Psec servers, for the Cisco Easy VPN Remote
connection, use the ypoelient server command in global confliguration mode. To remove the
atribute from the mnning configuration, use the no form of this command.

vpnclient server ip_priman_address [ip_secondary_address_I ... ipsecondany_address_10)

vpnclient server Parameters

Parametar Description

ip primary address [P sddress or DNS name of the primary Cisco Easy VPN (IPsec)
server. Any Cisco ASA adaptive security appliance or Cisco VPN
3000 Concentrator Series can act as a Cisco Easy VPN server.

ip gecondary address n {Optional} List of the IP addresses or DNS names of up to ten
backup Cisco Easy VPN servers. Use 3 space to separate the
tems in the list.

vpnclient enable

Toenable the Cisco Easy VPN Remote feature, use the vpnelient enable command in global
configuration mode. To disable the Cisco Easy VPN Remaote feature, use the no form of this
command.

vpoclient enable
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Configuring Advanced Cisco Easy VPN Remote
Features

This topic describes how to configure and verify advanced Cisco Easy VPN Remote features.

Configuring Advanced Features

Configuration Tasks

Cenfigure user or unit authentication (XAUTH).
Enable remate management.

Enable MAT transparency.

Enable device pass-through.

F N R R
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To configure advanced leatures on the Ciseo ASA adaptive security appliance Cisco Easy VEN
Remote, complete the following configuration tasks:

l. Configure user or unit authentication (XAUTH).

Iy

Enable remote management.
3. Enable NAT transparency.
4. Enable device pass-through.

The ligure also shows an example that will serve as the conliguration scenario for ongoing

configuration tasks. Youwill enable individual user authentication (IUA) and exempt the IP
phone from authentication. You will also enable tunneled remote management aceess from
10.0.1.0024 network and NAT transparency over TCP.
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Available user and
unit authentication
options:
» No extended
authentication

Unit authentication

Secure unit
authentication
[enabled on server)

Individual user
authentication
(enabled on sen/er)

Configuring Advanced Features
Task 1: Configure User Authentication (Client-Side)
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Confgurston > Remots Anceas VPN > Esgy VPN Remoe

The Cisco ASA 35035 Adaptive Security Appliance Cisco Easy VPN Remote confligures the
authentication mechanism that it uses, based on the group policy and user attributes that are

pushed to it from the Cisco Easy YPN Server. The following list identifies the user

authentication options that are supported by the Cisco Easy VPN Remote; however, you must
configure them on the Ciseo Easy VPN Server:

= No Extended Authentieation: Does not require Extended Authentication (XAUTH) for
the Cisco ASA 33035 Adaptive Security Appliance Cisco Easy VPN Remote each time a

tunnel intiation oceurs.

Unit Authentication {Automatic XAUTH Authentication): Requires only the
preconfigured X AUTH for the Cisco ASA 55035 Adaptive Security Appliance Cisco Easy
VPN Remote to oceur each time a tunnel initiation oceurs. The Cisco ASA 5505 Adaptive
Security Appliance Cisco Easy VPN Remote is configured with this username and
password so that no other XAUTH requests happen.

Secure Unit Authentication (SUA) (also called interactive unit authentication): Requires
the user to authenticate the Cisco ASA 5505 Adaptive Security Appliance Cisco Easy VPN
Remote each time a tunnel initiation oceurs, by entering a username and password. By
default, SUA 15 not enabled, Because the policy pushed down [rom the Cisco Easy VPN
Server overwrites the local policy on the Cisco Easy VPN Remote, SUA ignores the
vpoelient username command that 1s used for XAUTH if 1015 configured.
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®  Individual User Authentication (1UA): Requires each user behind the Ciseo ASA 5505
Adaptive Security Appliance to authenticate before being granted access to the VPN
network. By default, 1UA is not enabled.

—  Authentication by HTTP Redirection: The Cisco Easy VPN Server intercepts
HI TP wralfic and redirects the user to a login page. HTTP redirection is automatic
and does not require configuration on the Ciseo Easy VPN Server. HTTP redirection
happens if one of the following is true:

m SUA or the XAUTH vsername and password are not configured on the Cisco
Easy VPN Remote.

m LA is enabled.

To configure the local policy of the Cisca Easy VPN Remote for unit authentication (automatic
XAUTH authenticaton), complete the following steps:

Step 1 Within the User Settings aréa of the Easy VPN Remote pane, enter g username in
the Username field.

Stap 2 Enter and confirm the password in the User Password and Confirm Password fields.
Step 3 Click OK.
Step 4 Click Apply 10 apply the configuration.
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Configuring Advanced Features
Task 1: Configure User Authentication (Server-Side)
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To configure the group policy on the Cisco Easy VPN Server to enable SUA or [UA, complete
the following steps:

Step 1 Navigate 1o Configuration > Remote Aceess VPN > Network (Client) Access >
Group Policies (not shown in the example).

Step 2 Choose the appropriate group policy and elick the Edit button.

Step 3 In the Advanced menu in the pane on the left, choose 1Psee Clients > Hardware
Client.

Step 4 Optionally, uncheck the Inherit check box for the Require Interactive Client
Authentication | SUA) option.

Step 5 The default is that interactive client authentication i1s disabled, so, optionally, click
the Enable radic button to enable it

Step 6 Oiptionally, uncheck the Inherit check box for the Require Individual User
Authentication (1UA) option.

Step 7 The default is that IUA is disabled, so, optionally, click the Enable radio button to
enable it

Step B Optionally, from this window, you can configure the user authentication idle nmeout
as well. The default timeout value is 30 minutes,

Step 9 Chck OK.
Step 10  Click Apply to apply the configuration.

ln this example, the Require Individual User Authentication option is enabled. Because this
option s enabled, the XAUTH username and password configuration on the Cisco ASA 5305
Adaptive Security Appliance Cisco Easy VPN Remote will be ignored.
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Configuring Advanced Features
Task 2: Enable Remote Management (Client-Side)
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The Cisco ASA 3505 Adaptive Secunty Appliance Cisco Easy VPN Remote supports three
methods of remote management aceess. The following methods are the three supported methods
for remote management of the Cisco ASA adaptive secunty appliance Ciseo Easy VPN Remote:

m  Tunneled: Automates the setup of [Psec tunnels specifically lor management access from
the corporate network to the outside interface of the Cisco ASA 5505 Adapuve Security
Apphance that is running as a Cisco Easy VPN Client. Admimstrative access to the elient
side 15 limited to specilic hosts or networks on the corporate network.

]

Clear: Uses normal routing to provide management aceess [rom the corporate network 10
the putside interface of the Cisco ASA 5505 Adapuive Security Applianee that is running as
a Cisco Easy VPN Client. This option does not create management tunnels. This option
should be used ifa NAT device is between the Cisco Easy VPN Remote and the Server.

m  Disabled: Prohibits management access from the Cisco Easy VPN Server side of the VPN
connection unless specifically allowed in the configuration of Cisco Easy VPN Remote.

When remote management is enabled, Ciseo ASDM and Secure Shell (S8H) management
acecess 18 denied for the private network side of the Cisco Easy VPN Remote.

To configure remote management for the Cisco ASA 5505 Adaptive Security Appliance Cisco
Easy VPN Remuote, complete the flowing steps:

Step 1 Click the Advaneed button in the Easy VPN Remote pane. The Advanced Easy
VPN Properties window appears.

Stap 2 Within the Tunneled Management section of the Advanced Easy VPN Properties
window, check the Enable Tunneled Management or Clear Tunneled
Management check box.

Step 3 When the Enable Tunnefed Management check box is checked, the 1P Address and
Mask fields are enabled. Optionally, enter the [P address and mask i these fields for
the tunneled management hosts that can access the management ports for the Cisco
Easy VPN Remaote.

Step 4 Click the Add button.
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In this example, the network 1P address of 10.0.1.0 and the mask of 235,255 2550 is entered.
=

Configuring Advanced Features

Task 3: Enable IPsec over TCP (Client-Side)
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There are many situations where customers require a Cisco VPN Client to operate inan
environment where standard Encapsulating Security Payload (ESP) Protocol 50 or Internet Key
Exchange (IKE) User Datagram Protocol (UDP) 300 either cannot function or cannot function
transparently (without modification to existing firewall rules). VPN uses IKE lor tunnel setup
and security association (SA) negotiations. 1KE uses UDP so that a nonroutable | P address and
port number ean be translated into & routable public address and port number. PAT can
translate [KE packets using its inherent UDP port number.

The problem arises when the VPN device tries to get the [Psec session established. [Psec uses
ESP encapsulation protocol. ESP does nat use UDP or TCP port numbers, The PAT method
of translating UDP port numbers does not work with 1Psec. The translating deviee drops the
[Psec frame.

The goal of 1Psec over TCP 15 to allow the Cisco WYPN Clients to operate in the various
environments by using TCP to encapsulate both 1KE and ESP. This takes advantage of the
known fact that most firewalls allow outgoing TCP trafTic and the inbound packets that are
associated with the outbound connection. Using TCP 1s preferred over UDP through firewalls
because the state can be maintained {or TCP packets, resulting in higher secarity. The TCP
implementation defaults to port 10,000, but does nat restrict the ability of the administrator to
configure the Cisco VPN Client to listen on different ports.

By default, the Ciseo Easy VPN Remote and server encapsulate 1Psec in UDP packets. In some
environments, such as those with firewall or NAT and PAT devices, UDP may be prohibited.
To use standard ESP Protocol 30 or IKE UDP 300 in such environments, you must configure
the client and the server to encapsulate [Psec within TCP packels to enable secure tunneling.
Configuring |Psec over TCP adds unnecessary overhead to the VPN tunnel i it 18 not
necessary. For this reason, it should not be configured unless necessary.
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To configure [Psec over TCP, complete the following steps:

Step 1 Within the IPsec over TCP area of the Advanced Easy VPN Properties window,
check the Enable check box.

Step 2 In the Enter Port Number field, enter the TCP port number 1o use for 1Psec over TCP
connections, The default TCP port number i 10000,

In this example, use of the default TCP 10000 enables 1Pséc over TCP. The Cisco Easy VPN
Server needs to have this setting enabled within its IKE policy as well. For the VPN wnnel to
come up, the TCP ports for [Psec over TCP on the client and the server must match.
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Configuring Advanced Features

Task 4: Enable Device Pass-Through (Client-Side)
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When the Cisco ASA 3505 Adaptive Security Appliance 1s deployed as a Cisco Easy VPN
Remote, it can be configured to allow certain types of devices to access to the VPN tunnel
without authentication because these devices are incapable of pedforming authentication. Cisco
IP phones, network devices, and printers are examples of these types of devices.

Toallow adevice to pass through the VPN wnnel without authentication, the Cisco ASA 5505
Adaptive Security Appliance Cisco Easy VPN Remote needs to know the MAC address of the
pass-through devices. 1I'the MAC address 1s not known, 1t assumes that the deviee is capable of
authentication and will not allow access to the VPN wnnel until authentication 1s provided.
Deviees such as Ciseo 1P phones, wireless aceess points [ APs), and printers are incapable of
performing authentication. To configure the Cisco ASA 5505 Adaptive Security Appliance
Cisco Easy VPN Remote to allow devices 1o pass through the VPN twnnel without
authentication, complete the following steps:

Step 1 Within the MAC Exemption area of the Advanced Easy VPN Properties window,
enter the MAC address and MAC mask in the MAC Address and MAC Mask lelds,
A MAC mask of ITCM00, 0000 matches all devices that are made by the same
manufacturer. A MAC mask of [T AT matches a single device.

Stap 2 Click the Add button.
Step 3 Click OK to close the Advanced Easy VPN Properties window.
Step 4 Click Apply to send the commands to the security appliance.

In the example, the MAC address of 0007.50d5 4d95 15 entered for the [P phone with a MAC
mask of I to mateh this specific [P phone and MAC address.
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Configuring Advanced Features

Task 4: Enable Device Pass-Through (Server-Side)
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Devices such as Cisco [P phones and wireless access points are incapable of perlorming
authentication. You can allow Cisco [P phones to bypass 1UA behind a hardware client. Cisco
[P Phone Bypass lets [P phones behind hardware elients connect without undergoing user
authentication processes. Cisco [P Phone Bypass 1s disabled by defaule

When Cisco Lightweight Extensible Authentication Protoco! (LEAP) Bypass is enabled, Cisco
LEAP packets rom wireless devices behind a VPN hardware client travel across a VPN tunnel
before user authentication. This action lets workstations using Cisco wireless access point
devices establish Cisco LEAP authentication and then authenlicate again per user
authentication. Cisco LEAP Bypass 15 disabled by default.

To configure the Cisco ASA 3520 Adapuive Security Appliance Cisco Easy VPN Server to allow
devices Lo pass through the VPN wnnel without authentication, compléte the following steps:

Step 1 Mavigate 1o Configuration > Remote Access VPN > Network (Client) Access >
Group Policies.

Step 2 Select a group policy that vou want to edit and elick Edit button.
Step 3 Click the Hardware Client option from the menu in the pane on the left.
Step 4 Uncheck the Inherit cheek box for the LEAP Bypass.

Step 5 The default for LEAP Bypass is Disable, so click the Enable radio button to enable
it

Step 6 Uncheck the Inherit check box for the Cisco 1P Phone Bypass.

Step 7 The default for Ciseo 1P Phone Bypass is Disable, so elick the Enable radio bution
ta enable it

Step B Click OK to close the Edit [nternal Group Policy window.,

Stap 8 Click Apply 10 send the commands to the Cisco ASA adaptive security appliance.
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Configuring Advanced Features
CLI Configuration
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To configure advanced features using CLI, use the commands described here.

Cisco Easy VPN Remote Side

Use the vpoelient username password command wo configure the username for XAUTH. Use
the vpoelient mac-exempt o provide MAC addresses of devices that are eligible for pass-
through. Use the ypnelient management tunnel command to enable tunneled remote
management. Use the vpnelient ipsee-over-tep port command to enable [Psec over TCP.

Cisco Easy VPN Server Side

First enter group-policy configuration mode using the group-poliey attributes command. Then
enable |UA using the user-authentieation enable command. Enable device pass-through using
the ip-phone-bypass enable and leap-bypass enable commands respectively,

vpnclient username

To configure the VPN vsername and password for the Cisco Easy VPN Remote connection. use
the vpoelient username command in global configuration mode. To remove the attribute from
the running configuration, use the no form of this command.

vpoclient username xauth _usermame password xauth_password

vpnclient username Parameters

Paramater Description

x¥AUCH ussrnama Specifies the username to use for XAUTH. The maximum length
is B4 characters.

xauth password Specifies the passwaord to use for XAUTH. The maximum |ength
is B4 characters.
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vpnclient mac-exempt

To exempt devices behind a Cisco Easy VPN Remote connection from IUA requirements, use
the vpoelient mae-exempt command in global configuration mode. To remove the attribute
from the running configuration, use the no form of this command.

vpnelient mac-exempl mac_addv_{ mac_mask_{ [mac_addr 2 mac_mask_2 ... mac_addr_n
mac_mask_n|

vpnclient mac-exempt Parameters

Parameter Description

mac mask n Network mask for the corresponding MAC address. Use & space to separate the
retwork mask and any subsequent MAC address and network mask pairs.

mac addr n MAC agdress, in dotted hexadecimal notation, speciying & manufacturer and serial
number of 2 device for which to exempt IUA. For more than one device, specify each
MAC zddress, separating each with @ space and the respective network mask.

The first six characters of the MAC address identify the device manufacturer, and
the lzst six characters are the serial number. The last 24 bits are the serial number
of the unit in hexadecimal format,

vpnclient management

To generate 1Psec wunnels for management aceess to the Cisco Easy VPN Remote, use
the vpoelient management command in global configuration mode.

To remove the auribute from the running configuration, use the no form of this command,
which sets up [Psec twnnels exelusively for management in accordance with the split-tunnel-
pelicy and split-tunne l-network-list commands.

vpnelient management tunnel ip_addr [ ip mask [ [ip addr 2 ip mask 7 __ip addr n
ip mask_nj

ypnelient management clear

vpnclient management Parameters

Parameter Description

tunnel Automates the setup of IPsec tunnels specifically for management access from the
corporate network to the outside interface of the Cisco ASA 5505 Adaptive Security
Appliance running as 2 Cisco Easy WPN Client.

ip addr n | IP address of the host or network for which to build 8 management tunnel from the
Cisco Easy VPN Remote. Uise this argument with the tunnel keyward. Specify one or
more |F addresses, separating esch with a space and the respective network mask.

ip mask n | Metwork mask for the corresponding IP address. Use a space to separate the network
mask and any subsequent IP address and network mask pairs.

clear Uses normal routing to provide management access from the corporate network 1o
the outside interface of the Cisco ASA 5505 Adaptive Security Appliance running as a
Cisco Easy VPN Client. This option does not create management tunnels.

Noie Use this optionif a NAT device is operating between the client and the
I mternet.
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vpnclient ipsec-over-tcp

To configure the Cisco ASA 35035 Adaptive Security Appliance running as a Cisco Easy VPN
Remote to use TCP-gncapsulated [Psec, use the vpnelient ipsec-over-tep command in global
configuration mode. To remove the atribute from the running configuration, use the no form of
this command.

vpnelient ipsec-over-tep [port fop port)

vpnclient ipsec-over-tcp Parameters

Parameter Description

port (Optional} Specifies the use of a particular port.

tep port (Reguired if you specify the port keyword ) Specifies the TCP
port number to be used for a TCP-encapsulated |IPsec tunnel,

user-authentication

To enable user authentication, use the user-authentieation enable command in group-policy
configuration mode. To disable user authentication, use the user-authentication

disable command. To remove the user authentication aribute from the running configuration,
use the no form of this command. This option allows inheritance of a value for user
authentication (rom another group policy.

When user authentication is enabled, it requires that individual users behind a hardware client
authenticate Lo gain access to the network across the twnnel.

user-authentication {enable | disable}

user-authentication Parameters

Parameter Description

enable Enables user authentication

di gable Disables user authentication
ip-phone-bypass

Toenable IP Phone Bypass, use the ip-phone-bypass enable command in group-policy
conliguration mode. To disable 1P Phone Bypass, use the ip-phone-bypass disable command.
To remove the [P phone Bypass auribute from the runming configuration, use the no {form of
this command. This option allows inheritance of a value for 1P Phone Bypass from another
group policy.

[P Phone Bypass lets [P phones behind hardware clients connect without undergoing user
authentieation processes. If enabled, SUA remains in effect.

ip-phone-bypass {enable | disable |

ip-phone-bypass Parameters

Paramater Description
enable Enables IP Phone Bypass
disable Disables IF Phone Bypass
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leap-bypass
Toenable LEAP Bypass, use the leap-hypass enable command in group-pelicy configuration
mode, To disable LEAP Bypass, use the leap-bypass disable command. To remove the LEAP
Bypass attribute {rom the running eonfiguration, use the no form ol this command. This option
allows inheritance of a value for LEAP Bypass from another group policy.

leap-hypass jenable | disable}

leap-bypass Parameters

Parameter Descripiion
enable Enzbles LEAP Bypass
disable Disables LEAF Bypass
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Troubleshooting the Cisco Easy VPN Remote

This topic describes how to troubleshoot Cisco Easy VPN Remote connections.

Verifying Remote Access VPNs
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You can use Cisco ASDM and the command-ling interface (CL1) commands to verily remote
access VPN operation.

Complete the following steps to monitor 1Psee VPN connections using Cisco ASDM:
Step 1 Inside ASDM, navigate to Monitoring > VPN > VPN Statisties > Sessions.

Step 2 Choose the |Psec Remote Access option from the Filter By drop-down menu. You
should see active remote aceess [Psec tunnels.

Stap 3 Optionally, elick the Details button to observe details about the connection (not
shown in the example).
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Verifying Remote Access VPNs

CLI Commands
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show vpn-sessiondb

To display information about VPN sessions, use the show vpn-sessiondb command. The
command ineludes options for displaying information in full {streamed, untruncated output) or
in detail {extended details), lets you specily the type of sessions to display, and provides

optiens o filter and sort the mformation.

show vpn-sessiondb [detail] [full] {remote | 121 | index indexnumber  webvpn | email-
proxy| [filter [name username | ipaddress [Paddy | a-ipaddress [Paddr | p-ipaddress (Paddr
[ wnnel-group groupname | protocol protocol-name | eneryplion encryption-alzo}] [sort
[name | ipaddress | a-ipaddress | p-ip address | mnnel-group | protocol | encryption}]

The figure displays the cutput of the show vpo-sessiondb remote command. This command
displays remote aceess sessions, You can display this information for all groups or you éan
filter it by using the following filer options: name, a-ipaddress, p-ipaddress, tunnel-group,
protocol, and eneryption.
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show vpn-sessiondb Parameters

Parameter Description

datail {Optional} Displays extended details about a session. For
example, using the detail option for an IPsec session displays
additional details such as the IKE hashing algorithm,
authentication mode, and rekey interval.

If you choose detail, and the full option, the adaptive security
appliance displays the detailed output in @ machine-readable
farmiat.

filter filter criteria (Optional} Filters the output to display only the infarmation that
you specify by using ore or more of the filter options.

full {Optional )} Displays streamed, untruncated output. Output is
delineated by | characters and a || string between records.

msegglion type {Optional) To show data for a specific segsion type, enter one of
the following keywords:
n  email-proay: Displays emaikproxy sessions

n  index indexnumber: Displays a single session by index
number. Specify the index number for the session, 1=750

m  [20: Dispiays VPN LAN-to-LAN session information

m  ratio: Displays VPN Session protocol or encryption ratios
= remote: Displays IPsec remote access sessions

n  summary: Displays the WPM session summary

n  svc: Displays S5L VPN Client sessions

= vpn-lb: Displays WPN Load Balancing management
3E55i0N8

»  webvpn: Displays information about chentless SEL VPN
SES510MS

sort sort criteria [Optional} Sorts the output according to the sort option that you
SpECify.

Information from the show vpo-sessiondb remote command includes the following:
®  Session lype

®  Username (the tunnel group that s created by the [Psec Connection Profile)

®  Assigned address of client

®  Public address of client

®  Encryption algorithm

m  Hash algorithm

= Tunnel group

m  Login ume of client
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Verifying Remote Access VPNs
CLI Commands (Cont.)
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show crypto isakmp sa

To display the IKE run-time SA database, use the show ervpto isakmp sa command in global
configuration mode or privileged EXEC mode.

show crypto isakmp sa |detail

show crypto isakmp sa Parameters

Parameter

Dascription

datail

Cisplays detailed output ebout the 5A database

Information from the show erypto isakmp sa command may include the following:

B Aclive SAs
m Towl IKE SAs

m  [KE peer addresses

m  State of the connection

2224

Daplaying Cisco ASA VPN Solubans (VPN) v1.0 & 2010 Cisca Systams, Ins,



Verifying Remote Access VPNs
CLI Commands (Cont.)
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show crypto ipsec sa

Todisplay a list of [Psec 8As, use the show erypto ipsee sa command. The figure displays the
output of this command.

show erypto ipsee sa [entry | identity | map map-name | peer peer-addr| [detail ]

show crypto ipsec sa Parameters

Parameter Description

entry [Optional) Displays [Psec SAs sorted by peer address.

identity [Optional) Cisplays [Psec SAs sorted by identity, not incleding
Encapsulating Security Payloads (ESPs). This form is & condensed form.

maAp map-name |Optional) Displays IPsec SAs for the specified crypto map.

peer pesr-addr |Optional) Displays IPsec SAs for specified peer IP addresses.

datail {Optional) Displays detailed error information on what is displayed.

Information in the output of this command includes the following:
m  [nterface that 1s wsed for the tunnel

m  Crypto map

m  Current peer

m  Username of current peer

m  Packet statistics

m  local and remote ecrypto endpoints
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Summary

This topic summarizes the key points that were discussed in this lesson.
= 3

Summary

= The Cisco Easy VPN Remote feature supports client and network
gxtension modes of operation.

= The Cisco ASA 5505 appliance can be configured as a Cisco
Easy VPN Remote.

= The ASA 5505 Cisce Easy YPN Remote supports these
authentication mechanisms: no extended authentication, unit
authentication, SUA. and IUA,

* You may use Cisco ASDOM and CLI commands to verify remote
access VPN operation.
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Module Summary

This topic summarizes the key points that were discussed in this module.
0B 3

Module Summary

= To configure a basic site-to-site [Psec VPN, configure basic
peer authentication and transmission protection and verify
communication over the encrypted tunnel.

Because the use of a PSK to authenticate a remote peer
does not scale well in large networks, the preferred method is
to exchange digital certificates.

The Cisco VPN Client on a remaote PC, communicating with a
Cisco Easy VPN Server on an enterprise network or with a
service provider, creates a secure connection over the
Internet.

= Abasic Cisco Easy VPN solution provides client-based
access (o sensitive resources over a remaote access [Psec
VPN gateway, implemented on the Cisco ASA adaptive
security appliance.

Module Summary (Cont.)

= Before the |Psec VPN clients establish a secure connection
to the VPN gateway, they should first authenticate to the VPN
gateway.

* The Cisco Easy VPN Remote feature enables Cisco security
appliances and Cisce 105 routers to act as Cisco Easy VPN
Clients. These devices can receive security policies from a
Cisco Easy VPN Server.

©2010 Cigca Systems, Ins,
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