VPN 3000 Concentrator

Overview

The VPN 3000 Concentrator is used primarily for VPN clients. It can also be configured for LAN-to-LAN
VPN’s. To access the concentrator, you can use either a console cable and make some configuration changes
through the CLI. But, most of the functionality is not available through the CLI. You will be required to get
familiar with the GUI using a web browser. However, this GUI is quite intuitive and if you are already familiar

with VPN configuration, you will find configuring this device to be fairly simple.

There are 3 main sections to the VPN 3000: Configuration, Monitoring, and Administration. Configuration
allows you to configure all the features of the concentrator including interfaces, system parameters, users, and

policy. Administration allows you to administer sessions, control access rights, manage files, manage

certificates, software updates, and system reboots. Monitoring allows you to view routing tables, filters, logs,

system status, sessions, and statistics.
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VPN 3000 Concentrator


Overview


The VPN 3000 Concentrator is used primarily for VPN clients.  It can also be configured for LAN-to-LAN VPN’s.  To access the concentrator, you can use either a console cable and make some configuration changes through the CLI.  But, most of the functionality is not available through the CLI.  You will be required to get familiar with the GUI using a web browser.  However, this GUI is quite intuitive and if you are already familiar with VPN configuration, you will find configuring this device to be fairly simple.


There are 3 main sections to the VPN 3000: Configuration, Monitoring, and Administration.  Configuration allows you to configure all the features of the concentrator including interfaces, system parameters, users, and policy.  Administration allows you to administer sessions, control access rights, manage files, manage certificates, software updates, and system reboots.  Monitoring allows you to view routing tables, filters, logs, system status, sessions, and statistics.
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Reset the VPN Concentrator to Factory Defaults


Depending on the requirements of the exam, you may need to reset  the concentrator back to factory defaults.  However, be aware this is a simple, but fairly lengthy process.  Since time is of the essence you may not want to consider this option.  We would assume you will be given a concentrator with a blank configuration.  But, do not count on it.   If you do reset the system, you can accept the defaults for almost every question.  The only important one to answer is the IP addresses.  Since you cannot configure some of the options through the GUI it is important that the concentrator be reachable using HTTP and its inside IP address.  Once you have access to the inside IP address through the web browser, you can enable HTTPS on the outside interface.


Step 1.  Login as Administrator.  Type 2 for Administration.  Type 3 for System Reboot.  


Login: admin

Password: 


                Welcome to
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       VPN 3000 Concentrator Series


          Command Line Interface


Copyright (C) 1998-2003 Cisco Systems, Inc.


1) Configuration


2) Administration

3) Monitoring


4) Save changes to Config file


5) Help Information


6) Exit


Main -> 2

1) Administer Sessions


2) Software Update


3) System Reboot

4) Reboot Status


5) Ping


6) Access Rights


7) File Management


8) Certificate Management


9) Back


Admin -> 3

1) Cancel Scheduled Reboot/Shutdown


2) Schedule Reboot


3) Schedule Shutdown

4) Back


Step 2.  Type 2 for Reboot and ignore the Config file.  This is effectively the same as changing a router’s configuration register to 0x2142.  


Admin -> 2

1) Save active Configuration and use it at Reboot


2) Reboot without saving active Configuration file


3) Reboot ignoring the Configuration file

4) Back


Admin -> 3

1) Cancel Scheduled Reboot/Shutdown


2) Reboot Now

3) Reboot in X minutes


4) Reboot at time X


5) Reboot wait for sessions to terminate


6) Back


Admin -> 2

126 09/16/2003 14:34:02.490 SEV=1 REBOOT/1 RPT=1 


Reboot scheduled immediately.


Done


Login: admin

Password: 
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          Command Line Interface


Copyright (C) 1998-2003 Cisco Systems, Inc.


1) Configuration


2) Administration


3) Monitoring


4) Save changes to Config file


5) Help Information


6) Exit


Main -> 


131 09/16/2003 14:34:11.210 SEV=1 REBOOT/6 RPT=1 


Rebooting VPN 3000 Concentrator now.


Resetting System...


[Connection to vpn closed by foreign host]


Step 3.  Once the 3000 reboots you will be booted from your console connection.  If you are using a 2511 or an access server you will have to reconnect.  Login using the default admin/admin username and password when the box is finished booting.  


Dev-Rack1# vpn

Translating "vpn"


Trying vpn (1.1.1.1, 2011)... Open


...


Loading image ..........


Verifying image checksum ...........


Active image loaded and verified...


Starting loaded image...


Starting power-up diagnostics...


...


pSH+ Copyright (c) Integrated Systems, Inc., 1992.


Cisco Systems, Inc./VPN 3000 Concentrator Version 4.0.1.Rel May 06 2003 13:13:03


Features: 


Initializing VPN 3000 Concentrator ...


Waiting for CAPI initialization to complete...


Initialization Complete...Waiting for Network...


1 09/16/2003 14:34:39.270 SEV=1 EVENT/37 RPT=1 


Reset Reason : 2 (Hardware-Reset)


Login: admin

Password: 


                Welcome to
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          Command Line Interface


Copyright (C) 1998-2003 Cisco Systems, Inc.


Step 4.  Answer the prompts for basic system setup.  You can accept the defaults for most of the prompts.  If the value in the brackets is the desired setting simply hit enter to accept the default.  


 -- : Set the time on your device. The correct time is very important,


 -- : so that logging and accounting entries are accurate.


 -- : Enter the system time in the following format:


 -- :       HH:MM:SS.  Example  21:30:00  for 9:30 PM


> Time


Quick -> [ 14:34:45 ] 12:32:00

 -- : Enter the date in the following format.


 -- : MM/DD/YYYY  Example 06/12/1999  for June 12th 1999.


> Date


Quick -> [ 09/16/2003 ] 


 -- : Set the time zone on your device. The correct time zone is very


 -- : important so that logging and accounting entries are accurate.


 -- : Enter the time zone using the hour offset from GMT:


 -- : -12 : Kwajalein  -11 : Samoa    -10 : Hawaii        -9 : Alaska


 -- :  -8 : PST         -7 : MST       -6 : CST           -5 : EST


 -- :  -4 : Atlantic    -3 : Brasilia  -2 : Mid-Atlantic  -1 : Azores


 -- :   0 : GMT         +1 : Paris     +2 : Cairo         +3 : Kuwait


 -- :  +4 : Abu Dhabi   +5 : Karachi   +6 : Almaty        +7 : Bangkok


 -- :  +8 : Singapore   +9 : Tokyo    +10 : Sydney       +11 : Solomon Is.


 -- : +12 : Marshall Is.


> Time Zone


Quick -> [ -5 ] -8

1) Enable Daylight Savings Time Support


2) Disable Daylight Savings Time Support


Quick -> [ 1 ] 1

Step 5.  Configure the interfaces and IP addresses.  

This table shows current IP addresses.


  Intf         Status       IP Address/Subnet Mask          MAC Address


-------------------------------------------------------------------------------


Ether1-Pri|Not Configured|        0.0.0.0/0.0.0.0        |                  


Ether2-Pub|Not Configured|        0.0.0.0/0.0.0.0        |                  


-------------------------------------------------------------------------------


DNS Server(s): DNS Server Not Configured


DNS Domain Name: 


Default Gateway: Default Gateway Not Configured


** An address is required for the private interface. **


> Enter IP Address


Quick Ethernet 1 -> [ 0.0.0.0 ] 192.168.1.201

Waiting for Network Initialization...


> Enter Subnet Mask


Quick Ethernet 1 -> [ 255.255.255.0 ]  


1) Ethernet Speed 10 Mbps


2) Ethernet Speed 100 Mbps


3) Ethernet Speed 10/100 Mbps Auto Detect

Quick Ethernet 1 -> [ 3 ] 


1) Enter Duplex - Half/Full/Auto

2) Enter Duplex - Full Duplex


3) Enter Duplex - Half Duplex


Quick Ethernet 1 -> [ 1 ] 


> MTU (68 - 1500)


Quick Ethernet 1 -> [ 1500 ] 


1) Modify Ethernet 1 IP Address (Private)


2) Modify Ethernet 2 IP Address (Public)

3) Save changes to Config file


4) Continue


5) Exit


Quick -> 2

This table shows current IP addresses.


  Intf         Status       IP Address/Subnet Mask          MAC Address


-------------------------------------------------------------------------------


Ether1-Pri|      UP      |  192.168.1.201/255.255.255.0  | 00.90.A4.08.00.2B


Ether2-Pub|Not Configured|        0.0.0.0/0.0.0.0        |                  


-------------------------------------------------------------------------------


DNS Server(s): DNS Server Not Configured


DNS Domain Name: 


Default Gateway: Default Gateway Not Configured


> Enter IP Address


Quick Ethernet 2 -> [ 0.0.0.0 ] 216.45.3.163

> Enter Subnet Mask


Quick Ethernet 2 -> [ 255.255.255.0 ] 


1) Ethernet Speed 10 Mbps


2) Ethernet Speed 100 Mbps


3) Ethernet Speed 10/100 Mbps Auto Detect

Quick Ethernet 2 -> [ 3 ] 


1) Enter Duplex - Half/Full/Auto

2) Enter Duplex - Full Duplex


3) Enter Duplex - Half Duplex


Quick Ethernet 2 -> [ 1 ] 


> MTU (68 - 1500)


Quick Ethernet 2 -> [ 1500 ] 


1) Modify Ethernet 1 IP Address (Private)


2) Modify Ethernet 2 IP Address (Public)


3) Save changes to Config file

4) Continue


5) Exit


Quick -> 3

1) Modify Ethernet 1 IP Address (Private)


2) Modify Ethernet 2 IP Address (Public)


3) Save changes to Config file


4) Continue

5) Exit


Quick -> 4

Step 6.  Configure the hostname, DNS, and gateway settings.  

 -- : Assign a System Name (hostname) to this device.


 -- : This may be required for DHCP.


> System Name


Quick -> nli-3005

 -- : Specify a local DNS server, which lets you enter hostnames


 -- : rather than IP addresses while configuring.


> DNS Server


nli-3005: Quick -> [ 0.0.0.0 ] 


 -- : Enter your Internet domain name; e.g., yourcompany.com


> Domain


nli-3005: Quick -> ccbootcamp.com

> Default Gateway


nli-3005: Quick -> 216.45.3.1

Step 7.  Enable PPTP, L2TP, and IPSec if desired. 


-- : Configure protocols and encryption options.


-- : This table shows current protocol settings


         PPTP         |        L2TP         |


---------------------------------------------


|       Enabled       |       Enabled       |


|  No Encryption Req  |  No Encryption Req  |


---------------------------------------------


1) Enable  PPTP

2) Disable PPTP


nli-3005: Quick -> [ 1 ] 


1) PPTP Encryption Required


2) No Encryption Required

nli-3005: Quick -> [ 2 ] 


1) Enable  L2TP


2) Disable L2TP

nli-3005: Quick -> [ 1 ] 2

1) Enable  IPSec

2) Disable IPSec


nli-3005: Quick -> [ 1 ]


Step 8.  Configure address assignment for tunnels.  


-- : Configure address assignment for PPTP, L2TP and IPSec.


1) Enable Client Specified Address Assignment


2) Disable Client Specified Address Assignment

nli-3005: Quick -> [ 2 ] 


1) Enable Per User Address Assignment


2) Disable Per User Address Assignment

nli-3005: Quick -> [ 2 ] 


1) Enable DHCP Address Assignment


2) Disable DHCP Address Assignment

nli-3005: Quick -> [ 2 ] 


1) Enable Configured Pool Address Assignment


2) Disable Configured Pool Address Assignment

nli-3005: Quick -> [ 2 ] 


Step 9.  Configure VPN user authentication and VPN groups. 

-- : Specify how to authenticate users


1) Internal

2) RADIUS


3) NT Domain


4) SDI


5) Kerberos/Active Directory


6) Continue


nli-3005: Quick -> [ 1 ] 


                                   Current Users


-------------------------------------------------------------------------------


                                     No Users


-------------------------------------------------------------------------------


1) Add a User

2) Delete a User


3) Continue


nli-3005: Quick -> 1

> User Name


nli-3005: Quick -> cisco

> Password


nli-3005: Quick -> ********

Verify -> ********

                                   Current Users


-------------------------------------------------------------------------------


| 1. cisco                             |                                      |


-------------------------------------------------------------------------------


1) Add a User


2) Delete a User


3) Continue

nli-3005: Quick -> 3

> IPSec Group Name


nli-3005: Quick -> ccbootcamp

> IPSec Group Password


nli-3005: Quick -> **********

Verify -> **********

Step 10.  Change the admin password.

-- : We strongly recommend that you change the password for user admin.


> Reset Admin Password


nli-3005: Quick -> [ ***** ] ********

Verify -> ********

Step 11.  Save changes to config file and exit.  

1) Goto Main Configuration Menu


2) Save changes to Config file

3) Exit


nli-3005: Quick -> 2

1) Goto Main Configuration Menu


2) Save changes to Config file


3) Exit

nli-3005: Quick -> 3

Done


Password Recovery


Step 1.  Connect your PC to the console cable.  Use the same settings you would use for a router (9600 baud, 8 data bits, no parity, 1 stop bit, hardware flow control, VT100 emulation).


Step 2.  Login to the concentrator using the current admin password.  If you do not know this password, you will need to power off the concentrator and power back on.  


Login: admin

Password: 
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          Command Line Interface


Copyright (C) 1998-2003 Cisco Systems, Inc.


1) Configuration


2) Administration

3) Monitoring


4) Save changes to Config file


5) Help Information


6) Exit


nli-3005: Main -> 2

1) Administer Sessions


2) Software Update


3) System Reboot

4) Reboot Status


5) Ping


6) Access Rights


7) File Management


8) Certificate Management


9) Back


nli-3005: Admin -> 3

1) Cancel Scheduled Reboot/Shutdown


2) Schedule Reboot

3) Schedule Shutdown


4) Back


nli-3005: Admin -> 2

1) Save active Configuration and use it at Reboot

2) Reboot without saving active Configuration file


3) Reboot ignoring the Configuration file


4) Back


nli-3005: Admin -> 1

1) Cancel Scheduled Reboot/Shutdown


2) Reboot Now

3) Reboot in X minutes


4) Reboot at time X


5) Reboot wait for sessions to terminate


6) Back


nli-3005: Admin -> 2

595 09/27/2003 12:18:30.290 SEV=1 REBOOT/1 RPT=1 


Reboot scheduled immediately.


Done


600 09/27/2003 12:18:48.160 SEV=1 REBOOT/6 RPT=1 


Rebooting VPN 3000 Concentrator now.


Resetting System...


[Connection to vpn closed by foreign host]


Step 3.  If your connection is terminated, quickly reconnect.  Look for the 3 dots immediately following Starting power-up diagnostics.  Enter Ctrl-C when you see these dots.  Enter 1 to Reset Passwords.  The password will be reset to factory default.


Dev-Rack1# vpn

Translating "vpn"


Trying vpn (1.1.1.1, 2011)... Open


...


Loading image ..........


Verifying image checksum ...........


Active image loaded and verified...


Starting loaded image...


Starting power-up diagnostics...


...

Main Menu Options


-----------------


 1 - Reset Passwords

 Q - Quit Main Menu


Resetting passwords...


 Passwords have been reset...


Step 4.  Enter Q to quit and have the system come up normally.  Login with the default username and password.  The default username is admin and the default password is also admin.


Main Menu Options


-----------------


 1 - Reset Passwords


 Q - Quit Main Menu

Q


pSH+ Copyright (c) Integrated Systems, Inc., 1992.


Cisco Systems, Inc./VPN 3000 Concentrator Version 4.0.1.Rel May 06 2003 13:13:03


Features: 


Initializing VPN 3000 Concentrator ...


Waiting for CAPI initialization to complete...


Initialization Complete...Waiting for Network...


1 09/27/2003 12:34:46.080 SEV=1 EVENT/37 RPT=1 


Reset Reason : 2 (Hardware-Reset)


4 09/27/2003 12:34:46.310 SEV=3 IP/1 RPT=1 


IP Interface 1 status changed to Link Up.


5 09/27/2003 12:34:46.330 SEV=3 IP/1 RPT=2 


IP Interface 2 status changed to Link Up.


6 09/27/2003 12:34:46.900 SEV=3 IP/2 RPT=1 


IP Interface 1 status changed to Link Down.


7 09/27/2003 12:34:47.900 SEV=3 IP/2 RPT=2 


IP Interface 2 status changed to Link Down.


8 09/27/2003 12:34:48.900 SEV=3 IP/1 RPT=3 


IP Interface 1 status changed to Link Up.


9 09/27/2003 12:34:48.900 SEV=3 IP/1 RPT=4 


IP Interface 2 status changed to Link Up.


Login: admin

Password: 


                Welcome to
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          Command Line Interface


Copyright (C) 1998-2003 Cisco Systems, Inc.


1) Configuration


2) Administration


3) Monitoring


4) Save changes to Config file


5) Help Information


6) Exit


nli-3005: Main ->


Configuring SSL


Step 1.  Open a web browser to the inside IP address.  You can configure the 3000 through the outside interface, but it must be enabled.  By default, the concentrator will deny all management connections to the outside.  You can configure the 3000 to allow HTTPS and SSH to the outside.  


 Figure x shows the layout of our VPN network.  This was setup using the Internet and not a lab network.  It is important to pay close attention to the layout particularly the static NAT.  


Figure x.  VPN Test Network
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Step 2.  Click on Install SSL Certificate.  Wait for the certificate to download.  
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Step 3.  Click OK to trust the CA.  
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Step 4.  Click the radio button to Accept this certificate.  Click OK.  
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Step 5.  Click OK if you receive this security error.  This is due to NAT.  
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Step 6.  Connect to the 3000 using HTTPS.
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Configuring a Basic LAN-To-LAN VPN


Step 1.  Configure your PIX or Router for IPSec.  This is already covered in Chapter XX.  Below is the relevant PIX configuration used in this example. 


access-list nonat permit ip 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0 


access-list VPN_3005 permit ip 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0 


ip address outside 66.124.87.42 255.255.255.248


ip address inside 192.168.0.1 255.255.255.0


nat (inside) 0 access-list nonat


crypto ipsec transform-set netcg esp-3des esp-sha-hmac 


crypto map VPN 10 ipsec-isakmp


crypto map VPN 10 match address VPN_3005


crypto map VPN 10 set peer 216.45.3.163


crypto map VPN 10 set transform-set netcg


crypto map VPN interface outside


isakmp enable outside


isakmp key ******** address 216.45.3.163 netmask 255.255.255.255 


isakmp identity address


isakmp policy 10 authentication pre-share


isakmp policy 10 encryption 3des


isakmp policy 10 hash md5


isakmp policy 10 group 1


isakmp policy 10 lifetime 86400


Step 2.  Logon to the VPN concentrator using a web browser.  You cannot configure LAN-to-LAN tunnels using the console.  Once logged in, click Configuration.  
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Step 3.  Click System. 
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Step 4.  Click Tunneling Protocols
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Step 5.  Click IPSec
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Step 6.  Click IPSec LAN-to-LAN
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Step 7.  Click Add.  
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Step 8.  Complete the appropriate values.  The click Add.  
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Step 9.  Click OK.
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Step 10.  VPN setup is complete.
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Configuring the 3000 for VPN 4.0 Clients


Step 1.  Logon to the VPN concentrator using a web browser.  You cannot configure VPN clients using the console.  


Step 2.  Configure an Address Pool or some other method of assigning VPN clients an IP address.  Click Configuration > System > Address Management > Address Pools.
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Step 3.  Enable NAT Transparency.  This step is optional, but if your client is behind a firewall running PAT you will need this option enabled.  
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Step 4.  Add VPN users.  Assigning the user to a Group.  The rest of the tabs and their settings can be left at default.  
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Allowing Split Tunneling


By default, the 3000 will tunnel all traffic between the VPN client and the 3000.  This is a more secure method, but all the user’s web browsing and other traffic not destined for the remote network will come through the 3000.  Depending on the requirements given, this may not be desirable.  To allow only traffic destined for the remote internal network to traverse the VPN is called split tunneling.  In our example, the remote internal network is 192.168.1.0 /24.  We want traffic destined for this network from the VPN client to be encrypted.  All other traffic should use the VPN client’s normal default gateway. 


Step 1.  To configure split tunneling, we must first define which networks  we want to be allowed or not allowed over the tunnel.  Click Policy Management > Network Lists > Add.  
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Step 2.  Configure the specific networks you want to allow or deny from being encrypted.  Click Add.
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Step 3.  Once you have created the Network List, you have to apply it to a VPN Group.  Click User Management > Groups.
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Step 4.  Click the Client Config tab.  Scroll down to the section titled Common Client Parameters.  Click the radio button Only tunnel networks in the list.  Then click the drop down next to Split Tunneling Network List and select the list created in Step 2.  Click Apply at the bottom of the page.
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Reset the VPN Concentrator to Factory Defaults

Depending on the requirements of the exam, you may need to reset the concentrator back to factory defaults.
However, be aware this is a simple, but fairly lengthy process. Since time is of the essence you may not want to
consider this option. We would assume you will be given a concentrator with a blank configuration. But, do
not count on it. If you do reset the system, you can accept the defaults for almost every question. The only
important one to answer is the IP addresses. Since you cannot configure some of the options through the GUI it
is important that the concentrator be reachable using HTTP and its inside IP address. Once you have access to
the inside IP address through the web browser, you can enable HTTPS on the outside interface.

Step 1. Login as Administrator. Type 2 for Administration. Type 3 for System Reboot.

Login: admin
Password:

Welcome to
Cisco Systems
VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2003 Cisco Systems, Inc.

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main -> 2

1) Administer Sessions

2) Software Update

3) System Reboot

4) Reboot Status

5) Ping

6) Access Rights

7) File Management

8) Certificate Management
9) Back

Admin -> 3

1) Cancel Scheduled Reboot/Shutdown
2) Schedule Reboot

3) Schedule Shutdown

4) Back

Step 2. Type 2 for Reboot and ignore the Config file. This is effectively the same as changing a router’s
configuration register to 0x2142.

Admin -> 2

1) Save active Configuration and use it at Reboot
2) Reboot without saving active Configuration file
3) Reboot ignoring the Configuration file

4) Back

Admin -> 3

1) Cancel Scheduled Reboot/Shutdown

2) Reboot Now

3) Reboot in X minutes

4) Reboot at time X

5) Reboot wait for sessions to terminate

© 2003 Network Learning Inc. and Network Consultants Group Inc.
Report unauthorized copies to: sales@ccbootcamp.com




6) Back

Admin -> 2

126 09/16/2003 14:34:02.490 SEV=1 REBOOT/1 RPT=1
Reboot scheduled immediately.
Done

Login: admin
Password:

Welcome to
Cisco Systems
VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2003 Cisco Systems, Inc.

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main ->
131 09/16/2003 14:34:11.210 SEV=1 REBOOT/6 RPT=1
Rebooting VPN 3000 Concentrator now.

Resetting System. ..

[Connection to vpn closed by foreign host]

Step 3. Once the 3000 reboots you will be booted from your console connection. If you are using a 2511 or an
access server you will have to reconnect. Login using the default admin/admin username and password when
the box is finished booting.

Dev-Rackl# vpn
Translating "vpn"
Trying vpn (1.1.1.1, 2011)... Open

Loading image -.........

Verifying image checksum ...........
Active image loaded and verified. ..
Starting loaded image...

Starting power-up diagnostics...

pSH+ Copyright (c) Integrated Systems, Inc., 1992.

Cisco Systems, Inc./VPN 3000 Concentrator Version 4.0.1.Rel May 06 2003 13:13:03
Features:

Initializing VPN 3000 Concentrator ...

Waiting for CAPIl initialization to complete...

Initialization Complete...Waiting for Network. ..

1 09/16/2003 14:34:39.270 SEV=1 EVENT/37 RPT=1
Reset Reason : 2 (Hardware-Reset)

Login: admin
Password:

Welcome to
Cisco Systems
VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2003 Cisco Systems, Inc.
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Step 4. Answer the prompts for basic system setup. You can accept the defaults for most of the prompts. If the
value in the brackets is the desired setting simply hit enter to accept the default.

-- : Set the time on your device. The correct time is very important,
-- : so that logging and accounting entries are accurate.

-- : Enter the system time in the following format:
-— HH:MM:SS. Example 21:30:00 for 9:30 PM

> Time
Quick -> [ 14:34:45 ] 12:32:00

-- : Enter the date in the following format.
-- I MM/DD/YYYY Example 06/12/1999 for June 12th 1999.

> Date
Quick -> [ 09/16/2003 ]

-- : Set the time zone on your device. The correct time zone is very
-- : important so that logging and accounting entries are accurate.

-- : Enter the time zone using the hour offset from GMT:

-- : -12 : Kwajalein -11 : Samoa -10 : Hawaii -9 : Alaska
-- : -8 : PST -7 : MST -6 : CST -5 : EST
-- © -4 : Atlantic -3 : Brasilia -2 : Mid-Atlantic -1 : Azores
-— = 0 : GMT +1 : Paris +2 : Cairo +3 : Kuwait
-- : +4 : Abu Dhabi +5 : Karachi +6 : Almaty +7 : Bangkok
-- I +8 : Singapore +9 : Tokyo +10 : Sydney +11 : Solomon Is.
-- 1 +12 : Marshall Is.

> Time Zone

Quick -> [ -5] -8

1) Enable Daylight Savings Time Support

2) Disable Daylight Savings Time Support

Quick -=>[1]1

Step 5. Configure the interfaces and IP addresses.
This table shows current IP addresses.
Intf Status IP Address/Subnet Mask MAC Address
Etherl-Pri|Not Configured] 0.0.0.0/0.0.0.0 |
Ether2-Pub|Not Configured] 0.0.0.0/0.0.0.0 |

DNS Server(s): DNS Server Not Configured

DNS Domain Name:

Default Gateway: Default Gateway Not Configured
** An address is required for the private interface. **
> Enter IP Address

Quick Ethernet 1 -> [ 0.0.0.0 ] 192.168.1.201
Waiting for Network Initialization...

> Enter Subnet Mask

Quick Ethernet 1 -> [ 255.255.255.0 ]

1) Ethernet Speed 10 Mbps

2) Ethernet Speed 100 Mbps

3) Ethernet Speed 10/100 Mbps Auto Detect
Quick Ethernet 1 -> [ 3 ]

1) Enter Duplex - Half/Full/Auto

2) Enter Duplex - Full Duplex
3) Enter Duplex - Half Duplex
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Quick Ethernet 1 -> [ 1 ]

> MTU (68 - 1500)

Quick Ethernet 1 -> [ 1500 ]

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Save changes to Config file

4) Continue

5) Exit

Quick -> 2

This table shows current IP addresses.

Intf Status IP Address/Subnet Mask MAC Address
Etherl-Pri]| UP | 192.168.1.201/255.255.255.0 | 00.90.A4.08.00.2B
Ether2-Pub|Not Configured] 0.0.0.0/0.0.0.0 |

DNS Server(s): DNS Server Not Configured
DNS Domain Name:

Default Gateway: Default Gateway Not Configured
> Enter IP Address

Quick Ethernet 2 -> [ 0.0.0.0 ] 216.45.3.163
> Enter Subnet Mask

Quick Ethernet 2 -> [ 255.255.255.0 ]

1) Ethernet Speed 10 Mbps

2) Ethernet Speed 100 Mbps

3) Ethernet Speed 10/100 Mbps Auto Detect
Quick Ethernet 2 -> [ 3 ]

1) Enter Duplex - Half/Full/Auto

2) Enter Duplex - Full Duplex

3) Enter Duplex - Half Duplex

Quick Ethernet 2 -> [ 1 ]

> MTU (68 - 1500)

Quick Ethernet 2 -> [ 1500 ]

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Save changes to Config file

4) Continue

5) Exit

Quick -> 3

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Save changes to Config file

4) Continue

5) Exit

Quick -> 4

Step 6. Configure the hostname, DNS, and gateway settings.

-- : Assign a System Name (hostname) to this device.
-- : This may be required for DHCP.

> System Name
Quick -> nli-3005

-- : Specify a local DNS server, which lets you enter hostnames
-- : rather than IP addresses while configuring.

> DNS Server
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nli-3005: Quick -> [ 0.0.0.0 ]
-- I Enter your Internet domain name; e.g., yourcompany.com
> Domain
nli-3005: Quick -> ccbootcamp.com
> Default Gateway

nli-3005: Quick -> 216.45.3.1

Step 7. Enable PPTP, L2TP, and IPSec if desired.

-- : Configure protocols and encryption options.
-- : This table shows current protocol settings

PPTP | L2TP |
Enabled | Enabled |
| No Encryption Req | No Encryption Req |

1) Enable PPTP
2) Disable PPTP

nli-3005: Quick -> [ 1 ]

1) PPTP Encryption Required
2) No Encryption Required

nli-3005: Quick -> [ 2 ]

1) Enable L2TP
2) Disable L2TP

nli-3005: Quick -> [ 1] 2

1) Enable IPSec
2) Disable IPSec

nli-3005: Quick -> [ 1 ]

Step 8. Configure address assignment for tunnels.

-- : Configure address assignment for PPTP, L2TP and IPSec.

1) Enable Client Specified Address Assignment
2) Disable Client Specified Address Assignment

nli-3005: Quick -> [ 2 ]

1) Enable Per User Address Assignment
2) Disable Per User Address Assignment

nli-3005: Quick -> [ 2 ]

1) Enable DHCP Address Assignment
2) Disable DHCP Address Assignment

nli-3005: Quick -> [ 2 ]

1) Enable Configured Pool Address Assignment
2) Disable Configured Pool Address Assignment

nli-3005: Quick -=> [ 2 ]

Step 9. Configure VPN user authentication and VPN groups.
-- : Specify how to authenticate users

1) Internal
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2) RADIUS

3) NT Domain

4) sDI

5) Kerberos/Active Directory
6) Continue

nli-3005: Quick -> [ 1]

Current Users

1) Add a User

2) Delete a User

3) Continue

nli-3005: Quick -> 1

> User Name

nli-3005: Quick -> cisco

> Password

nli-3005: Quick —> ***x¥kxx

Current Users

1) Add a User

2) Delete a User

3) Continue

nli-3005: Quick -> 3

> IPSec Group Name

nli-3005: Quick -> ccbootcamp
> IPSec Group Password

nli-3005: Quick -> ik

Step 10. Change the admin password.
-- : We strongly recommend that you change the password for user admin.

> Reset Admin Password

nli-3005: Quick -> [ 1

Veri fy > RkkkAAkAA

Step 11. Save changes to config file and exit.

1) Goto Main Configuration Menu
2) Save changes to Config file
3) Exit

nli-3005: Quick -> 2

1) Goto Main Configuration Menu
2) Save changes to Config file
3) Exit

nli-3005: Quick -> 3

Done
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Password Recovery

Step 1. Connect your PC to the console cable. Use the same settings you would use for a router (9600 baud, 8
data bits, no parity, 1 stop bit, hardware flow control, VT100 emulation).

Step 2. Login to the concentrator using the current admin password. If you do not know this password, you
will need to power off the concentrator and power back on.

Login: admin
Password:

Welcome to
Cisco Systems
VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2003 Cisco Systems, Inc.

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

nli-3005: Main -> 2

1) Administer Sessions

2) Software Update

3) System Reboot

4) Reboot Status

5) Ping

6) Access Rights

7) File Management

8) Certificate Management
9) Back

nli-3005: Admin -> 3

1) Cancel Scheduled Reboot/Shutdown
2) Schedule Reboot

3) Schedule Shutdown

4) Back

nli-3005: Admin -> 2

1) Save active Configuration and use it at Reboot
2) Reboot without saving active Configuration file
3) Reboot ignoring the Configuration file

4) Back

nli-3005: Admin -> 1

1) Cancel Scheduled Reboot/Shutdown

2) Reboot Now

3) Reboot in X minutes

4) Reboot at time X

5) Reboot wait for sessions to terminate
6) Back

nli-3005: Admin -> 2

595 09/27/2003 12:18:30.290 SEV=1 REBOOT/1 RPT=1
Reboot scheduled immediately.
Done

600 09/27/2003 12:18:48.160 SEV=1 REBOOT/6 RPT=1
Rebooting VPN 3000 Concentrator now.
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Resetting System...

[Connection to vpn closed by foreign host]

Step 3. If your connection is terminated, quickly reconnect. Look for the 3 dots immediately following Starting
power-up diagnostics. Enter Ctrl-C when you see these dots. Enter 1 to Reset Passwords. The password will
be reset to factory default.

Dev-Rackl# vpn
Translating "vpn"
Trying vpn (1.1.1.1, 2011)... Open

Loading image ..........

Verifying image checksum ..._.._........
Active image loaded and verified...
Starting loaded image...

Starting power-up diagnostics...

Main Menu Options

1 - Reset Passwords
Q - Quit Main Menu

Resetting passwords. ..
Passwords have been reset...

Step 4. Enter Q to quit and have the system come up normally. Login with the default username and password.
The default username is admin and the default password is also admin.

Main Menu Options

1 - Reset Passwords
Q - Quit Main Menu

Q

pSH+ Copyright (c) Integrated Systems, Inc., 1992.

Cisco Systems, Inc./VPN 3000 Concentrator Version 4.0.1.Rel May 06 2003 13:13:03
Features:

Initializing VPN 3000 Concentrator ...

Waiting for CAPIl initialization to complete...

Initialization Complete...Waiting for Network. ..

1 09/27/2003 12:34:46.080 SEV=1 EVENT/37 RPT=1
Reset Reason : 2 (Hardware-Reset)

4 09/27/2003 12:34:46.310 SEV=3 IP/1 RPT=1
IP Interface 1 status changed to Link Up.

5 09/27/2003 12:34:46.330 SEV=3 IP/1 RPT=2
IP Interface 2 status changed to Link Up.

6 09/27/2003 12:34:46.900 SEV=3 IP/2 RPT=1
IP Interface 1 status changed to Link Down.

7 09/27/2003 12:34:47.900 SEV=3 IP/2 RPT=2
IP Interface 2 status changed to Link Down.

8 09/27/2003 12:34:48.900 SEV=3 IP/1 RPT=3
IP Interface 1 status changed to Link Up.

9 09/27/2003 12:34:48.900 SEV=3 IP/1 RPT=4
IP Interface 2 status changed to Link Up.

Login: admin
Password:

Welcome to
Cisco Systems
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VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2003 Cisco Systems, Inc.

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

nli-3005: Main ->

Configuring SSL

Step 1. Open a web browser to the inside IP address. You can configure the 3000 through the outside interface,
but it must be enabled. By default, the concentrator will deny all management connections to the outside. You
can configure the 3000 to allow HTTPS and SSH to the outside.

Figure x shows the layout of our VPN network. This was setup using the Internet and not a lab network. Itis
important to pay close attention to the layout particularly the static NAT.

Figure X. VPN Test Network
VPN Test PIX

S

Outside - 66.124.87.42

/\
( Internet >

—
&
-—

EO-216.45.3.1

(0 ouid )

Outside - 216.45.3.161 Outside - 216.45.3.163

Internet Router

Static NAT

216.45.3.164 -> 192.168.1.201 .o'

to allow HTTP management

Inside - 192.168.1.100 Inside - 192.168.1.201

0 o )
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@) Cisco Systems, Inc. VPN 3000 Concentrator, [nli-3005] - Netscape

[(=1[E

. File Edit Yiew Go Bookmarks Tools Window Help

@ @ @ @ Q| http:f216.45,3. 164/

| [Q Search ]

SN )

A_‘,' == J3 AIM 4 Home G Radio [My] Metscape ©l Search @) Sh0p| EBookmarks

VPN 3000

CONCENTRATOR SERIES MANAGER

Cisco SvsTems

Copyright @ 1998-2003 Cisco Systems, Inc.

& Install SST Certificate

VEIT 2000 Concentrator
Login: I—
Pazsword: l—

@ = & @'E | Docurment: Done (0,13 secs)

S e

Step 2. Click on Install SSL Certificate. Wait for the certificate to download.
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30 S51_ - Netscape EEHEJ

. File Edit Wiew Go Bookmarks Tools Window Help

" ®OO @ G O| httP:If216.45.3.lsfi,l’ssl.html |[Q5earch] Cffgo @

. B, EdMal B AM 48 Home G Radia [WY] Netscape ©l Search (@) Shop | E3Bockmarks

Install the SSL Certificate

Step 1: Download the SSL Certificate

The VPIT 3000 Concentrator supports HITP owver 331, also known as HTTPS. This requires the use of 351 digital certificates. A digital
certificate has already been created for this VPN 3000 Concentrator. Tt will automatically download to your browser. You should wait a
few seconds for the certificate to be downloaded.

In a few seconds, a New Cerfificate Authority dialog will appear for the SSL certificate,
Follow the steps to install the SSL certificate.

The certificate only needs to be mstalled once per VP 3000 Concentrator. If you mstalled a new 251 certificate onto the WP 3000
Concentrator, vou may already have this certificate m your browser. Jf the certificate does not automatically download after one
winie, click here io install ii.

Step 2: Connect to the VPN 3000 Concenirrator using SSL

To use 35L, use the protocel identifier https: rather than http: when accessing the VEIT 3000 Concentrator (e g hitps/216.45.3 164).
After installing the 251 certificate, click here to connect to the WEI 3000 Concentrator using 331

@ = ﬁ @'E i Docurnent: Done (0,45 secs) ﬂl@: @:

Step 3. Click OK to trust the CA.

Downloading Certificate

You have been asked to trust a new Certificate Authority {CA).

Do ywou wank ko brust “192,168,1,201" For the Following purposes?
[ Trust this CA to identify web sites,

[] Trust this Ca o identify email users,

[] Trust this CA to identify software developers,

Before trusking this C& For any purpose, wou should examing iks certificate and its palicy and
procedures (F available],

Examine A cerkificate

[ 0k, ] [ Cancel ] [ Help ]

Step 4. Click the radio button to Accept this certificate. Click OK.

© 2003 Network Learning Inc. and Network Consultants Group Inc.
Report unauthorized copies to: sales@ccbootcamp.com




Website Certified by an UUnknown Authority

IUnable ko werify the identity of 192,168.1,201 as a trusted site,

Possible reasons For this error:

- four browser does nok recognize the Cerkificate Authority that issued the site's certificate.
- The site's certificate is incomplete due to a server misconfiguration.

- fou are connected to a site pretending to be 192,168, 1,201, possibly ko obkain your
confidential infarmation.

Please nokify the site's webmaster about this problem.
Before accepting this certificate, you should examine this site's certificate carefully, Are wou

willing ta ko accept khis certificate Far the purpose of identifving the Web site
192,168.1.2017

[ Examine Certificate. ..

{(®) Accept this certificate permanently
() Accept this certificate temporarily for this session

() Do not accept this certificate and do not connect to this Web site

[ (0] 4 ] [ Cancel ] [ Help

Step 5. Click OK if you receive this security error. This is due to NAT.

Security Error: Domain Mame Mismatch g|

web site,

You have attempted ko establish a connection with

"216.45.3. 164", Howewver, the security certificate presented
belongs to "192,168.1,201", It is possible, though unlikely, that
someone may be krving to intercepk wour communication with this

If waou suspeck the certificate shown does nok belang ko
"216.45.3. 164", please cancel the connection and notify the site
adrministratar,

Wieww Certificate

[ ok

] [ Cancel ] [ Help

Step 6. Connect to the 3000 using HTTPS.
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@) Cisco Systems, Inc. VPN 3000 Concentrator, [nli-3005] - Netscape
. File Edit Yiew Go Bookmarks Tools Window Help

T https:}216.45.3.164/index. html
Q90 W ol

| emma] <4, @

A_‘,"r == J3 AIM 4 Home G Radio [My] Metscape ©l Search @) Sh0p| EBookmarks

VPN 3000

CONCENTRATOR SERIES MANAGER

Cisco SvsTems

Copytight @ 1998-2003 Ciseo Systems, Ine.

WP 3000 Concentrator

Login: l
Password:
Lagin | Clear |

@ = & @'g | Docurnent: Done (53043 secs)
e —

8
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Configuring a Basic LAN-To-LAN VPN

Step 1. Configure your PIX or Router for IPSec. This is already covered in Chapter XX. Below is the relevant
P1X configuration used in this example.

access-list nonat permit ip 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0
access-list VPN_3005 permit ip 192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0
ip address outside 66.124.87.42 255.255.255.248

ip address inside 192.168.0.1 255.255.255.0

nat (inside) 0 access-list nonat

crypto ipsec transform-set netcg esp-3des esp-sha-hmac

crypto map VPN 10 ipsec-isakmp

crypto map VPN 10 match address VPN_3005

crypto map VPN 10 set peer 216.45.3.163

crypto map VPN 10 set transform-set netcg

crypto map VPN interface outside

isakmp enable outside

isakmp key ******** address 216.45.3.163 netmask 255.255.255.255

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption 3des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

Step 2. Logon to the VPN concentrator using a web browser. You cannot configure LAN-to-LAN tunnels
using the console. Once logged in, click Configuration.

8 Cisco Systems, Inc. VPN 3000 Concentrator [nli-3005] - Netscape
. Fle Edit W¥iew Go Bookmarks Tools Window Help

@ 0 @ Q O | httpsiff216.45,3, 164/ access, html | [QSearch ] ‘::_go @

bl LR (4 mail ﬁ AIM 4% Home G Radio [My] Netscape 0§Search 'a Shop | E3Bookmarks
o1 VPN 3000 Main | Help | Support | Logout
Concentrator Series Manager

Configuration | Administration | Monitoring

FH-Configuration
FFAdministration
HFHMlonitoring
TWelcome to the VEIT 3000 Concentrator MManager.

In the left frame or the navigation bar above, click the function you want:

* Configuration -- to configure all features of this device.
+ Administration -- to control administrative finctions on this device
* Miomtonng -- to view status, statistics, and logs on this dewice.

The bar at the top nght has:

* Mian -- to returmn to this screen.

+ Help -- to get help for the current screen.

+ Support -- to access VP 3000 Concentrator support and documentation.
+ Logout - to log out of this session and returm to the Manager login screen

Tnder the location bar in the upper right, these icons may appear. Click to:

+ Save [0 -- save the active configuration and make it the boot configuration

+ Save Meeded B - a5 above, indicating you have changed the active configuration.
+ Reset &/ - to temporarily reset statistics to zero

+ Restore @ —_ to restore statistics from their reset values

* Refresh @ __ to refresh statistics.
Gisto SysTENS

E & & OFF)  configuration E=| @|@_

Step 3. Click System.
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isco Systems, Inc. VPN 3000 Concentrator [nli-3005] - Netscape

. File Edit ¥iew Go Bookmarks Tools window Help

@ @ @ @ (Q [ retpsifi216.45.3.164]access bl | [ Search | é-;a

al E,"-. [ Mail & AIM 43 Home G7 Radio [My] Metscape G Search @) Shop‘ S Bookmarks
VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin|
Configuration | Administration | Monitoring

Save Neededf5)

Thiz section of the Manager lets you configure all VPI 3000 Concentrator features

In the left frame, or in the list of Iinks below, click the feature you want to configure

+ Interfaces -- Ethernet interfaces, and power supples
+ System -- system-wide parameters: servers, address assignment, tunmeling protocols, IP routing, management protocols,
events, and identification

+ User Management -- groups and users
+ Policy Management -- access hours, network lists, rules, security associations, filters, and AT

Ciseo SrsTeEms

] B OF F} [ Transferring data from 216.45.3.164... Fm= &

Step 4. Click Tunneling Protocols

@) Cisco Systems, Inc. YPN 3000 Concentrator, [nli-3005] - Netscape
. Flle Edt Wiew Go Bookmarks Tools  window Help

@ @ @ @ Q [ hetpsif216.45.3. 164 scress. bl | Oy search | é;c @

Wra=R Mail f3 ATM 48 Home G Radin [W] Netscape C Search (@) Shop ‘ F5Bookmarks
VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin)
Configuration | Administration | Monitoring

T ey
r— Configuration | System

Save Neededlg

F}System

Servers

sddress Management This section of the VPN 3000 Concentrator IManager lets you configure system-wide parameters
Tunneling Protocols

{P Routing Iin the left frame, or in the list of links below, click the parameters you want to configure:
FHanagement Protocols

s + Servers -- authentication, authorization, accounting, DNS, DHCP, and NTP
ﬁ date + Address Management -- address assipnment options and address pools
o5 Balancing + Tunneling Protecols -- PPTE, L2TF, IPSec LAN-to-LAN, IPSec IEE proposals, and [PSec ever TCP
[—EHlser Manauement + [P Eouting -- static routes, default gateways, OSPF, global DHCP, and redundancy (VERE).

—HHolicy Management

ot Management Protocols -- FIP, HTTR/HTTPS, TFTP, Telnet, SMMP, S5L, S5H and L.
on

Events -- defaults, classes, trap destinations, syslog and SWTP servers, and email

*
.

+ General -- system name, contact, location, time and date, maximum sessions, global authentication
.
*

-FEHVo8 ()

Client Update -- enable, clients, URLs, rewisions
Load Balancing -- cluster configuration, prionity, enable, etc

Cisco SrsTens

3 & A SR \ Transferring dats from 216.45.3.164,.. |:m:1 L] | =)

Step 5. Click IPSec
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Systems, Inc. VPN 3000 Concentrator [nli-3005] - Netscape

. Fle Edit Yiew Go Bookmarks Tools ‘Window Help

" @Ge @ @ @ [ httpsi1216.45.3. 164/access hml | [Gy search | é‘-ga

L & Hmal B amM 4 Home G2 Radio [M] Metscape S Search (&) Shop‘ EBookmarks
&l VPN 3000

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

EHConfigurati e i
ﬂchmu Configuration | System | Tunneling Protocols
|—interfaces
| =system Save Neededf
—EServers . . . .
|-mraddress Management This section of the Manager lets you configure system-wide tunneling protocols
EHTunneling Protocols
In the left frame, or in the list of links below, click the protocel you want:
L2TP
Pses + DPTE -- Pomt-to-Pomt Tunneling Protocel

—FHP Routing .
|-EHuanagement Protocols * L2TP -- Layer 2 Tunneling Protocol
|—EEvents e [P3ec -- IP Security Protocol
—EHGenersl

—EClient Update

L— oad Balancing

—Hser Managsment

" HPolicy Managemert

FrAdministration

-FHvlonitoring

Main | Help | Support | Logout

Ciseo SrsTems

B &F F | Transferring dats from 216,45 3. 164, E=EEE

Step 6. Click IPSec LAN-to-LAN

sco Systems, Inc. VPN 3000 Concentrator [nli-3005] - Netscape

. Ele Edt Yew Go Bockmarks Iools Window Help

N @0 Q @ @ @ [ repsiizic.sss. 64iaccess b | [Cysearch | 530

L B sl &AM 4 Home G2 Radio Netscape C Search (@) Shop ‘ FBockmarks
VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin)
Configuration | Administration | Monitoring

HConfiguration 5 .
—irterfaces Cnnﬁgurulmn | System | Tunneling Protocols | IPSec

Save Neededf

=Sy,

(—EHEervers . X
|@Faddress Management This section of the Manager lets you configure system-wide IPSec parameters
Tunneling Protocals

PPTR In the left frame, or in the list of links below, click the parameters you want:

+ Plec LAM-to-LAMN -- TPSec LAN-to-LAN connections
+ TEE Propesals -- IKE propesals for IPSec Secunty Associations

AT Transparenc * IAT Transparency -- [PSec MAT Transparency connections

Aletts + Alerts - Notfications to clients and peers when the VPN Concentrator disconnects.

[—EHP Routing

[ enaaenent Profocols Click here to confimre TPSec Security Associations. Configure TPSec over UDP, and other IPSec parameters, in the Base Group

—EHEvents 4 Gr
[—EHzeneral NG JOUpS

et Update

—L oad Balancing

(—EH)ser Managermert

EHPolicy Managsment
istrati

Cisto SrsTens

[5] 2 OF [ [ Trancferring data from 216.453.164... =~ &

Step 7. Click Add.
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co Systems, Inc. VPN 3000 Concentrator [nli-3005] - Netscape
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@0 e @ @ [Q [ httpsifizt.45.3. 164 access.himl
E,\ G Mail & AIM 4% Home G3 Radio [Wy] Metscape © Search (@) Shop ‘ S Bookmarks
I/ VPN 3000
Concentrator Series Manager

T _E_OT:;I uration Configuration | System | Tunneling Protocols | IPSec | LAN-to-LAN —
—interfaces
| Srsvstem Save Needed)

—EHervers
|- deiress Managsmert Thiz section lets you configure TPSec LAN-to-LAN connections. LAM-to-LAN connections are established with other VP

Tunneling Protocols 3000 Concentrators, PT firewalls, 7100/4000 senes routers and other IPSec-compliant security gateways. To configure a
Al WPIT 3002 or other remote access connection, go to User Management and configure a Group and User. To configure AT
over LAN-to-LAMN, go to LAN -to-LAT IAT Rules

WE Propossls If you want to define a set of networks on the local or remote side of the LAN-to-LAMN commection, configure the necessary
LAT Transparency Ietwork Lists prior to creating the connection

Alerts

BT Click the Add button to add a LAM-te-LAN connection, or select a connection and click Modify or Delete

|—EHvanagement Pratocols

[—Events

—HGeneral

—EClient Update

L gad Balancing LAN-to-LAN

= Comnection Actions

—HHolicy Management
A i Eupty ---- =

(D) mdicates a disabled LAN-to-LAN connectien

Add

Modify
Delete
Ciseo SrsTeEms —I
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Step 8. Complete the appropriate values. The click Add.

3 Cisco Systems, Inc, VPN 3000 Concentrator [nli-3005] - Microsoft Internet Explorer
B0 it Yew Faerms ook Hop

Qe - (D (x] ([ 8] @ O sewch iy ranims @medo &)
s ] ritps /216,453, 163/accmss. Heml

« @essachweb - g0 &0 134boced flween | #opeons 4

Ber

Hain | Help | Suppor | Lageu

Copfiguration | Administration | Monitoring

Add @ now IPSec LAM-to-LAN connachion

Enable [ Check 10 anable this LAN-t-LAN conngction
Mame Testiri Enter the name for this LAN-to-L AN connection
Interface |Ethemet 2 Fulike) Z16.45.3163) Selact tha imerfaca for this LAN-f0-LAN connecton
Connection Type |Eedisctionsl Chose the type of LAN10-LAN cannaction. &n Ongingle-Onke cannection mey heve mulbipls peers spaciisd below

69.129.87,42

raste addresses Enter ong IP address per ine
Digital Certificate | Moo (Lise Preshared Reys) » Selact the digial cemificate to use
Certificate © Enfire certificats chain
Choos: 0 S8 cate b af
Tranemission & |denaty comneats only Choose how to send the digital cemificats to the IKE pes
Preshared Key |ccelt 46 Enter the prashared key for this LAN-to-L AN connection
Authentication | EZPMOSHMAC-128 Specify the packet authenbcabon Mecharssm o use
Encryption IOES-168 » = fy the encryption mechanicam 1o use
IKE Proposal | IKE-IDES-WDS B Select the IKE Proposal o use for tis LAN-te-LAN connecton
Filker | ~tane * | Choose the fiker to apply to the raffic that is unneled through this LAK-10-L AN cormaction
Checl 1o lst NAT-T compatibie FSec peers establish this LAN-to-L AN connection through & NAT device. You must also ensble IPSec
IPSec NAT-T OO over MAT-T under MAT Transparency.
Bandwidth Policy | —tone— = Ehooga thi bandwidth poicy bo apply 1o tis LAN-to-L AN conn@chon
Routing | Hess - Choose Me rouling mechanism to e Parameters below are ignored if Metwork Autodiseovery is chosen.

Loeal Network: If @ LAN-te-L AN MAT ruls 15 usod, this 15 the Transiated Netwark addrass
Network List | Lse [P AddiessiWidcard-mask below ¥ Spacify the kecal network address kst or the IP address and wikdcard mask for this LAN-to-LAN connaction
IP Address 13216810
Wildcard Mask 0.0.0255 positions 1o match. For sxampde, 10.10.1.000.0.0.255 = all 10,101 nnn addressss

Remote Metwork If 2 LAN-to-LANMAT ruig 15 used, this (5 the Remote Matwork address
HMetwork List |Use IP AddressMidoard-mask below = | Spacify the remote nebwork address st o the IP address and waldcerd mask for this LAN-to-LAN connecbon,
IP Address 19216020
Wildeard Mask 000255 e

) ()

lions to match For sxampss, 10101000 0.0.255 = all 10,10 1 nnn addressss

L

Entar the ramote peer [P addresses for this LAN10-LAN connection, Onginale-Only connechon mey specify up 1o tén pesr P

Hote: Enter a wildeard mask, which Is the reverse of a subnet mask. A wildcard mask has 15 in bt posifions o ignore, 05 in bt

Note: Enter a wildcard mask, which iz the reverse of a subnet mask, A wildcard mask has 15 10 b4 posiions to ignare, 05 in b

© 2003 Network Learning Inc. and Network Consultants Group Inc.
Report unauthorized copies to: sales@ccbootcamp.com




Step 9. Click OK,

co Systems, Inc. VPN 3000 Concentrator [nli-3005] - Netscape

. Ele Edt ¥ew Go Bookmarks Tooks Window Help

@ Q @ @ (Q [ retpsifi216.45.3.164]access bl | [ Search | ’ft;a @

al E,"- B Mail f3 AIM 43 Home G3 Radio [M] Netscape G Search @) Shop‘ S Bookmarks
VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin|
Configuration | Administration | Monitoring

=y
[ tertaces Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add | Done

| Srsvstem Save Neededf5)

—EHervers . 5 g
|- deiress Managsmert An TPEec LAN-to-LAM connection has been successfully confisured. The following have been added to your configuration:

Tunneling Protocals
2R Authentication Server Internal
I Group £6.124.87.42
ik Secwity Association L2L: TEST VPN
" . L2L: TEST VPN Out
T Tilter Rules 1 o1 TEST VPN I
[—EHP Routing
ﬁw Modifying any of these items will affect the LAN-to-LAN configuration. The Group is the same as your LAN-to-LAN peer. The
|-mGerersl Secwity Association and Filter Rules all start with "L2L:" to mdicate that they form a LAN-to-LAN configuration.
—EClient Update

L—Load Balancing K I

—EHser Mansgemert
—HHolicy Management

Ciseo SrsTeEms

=] ‘Ducumervl: Dane (0581 secs) |<1E:{ 'ﬂE||@

Step 10. VPN setup is complete.

co Systems, Inc. VPN 3000 Concentrator [nli-3005] - Netscape
. Flle Edt Wiew Go Bookmarks Tools  window Help

https:/{216.45.3. 164/access. himl
Q90 Q ol

/@, EMal B AM 4 Home G Radio [V Netscape €Y Search (&) Shop ‘ F5Bookmarks
VPN 3000

Concentrator Series Manager

T e B
[— Configuration | em | Tunneling Protocols | IPSec | LAN-to-LAN

| Hsystem Save Needed(g)

[—EHServers
|t address Management This section lets you configure [PSec LA -to-LAN comnections. LAM-to-LAN connections are established with other VP

Tunneling Protocols 3000 Concentrators, PIX firewalls, 7100/4000 series routers and other IPSec-compliant security gateways. To configure a
VPN 3002 or other remote access connection, go to User Management and configure a Group and User. To configure NAT
e over LAN-to-LAMN, go to LAN-to-LAM AT Rules

KE Proposals If you want to define a set of networks en the local or remote side of the LAN-to-LAN comection, configure the necessary

AT Transparency. Ietwork Lists prior to creating the connection.
Alerts
e Click the Add button to add a LAT-to-LAN connection, or select a connection and click Modify or Delete.
—EHdanagement Protocols.
[-EEvents
[—H-General
|—GEHClient Updats
L—{ cead Balancing LAN-to-LAN
|—EH Iser Managemert Conmection Actions
P olicy Management

(D) mdicates a disabled LAN-to-LAN connection

TEST VEN (66.124.87.42) on Ethernet 2 (Puklic) J

Add

Modify
Delete

Cisco SrsTens

] E
(D & A B ) | Transferring dats from 216.45.2.164,.. [ e I
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Configuring the 3000 for VPN 4.0 Clients

Step 1. Logon to the VPN concentrator using a web browser. You cannot configure VPN clients using the
console.

Step 2. Configure an Address Pool or some other method of assigning VPN clients an IP address. Click
Configuration > System > Address Management > Address Pools.

I-EIJ Cisco Systems, Inc. ¥PN 3000 Concentrator [nli-3005] - Netscape - | Ellll
. File Edit Yiew Go Bookmarks Tools Window Help |

a @Q Q @ Q | https: jf216.45,3, 164/ access, html | [@k Search ] dgo g

. B, [Emal 4 Home §9 Radio [My] Metscape QSearch ] shap  E3Bookmarks

E':l v Cisco Systems, Inc. WP 3000 Concentrato. .. ] B

VPN 3000

Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

- onfiguration

——interfaces
ey stem
—EHServers
Address Management Add an address pool.
Essignmem

ools 4 l—
| i Frstaasls Range Start |192.168.1.220 Enter the start of the IP pool address range.

—EHP Routing Range End I‘I 92.168.1.250 Enter the end of the IF pool address range.
—EHanagement Protocols

| meverts Add | cancel |

—EHGeneral

—EHClient Update:

— oad Balancing

—EHlser Managemert

—FHPolicy Management

FAdministration

FHlonitoring

Cisco SysTems

@ = A& & B |https:.l’.l?lB.45.3.164Isystem.ftunne|.ﬁppoo|.html _E ] | 5 v

Step 3. Enable NAT Transparency. This step is optional, but if your client is behind a firewall running PAT
you will need this option enabled.
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I-EIJ Cisco Systems, Inc. ¥PN 3000 Concentrator [nli-3005] - Netscape - | Dlﬂ
. File Edit Yiew Go Bookmarks Tools Window Help
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Aj"r B, | =Mal 4% Home G2 Radio (3] Netscape Q, Search @) Sh0p| EIBookmarks
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VPN 3000

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

a

T e
[ terfaces Configuration | System | Tunneling Protocols | IPSec | NAT Transparency

| Soystem Save Needed

—EEervers . . )
|—HAddress Management Thiz section lets vou configure system-wide IPZec WAT Transparency.

Tunneling Protocols

IPSec over TCP [ Check to enable IPSec ower TCP.
PSec TCP Portis) |1 noao Enter up to 10 comma-separated TCP ports (1 - 65335).
Ab-to-LAN
KE Proposals
4T Transparency Check to enable IPSec ower MAT-T, which detects the need for
Alerts IPSec over NAT-T ¥ TUDF encapsulation in WAT/PAT environments, using TDP port
—EHP Roting 4500
—EHianagement Protocols
—EEvents
—EHGeneral Apply | Cancel |

—EHClient Update
— oad Balancing
—Hlser Managemert
—FHase Group
——Groups
——Llzers
—FHPolicy Management
FHAdministration
-FHlonitoring

Cisco SysTems

@ & B G E] | Transfening data from 215 45.3.164.. EEEEIEP

Step 4. Add VPN users. Assigning the user to a Group. The rest of the tabs and their settings can be left at
default.
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I'-E) Cisco Systems, Inc. ¥PN 3000 Concentrator [nli-3005] - Netscape — | Ellil

. File Edit Wiew Go Bookmarks Tools Window Help

|
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\:':l % Cisco Systems, Inc, YPH 3000 Concentrata,.. ] B
VPN 3000 Main | Help | Support | Logout
Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

This section lets you add a user. Uncheck the Inherit? box and enter a new value to override group walues.

Ers Identity

Policy Management 1d itv P
FHAdministration dentity Parameters
Attribute Value Description
Username |vpnuser Enter a unique username
Enter the user's password. The password must satisfy the group password
Password lim . H & fy the group p
requirements.
Verify |*°““““‘°“‘ Werify the uset's password.
Group I cchootcamp j Enter the group to which this user belongs.
IP Address | Enter the IP address assigned to this user
Subnet l— . .
Enter the subnet mask assighed to this user
Mask =
Add Cancel |

Cisco Svstens

SR A Do e =lal,

Allowing Split Tunneling

By default, the 3000 will tunnel all traffic between the VPN client and the 3000. This is a more secure method,
but all the user’s web browsing and other traffic not destined for the remote network will come through the
3000. Depending on the requirements given, this may not be desirable. To allow only traffic destined for the
remote internal network to traverse the VPN is called split tunneling. In our example, the remote internal
network is 192.168.1.0 /24. We want traffic destined for this network from the VPN client to be encrypted. All

other traffic should use the VPN client’s normal default gateway.

Step 1. To configure split tunneling, we must first define which networks we want to be allowed or not

allowed over the tunnel. Click Policy Management > Network Lists > Add.
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VPN 3000

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

_m':rﬁ Configuration | Policy Management | Traffic Management | Network Lists

Save Needed

Policy Management This section lets vou add, modify, copy, and delete Networl: Lists.
-Access Hours

CHraffic Management Click Add to create a Metwork List, or select a Network List and click Modify, Copy, or Delete.

etwvork Lists
Les . .
e Network List Actions
Fitters. WPMN Client Local LAN (Defaulf) |4
AT
Policies Add |
roup Matching i
{EAdministration a todify |

fFHWlonitoring B Copy |
Delete |

[«I

Cisco Svstens

SR A Do e =lal,

Step 2. Configure the specific networks you want to allow or deny from being encrypted. Click Add.
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. File Edit Wiew Go Bookmarks Tools Window Help
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ﬂ[ % Cisco Systems, Inc, YPH 3000 Concentrata,.. ] @
: VPN 3000
Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

_r;;w Configuration | Policy Management | Traffic Management | Network Lists | Add

Policy Management Configure and add a new MNetwork List. Click on Generate Local List to generate a network: list based on routing

Access Hours entries on the Private interface.

EHraffic Managemert

Name of the Ietwork List vou are adding. The name

ez List Name IAIIDW Split Tunnel tbe
must be unique.

% * Enter the Networks and Wildcard masks using
- the following format nnnnnnnn {e.g
Palicies B N .o0.0.
+o0p Mchire 192.168.1.0/0.0.0.255 10.10.0.0/0.0.255.255).
+ Note: Enter a wildeand masl, which is the
reverse of a subnet mask. 4 wildcard mask
T has 1z in bit postions to ignore, Oz in bit positions
Network List to match. For example, 10.10.1.0/0.0.0.255 = all
10.10.1.nnn addresses
+ Each Network and Wildeard mask patr must be
entered on a single line.
+ The Wildcard mask may be omitted if the natural
Wildcard mask iz to be used.
Add Cancel Generate Local List
Ciseo SysTENs
DB A & [ oo Fu= =aal

Step 3. Once you have created the Network List, you have to apply it to a VPN Group. Click User
Management > Groups.
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Policy Management
-EAdministration
fFHonitoring

Ciseo SvsTeEms

VPN 3000
Concentrator Series Manager

Main | Help | Support | Logout

Logged in: admin

Configuration | Administration | Monitoring

Configuration | User Management | Groups

This section lets you configure groups. A group iz a collection of users treated as a single entity.

Save Neededf

Click the Add Group button to add a group, or select a group and click Delete Group or Modify Group. To modify

other group parameters, select a group and click the appropriate button.

Actions Cwrent Groups

cchootcamp (Intermally Configured) [

Add Group |
Modify Group | =
Delste Group |

Modify

Authentication Servers

Autharization Servers

Accounting Servers

Address Fools

Client Update

Bandwidth Assignment

[«I

@ & £ ©F ) | hepsilzie.ds 2. i 4jusarigroups himl

FE==alal,

Step 4. Click the Client Config tab. Scroll down to the section titled Common Client Parameters. Click the
radio button Only tunnel networks in the list. Then click the drop down next to Split Tunneling Network List

and select the list created in Step 2. Click Apply at the bottom of the page.
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VPN 3000

Concentrator Series Manager Logge

Configuration | Administration | Monitoring

Lbill il Client Config =
Intertaces
System Client Configuration Parameters
Uset Maniacemert Cisco Client Parameters
Base Groun
roUpS Attribute Value Inherit? Description —
sers
Policy Manatement
Iministration
Banner: ¥ |Enter the banner for this group
‘A]lnw Pass‘v«:nrd [m} ¥ |Check to allow the TPSec client to store the password locally
Storage on Client:
IPSec over UDP| ™ ¥ |Check to allow a client to operate through a AT device using UDP encapsulation of ESP
IFSec over UDP| T I Enter the UDP port to be used for IPSec through AT (4001 - 45151, except port 4500,
Port! which is reserved for IAT-T)
Use Client Configured List j
+ 3elect a method to use or disable backup servers. i
IPSec Backup I + Enter up to 10 IPSec backup server addressesinames statting from high prietity to
Servers low.
+ Enter each IPSec backup server addressiname on a single line
Microsoft Client Parameters
Intercept DHCP!
Configure| 7 ¥ |Check to use group policy for clients requesting Microsoft DHCP options
Message
Subnet Mask  ([265.265.255.255 ¥ |Enter the subnet mask for chents requesting Microsoft DHCP options
Common Client Parameters
¢ Tunnel everything Select the methed and network list to be used for Split Tunneling
Split Tunneling; T Allow the networks in list to bypass Tunnel Everything: _SE"d a]l LeiighaerE B
Policy, the buzmel " |Allow the networks in the List to bypass the twmel: The VP Clent may choose to
i & Oky tunmel nstwrorkcs in the list send traffic to addresses in this list to the client's LA, Send all other traffic through the
N v ©L NETRGLs In te 13 tunnel. WOTE: This setting only applies to the Cisco VPI Client.
Cisco SrsTems Split T li Twmel networks m the list: Send traffic to addresses in this list through the tunnel. Send
.~ || Allow Split Tunnel B
Network Llstl oW spl e = a all other traffic to the client's LATY.
- Trafomlt Thnm =
[EN = S \ Transfening data from 216 45,3, 164., _E EIET

***This document is being provided as a pre-release for those customers that have bought the CCIE
Security Lab Guide. This material is currently being updated and when it is complete a new version of
the Lab Guide will be printed. If you have any comments or questions about this document please email
john@netcginc.com
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