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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS" without
any warranty or conditions of any kind. Also the views/ideas/knowledge expressed here are
solely of the trainer’s only and nothing to do with the company or the organization in which
the trainer is currently working.

However in no circumstances neither the trainer nor SecurityXploded is responsible for any
damage or loss caused due to use or misuse of the information presented here.
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Reversing & Malware Analysis Training

This presentation is part of our Reverse Engineering & Malware Analysis Training

program. Currently itis delivered only during our local meet for FREE of cost.

*

For complete details of this course, visit our Security Training page.
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Who am |

Monnappa

= mOnna

= Member of SecurityXploded (SX)

= |nfo Security Investigator @ Cisco

= Reverse Engineering, Malware Analysis, Memory Forensics

» Email: monnappa22@gmail.com, twitter@monnappa2?2
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Course Q&A

Keep yourself up to date with latest security news
http://www.securityphresh.com

For Q&A, join our mailing list.

http://groups.google.com/group/securityxploded
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Why Malware Analysis?

To determine:

> the nature and purpose of the malware
> Interaction with the file system

> Interaction with the registry

> Interaction with the network

> ldentifiable patterns
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Types of Malware Analysis?

- Static Analysis
- Analyzing without executing the malware

~  Dynamic Analysis
- Analyzing by executing the malware

- Memory Analysis
- Analyzing the RAM for artifacts

www.SecurityXploded.com



Static Analysis

Steps:
-~ Determine the file type
tools: file utility on unix and windows (need to install)

~  Determine the cryptographic hash
tools: md5sum utility on unix and windows (part of unix utils for windows)

~  Strings search
tools: strings utility on unix and windows , Bintext

-~ File obfuscation (packers, cryptors and binders) detection
tools: PEiD, RDG packer detector

~  Submission to online antivirus scanners (virustotal, jotti, cymru)
tools: browser and public api of Virustotal

~  Determine the Imports
tools: PEview, Dependency Walker

> Disassembly
tools: IDAPro,  Oltydbg
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Dynamic Analysis

Involves executing the malware in a controlled environment to determine its behavior
Steps:

> Determine the File system activity
tools: process monitor, capturebat

> Determine the Process activity
tools: process explorer, process monitor, capturebat

> Determine the Network activity
tools: wireshark

> Deteminethe Registry activity
tools: regmon, process monitor, capturebat
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Memory Analysis

Finding and extracting artifacts from computer’s RAM
Determine the process activity
Determine the network connections
Determine hidden artifacts

Detemine the Registry activity

Tools:
Volatility (Advanced Memory Forensic Framework)
Advantages:
helps in rootkit detection

helps in unpacking
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Step 1 — Taking the cryptographic hash

The below screenshotshows the md5sum of the sample

C:\Documents and Settings\Administrator\Desktop>mdSsum egd94.exe
d3edcld9dc3aa8e23blfc7150d4996f3 *edd94.exe

C:\Documents and Settings\Administrator\Desktop>
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” PEiD v0.95 =1
File: | C:\Documents and SettingsiAdministratoriDesktopiedda4.exe
Entrypoint: | 00002040 EP Section: | text =]

File Offset: | 00001440 First Bytes: |81,CB,77,28
Linker Info: |13.0 Subsystem: | Win32 GUI

R . S

\Jokhing Found *

IV Stay on top




Dependency Walker - [edd94.exe] [-_][E_’

BEBEDR

it
it Bound

CreateEvent
228 (0x00E4) CreateRemaotaThread
OE:

ionHandler
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McAfee-GW-Edition Heuristic.LooksLike.Win32.Suspicious.B 20120705

Microsoft PWS:Win32/Zbot <: 20120705

NOD32 a variant of Win32/Kryptik. ADDZ 20120705
Norman W32/Troj Generic. ARTQJ 20120705
nProtect 20120706
Panda Generic Trojan 20120705
PCTools Trojan.Zbot 20120705
Rising 20120705
Sophos Mal/Zbot-FX 20120705
SUPERANtiSpyware 20120705
Symantec Trojan.Zbot 20120706
TheHacker 20120704
TotalDefense Win32/Z Access.Z!generic 20120705
TrendMicro TSPY_ZBOT.IQU 20120706
TrendMicro-HouseCall TSPY_ZBOT.IQU 20120705

VBA32 20120705
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The Wireshark Network Analyzer [Wireshark 1.6.5 (SVN Rev Unknown from unknown)]

LS
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The World's Most Popular Network Protocol Analyzer
Version 1.6.5 (SVN Rev Unknown from unknown)

Capture Files

Interface List = Open Website
Live list of the capture interfaces Open a previously captured file
(counts incoming packets)

E

Start capture on interface:

/rootffireeye/zbot/10.142.120.77.pcap [not found] s 3
/root/malware/fireeye/f439/output_f439.pcap (171 KB) N "ty

Pseudo-device that captures on all interfaces

s gt e Sample Captures
USB bus number 2
vmnet8

lo

A rich assortment of example capture files on the wiki

il Capture Options

Start a capture with detailed options.

Capture Help

@ How to Capture

Step by step to a successful capture setup

Network Media

@ Specific information for capturing on:
Ethernet, WLAN, ...

Online

Visit the project’s website

Open Recent: User's Guide
Jroot/reports/output.pcap (112 KB) The User's Guide (online version)

Work with Wireshark as securely as possible

Kl



Step 2 — Simulate Internet Services

Internet services are simulated to give fake response to malware and also to prevent malware from talking

out on the internet.

Listening on:
Real Date/Time: Su
Fake Date/Time: Su
Forking services.
dns 53/udp/tcp
discard 9/udp
https 443/tcp
syslog 514/udp
smtps 465/tcp
pop3s 995/tcp
dummy 1/udp -
chargen 19/tcp
dummy 1/tcp -
chargen 19/udp
discard 9/tcp
quotd 17/udp -
echo 7/udp - s
quotd 17/tcp -
finger 79/tcp
smtp 25/tcp -
daytime 13/udp
irc 6667/tcp -
ntp 123/udp -
daytime 13/tcp
tftp 69/udp -
time 37/tcp -
ident 113/tcp
time 37/udp -
ftps 990/tcp -
echo 7/tcp - s
http 80/tcp -

19

I
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

2.168.1.2
n Jul 8 01:45:02 2012
n Jul 8 01:45:02 2012 (Delta:

- started (PID 5373)
- started (PID 5395)
- started (PID 5375)

- started (PID 5387)
- started (PID 5377)
- started (PID 5379)
started (PID 5401)

- started (PID 5398)
started (PID 5400)

- started (PID 5399)
- started (PID 5394)
started (PID 5397)

tarted (PID 5393)

started (PID 5396)

- started (PID 5385)
started (PID 5376)

- started (PID 5391)

started (PID 5383)
started (PID 5384)

- started (PID 5390)
started (PID 5382)
started (PID 5388)

- started (PID 5386)
started (PID 5389)

started (PID 5381)
tarted (PID 5392)
started (PID 5374)
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Step 3 — Executing the malware (edd94.exe
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process: created C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Desktop\edd94.exe
registry: SetValueKey C:\Documents and Settings\Administrator\Desktop\edd94.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer
process: created C:\Documents and Settings\Administrator\Desktop\edd94.exe -> C:\Documents and Settings\Administrator\Application Data\Lyo
file: Write C:\Documents and Settings\Administrator\Desktop\edd94.exe -> C:\Documents and Settings\Administrator\Application Data\Lyolxi\r
registry: SetValueKey C:\Documents and Settings\Administrator\Application Data\lLyolxi\raruo.exe -> HKCU\Software\Microsoft\Windows\Current
registry: SetValueKey C: OWS\explorer.exe -> HKCU\Software\Microsoft\Internet Explorer\PhishingFilter\Enabled
registry: SetValueKey C: OWS\explorer.exe -> HKCU\Software\Microsoft\Internet Explorer\Privacy\CleanCookies
registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0\1609
registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1\1406
registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1\1609
registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2\1406
registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2\1609
registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3\1406
registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3\1609

i : SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4\1406

: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4\16609

registry: SetValueKey C: .exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\MigrateProxy
registry: SetValueKey C: OWS\explorer.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyEnable
registry: DeleteValueKey C:\WINDOWS\explorer.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyServer
registry: DeleteValueKey C:\WINDOWS\explorer.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyOverride
registry: DeleteValueKey C:\WINDOWS\explorer.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\AutoConfigURL
registry: SetValueKey C:\WINDOWS\explorer.exe -> HKLM\SYSTEM\ControlSet@0l\Hardware Profiles\0001\Software\Microsoft\windows\CurrentVersio
registry: SetValueKey C:\WINDOWS\explorer.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Connections\SavedlLegacy$S

: Write C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Application Data\Cirudu\eswoo.umb

: Write C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Application Data\Cirudu\eswoo.umb

: Write C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Application Data\Cirudu\eswoo.umb

: Write C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Application Data\Cirudu\eswoo.umb

: Write C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Application Data\Cirudu\eswoo.umb

: Delete C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Cookies\administrator@ad.yieldmanager[2].txt

: Delete C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Cookies\administrator@gmer[2].txt

: Delete C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Cookies\administrator@google.co[1].txt

: Delete C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Cookies\administrator@google[1].txt

Nalat+a C.\WTNDNNWS\avnlarar a . A Ahana




4 river: CaptureProcessMonitor
gnver CaptureRegistryMonitor
3/ river: CaptureFileMonitor

. d C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Desktop\edd94.exe

5 lueKey C:\Documents and Settings\Administrator\Desktop\edd94. ex&i -> HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\§hell Folders\A
g d [ S T O e e A FE ST T EEST0-> ¢:\Documents and Settings\Administrator\Application Data\Lyolxi\raruo.exe

@ Documents and Settings\Administrator\Desktop\edd94.exe -> C:\Documents and Settings\Administrator\Application Data\Lyolxi\raruo.exe

£ lueKey C:\Documents and Settings\Administrator\Application Data\Lyolxi\raruo.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer




: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey
: SetValueKey

:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
: \WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.
:\WINDOWS\explorer.

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0681175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}
HKCU\Software\Hicrosoft\Hiq@ows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-00081175F618}
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}




ethl [Wireshark 1.6.5 (SVN Rev Unknown from unknown)]

S i (@ r;:_.m BT e S W7 Nl ] |

Mo_

Standard query A users9.nofeehost.com

+| Frame 4: 80 bytes on wire (640 bits), 80 bytes captured (640 bits)

+| Ethernet II, Src: Vmware 87:a7:71 (00:0c:29:87:a7:71), Dst: Pegatron dc:6b:de (70:71:bc:dc:6b:de)
+| Internet Protocol Version 4, Src: 192.168.1.100 (192.168.1.100), Dst: 4.2.2.2 (4.2.2.2)

+! User Datagram Protocol, Src Port: 54298 (54298), Dst Port: domain (53)

+/ Domain Name System (query)




Follow TCP Stream

HTTP/1.1 200 OK

Server: INetSim HTTP Server
Connection: Close @

Date: Sat, 07 Jul 2012 20:15:54 GMT

html>
<head>
<title>INetSim default HTML page</title>
</head>
<body>
<p></p>
<p align="center">This is the default HTML page for INetSim HTTP server fake mode.</p>
<p align="center">This file is an HTML document.</p>
</body>
/html>




/euS Tracker

ZeuS Tracker :: ZeuS Host users9.nofeehost.com

The ZeuS C&C users9.nofeehost.com was not found in the ZeuS Tracker database.
However, this ZeuS C&C was listed previously but has been removed on 2012-03-27 12:14:42 (UTC) with the following reason: investigated/cleaned

ZeuS C&C: users9.nofeehost.com
Dateadded: 2012-03-22 14:47:12 (UTC)
Lastupdated: 0000-00-00 00:00:00 (UTC)
Uptime (hhh:mm:ss) -838:59:59

Removal date: 2012-03-27 12:14:42 (UTC)
Removal reason: investigated/cleaned

lllllllllllllllllllllllllIIIII
users9. nofeehost.com/patrlckkeedlu.bln ConfigURL
users9.nofeehost.com/patrickkeed/all.binf§ HTTP 404  ConfigURL
users9.nofeehost.com/patrickkeed/1.bin/bot.exe HTTP 404  BinaryURL
users9.nofeehost.com/patrickkeed/1.bin/all.exe HTTP 404  BinaryURL

# of URLs: 4

copyright © zeustracker.abuse.ch, version 1.2 /2010-09-13
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Volatility

MANIFEST.in

PKG-INFO

CHANGELOG.txt

README.txt

CREDITS.txt

esa

tag b

tag d
s

setup.cfg

resources

infected.vmem

#/usr
# Vol

setup.py

volatility

all:
build
ovthe

LEGAL.txt LICENSE.txt Makefile

PN
-*

il
Vol

vol.py



Step 2 — Process listing from memory image

Volatility’s pslist module shows the two process edd94.exe and raruo.exe

File Edit View Terminal Help

oot@bt:~/Volatility# python vol.py -f infected.vmem pslist
olatile Systems Volatility Framework 2.0

Offset(V)

Name PID PPID Thds Hnds Time

1970-01-01 00:00:00
2012-02-26 12:07:10
2012-02-26 12:07:10
2012-02-26 12:07:11
2012-02-26 12:07:11
2012-02-26 12:07:11

2012-02-26 12:07:11

¢ System

D Smss.exe
CcSrss.exe
winlogon.exe
services.exe
lsass.exe
vmacthlp.exe

svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe

2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26

12:07:11
12:07:11
12:07:11
12:07:11
12:07:11

2012-02-26 12:07:17
2012-02-26 12:07:18
2012-02-26 12:07:18
2012-02-26 12:07:18
2012-02-26 12:07:19
2012-02-26 12:07:19
2012-07-07 17:29:06
2012-07-07 20:15:43

20:15:52
2012-07-07 20:15:53

D explorer.exe

¢ VMwareTray.exe
VMwareUser.exe
ctfmon.exe
vmtoolsd.exe
VMUpgradeHelper
cmd.exe
CaptureBAT.exe
edd94.exe
raruo.exe
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Step 3 — Network connections from memory image

Volatility’s connscan module shows pid 1748 making http connection, this pid 1748 is associated with

explorer.exe
root@bt:~/Volatility# python vol.py -f infected.vmem pslist

olatile Systems Volatility Framework 2.0

Offset(V)

Name

System
SmsSs.exe
CSrss.exe
winlogon.exe
services.exe
lsass.exe
vmacthlp.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe

8964c8e0 svchost.exe

root@bt ~/Volatility# python vol.py -f infected.vmem

VMwareUser.exe
ctfmon.exe

vmtoolsd.exe
VMUpgradeHelper
cmd.exe

CaptureBAT.exe

edd94.exe
raruo.exe

PID

PPID

Thds

58
5

olatile Systems Volatility Framework 2.0

0x0932a540

Local Address

192.168.1.100:

1033

Remote Address

192.168.1.2:80

www.SecurityXploded.com

Hnds

1156
ik

550

Time

1970-01-01
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26

14 203 2012-02-26 12:07:11
2012-02-26 1

2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-07-07
2012-07-07
2012-07-07
2012-07-07

connscan




Step 4 - Embedded exe and api hooks in explorer.exe

The below output shows the inline api hooks and embedded executable in explorer.exe, and also the embedded
executable is dumped into a directory (dump) by malfind plugin

File Edit View Terminal Help

Dx0932a540 192.168.1.1600:1033
root@bt:~/Volatility# python vol.py -f infected.vmem malfind -p 1748 -D dump
olatile Systems Volatility Framework 2.0
Start

b8 35 00
94 63 d7
55 8b ec
4c 77 8b
ec e9 75
8b ff 55
83 2a 4e
55 8b ec

€98bd1d67b
686c020000
€99463d77b
8bff

D5

8bec
e96cllc77b
8bff

55

explorer.exe

Pid

1748
Dumped to: dump/explorer.

oe
7b
eg
ff
d3
8b
77T
e9

1748

00
8b
02
55
52
ec
8b
fa

e9
ff
08
8b
77
e9
K
6b

8b
55
4e
ec
8b
5f
55
4c

d1l
8b
77
e9
ff
ab
8b
77

192.168.1.2:80

dé
ec
8b
fb
55
4c
ec
8b

End

7b
e9
ff
34
8b
77
e9
ff

1748

Tag Hits Protect
0x00bat000 0xbadfffeoe vVads e
exe.935a360.00bab000-00badfff.dmp

68 6¢c 02 00 00 e9
6c 11 c7 7b 8b ff
55 8b ec e9 13 cd
4d 77 8b ff 55 8b
ec e9 Oe da 4b 77
8b ff 55 8b ec e9
8c ad 4c 77 8b ff
55 8b ec e9 ae 3d

MOV EAX, Ox35
IMP_©x7 cLLLREL]
PUSH DWORD 0x26c
JMP 0x7c9163a8
MOV EDI, EDI
PUSH EBP

MOV EBP, ESP

JMP 0x7c8l1118a
MOV EDI, EDI
PUSH EBP

0x00c50000 O0xc76fffOO Vads <]
Dumped to: dump/explorer.exe.935a360.00c50000-00c76fff.dmp
0x00c50000 4d 5a 00 00 00 00 00 OO0 0O 00 OO 0O 00 00 0O 00

www.SecurityXploded.com
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rustotal.com  https:/www.virustotal.com/file/defe3 leea3cc2922e540ace9fcf5c5989283f22ad1e7065d49d78702bc9f/analysis/1341692891

Detection ratio:  32/42

Analysis date: ~ 2012-07-07 20:28:11 UTC ( 0 minutes ago )

More details

Antivirus Result Update

AhnLab-V3 Trojan/Win32. 2 20120707

AntiVir TR/SpyZBot.aogb.5 20120707

Antiy-AVL 20120707
Avast Win32:Zbot-NRC [Trj] 20120707
AVG Generic_s.BE 20120707
BitDefender Gen:Variant.Barys.5104 20120707
ByteHero 20120704
CAT-QuickHeal TrojanPWS.Zbot.Y3 20120707
ClamAV Trojan.Spy.Zbot-142 20120707

Commtouch W32/Zbot.BR.gen!Eldorado 20120707




Step 6 — Printing the registry key

Malware creates registry key to survive the reboot

~ v X root@bt: ~/Volatility
File Edit View Terminal Help

ast updated: 2011-10-31 15:07:20

Registry: \Device\HarddiskVolumel\WINDOWS\system32\config\default
ey name: Run (S)
ast updated: 2011-10-31 20:28:57

Registry: \Device\HarddiskVolumel\Documents and Settings\Administrator\NTUSER.DAT
ey name: Run (S)
ast updated: 2012-07-07 20:15:54

ctfmon _ave 2 AS)_Co\WINDOWS) cyctam?I\ ctfman_ava ——

{F561587E-5C96-37AB-9701-D0081175F61B} : (S) "[dRAVIIAC I Settings\Administrator\ApplicatioﬁAEEtSQE
1xi\raruo.exe"

www.SecurityXploded.com



File Edt View Favorites Tools Help
Qexk - ) ¥ Dsearch [ rovers [T~
Ak e |23 C:\Documents and Settings\Admnistrator \Appication Data\Lyob @

< . Antivirus Result

& AhnLab-V3 Spyware/Win32FL%]
AntiVir TR/Crypt.XPACK.Gen
Antiy-AVL Packed/Win32.Katusha.gen
Avast Win32:Kryptik-IDH [Trj]

AVG Cryptic.DYR

BitDefender Gen:Heur.Conjar.11
ByteHero
CAT-QuickHeal TrojanPWS.Zbot.Gen
ClamAV

L3
Commtouch W32/Kazy.H2.gen!Eldorado
Comodo TrojWare.Win32.Kryptik.ADBJ
DrWeb Trojan.PWS.Panda.786

Emsisoft Packed.Win32.KatushallK
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DEMO 2

http://youtu.be/3bxzvrGf5
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lv;

* _text: 00401450 push eax ; hInternet g
* .text:@8481451 call ds:InternetConnecth i
* .text:00481457 cmp eax, ebx L
* _text:00401459 mov dword_488AEC, eax

' _text:B848145E jz short loc_4B14CB

©* _text:oe401460 push ebx ; duContext

: * _text:00401461 push LBgBaABh ; dwFlags

Y ctext:@8401466 push ebx ; lplpszAcceptTypes

: * _text: 00481467 push offset szReferrer ; "fe25deBbe?887dbb2ac25dad792fce2a™

Y ctext:@e48146C push ebx ; lpszUersion

| * .text:0048146D push [ebp+1lpsz0bjectHame] ; lpszObjectHame

©* _text:oe401470 push offset aPost ; "POST™

| * _text:80481475 push eax ; hConnect

Y ctext:@8401476 call ds:HttpOpenRequesth

| * _text:B8048147C cmp eax, ebx

©* _text:ee40147E mov dword_488AF8, eax

. * _text:680481483 jz short loc_4814CB

© Y ctext:@8401485 push [ebp+arg_A4]

| * _text:680481488 lea eax, [ebp+szHeaders]

¢ text:BB4B148E push offset aResponseldl ; “Response-id: %iwrin™

| * _text:080481493 push eax ; char =

©t Ltext:IaB4B149Y call _sprintf

| * _text:680481499 add esp, BCh

|t Ltext:eBuB149C lea eax, [ebp+szHeaders]

| * _text:@64814A2 push ebx ; dutodifiers

©' Ltext:eB4e14A3 push BFFFFFFFFh ; dwHeadersLength

| * _text:@804814A5 push eax ; lpszHeaders

©* Ltext:IBB4B14AG push dword_488AF 8 ; hRequest

| * _text:@84814AC call ds:HttpAddRequestHeadersh

© Ot Ltext:B84814B2 push [ebp+dwOptionallength] ; dwOptionallLength

| * _text:6804814B5 push [ebp+1pOptional] ; lpOptional
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.text:a04014A6 push dword_4B8AF B ; hRequest
.text:ae4014AC call ds:HttpAddRequestHeadersA
.text:o64014B2 push [ebp+duwOptionalLength] ; dwOptionallLength
-text: 00401485 push [ebp+1p0Optional] ; 1lpOptional
.text:004014B8 push BFFFFFFFFh ; dwHeadersLength
.text:o64014BA push ebx ; lpszHeaders
.text:064014BB push dword_4B8AF B ; hRequest
.text:0084814C1 call ds:HttpSendRequesth
text:aB4814C7 test eax, eax
.text:oe4014C9 jnz short loc_4814D7
.text:064014CB
.text:004014CB loc_4814CB: ; CODE XREF: sub_4814@8+5ETj
.text:064014CB ; sub_u@1400+837Tj
.text:064014CB sub_4813BE
.text:oe4814D8
.text:004014D0 loc_4B14D8: ; CODE XREF: sub_4814@8+37Tj
.text:@ae4014D8 3 sub_4B1480+F8)]
.text:@ae4014D8
.text:ae4014D2
text:004014D2 loc_4B14D2: ; CODE XREF: sub_X481488+151]j
.text:ae4014D2 3 sub_4h@14088+160Lj
.text:ae4014D2 i
.text:ae4014D3
.text:oe4014DY
.text:ae4014D5
.text:ae4014D6
.text:ae4e14D7
.text:ae4e14D7
text:004014D7 loc_4814D7: ; CODE XREF: sub_4814@@+C9Tj
.text:ae4e14D7 [ebp+dwNunber0fBytesToRead], ebx

' .text:084014DA j short loc_4B814F0
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- -a

-text:ooua14Co
-text:A04014CE
-text:Ao4014CE
-text:Ao4014CE
-text:Ao4014CE
-text:ooua14DA
-text:@eu814DA
-text:ae4614D0
-text:ae40814D0
-text:Ae4A14D2
-text:Ae4A14D2
-text:Ae4A14D2
-text:aoua14D2
-text:@0L814D3
-text:o840814DY
-text:004014D5
-text:Ao4A14D6
-text:ae4@14D7
-text:ae4@14D7
-text:aoua1uD7
-text:@oua14D7
-text:084014DA
-text:004014DC
-text:Ae4@14DF
-text:QAo4A14ED
-text:AB4A14E3
-text:OOLB14EL
-text:AOLA14EA
-text:oe4014F0
-text:004014F0
-text:Qo4A14F8

loc_4B14CB:

loc_4814DB:

loc_4814D2:

jnz

short loc_4@iuD7

CODE XREF: sub_481488+5ET]
sub_4@1480+831]
sub_u@13BE

CODE XREF: sub_481400+371§
sub_4B1400+F8L]
eax, eax

CODE XREF: sub_b@1488+151}j
sub_481488+168) j

loc_4B14D7:

loc_4014F8:

; CODE XREF: sub_h01488+C9Tj
[ebp+dwHumberO0fBytesToRead], ebx
short loc_4814F@
eax, [ebp+dwHumberOfBytesRead]
eax ; lpduwHumber0fBytesRead
[ebp+dwHumber0fBytesToRead] ; dwHumberOfBytesToRead
esi ; lpBuffer
dvord_488AFA ; hFile
ds:InternetReadfile

; CODE SREF: sub_u81480+DATj
sub_A4813BE
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ecx

short Toc_401676

itk

BN Ll
loc_401676: ; "icmp_flood"

push
push
call
pop
test
Dy
jnz

offset aIcmp_flood

ebx ; EhariE
_strcmp

ecx

eax, eax

ecx

short loc_4016A9

100,00%  {844,1353) (951,294)  O00016AE  004016AE: sub_401576+133

Tloc_4016A9:
offset aExecute

push
push
call
pop
test
pop
jnz

ebx

_strcmp

ecx

eax, eax

ecx

short loc_4016D2

; "execute"
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loc_4UL3/E:

ush ebx

ea eax, [ebp+optional]
push offset aProcessIdI ; "o Tl A]”
push eax rchar==

call _sprintf

add esp, 0ch

Tea eax, [ebp+Ooptional]

push esi ; dwNumberofBytesToRead
push esi Svond F
push eax dchark=

call _strlen

pop ecx

ush eax ; dwoptionalLength
ea eax, [ebp+0ptiona1%
push eax ; Ipoptional
push [ebp+arg_0] 4l
push offset aExecute_php ; "/execute.php” <:I
call post_function
add esp, 18h N
pop esi

op ebx

eave

retn

sub_40132D endp
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