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Disclaimer

The fuBowing pubBcation CCIE™ Security Lab Workbook, is designed 1o assist
andidates in the preparation for Cisco® Syetems’ CCIE™ Secuwrity Lab Exam. Whie
every effort has been made to ensure fiat a matens s as complete and acorate as
possitie, the enciosed material s presented on &an “asis” basis, Neither the suthom nor
Intermetvork Expert, Inc., assume any liab&ty or resporsibiity to any person or entity with
respect 1o foss o damages mncured from the mformabton contaned i s workbook,

Thes workbook was developed by Internetvork Expert, Inc. and ks an onginal work of the
aforementoned authors, Any simdarifes between matenal presented in fiis workbook
and actual CCIE ™ lab material i completely coingidental,
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About IEWB-SC

The CCIE™ Security is ocne of the most in-demand technical certifications
in the world. Over the past several years, governmental requirements regarding
mandatory intrusion detection systems, aleng with the cngoing task of ensuring
that corporate networks are safe from ever-evolving security risks has placed
advanced security technologies and. in particular, the CCIE Security track in the

spotlight.

internetwork Expert's CCIE™ Security Lab Workbook (IEWB-SC) is the
follow-up to our highly acclaimed CCIE™ Routing and Switching Lab Workbook
(IEWB-RS), which has assisted networking prefessionals throughout the world
achieve their CCIE™ R&S certification. Like the R&S Workbook, IEWB-SC is
designed fo be used as a supplement to self study and instructor-led training in
preparation for Cisco® Systems’ CCIE™ Security Lab Exam.

IEWB-5C consists of ten lab scenarios designed froem the ground up,
based on Cisco Systems'® recently revised specifications for the CCIE™
Security Lab Exam. These labs are designed 10 both simulate the actual CCIE™
Security Lab Exam and teach the principles behind the technologies which they
cover.

Each of these ten lab scenarios is divided into the following nine
technology seclicns:

Catalyst 3550
ISDN/PPP

Routing Protocols
WEN

IP Services

General Security
Advanced PIX Firewall
ALA

IDS

DoNmoh W

Each of the above secticns is then further subdivided intc particular tasks.
For each lab scenario, you must configure the presented tasks while conforming
to varicus predefined resfrictions.

IV Copyright © 2004 Internetwork Expert
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Restrictions

Each lab scenario contains explicit general restrictions that you must
conform to while configuring the lab. Thase restrictions are defined in the Lab
Do’s and Don'ts introductory section for each scenario. Examples of these
restrictions include. but are not limited to, not using static routes. not using
default routes, not adding additional |F addressing, efc

& Caution

Ensure that you always read the Lab Do's and Don'ts section
carefully, as the restrictions may vary from lab to lab

There may also be certain restrictions for particular tasks within a lab
scenano. Examples of these restrictions include, but are not limited to, not
issuing a particular canfg_;lrazieﬂ command, not creating a certain type of
interface, not using the legacy configuration for a technology. etc.

Note

You may do whatever i necessary ic complete a task unless the
general requirements for the lab scenario or the specific
requirements for the task exphcitly prohibit you from doing so. This
may include using policy routing. redistributing 1GPs or BGP
canfiguring GRE tunnels, etc

I NTP clock synchronization is needed to complete a particular task, use
any of the BB routers as NTP servers. The Windows® 2000 Server can be
configured to synchronize its clock to any router by using the net time
fsetsntp: X. X X. X at the command prompt. When synchronizing any device with
one of the BB routers, first ensure that the device has reachability to the BB
router and that NTP traffic is not being filered between the device and the BB
router.

Copynight © 2004 Internetwork Expert
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Difficulty Rating

cach lab scenarios has been assigned a difficulty rating. Ratings are on a
scale of one (1) to ten (10}, with ten being the most difficult

Note

The IEWEB-SC lab scenarics are designed o be more technically
challenging than the actual CCIE™ Security Lab Exam. Do not be
discouraged if you score low or do not understand a particular set of
technologies. If you are having trouble with a certain area. do not
hesitate to read the explanation contained within the sclutions
guide. Remember, these labs are designed to teach you new
fechnologies and skills as much as they are designed o test yvour
current capabilities

Point Values

As in the actual CCIE™ Lab Exam, each task within a lab is assigned a
specfic point value. Points are only awarded if the presented solulion meets all
the given requirements, and does not viclate any preset restrictions. No partial
credit is awarded for any fask. A minimum score of 80 points is required o ‘pass’
a particular scenario.

Some fasks have muliiple solutions. As long as the presenied solution
meets the given requirements, peints will be awarded for that task. However
certain solutions may negatively impact previous or future tasks. Make sure you
carefully read all presented requirements, and try your best to come up with an
appropriate solution

¢ Caution

Points will never be awarded for a task in which you have violated
the requirements. However, keep in mind the relative point value of
the task in gquestion as compared to fulure tasks. If you cannot
come up with an appropriate selution for a particular task, it is
advisable to solve the task by whatever means necessary in order
to complete the fulure tasks which depend on it

Vi Copyright © 2004 Internetwork Expert
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Initial Configurations

Internetwork Expert's CCIE™ Security Lab Werkbook includes initial
configuration scripts for all dewvices in each lab scenario. These configuration
scripts include basic Layer 2 and Layer 3 routing connectivity, and must be
lcaded on your equipment before beginning the configuration of the scenaric.

For the most recent copy of these initial configuration scripts, see
Intemetwork Expert on the web at hitpJ/iwww internetworkexpert. com

in additicn to these initial configuration scripts, it is necessary to load the
provided configuration files for the backbone devices. However, if you are
configuring this scenario on Internetwork Expert's racks, the backbone devices
will be preconfigured.

For more detail on the hardware requirements for the internal and external
devices in IEWB-SC, see the accompanying Hardware Specification section of
this document.

Although the newest CCIE™ Security Lab specification states that
candidates are not required to configure basic Layer 2 and Layer 3 connectivity,
you should have werking knowledge of these topics before attempting the
CCIE™ Security Lab exam. Forindividuals withcut a foundaticn of the Reouting &
Switching topics, we recommend using Internetwerk Expert's CCIE™ Routing &
Switching Lab Workbook {IEWB-RS).

For mere information on Internetwork Expert's CCIE™ Routing &
Switching Lab Workbook, visit Internetwork Expert on the web at
hitpfwaw internstworkexpeart. com

Solutions Guide

in additicn fo this workbook, a detailed scluticns guide for Internetwork
Expert's CCIE™ Security Lab Workbook is available. The solutions guide
includes the final configurations for each lab scenaric. accompanied by a
therough explanation of each task. The final configurations for IEWB-5C are
broken down on a task-by-task basis. Therefore, you will know exactly which
commands correspend fo which particular task. There is no need to sort through
a long configuration file 1o guess which commands correspond to which question.
The sclutions guide for IEWE-SC is as much of an integral part of this preduct as
the workbook itself.

For more information on the IEWB-5C sclutions guide visit Internetwork
Expert on the web at hifp /A internetworkexpert com.

Copyright © 2004 Internetwork Expert Vil
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Rack Rentals

intemetwork Expert has designed the CCIE™ Security Lab Workbook to
the publicly stated hardware specification used in the actual CCIE™ Lab Exam.
internetwork Expert offers cost-effective eguipment rentals specifically designed
to be used with our self-paced training product lines, in crder to eliminate the cost
of buying all the equipment used in IEWB-SC.

These rack rentals net only minimize your investment in training, but also
enable you to utilize Internetwork Expert's value-added services, such as
grading.

Grading

Throughout their many years of teaching CCIE™ preparation programs,
our trainers have found that many CCIE™ candidates fail the lab without
understanding why. Althcugh Cisco® provides a score report for unsuccessiul
lab exam attempts, this report fails to provide an accurate picture of what was
wrong with a CCIE candidate’s configurations. In order to eliminate this
guesswork, the Internetwork Expert authors have devised a detailed grading and
feedback process for these lab scenarics which enakles you to quickly determine
the areas you need to work on.

Grading for the lab scenarios contained within IEWB-5C is available once
the scenarios are configured on cur racks or the racks of cur preferred vendeors.
Grading includes a detailed score report that illustrates which sections were
configured correctly and which sections were configured incorrectly.

incorrectly configured sections include a detailed description of what was
incorrect, why it was incorrect, as well as an explanation of the intended solution.
Correctly configured areas may also include hints and pointers to improve your
configurations in the future. Atthe end of each score report, we provide a
recommendaticn as to what areas need improvement, which may include links to
recommended readings.

internetwork Expert's grading services is one of the best methods
available cn the market today for truly gauging your level of understanding of
CCIE™ -evel technologies and topics. Utilizing this service will provide the
student with a clear and focused portrait of their technological strengths and
weaknesses, and an excellent yardstick for measuring their level of preparation
for the CCIE™ Security Lab Exam.

Wil Copyright © 2004 Internetwork Expert
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Class-on-Demand

in addition to grading, Internetwork Expert offars online virtual breakdown
sessions for each lab scenarno contained within IEVWB-5C

These sessions, known as Class-cn-Demand, are taught by the authors of
the IEWB-SC workbook, Brian Dennis (CCIE #2210) Emd Brian McGahan (CCIE
#8593), and feature explanations and configurations of each lab scenanoc from
the ground up. By attending these Class-cn-Demand sesaians you will obtain
an in-depth insight into the principles behind the networking technologies
covered in IEWB-SC. In additicn, you will understand the reascning behind each
question and its accompanying solution, be shown conhguration best practices,
and learn valuable test-taking strategies

IEWB-5C Class-on-Demand sessions are delivered ocn-demand, and
utilize Internetwork Expert's state-of-the-art wirtual classroom software. Best of
all, the Class-on-Demand sessions are available at any time, allowing you to

utilize our CCIE training materials around your schedule. You may view an
individual Class-on-Demand session multiple times in order to completely
understand the topics covered.

Note

Rack Rentals, grading. and Class-on-Demand sessions are
available for purchase on an individual basis, as well as through
discounted combination packages. For more information, see
internetwork Expert on the web at

hitp Saewow infernetworkexpert com.

Copynght © 2004 Internetwork Expert i
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Mock Lab Exams

After completion of Internetwork Expert's CCIE™ Security Lab Workbook
the last step in your preparation should be to schedule a CCIE™ Security Mock
Lab exam with Internetwork Expert to evaluate your readiness for the real thing.

Internetwork Expert's CCIE™ Security Mock Lab is a simulation of the
conditions you will face in the actual CCIE Security Lab exam. In our CCIE
Security Mock Lab exam you will be presentad with a highly complex security lab
scenarno o configure. You will be allotied eight hours to configure the exam, plus
an additional half &sur for a lunch break (eight-and-a-half hours total).

Once the exam time has expired, your configurations will be manually
graded by cne of our highly skilled CCIE™ instructors, and you will be emailed a
detailed score report cutlining your performance. The following day you will join
ene of our instructors in our online classrcom for a one hour one-on-one
breakdown session to discuss your performance. This online session will allow
you 1o receive live feedback from the actual instructor that graded your exam, not
just a cookie-cutter response from a grading script.

Based on the results of this evaluation, cur CCIE™ instructors will give
you an honest recommendation of whether you are ready to take and pass the
CCIE™ Security Lab exam. or if more preparation is in order. If more
preparation is required. you will have a clear picture of your topical strengths and
weaknesses. Based on this you will be able to maximize the remaining
preparation time you have before the real lab exam.

For more information on Internetwork Expert's CCIE™ Security Mock Lab
exams visit internetwork Expert on the web at hitp/fvevnw internetworkexpert com

X Copyright © 2004 Internetwork Expert
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Support

Support for Internetwork Expert's CCIE™ Security Lab Workbook is
provided free of charge wvia the Internetwork Expert Forum. The Internetwork
Expert Forum is actively monitored and supporied by the actual authors of the
workbook, along with varicus other CCIE™ cerfified engineers and
internetworking experts.

To get the most out of this product, join the IEWB-SC discussion con the
internetwork Expert Forum at hitp forum internetworkexpert. com.

Live Chat

in addition to the Internetwork Expert Forum, Internetwork Expert hosts a
real-time text chat server where you can interact with other networking
professionals to discuss this and other Internetwork Expert products. This server
iz hosted via Internet Relay Chat (IRC) at irc.internetworkexpert. com. To
connect to this server go to http Mwww internetworkexpert comichat/ or download
a standalone IRC client such as http /iwww mIRC com.

Feedback

We are committed to your satisfaction. If you find any errors in this
preduct, or have comments on how we can make cur products better in the
future, please submit them to us via email to iewb-sc@internetworkexpert com.

Copyright © 2004 Internetwork Expert X



Internetwork Expert's CCIE™ Security Lab Workbook

Hardware Specification

intemetwork Expert's CCIE™ Secunty Lab Workbook uses the same
hardware specification used in the actual CCIE™ Security Lab exam. This
includes six routers with Ethernet, FastEthernet. Senal, ISDN, and ATM. Al
routers run 12 2T 108 with the Firewall Feature Set. In addition to the six
routers, two Catalyst 3550 series switches running the enhanced multilayer
software image (EMI) are included. Specific security-related hardware is also
included, which consists of a PIX firewall running 6.3 PIX 0S5, an IDS 4210
running 4. x software, a VPN 3005 concentrator running 4.x software, and a
Windows 2000 server for AAA, CA, and Cisco® VPN Client support. as well as
GUl access fo the D5 4210 via IDS Event Viewer and the VPN 3005 via
HTTPMHTTPS.

As per the actual CCIE™ lab hardware specification, IEWB-5C also
includes varicus external devices that are not within the control of the candidate.
These devices include a Frame Relay switch, an ISDN switch, and an ATM
switch, [In addition, three backbone routers are included to inject routes and
facilitate in the testing of security related features.

The physical tepolegy of IEWB-SC remains the same throughout the
entire workbook. Therefore, once your lab has been physically cabled to meet
the workbook's specification, there is no need to change the cabling in order to
complete each lab.

i Copyright © 2004 Internetwork Expert
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The generic devices used in IEWEB-5C include the following:

Divice Software Software kG iticEs
Version Feature Set
o IPIPWIDS PLUS 1 - Ethernet
R1 12.2(15)T IPSEC 3DES BASIC 2 - Senal
R? 12 2(15/T13 IPIFWNDS PLUS 1 - Ethernet
“ el IpSEC 3DES BASIC | 2 - Serial
i IPIFWIDS PLUS 2 - Ethernet
12 2(15'T13
R3 | 122019T13 | \ogEc 3DES BASIC | 4 - Serial
2 - Ethernet
. IPIFWNDS PLUS 1 - Senal
12 2015713 o o :
Rd | 1220090113 | 1bgec 3DES BASIC | 1 - ISDN
Z-FX5
"~ ] '-' - _.
N ipFwiDs pLUs | 2 - Ethernet
5 22(19)113 IPSEC 3DES BASIC i - Serial
- ' T - 150N
RE 12 901107 ENTERPRISE/FWIDS | 1 - FastEthernet
et IPSEC 3DES 1 - ATM
; . 24 - FastkEthernet
SV 121019 1 / vpto - .
SW 2 1(19)EA EMI Cryp 2 - GigEthernet
. . - . 24 - FastEthernet
WA 12 1{1EAT Srypto -
sw2 | 12.1(19)EA1 EMI Cryp 2 - GigEthernet
. , 1 - Inside
Pix 5.3(3) MiA 1 - Outside
VPN 4% NIA o i’”b“c
I - Private
. 1 - C&C
IDS 4% NIA 1 - Sensing
Windows See AAL Server
2 Ethe ¥
AAA 2000 Server Section of Intro 2 - Ethernet

Copynght @ 2004 Internetwork Expert
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The speciiic devices used in design of IEWB-5C were the following

: Installed
Device Rlatform DRAM | Flash WICs | Modules
R1 2610 54 16 P WIC-1T
B2 26810 54 16 2-WIC-1T
M3 26811 G4 16 1 - NM-4A/5
1= WIC-1T
1 -WIC-1B-U
."1.-:_1 ,1 = .! :
Rq' Fids o hq' -[.- ‘ -NI"-.-"I-‘;"-.-"
1-VIC-2FXS
1 - NM-ZE2W
R5 3620 £ 16 1-WIC-1T
1 - WIC-1B-U
1-RSP2
— -WiP2-40
- TR 47 e
RE 7505 128 20 . PA-FE.FX
1 - PA-AT-OC3MM
SWH A550-24-EMI Default | Default MAA
SWz2 3550-24-EMI Default | Default BA
Pix 501 Default | Default MA
WEN 3005 32 Default A
D5 4210 Default | Default MA
Ads | Windows 2000 Server 256 Mo 2 - Ethernet

X
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The external core devices used in IEWB-5C include the following

Device 9 g i Interfaces
Version Feature Set
= e oy
BB1* 12.1(15) E”éﬁ"‘?‘r[% 1. ATM
asic

BB2 12.1(15) IP Plus 1 - Ethernet
BB3* 12.1(15) IP Plus 1 - Ethernet

Frame Relay . . . .

. : - 6 -

Switch NIA NYA Serial
ATM Switch MA M Z2-ATMOCSE
ISDN Switch | N/A NIA 2- ISDN BR)

U Interfaces
*BBE1 and BE3 will need to peer via iIBGP with each other
This can be done over any interface, such as Ethernet
Seral, or even an AUX port to AUX port connection

Copyright © 2004 Internetwork Expert
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IEWB-SC Physical Cabling Connections

Connection for
BGP Peering

s

Backbone 3
Ethernet

Outside

élﬁublic

Private

Frame-Relay

XV Copyright © 2004 Internetwork Expert
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IEWB-SC Physical Interface Connections

ISDN
Switch Type basic-ni
R4 BRIO/O SPID1 527 20%4
R5 BRIO/O SPID1 527 20X5
Frame Relay Switch Configuration Ethernet Connections
Sew [ A e e | e RS | | et | beele | Mo | ekl
R1 soic | 102 R2 S0/0 201 R E0/0 SW1 | Fal/t
R1 soi | 103 R3 S1/0 301 R2 E0/0 SW1 | Fal2
[=F S040 143 3 TR 311 M3 eC/0 SV Falf3
= SO/0 104 = S0/0 401 FH3 EQM SWZ2 Fald/3
R1 [s0/0] 105 R5 S0i0 | 501 R4 ED/O SW1t_ | Fali
Rz | soio]| 201 R1 soio | 102 R4 EO/ SW2 | Fal/M
Rz | so0i0]| 203 R3 | 510 | 302 RS EO/D SW1 | Fal/is
Rz | soio| 213 R3 51/1 312 RS E0/M SW2 | Falis
Rz | soio| 204 R4 S0/0 | 402 RE Fatl/0/io oW1 | Falie
Rz | soic| 205 R5 S0/0 502 DS C&C SW1_|Fab/to
R3 | s1/0] 301 R1 S0/ | 103 DS Sensing SW2 |Fa0i10
R3 S1/0 | 302 R2 S0/0 203 PlLX Inside SW1 |Fal/11
rRa | stio| 304 R4 S0/0 | 403 PlX Quiside SW2 |Fal/11
rRa | stio| 305 R5 S0/0 | 503 VPN Private SWt |Fal/12
R3 S1/1 311 R SO/0 1173 YWPN Public SW2  |Fadonz
R3 S1/1 312 R S0/0 243 AAA inside SW1t  |Fal/z20
R3 S1/1 314 R4 S0/0 413 SV FaQ/13 SW2  |Fal/13
R3 | 5111 | 315 R5 50/0 | 513 SW1 Fad/14 SW2 |FaC/14
R4 som | 401 R1 S0/0 104 SWWH Fal/15 SW2  |Fad/i5
R4 | s0/0| 402 R2 S0/0 204
R4 | soio| 403 Ra S1/0 304
R4 | S0/0| 413 R3 S1/1 314
R4 | soio| 405 R5 S0/0 504
5 | soio| 501 R1 50/0 105
Rs | soi0| 502 R2 S0/0 205
R5 | soic| 503 R3 S1/0 305
Rs | soic| 513 R3 S1/1 315
Rs | s0/0| 504 R4 S50/0 | 405

Copynght © 2004 Internetwork Expert vl
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AAA Server

in addition to the six routers, two swiiches, and three secunty devices, a
Windows® 2000 Server is required to run CiscoSecure ACS Server (AAA), IDS
Event Viewer, Cisco VPN Client, and a web browser for GUI access to the IDS
4210 and VPN 3005

Although the PC is listed to have two Ethernet interfaces, only one is
required if the PC is being accessed locally with a keyword and monitor. Two
interfaces are used on Internetwork Expert's racks in order to allow remaot

ccess to the Windows® GUI via Remote Deskiop Connection and VNC.

An evaluation version of CiscoSecure ACS Server, the 1D5 EBEvent Viewer
and the Cisco VPN Client can be obtained from cisco.com with a valid service
contract. Use the following links io downlcad these sofiware packages

CiscoSecurs ACS:
hitp: feewrw cisco.comfkobavashiisw-center/cw 200 N ervpio/S0dayeval/

IDS Event Viewer:
hitp dweww cisco com/kobavashilsw-centariciscosecurafidsicrypiol

Cisco VPN Client
hitp fhwww cisco com/kobayashi/'sw-center/vpniclient/

Note

As of the publishing of this workbeook 1DS Event Viewer will not run
on Windows® 2003 Server. Although Windows® 2000 Server
evaluation software can no longer be downloaded directly from
microsoft.com, it can still be obtained through the purchase of many
MSCE 2000 publications, such as "MCSAMCSE Seli-Paced
Training Kit {Exam 70-215); Microsofi® Windows® 2000 Server
second Edition” ISBN 0-7356-17687-8. For more information on
which MicrosoftE publications include WindowsE 2000 Server
evaluations visit Microsoft® Press on the web at

hitp e microsofi com/msprass/

il Copyright © 2004 Intemetwork Expert
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IE’s Security Workbook Lab 1

Difficulty Rating (10 highest): 6

LLab Overview:

This lab scenaric is a mock lab exam designed to simulate the conditions of
Cisco Systems’ CCIE Secunty Lab exam. This lab should be completed within 8
hours. The only rescurce that should be used while configuring this lab is
Cisco's documentation set. This documentation is available in both CD format
and cnline at http ffwww cisco.comfunivercd.

Lab Instructions:

Prior to starting, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all rcuters and switches include 1P
addressing information.

Refer to the attached diagrams for interface and protocol assignmenis. Any
reference toc X in an [P address refers to your rack number, while any reference
to Y inan P address refers (o your router number.

The default usermame and password for the VPN 3005 is admin. The default
username and password for the 105 sensor is either ciscofcisce or ciscolidsd4 210

Lab Do’s and Don’ts:

« Do notchange or add any [P addresses from the initial configuration
unless otherwise specified

« Do notchange any interface encapsulaticns unless ctherwise specified

» Do not change the console, AUX, and WVTY passwords or access methods
unless otherwise specified

« Do notuse any static routes. default routes, defaull networks, or policy
routing unless ctherwise specified

« Save your configurations often

"y
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Grading:

This practice lab consists of various sections totaling 100 points. A score of 80
points is required to achieve a passing score. A seclion must work 100% with the
requirements given in order to be awarded thg-points for that section. No partial
credit is awarded. If a section has multiple pogsible solutions, choose the solution
that best meets the requiremenis

Grading for this practice lab is available when configured on Internetwork
Expert's racks, or the racks of Internetwork Expert's preferred vendors. See
intemetwork Expert's homepage at hitp/fwwaw internetworkexpert com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows

Section Paoint Value

Catalyst 3550 i

ISONIPER 12
Fouting Protocols 15
VPN 15
IP Sarvices 2
Genegral Securily 11
Advanced PIX Firewall 15
AAA 12
D3 11

GOOD LUCK!

2 Copyright © 2004 Internetwork Expert
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1. Catalyst 3550

e

1.
2.

1.3.

1.4

1.5.

1.86.

1.7.

1.8

Configure the VTP domain CCIE_SECURITY between SW1 and SW2.
Authenticate the VTP domain with the password CISCO.

1 Point

Recently. your manager read a horror story on the Internet about
somecne plugging a rogue switch into the network with a high
configuration revision number and crashing the network. Immediately
afterwards your manager tasked you with preventing this problem from
occurring. Configure the network fo reflect your manager's request.

2 Points

in order to improve security in the access layer of the network, your
security team has suggested that hosts connecting to the network
should use username and password authentication. In order to test
out this setup before deploying it network-wide, a Windows® XP host
has been connected fo port Fab/17 of SW1.

The Windows® XP host will be sending the username HOST and a
password of CISCO.

Configure SW1 to forward this authentication request on to the
RADIUS server at 10.0.0.100. If authentication is successful, the host
should ke allowed access to the network. If authentication fails, the
host should be denied access to the network.

SW1 should authenticate to the RADIUS server using the password
CISCO.

SW1 should send the authentication request to the RADIUS server
using the source IP address 150 X.7.7.

4 Points

Copyright © 2004 Internetwork Expert 3
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2. ISDN/PPP

21
2.2

2.3

24

2.5

2.6

2.7

2.8

Configure ISDN DDR between R4 and RS using dialer profiles.

R4 should initiate a call to RS irespective of interesting traffic. RS
should not drop the call due to the lack of interesting traffic or initiate a
call based on interesting traffic.

Do not use dialer watch for this task.

2 Points

Configure PPP authentication on R4 and RS to meet the fellowing

requirements:

« R4 should only challenge the remote end if the call direction is
outbound

« R4 should challenge using the hostname ROUTER4

« [R5 should challenge for beth inbound and cutbound calls, but
should allow the remote end to refuse authentication

+ RS should challenge using the hostname ROUTERS

« RS should authenticate R4 using the AAA server using TACACS+

Apply the apprepriate configuration to the AAA server for this task.

3 Paoints

The primary purpose of the ISDN connection between R4 and R5 is to
back up the Frame Relay connaction between them. Whenever the
Frame Relay connection is up, R4's dialer interface should be in
standby state. Upen R4's subinterface S0/0.345 geing down, R4
should initiate the ISDN connection to RS,

For cest control and added security, when R5 receives the call from
R4, RS sheuld drep the call and retrieve a callback string from the AAA
server. RS should then call back R4 using the callback string provided
by the AAA server.

Apply the appropriate configuration to the AAA server for this task.

4 Points
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2.9 AnATM PVC using AALSSNAP encapsulation has been provisioned
between RS and BB1. The VP for this PVC is 0 and the VCI is 20X

2.10. Use the IP address 54 X.7.6/24 for this interface.

Z 11, For added security, the circuit will require CHAP authentication.
Configure RE to respond to CHAP challenges from BE1 with the
hastname of ROUTERE and a hash value that represents the
password of CISCO. RS should not authenticate BB1.

212, RE should be able to ping BB1 {54 X.7.2534) and its own IP address of

54 X786

3 Points

3. Routing Protocols

3.1,

3.2.

3.3.

3.4.

3.5.

3.6.

3.7
3.8.

Configure the IP addresses for the public and private interfaces of the
VPN3005 according to the diagram provided.
Configure RackXVPN as the VPN3005's hostname.

1 Point

Configure the IP addresses for the inside and cutside interfaces of the
PIX according to the diagram provided.

Create three static routes on the PIX with a next hop of 183 X.119.11.
The first static should point to 192 10.X.0/24 the second fo

10.8.8 0/24, and the last fo 150 2.8 (/24

Configure RackXPIX as the PIX's hosiname.

2 Point
Configure the [P address for the command and contrel interface of the
DS according to the diagram provided.
The IDS should use R1 as its default gateway.
Configure RackXID5S as the IDS's hosiname.

1 Point
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3.9
3.10.

3.11.

312

3.13.

314

3. 19.

3.16.

317

3.18.

3.19.

Configure OSPF area 51 between SW2, the VPN3005, and BBZ.

The VYPN3005 should advertise reachakility information about the rest
of the network to SW2 and BBZ.

You are allowed to configure static routes on the VPN3003 to
accomplish this.

2 Points

Configure OSPF area 100 on the PIX fo connect to R1.
Configure the PIX to advertise a default route to the rest of the OSPF
routing domain.

2 Points

Authenticate all OSPF adjacencies within area 0 using a secure hash
value of the password CISCO.

2 Points

The OSPF adjacency between R3 and RS should use a hash value
based off the password CISCQO35.
The OSPF adjacency between R4 and RS should use a hash value
based off the password CISCO45.

2 Points

Authenticate the OSPF area 100 adjacencies between R1, R2, R3,
and the PIX using the clear-text password CISCO.

Do not use the ip ospf authentication interface command ocn R1, R2,
or R3's connecticn to the Frame Relay cleud to accomplish this.

Do not authenticate the adjacency between R3 and SW1.

3 Points
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4. VPN
4.1, The network administrator has requested that the network be
configured to allow communication between hosts in VLAN 4 and 41,
4.2 Hosts in VLAN 4 should appear to be in the 10.4.4 0/24 network o
hosts in VLAN 41
4.3, Hoests in VLAN 41 should appear to be in the 10.7.7.0/24 network to
hosts in VLAN 4.
4.4 The use of two static routes is permitied for this task.
1 Point
45  Create a LAN-to-LAN VPN between VLAN 4 and 41 over the Frame
Relay cloud on B3 and R4 using the following parameters:
e [SAKMP Authentication Method: RSA-SIG
+ [ISAKMP Hash: MDS
+ [SAKMP Encryption: 3DES
« CA Enrollment URL: http:#/10.0 0 100:80/certsrwmscep/mscep dll
+ ESP Encryption: AES-256
« ESP Authentication: HMAC-MDS
4.6.  This configuration should continue to function when the ISON backup

s active between R4 and R5.

5 Points
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4.7

4.8.

4.9

4.10.

After recent security i1ssues in VLAN 2 the network administrater has
requested that R2's interface EQ0/0 be configured fo support Cisco's
VPN client using the following parameters:

+ [SAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: SHA

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-SHA

Address Pool: 192.168.0.1-192.168.0.50

Group Name: IELAB

Group Password: CISCO

DNS Server: 183 X 48100

VNS Server: 183 X 46 100

Domain: internetworkexpert.com

Allow for split tunneling to destinations notin the 183 X.0.0/16
network

Without using a static route, cenfigure R2 to inject the VPN client's IP
address into its routing table to ensure 1P reachability .

* ® ® &® ¥ ® ® # w ® @

5 Points

Create a LAN-to-LAN VPN on the VPN3005 and the PIX between the
10.8.8 0/24 and the 183 X.19.0/24 subnets using the following
parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MDS

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-MDS

Configure the VPN3005 so that hosts in the 183 X.19.0/24 subnet can
net ping hosts inthe 10.8 8 0/24 subnet through this VPN tunnel.

L]

4 Points
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5. 1P Services

5.1 The network administrator has requested that R4 be configured to log
all severity 6 and below messages to a syslog server located at
10.0.0.100.

52.  To help guard against tampering with the syslog messages on the
server itself, R4 should include a sequence number for each log
message.

2 Points

6. General Security

51 Recently, it was discovered that hosts behind BB3 were attempting to
gain access to one of the company's main file servers. Your manager
has requesied that R3 be secured according to the following
requirements.

Treat interface EQ/0 as the outside interface and all other interfaces
as inside interfaces

Drop packets that contain their own routing information

Using CBAC (firewall feature set), permit returning TCP/UDP
sessions and ICMP traffic that were initiated from behind R3
inkound on the cutside interface

Permit HTTP and HTTPS access to a web server with the I[P
address of 183 X 19 100

Permit traceroute replies inbound on the cutside interface

Log all packets denied by access-lists o a syslog server at
10.0.0.100

These log messages should include the layer 2 address of the
packet that was denied

Allow for a maximum of 500 unassembled [P packets and twice the
default packet state structure timeout

Close half-open TCP session after 15 seconds

Start tearing down half-open TCP sessions when the number
exceeds 1500, and stop when they fall back down to 750
Allow users on R3 itself to ping and telnet to BB3

Permit all necessary routing protocol

Deny all other traffic

5 Points
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6.2 Additicnally, in order to reduce the filtering overhead cn R3, your
manager has requesied that all packets destined o TCP port 139 be
dropped pricr to reaching R3's interface E0/C.
6.3 Donot make changes to R3's configuration to accomplish this task.
2 Points
64 Anew corporate policy dictates that management through the CLIon
R4 and RE be performed using SSH. Telnet access to R4 and RE
should be disabled.
6.5  Userswill be authenticating with the username S5H and the password
CISCO.
66,  Allow S5H connections scurced from any 183X 0.0/16 |P address.
2 Points
6.7.  The network administrator has voiced concerns that R6's ATM
connection to BB1 is not secure. The network administrator would like
1o only allow packets in from BE1 that were initiated from behind RE.
6 8  Coenfigure RE to menitor TCP and UDP traffic as it flows cut its ATM
interface to BB1 and dynamically permit the return packets inbound.
6.9 Statically permit the BGP peering session with BB1 and ICMP echo-
replies inbound . All other traffic should be silently dropped.
6.10. Do notuse CBAC (firewall feature set) for this task.

2 Points

7. Advanced PIX Firewall

71

7.2.

Cﬂr‘lfigu re the PIX to translate any inside host's IP address to the
outside interface’s [P address.
Allow for a maximum of 10000 simultanecus connections.

2 Points

10
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7.3.

7.4

7.5

76

[

7.8

7.9

710

The network administrator is concerned with the possibility of internal
hostis pariicipating in a DoS attack, and would like the PEX configured
so that cnee a 4000 embryenic coennection thresheld has been
breached, the PIX will intercept TCP SYN packets on behalf of the
destination. Once the number of embrycnic connections falls below
4000, the PIX should step intercepting TCP SYN packets.

2 Points

Permit telnet access to the PIX from any 1P address on the inside
interface.

Ensure that when users telnet into the PIX they receive all possible
syslog messages.

Users logged into the PIX via the conscle should only receive severity
level 5 and below messages.

2 Points

Users on the inside of the PIX have complained that they are unable to
ping or traceroute to P addresses on the cutside.

Configure the PIX to allow the inside users to successfully ping and
traceroute to 1P addresses on the outside of the PIX.

2 Points
In the future, a multicast server will be installed in WLAN 15 This
server will need to send a multicast stream (225 25 25 25) to a client
located in VLAN 119,
Configure the PIX to allow this multicast stream through.

3 Points
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8. AAA

7.11.

7.12.

7.13.

714

8.1

8.2

8.3
&4

Your company has hired an cutside consultant to help configure the
PIX firewall. Since the consultant is uncoemforiable using the CUL he
has asked that the PIX be configured to allow management using the
PDM. After voicing concerns with your manager that GUls are for
beginners and the CLI is the ONLY way to configure a firewall, your
manager insisted that the PIX be configured to allow the consultant
access viaHTTP.

Cenfigure the PIX to support the PDM from the consultant's computer's
IP address of 183 X 19.50

2 Points

After recent incorrect changes were made fo the company's DNS
server, a host in VLAN 119 with the [P address of 183.X.119.200
incorrectly reselves to 183 X.119.20.

The network administrator has requested that the PIX be configured to
redirect packets from the inside destined for 183 X 119 20 to
183.X.118.200.

2 Points

Recently a W32 Blaster Worm variant infected Windows servers
located in VLAN 19, The variant propagated itself to other Windows
servers using TCP port 135, In order to help stop the spread of the
worm until a software patch for the server is released. the network
administrator recommended that the R1 and PIX block TCP port 135
traffic. However, the internal softiware development team manager
voiced concerns that the development team needs TCP port 135
permitied through R1 and the PIX. In order o stop the spread of the
worm, but still permit legitimate TCP port 135 traffic, users will be
required to authenticate to R1 or the PIX prior to being permitied out of
WLAN 19 on TCP port 135

Cenfigure the PIX to require users to authenticate by cpening a HTTP
connection to 183 X, 18,100 and entering username USER1 along with
the password of CISCO prior to permitting TCP port 135 connections
through.

The PIX should authenticate this user against the AAA server.

Apply the appropriate configuration to the AAA server for this task

4 Points

12
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8.5.

8.6.

8.7.

88

8.9,

8. 10

When users in VLAN 19 need to connect on TCP port 135 through R1.
these users should be required o create a HTTP connection to R1 and
authenticate prior to R1 permitting the TCP port 135 traffic through.

R1 should only allow TCP port 135 connections inbound on interface
E0/ for sessions that have been authenticated.

R1 should use TACACS+ with the AAA server for authenticating these
SeSEI0NS.

Users will be authenticating using the username TCP135 aleng with
the password of CISCO.

Apply the appropriate configuration to the AAA server for this task.

4 Points

The network administrator would like to enable NOC users to perform

basic administrative tasks on R5 according to the following

requirements:

« Authenticate telnet sessions using the username NOC and the
password CISCO

+ This authentication should occur against the local
username/password database

+« The NOC user's password should be stored as an MD5 hagh in
R5's configuration

« Without using the username command with privilege option or the
privilege level line command, place the NOC user in privilege level
5 upon logging in

e Give the NOC user access to the clear line and clear counters
commands

+« Account for the privilege level 5 commands using the AAA server

« Use TACACS+ as the communication protocel with the AAA server

« Scurce the TACACS+ session off R5's Loopback 0 interface

Apply the appropriate configuration to the AAA server for this task.

4 Points
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9.1DS

Read the access instructions for the (D5 Sensor in the infroduction for this lab
prior fo starfing this section.

9.1

9.2

8.3

9.4
8.5.

986.

8.7

9.8

An IDS sensor has been installed to monitor traffic between the PIX
and the VPN3005.

Only allow management of the IDS sensorvia HTTPS from the AAA
server's [P address of 10.0.0.100.

Span fraffic from between the PIX and VPN3005 to the IDS sensor's
sensing interface,

3 Points

Configure the IDS Event Viewsr toc manage the 1DS sensor.
Alter the default view o filier traffic destined io the PiX's cuiside 1P
address.

1 Point

Configure a manual shun ¢n the 1DS sensor to deny all packets
inbound on the outside interface of the PIX sourced from
208.50.100867.

This manual shun should never timeout.

2 Points

The network administrator would like to be notified whenever someone
changes the password through a telnet connection. Create a custom
signature fo trigger an alarm of high severity whenever a telnet sessicn
containg the string “password”.

2 Points

14
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9.9 In addition to your manager's earlier request to secure R3's interface
EQ/Q. your manager has requested that R3 perform intrusion detection
inbound on its EQ/D interface.

9.10. Configure R3 to meet the following requirements:

+ Log alarms to a syslog server located at 10.0.0. 100

« Send only the necessary messages to the syslog server

« Alarm and drop packets that trigger on any information-gathering
alams

+ [Disable the "Fragmented ICMP Traffic” signature

« Do notinclude the 183.X.37 64 through 183 X.37 127 IP addresses
as part of the protected network

3 Points
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IE’s Security Workbook Lab 2

Difficulty Rating (10 highest): 6

Lab Overview:

This lab scenaric i1s a moeck lab exam designed to simulate the conditions of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this lab is
Cisco's documentation set. This documentation is available in both CD format
and cnline at http /fwww cisco.com/univercd.

Lab Instructions:

Prior to starting, ensure that the initial canfiguration scripts for this lab have been
applied. The initial configurations for all routers and switches include 1P
addressing information.

Refer to the attached diagrams for interface and protocol assignments. Any
reference io X in an IP address refers {o your rack number, while any reference
to Y in an iF address refers o your router number.

The default usermname and password for the VPN 3005 is admin. The default
username and password for the 1DS sensor is either ciscoicisco or ciscolids4 210

Lab Do’s and Don’'ts:

« Do notchange or add any P addresses from the initial configuration
unless otherwise specified

+ Do net change any interface encapsulations unless ctherwise specified

« Do not change the console, AUX, and VTY passwords or access methods
unless otherwise specified

« Do not use any static routes, default routes, default networks, or policy
routing unless otherwise specified

+ Save your configurations often

——
|
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Grading:

This practice lab consists of various sections totaling 100 points. A score of 80
points is required to achieve a passing score. A seclion must woerk 100% with the
requirements given in order o be awarded the points for that section. No partial
credit is awarded. If a section has multiple possible sclutions, choose the solution
that best meeis the requiremenis

Grading for this practice lab 1s available when configured on Internetwork
Expert's racks, or the racks of Internetwork Expert’'s preferred vendors. See
intemetwork Expert's homepage at hitp /v internetworkexpert com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows

Settion Paoint Value
Calalyst 3550 4
ISOMNIPEP &
Routing Protocols 14
YEN 8
IP Services g
Genaral Seclrity 27
Advanced PIX Firewall 12
AAR #
D3 G

GOOD LUCK!
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1. Catalyst 3550

1.1,
1.2.

1.3.

1.4.

Configure the VTP domain |E_SEC between SW1 and SW2.
Authenticate the VTP domain with the password CISCO.

1 Point

Your network administrator has voiced some concerns relating to the
security of SW1's port Fal/16 which is being used in the company’s
public conference room. In order to provide added security for this
connection. the network administrator has requested that only a device
with the MAC address of 1234 5678 9abc be allowed to connect this
port.

if any other device attempts to connect to SW1i's port Fal/16 a log
message should be generated and the port's state should be changed
to error-disabled.

3 Points

2. ISDN/PPP

21

2.2

2.3
2.4

2.5
26.

Configure ISDN DDR between R4 and R5 using the physical BRI
interfaces.

Any P traffic should be permitted to initiate and maintain a call. but
OSPF should not keep an ISDN connection up unnecessarily.

2 Paoints

Configure PPP encapsulation on the ISDON link between R4 and R5.
When RS calls B4, R4 should issue an authentication challenge with
the username ROUTER4. When R5 receives this challenge, it should
respond with the username ROUTERS and a hash value that
represenis the password CISCO.

R5 should never authenticate R4.

Use local AAA authentication for this task.

3 Points
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3. Routing Protocols

3.1 Configure the IP addresses for the public and private interfaces of the
WPN3005 according to the diagram provided.
3.2 The VPN3005 should use RS as its default gateway.
3.3 Configure RackXVPN as the VPN3005's hostnames.
1 Point
3.4 Configure the IP addresses for the inside and outside interfaces of the
PIX according o the diagram provided.
3.5 Configure RackXPIX as the PIX's hostname.
1 Point
3.6, Configure the IP address for the command and contrel interface of the
105 according to the diagram provided.
3.7, The IDS should use R1 as its default gateway.
3.8. Configure RackXIDS as the 1DS's hostname.
1 Point
3.8 Authenticate all OSPF adjacencies within areas 0 and 170 using
simple password authentication.
2 Points
310 Authenticate all OSPF adjacencies within area 345 using the strongest
authentication type supported by OSPF.
1 Point
3.11. Configure RIPv2 between R2 and the PIX.
212 The PIX should generate a default route to RZ.
313 Authenticate RIP updates between R2 and the PIX using the password
CISCO. This password should be sent in clear text.
2 Points
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314 Configure RIPvZ between RE and the PIX.
315 The PIX should generate a default route to RE.
3.16. Authenticate RIP updates between the PIX and RE using a hash value
that represents the password CISCO.
2 Points
317 Configure a BGP peering session through the PIX between B2 and RE.
318 Secure the BGP peering session between R2 and RE using a hash
value that represents the value of CISCO.
2 Points
3.19. Cenfigure OSPF area 51 on the private interface of the VPN3005.
320 Use 150X 1111 as the OSPF router 1D.
3.21. Configure static routes on the VPN3005 for the 54 X 1.0/24,
132 X006, 150 X.0.0M16, 204 12 X.0/24, and 10.0.0.0/8 networks
pointing to 132 X.115.5.
322 These static routes should be redistributed into OSPF and appear in

BBZ's routing table as E2 routes.

2 Points
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4. VPN

4.1,

4.2

4.3

4.4.

45

46

A new corporate policy has dictated that all traffic between VLAN 44
and VLAN 3 be encrypted.

if R3 or R4 lose their Frame Relay connection to R2, the encrypted
traffic should flow across the ISDN through RS, The traffic should
remain encrypted when using the ISDN connection.

This encrypted trafiic should use the following parameters:

+ [SAKMP Authentication Method: PRE-SHARED

+ [SAKMP Hash: Default

« [ISAKMP Encryption: DES

o ISAKMP SA Lifetime: 2400 seconds

« ESP Encryption: DES

+« ESP Authentication: HMAC-MDS

The use of static routes is permitted for this task.

4 Points

Configure the PIX to support Cisco's VPN client using the following
parameters:

» [SAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: SHA

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-MDS

Address Pool: 10.255 255 1-10.255 255 254

Group Dame: CCIELAB

Group Password: CISCO

Usermame: CCIEUSER

User Password: CISCO

DNS Server: 132.X.29.50

Default Domain: internetworkexpert com

+ ldle Timecut 1800 seconds

Using AAA, the PIX should authenticate this user against its local
username/password database.

& & &® & & & & #* #* & @&

4 Points

22
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4.7 Encrypt all ICMP ping traffic between R1 and R6's Loopkback(
interfaces using the following parameters:

¥ & & @

ISAKMP Authentication Method: PRE-SHARED
ISAKMP Hash: Default

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-SHA

4 Points

4.8 Create a LAN-1o-LAN VPN between the 192 10 X 0/24 network on the
VPN3005 and the 10.3.3.0/24 network on R3 using the following
parameters.

¥ & & * ¥

ISAKMP Authentication Method: PRE-SHARED
ISAKMP Hash: MD35

ISAKMP Encryption: 3DES

Diffie-Hellman Group: 2

ESP Encryption: 3DES

ESP Authentication: HMAC-MDS

4.9 This configuration should continue to function in the event the
WVPN3005's public IP address is changed.

4 Points
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5. 1P Services

5.1.

5.2

5.3.

5.4.

5.5.

5.6.

5.7.

5.8.

59

Configure NAT on R4, Interface S0/0. 1234 and interface BRIC/Q
should be the ouiside interfaces and interface EQ/U should be the
inside interface.

Use 132 X 255.0/24 for the address pool. Advertise this network into
O5PF. The use of cne static route is permitiad.

Aweb server with the IP address of 132X .4 100 should be reachable
via the |P address 132 X 255 100 The web server is running on the
standard HTTP port of 80 S5L connections should also be permitted
o this server.

Any attempts to FTP to this server should be redirecied to

13244 101,

Users should still be allowed to telnet o R4 using the outside
interfaces’ IP addresses and the Loopback( address.

4 Points

Your manager has become concerned with packets coming from BB1
with spoofed source IP addresses. Configure R6E te drop packets
without a verifiable source address received on its ATM connection to
BB1

2 Points

Create an additicnal Loopback interface (Loopback2) on R3 using the
IP address 1.1.1.1/32.

Ensure all telnet sessions from R3 will automatically source their
connection off of this new Loopback interface.

Do not advertise this new Loopbkack with any routing protocol but
ensure that R3 can still telnet to other devices (i.e. R1, R2, etc).

3 Points

24
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6. General Security

6.1.

6.2

6.3.

6.4,

8.5.

After returning from a network security class, one of your network

administrators has convinced your manager that RE is cpen o

many security vulnerabilities. To say the least, your manager is not

happy that these vulnerabilities have been left unchecked for so long.

in order to appease your manager. configure RE to conform to the

following security recommendations:

« Configure the ATM interface to confirm to RFC 2827

« Disable CDP and proxy-arp on the Ethernet segment to the PIX

+ [Disable BOOTF and DHCP server

« A banner message should be displayed to all users that telnet into
the router that states:

Access lo this device or the altached networks s prohibifed without
express writien permission. Violafors will be pinged on sight.

3 Points

Your NOC engineers have noticed that SW2 is being polled via SNMP
from an unauthorized scurce which appears to be coming in from
behind BB3. Afler complaining to the network administrater of BE3 o
help track the source of the SNMP polling, you have decided to just
filter the SNMP traffic from BB3.

After putting in a change conirol request 1o add the SNMP filtering,
management has rejected the request as the last change to SW2
caused a major network outage.

Since management will not allow changes fo SW2, configure SW1 to
filter SNMP packets destined for SW2 that are scurced from any IP
address cther than I[P addresses belonging to the 132 X 0 016
network.

3 Points
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8.6 After further investigation it appears that the device pelling SW2 via
SNMP is internal to your nebwork.

6.7, Inorder to help track down the source of the SNMP packets, configure
SW2 to generate a log message whenever a device attempts to poll it
using the Read-Only community string ‘public’.

68 These locg messages should be sent to a syslog server at
132 X.33.100.

2 Points

6.9, Your manager has determined that R1 and 3W1 should only be
managed via SSH as cpposed to telnet

610 Configure S5H suppert on R1 and SWH1.

6.11. Authenticate users against the AAA server at 10.0.0.100.

6,12 Users will be authenticating with the username S5H and the password
of CISCO.

8 11, Apply the appropriate configuration to the AAA server for this task

2 Points

6.13. Authenticate users logging inte RS using local AAA authentication.

6.14. Configure the usernames NOC and ADMIN both with passwords
CISCO.

6.15  Users that enter using username NOC should be placed in privilege
level 0. After entering the router they should be allowed access to
privilege level 1 by using the password of LEVELT.

.16 Users that login with the username of ADMIN should be automatically
placed in privilege level 15,

3 Points

6.17. Inresponse to recent ICMP DoS attacks on a web server located in
VLAN 69, a new company policy dictates that ICMP echo traffic
inbound on RE's ATM connection toc BE1 should be limited to 128kbps.

618 After implementing this new pelicy you have noticed that legitimate

ICMP echo requests are being dropped. In order to help deal with this
issue, you have decided to allow the ICMP traffic to burst to 25% of the
allowed rate.

3 Points
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6.19.

6.20.

6.21.

622

6.23.

624

After recent security i1ssues internal to your netwerk. your manager has

requested that R1's interface EQ0/0 be secured. After trying to figure

out what your manager meant by “secured”, you have decided to just

implement CBAC (firewall feature set) on R1 using the following

parameters:

« Treat interface EC/O as the outside interface and S0/0.1234 as the
inside interface

+ Allow all TCP and UDP sessions initiated from the inside to return
inkound on the cutside interface

« Permit cutside hosts to connect via SSH to any device on the inside
of R1 with the exception of cutside hosts in the 20412 X.0/24
network

« Permit all HTTP connections inbound

« Permit all necessary routing protocol traffic inbound

« Deny all other traffic

Do not apply an cutbound access-list on R1's interface EO/O 10

accomplish this task.

5 Points

On R1, configure CBAC to timeout idle TCP sessions after 30 minutes
of inactivity. Inactive UDP sessicns should be timed cut after three (3)
minutes.

1 Point

Recently a new worm has been spreading through the Internet by
expleiting a known vulnerability in Microsoft's Internet Information
Server (11S). Your manager is worried that the internal HIS servers
located in VLANs 3 and 33 will be affected by this worm, and has
asked that R1 and R be configured to prevent this worm from coming
in their Internet connections to BB1 and BB3. The only information you
have about this worm is that it sends a HTTP GET request containing
the strings "cmd exe” or “root exe”.

Configure R1 todrop any HTTP packets received on interface EQ/O
that contain URLs with these strings before forwarding the packets out
interface S0/0.1234.

Coenfigure RS to drop any HTTP packets received across the ATM
cloud that contain URLs with these strings before forwarding the
packeis cut on interface Fat/0/0.

5 Points

Copyright @ 2004 Internetwork Expert 27



Internetwork Expert's CCIE™ Security Lab Workbook Lab 2

7.

Advanced PIX Firewall

912 Configure the PIX to translate any inside host's IP address to the
outside interface’s IP address.

1 Point

7.1 Aweb server has recently been installed in VLAN 28 The server's IP
address is 132 X 29.100. The network administrator has requesied
that this web server be available to users cutside of the PIX. This web
server should be accessible from outside of the PIX via the 1P address
132.X.69100

7.2,  Permit bcth HTTP and 550 connections to this server,

2 Points

7.3, Any FTP connecticns that are attempted to this new web server's
outside IP address (132. X 69.100) should be redirected to a FTP
server at 132 X.28 101, This FTP server is configurad to permit FTP
sessions on bath port 21 and 10021

7.4, To mainiain compliance with the corporate security policy, ensure that
the PIX performs application inspection for the FTP connecticns made
to port 10021 along with port 21,

2 Points

7.5 Using only one access-list entry on the PEX, permit any device on the
inside of the PIX to ping and tracercute to destinations cutside of the
PIX.

2 Points

7.6, Incrderto ensure accurate time on the PIX, the network administrator
has requested the PIX be configured to receive time via NTP from
BB1.

7.7, For added secunty. cenfigure the PIX to authenticate BB1's NTP
updates using key 1 wath an MD35 hash that represents the value
CISCO.

2 Points

28

Copyright @ 2004 Internetwork Expert



internetwork Expert's CCIE™ Security Lab Workbook Lab 2

7.8

7.9

710

8. AAA

8.1.

8.2
83

9.13.

&4

Create an additicnal Loopback interface on R2 and RE. Use the
10.2.2 2124 IP address for R2 and 10.6 6.6/24 for R6.

Create a GRE tunnel between R2 and R6. Use the 10.26.26.0/24
subnet for addressing inside this tunnel with R2 using .2 and K& using
5.

Configure R2 and R& to advertise these new Loopbacks to each cther
using EIGRP AS 1. Do not redistribute or advertise these networks
{new Loopbacks and tunnel) into any other routing protocol.

3 Points

Against your recommendation, the network administrator has decided

that R5 should be managed via HTTP.

Configure R5's HTTP management server to use TCP port 8080

Authenticate users via TACACS+ with the AAA server using the

following parameters:

« Authenticate the TACACS+ session with the AAA server using the
password CISCO

« Source the TACAC S+ session off R5's Loopback0 interface

+ The users will be authenticating with the username R5WEEB and the
password CISCO

Apply the appropriate configuration to the AAA server for this task.

3 Points

Cenfigure R3 to authenticate users telneting into it with the following

requirements:

« Authenticate the TACACS+ session with the AAA server using the
password CISCO.

+ Create a user named USER1T with the password CISCO in the AAA
server. USER1T should be placed in privilege level 15 upon login.

+ When USER1 successfully logs in, execute the show users
command automatically, but do not automatically log USER1T off R3
after the show users command executes.

+ Create a user named USERZ with the password CISCO in the AAA
server. USERZ should be placed in privilege level 2 and given
access to all debug commands and the undebug all command.

4 Points
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9. 1DS

Read the access instructions for the 1D5 Sensorin the introduction for this fab
prior to starting this section.

8.1

9.2

9.3.

9.4,
8.5.

8.6

9.7

9.8

9.9

9.10.

An IDS sensor has been installed to monitor traffic as it enters your
network via the Ethernet connection to BE3. The command and
control interface is connected to SWH1's interface Falit (.

Allow management via telnet and HTTPS from [P addresses in the
10.0.0.0/24 netwaork,

1 Point

Span traffic from SW1's interface Fa0/24 to the IDS sensor's sensing
interface which is connected to SW2's interface Fal/10. Use VLAN
111 as the remcte-span VLAN.

1 Point

Coenfigure the IDS to support shunning on SW1 and SW2,

Enable the 1DS sensor to access SW1 using the username 1DS and
the password CISCO via S5H. 5W2 should be accessible via telnet
using the same usernamea/password combination.

The blecking interfaces should be the VLANTE3 interfaces on both
SW1 and SW2.

The 1DS senscr should never block BE3's IP address of 204 12 X 254,

2 Points

Configure the IDS Event Viewer on the Windows 2000 Server for
viewing of the IDS sensor's alarms.

Alter the default view on the DS Event Viewer to exclude any ARP
related signatures.

Enable all L2/L3/L4 Protocaol signatures on the IDS sensor with the
exception of the "RFC1918 address” signature.

2 Points

30
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IE’s Security Workbook Lab 3

Difficulty Rating (10 highest): 8

Lab Overview:

This lab scenario is a mock lab exam designed to simulate the conditions of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this labis
Cisco's documentation set. This documentation is available in both CO format,
and online at hitp:/faww. cisco.com/univercd.

Lab Instructions:

Pricr to starting, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include |IP
addressing information.

Refer to the attached diagrams for interface and protocol assignments. Any
reference to X in an IP address refers to your rack number, while any reference
to Y inan IP address refers to your router number.

The default username and password for the VPN 3005 is admin. The default
username and password for the 1DS sensor is either cisco/cisco or ciscofids4210.

Lab Do’s and Don’ts:

* [o notchange or add any IP addresses from the initial configuration
unless otherwise specified

« [o not change any interface encapsulations unless otherwise specified

« Do not change the console, AUX, and VTY passwords or access methods
unless otherwise specifiad

« [o not use any static routes, default routes, default networks, or policy
routing unless otherwise specified

= Save your configurations often
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Grading:

This practice lab consists of various sections totaling 100 points. A score of 20
points is required to achieve a passing score. A section must work 100% with the
requirements given inorder to be awarded the points for that section. No partial
credit is awarded. If a section has multiple possible solutions, choose the solution
that best meets the requiremants.

Grading for this practice lab is available when configured on Internetwork
Expert's racks, or the racks of Internetwork Expert's preferred vendaors. See
Intemetwork Expert's homepage at hittp//www.internetworkexpert.com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows:

Section Point Value

Catalyst 3550 o
) e 11
Fouting FProtocols 10
VEN 21
IP Services 8
ZEneral Securibn 12
Aclvanced PLX Firswall 13
AAA 12
DS 7

GOOD LUCK!
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1. Catalyst 3550
1.1, Configure the VTP domain IE_SEC between SW1 and SWZ.
1.2.  Authenticate the VTP domain with the password CISCO.

L

1 Point

Recently an 802.11b access point has been connected to port Falv23
of SW2 as a testinstall before a full scale wireless implemeantation.
However, one of your top executives has not been happy with the
performance of it. After further investigation, you have determined that
there are too many users being serviced by this single access point.
Since this executive has the final say in whether your group will get the
funding for the project, your local Cisco® SE has recommended that
you restrict access through the access point only to the executive.
Since you don't want the executive to suspect anything, you do not
want to have to ask him for the MAC address of his wireless card. In
order to accomplish this, configure SW2 so that traffic is only allowed
in from the access point if it is sourced from the executive's PC.
Assume that this PC will be the first to connect to the access point after
this configuration is performed.

4 Points

2. ISDN/PPP

Using PPP encapsulation, configure |SON DDR between R4 and R5.
F4 should use dialer profiles and RS should use legacy ISDN.

R4 and RS should permit any IP traffic to initiate and maintain a call.
Do not permit any other protocols across the ISDN connection other
than 1P.

3 Points
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2.5, Configure R4 to authenticate R5 using CHAP authentication.

2.6. R4 should refuse to be authenticated via CHAP or PAP authentication.
2.7.  Configure R5 to attempt authentication of R4 using CHAP. If CHAP is
not accepted by R4, R5 should offer PAP authentication. |If PAP

authentication is refused, RS should still allow the connection to come
Lp.
2.8, R&should not use any username commands or authenticate with the
AAA server for this task.
4 Points
2.9, R4 should allow for a maximum of three failed authentication attempts
before dropping a call.
1 Point
2.10. Configure a subinterface .1 on RE.
211, Configure the ATM PVC 0/30X on this subinterface.
2.12. Configure PPP over ATM on this VC using interface Dialer1.
2.13. The IP address of this interface should be 54 X .8.6/24.
2.14. BB1 is configured to authenticate R6 using PAP authentication. RG
should use the username ROUTERS and the password CISCO for
FAP authentication.
2.15. Donot use the ppp authentication pap interface command to
accomplish this task.
3 Points
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3. Routing Protocols

(%)
Ead

3.4,

Ll
o

0 0

~ o

3.8.

Configure the |P addresses for the public and private interfaces of the
WVPN3005 according to the diagram provided.
Configure RackXVPN as the VPN3005's hostname.

1 Point

Configure the [P addresses for the inside and outside interfaces of the
PIX according to the diagram provided.
Configure RackXF X as the PIX's hostname.

1 Point

Configure the IP address for the command and control interface of the
IDS according to the diagram provided.

The |IDS should use R2 as its default gateway.

Configure RackXIDS as the IDS's hostname.

1 Point
Authenticate the EIGRF adjacencies between R1, R4, and R5 using a
secure hash value of the password CISCO.

1 Point
Configure OSPF area 51 on the VPN3005's public and private
interfaces.
The YPN3005 should use 150.X.11.11 as its O5PF router |D.
All O5PF adjacencies in OSPF arga 51 should be authenticated with

the cleartext password CISCO.

2 Points
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312,

3.13.

Configure OSPF area 0 on the outside interface of the PIX using
process-id 1.

The AAA serveris preconfigured to expect authenticated OSPF
adjacencies using the clear-text password CISCO. Configure the PIX
to accommodate this adjacency.

2 Points

Configure OSPF area 0 on the inside interface of the PLX using
process-id 2.

All O5PF adjacencies in OSPF this area 0 should be authenticated
with a secure hash value of the password CISCO.

Adverise the routing information learned on the cutside interface of the

FPIX to the OSPF routing domain running on the inside interface of the
PIX.

2 Points

36
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4. VPN

4.1.

4.2

4.3.

4.4,

4.6.

4.7.

4.8.

4.9.

The network administrator has requested that a host in VLAN 39 be
given access to a server located in VLAN 52, The traffic should be
encrypted between this host and RS, The host will be using Cisco's
VPN Client.

Configure RS to support Cisca’s VPN client using the following
parameters:

« [SAKMP Authentication Method: PRE-SHARED

+ [SAKMP Encryption: 3DES

« ESP Encryption: 3DES

« ESP Authentication: HMAC-SHA

+ Address pool: 10.105.105.1-10.105.105.50

« Group Name: IPSECGROUP

« Group Password: CISCO

¢ Usermame: IPSECUSER

¢+ Password: ClSCO

This configuration should continue to function in the event that R5's
Frame Relay connection to R1 is down.

RS should authenticate this user against the AAA server using
TACACS+, If communication with the AAA servers fails, RS should
authenticate the user locally. Apply the appropriate configuration to
the AAA server for this task.

& Points

Using only one GRE tunnel, configure a full meshed GRE tunnesl
topology between R1, R4, and RS, Source the tunnel off each router’s
respective Loopback 0 interface. Use 10.255.255Y/24 for addressing
inside the tunnel.

Do not use the tunnel destination interface command to accomplish
this task.

2 Points

Create additional Loopback interfaces {Loopback 1) on R1, R4, and
R5. Use 10.255.Y.Y/24 for addressing on these new Loopback
interfaces.

On R1, R4, and R5 enable O5PF area 0 for the Loopback 1 and GRE
tunnel interface {(10.255.Y ¥/24 and 10.255 255.Y/24).

Advertise the Loopback 1 networks as /24°s into OSPF.

1 Point
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4.10.

SN
E—
[g I <N

4.16.

Encrypt the multipoint GRE tunnel on R1, R4 and K5 using the
following parameters:

« [SAKMP Authertication Method: PRE-SHARED

+ [SAKMP Hash: MD%

o [SAKMP Encryption: 3DES

« ESP Encryption: AES-256

« ESP Authentication: HMAC-SHA

To reduced unnecessary overhead, this configuration should not
encapsulate the IP header of the GRE packets.

Ensure this configuration continues to function in the event that R4 and
RS are routing across the |SDN to reach each other's Loopback O
interfaces.

4 Points

On R4 and the VPN3005, encrypt IP traffic between 174 X .38.0/24 and
the following subnets: 174.X.1.0/24, 174 X4 .0/24 174.X.45.0/24, and
174.X.145.0/24

The VPN2005 should not permit HTTP traffic through the IPSec tunnel.
Limit the |PSec tunnel to 128kbps on the WVPN3005.

4 Points

The network administrator has requested that TCP and UDP traffic
sourced from or destined to the 174.%.38.0/24 subnet between R3 and
RE be encrypted using the following parameters:

+ |SAKMF Authentication Method: RSA-S1G

« [SAKMP Hash: MD5%

« |[SAKMP Encryption: 2DES

« CA Enrcliment URL: http//10.0.0.100:80/certsrvmscep/mscep.dll
+« ESP Encryption: AES-256

« ESP Authentication: HMAC-SHA

+« Enable Perdect Forward Secrecy

4 Points

38
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5. IP Services

5.1

o
P

o
L3

&n
N

(3]
o

o
iy
L)

The network administrator is concernead about possible 5YN flood DoS
attacks on servers in VLAN 255 and has requested that RE be
configured to help prevent attacks against these servers.

Configure R6 to intercept TCP sessions destined for servers in VLAN
255, R6 should reset the TCP session if the connection has not
established within 15 seconds.

R& should start dropping partial connections once there are more than
1500, and should stop dropping them when the number of partial
connections has fallen below 1200,

The decision as to which partial connections are dropped should be
random.

4 Points

The network administrator has requested that RS be configurad to give
access to a web server located in VLAN 52 with the IP address of
19210100 to hosts in VLAN 53. This web server should be
reachable via 204.12.X.100 on TCP ports 80, 443, and 8080.
Configure R5 to respond to ICMP echo requests sent to the

20412 X100 |P address.

2 Points

Configure NAT on RE to translate any 150.X.0.016 IP addresses using
a NAT pool consisting of 192 168.X.50 and 192.168.X.51 when sent
across the ATM cloud. Do not translate any other |IP addresses.
Ensure that pings sourced from a 150.X.0.0/16 IP address can ping
EE1.

The use of one static route is permitted for this task.

3 Points
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6. General Security
6.1.  Ensure that any passwords stored in R2's configuration are not
readable in the show run output.
1 Point
6.2, Create an object group on the PIX named HOSTS1. Put
10100 100100 and 10.100.103.101 in this object group.
6.3, Create an additional object group on the PIX named HOSTSZ. Put
10.100.100.200 and 10.100.100.201 in this object group.
6.4, Using a single access-list statement, deny |CMP echo requests on the
inside interface from these hosts.
3 Points
6.5, An outside consultant recommended that RS and R6's interfaces to the
EE routers be secured according to RFC 2827 .
6.6. Configure RS and R&'s interfaces connecting to the BB routers to
conform to this recommendation.
2 Points
6.7.  Using CBAC (firewall feature set), configure R5's interface EO/D to
allow inspection of telnet and SMTP sessions to a server located at
192.10.%.50,
6.8. Do not block returning traffic on R5's interface EQ/O to any other host in
the 192.10.X.0/24 network.
3 Points
40 Copyright © 2004 Internetwork Expert



Internetwork Expert’s CCIE™ Security Lab Workbook Lab 3

6.9,

6.10.

A new worm has been spreading through the Internet by exploiting a
known vulnerability in Microscft's Internet Information Server (115).

You have been tasked with configuring RG to prevent this worm from
coming in from BE1. The information you have about this worm from a
CERT®E Advisory states that the worm sends the following string to the
web server on TCP port 80, "ALL YOUR BASE ARE BEELCNG TO US",
Configure K6 to drop any HTTP packets containing this string before
forwarding the packet out the Fal/0/0.67 and Fal/0/0.255
subinterfaces.

3 Points

7. Advanced PIX Firewall

7.1,

7.2

7.3

=~
e

Configure the PIX to translate the 174.X.0.0/17 IP addresses to
10.0.0.20 through 10.0.0.30, and translate the 174 X 128.0/17 |F
addresses to 10.0.0.21 through 10.0.0.50. Translate all other |P
address to 10.0.0.51.

2 Points

To help protect against internal hosts from participating in a DoS
attack, configure the PIX to allow for a maximum of 2500 TCP
connections and 2000 half open sessions for each of the 10.0.0.21-
10.0.0.30 and 10.0.0.31-10.0.0.50 NAT poals.

1 Point

Since the PlLX is configured to allow any internal IP address to be
translated, the network administrator is concerned with the possibility
of IP spoofing.

Configure the PIX to drop packets received on the inside interface for
which it does not have a valid route to the source for.

2 Points
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7.5, The network administrator has installed a multicast server in VLAN 9
and has requested that the PIX be configured to allow a multicast
stream destined for the group 226.26.26.26 through the PIX to clients
located in VLAN 39

7.6. The PIX's inside interface should only support an IGMP version that
understands the concept of an explicit IGMP leave message.

3 Points

7.7. Inthe near future a Microsoft Exchange server will be moved from
VLAN 9 to VLAN 39 with the IP address of 10.0.0.200.

7.8, The network administrator has requested the PIX be configured to
permit access from the cutside to this server that will be located in
YLAN 39 using 10.0.0.200 on TCP ports 25 and 2525.

7.9,  This Microsoft Exchange server will be using ESMTP. Ensure that the
P1IX will allow for the extended SMTP commands.

3 Points

7.10. A previous co-worker added the following conduit to the PLX:
conduit permit tcp host 10.0.0.75 eq telnet 10.0.0.0 255.255.255.0

7.11. Since conduits will not be support in future PIX OF versions, you have
been tasked with converting this conduit to an access-list.

7.12. Use access-list number 150 for this task.

2 Points
3. AAA

2.1, The network administrator has requested that all HTTF sessions
through the PIX 1o any web server located in VLAN 9, except the AAA
server, be authenticated by the PIX prior to being granted access.

8.2, The PIX should authenticate these users locally.

2.3,  The users will be entering username WEE along with the password
CISCO.

5.4 Apply the appropriate configuration to the AAA server for this task.

3 Points
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8.5.

a.r7.

8.8.

8.9.

8.10.

e.11.

.12

Configure the PIX to display the following banner to these users
connecting via HTTP:

Access to this server is for authorized personnel onfy

1 Point

Recently, a contractor made authorized configuration changes to R6.
After the changes were completed, the contractor made additional
unauthorized configuration changes to R6 so that the contractor's
computer would be accessible from the Internet.  After recommending
to your manager that this contractor be dismissed, your manager has
decided to just move this contractor's computer to the outside interface
on the PIX (VLAN 9) 1o help secure the internal network from the
contractor.

Your manager has requested that RE be configured to authenticate
users logging in against the AAA server. The contractor will be logging
into KRG using the username TROUBLEMAKER along with the
password of CISCO. This user should be automatically placed into
privilege level 15,

Configure the PIX to allow users in YLAN S to telnet to RE's Loopback
0 interface via 10.0.0.6.

Apply the appropriate configuration to the AAA server for this task.

3 Points

Your manager has additionally requested that double authentication
occur whenever the contractor attempts to telnet to R6.

Configure the PIX to authenticate the contractor locally prior to allowing
the telnet session through to RE using the username
TROUBELEMAKER along with the password of CISCO.

The contractor's |F address is 10.0.0.50. Do notrequire any other
hosts in VLAN 2 to perform this authentication when telneting to RE.

2 Points
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2.13. In order to help document the contractor's actions, you have decided to
configure accounting with the AAA server as follows:
¢ Account when an EXEC process is created on RS
+ Account for any level 15 commands executed on RE
+ Account with the AAA server whenever the contractor authenticates
through the PIX
¢ Account for failed authentication attempts on KRG
2.14. Apply the appropriate configuration to the AAA server for this task.

3 Points

IDS

Read the access insfructions for the 10S Sensor in the introduction for this lab
priar to starting this section.

9.1, Your company hasinstalled an |DS sensor to monitor traffic within
VLAN 52.

2. Cnly allow management of the 1DS sensor via telnet and HTTPS from
the AAA server's IP address of 10.0.0.100.

2. Configure the PIX to allow the AAA server to communicate with the
DS senor. The AAA server should be able to telnet and browse
{(HTTFS) to 10.0.0.10 and reach the 105 sensor.

(K]

s}

3 Points

9.4 To ensure accurate time, configure the IDS sensor to receive time via
NTF from BE1.

9.5, Authenticate the NTP updates using key 1 along with the password of
CISCO.

1 Point

9.6. Configure SW1 and SW2 to allow the |IDS's sensing interface to
monitor traffic from SW1's interface Fal/s and SW2's interface Fal/24,

1 Point

44
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9.7.  Due to a recent security vulnerability with certain 103 versions, the
network administrator has requested that a custom signature be
created according to the following requirements:

e ATOMIC LIIP engine: Signature 20001
+ |P Protocol Mumber: 77

«  Severity: high

« Event Action: log

2 Points
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IE’s Security Workbook Lab 4

Difficulty Rating (10 highest): 7

Lab Overview:

This lab scenaric is a mock lab exam designed to simulate the conditions of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this lab is
Cisco's documentation set. This documentation is available in both CD format,
and online at http:/www cisco.com/univercd.

Lab Instructions:

Pricr to starting, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include IP
addressing information.

Refer to the attached diagrams for interface and protocol assignments. Any
reference to X in an P address refers to your rack number, while any reference
to ¥ in an IP address refers to your router number.

The default username and password for the VPN 3005 is admin. The default
username and password for the IDS sensor is either cisco/tisco or cisco/idsd210.

Lab Do’s and Don’ts:

* [o notchange or add any |P addresses from the initial configuration
unless otherwise specified

+ Do not change any interface encapsulations unless ctherwise specified

* [Do notchange the console, AUX, and VTY passwords or access methods
unless otherwise specified

+ [o notuse any static routes, default routes, default networks, or policy
routing unless ctherwise specified

« Save your configurations often
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Grading:

This practice lab consists of varicus sections totaling 100 points. A score of B0
points is required to achieve a passing score. A section must work 100% with the
requirements given inorder to be awarded the points for that section. No partial
credit 1s awarded. If a section has multiple possible solutions, choose the solution
that best meets the requirements.

Grading for this practice lab is available when configured on Internetwork
Expert's racks, or the racks of Internetwork Expert's preferred vendors. See
Intemetwork Expert's homepage at hitp/Swww internetworkexpert. com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows:

Section Point Value

Catalyst 3550 4
e o 12
Fouting Frotoccls 12
YEN 15
IF Services 4
GEneral Sscurt 18
Advanced FPIX Firewall 15
ARA 11
D3 g

GOOD LUCK!
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1. Catalyst 3550
1.1, Configure the VTP domain IE_SEC between SW1 and SW2.
1.2.  Authenticate the VTP domain with the password CISCO.

1 Point

1.1, Port Fal/16 of SW1 connects to an 802.11b wireless access point.
Since there are only four hosts which should be accessing your
network through this access point, the new corporate policy dictates
that traffic from other hosts should not be allowed in this port. The
MAC addresses of these four hosts are as follows:

Host MAC Address
1 0050.7014, 8ef0
2 podd saese b7 1o
3 00c0. 1442 070f
# G 24 e TET

1.2, Configure 5W1 so that traffic is only allowed in this port if it is sourced
from one of the above MAC addresses.

1.3.  Inthe case that cther hosts try to access this port, a syslog message
should be sent to the server 10.0.0.100.

3 Points

2. ISDN/PPP

21. Configure ISDN DDR betwezen R4 and RS using the physical BRI
interfaces.

2.2. Use PPP encapsulation along with PFP multilink on the 1SDN

connection.

The second B channel should be brought up by R4 irrespective of the

interface load.

P
03

3 Points

Copyright © 2004 Internetwork Expert 49



Internetwork Expert’s CCIE™ Security Lab Workbook Lab 4

2.4,

P
!C,'-“Z-

P
~

2.8.

2.10.

2.11.

212,

2.14.

2
—3
n

The network administrator has requested that the ISDN connection
only be brought up whenever RS loses IP connectivity to R4,

Once IP connectivity has been restored for at least 120 seconds, R5
should drop the ISDN connection.

Z Points

Configure R4 to authenticate remote devices inbound and outhound
calls using an authentication method that sends the username and
password in clear text.

R4 should authenticate remote devices using TACACS+ with the AAA
server. If communication with the AAA server fails, R4 should use its
local username and password database. Ensure that the passwords in
the username command are stored in the E4's configure using the
strongest password encryption supported when using PFP
authentication.

RE should never authenticate a remote device for inbound or ocutbound
calls.

Ensure that R4 or RE always use their hostnames for any
authentication process along with the passwords of ClSCO.

Apply the appropriate configuration to the AAA server for this task.

3 Points

Using the physical interfaces on R1 and B2, configure a Frame Relay
connection between them.

Administrators of your network are concerned about insecure traffic
being passed across this Frame Relay cloud. In order to ensure that
recipients of your traffic are legitimate, a new corporate policy dictates
that the Frame Relay PVC between R1 and R2 must be authenticated
with a secure hash algorithm.

R1 should send the username ROUTER1, along with a hash value that
represents the password CISCO for authentication. R1 should
authenticate R2 against the AAA server using TACAC S+,

RZ should send the username ROUTERZ, along with a hash value that
represents the password CISCO for authentication.

Apply the appropriate configuration to the AAA server for this task.

4 Points
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3. Routing Protocols

]
[~

o
e

3.4.

L
i

0w 0

~ o

Lo 09 0 G L
M w's

o2 —> (3"

Configure the IP addresses for the public and private interfaces of the
VPN3005 according to the diagram provided.
Configure RackXVPN as the VPN3005's hostname.

1 Point

Configure the IP addresses for the inside and outside interfaces of the
PIX according to the diagram provided.
Configure RackXPlX as the PIX's hostname.

1 Point

Configure the IP address for the command and control interface of the
IDS according to the diagram provided.

The 1DS should use R3 as its default gateway.

Configure RackX|DS as the IDS's hostname.

1 Point

Configure OSFF area 51 between the VPN3005 and R4.

Configure OSPF area 51 between the VPN30G05 and BEZ.
Configure OSPF area 51 between the PIX and R3.

The PIX should generate a default into area 51.

All adjacencies within OSFF area 51 should be authenticated with a
secure hash value of the password CISCO with the exception of the
adjacency betwesen the VPN3005 and BEEZ.

3 Points
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LI L
R

316,

3.7,

ook

Configure an additional O5PF process on the inside interface of the
FlX to connect to R1. This interface should run in OSPF area 0.
Redistribute the area 51 OSPF process in this OSPF process.
Authenticate all OSPF adjacencies within this area using the clear-text
password CISCO.

3 Points

Recently, a rogue routing device was connected to VLAN 57 which
injected false routing information into the network. In order to avoid
this prablem in the future, yvour network administratar has requested
that you configure SW1 and RS so that other devices in VLAN 57
cannot hear their GSPF traffic.

Configure the network to reflect this policy.

3 Points
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4. VPN

4.1.  The network administrator has requested that the VPN3005 be
configured to allow IPSec connections using the Cisco VPN client
according to the following parameters:
¢ [SAKMP Authentication Method: PRE-SHARED
« [SAKMP Hash: SHA
e« [SAKMP Encryption: 2DES
» ESP Encryption: 3DES
» ESP Authentication: HMAC-SHA
e Group Name: IEGROUP

Group Password: C15CO

Usernames: IEUSER

Password: CISCO

VPN Address Pool: 192.168.255.1-192.168.255.100
¢«  Use NAT Transparent Mode

4.2, When a client connects, their assigned IP address should be injected
into OSFF and RIP to ensure connectivity to the clients.

* ® & &

4 Points

4.3, Configure the VPN3005 to authenticate the IEUSER against the AAA
server using RADIUS.
4.4, Apply the appropriate configuration to the AAA server for this task.

2 Points

4.5, The network administrator has requested that R5, the PIX, and the
WVPN3005 be configured to enable a LAN-to-LAN VPN between the
163.X.19.0/24, 192 10 X 0724, and 10.5.5.0/24 networks using the
following parameters:

+ [SAKMF Authentication Method: RSA-S1G

« [SAKMP Hash: MD%

« [SAKMP Encryption: 2DES

+ ESP Encryption: 2DES

+« ESP Authentication: HMAC-MDS

« CA Enrollment URL: http:/10.0.0.100:80/certsrv/mscep/mscep dll

4.6,  The use of one static route on the PIX and VPN2005 is permitted for
this task.

4.7.  Configure the VPN3005 to deny ICMP echo requests from the
10.5.5.0/24 network to BBZ's IP address of 192,10 X.254.

6 Points
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4.8, A new corporate policy dictates traffic between the |DS sensor and the
management server located in VLAN 4 is encrypted when sent across
the Frame Relay cloud. Using IPSec, encrypt traffic only between the
hosts 10.2.3.10 and 10.0.0.100 on R3 and R4.

4.9, For accounting purposes, the |P addresses of the |1DS sensor and
management should not be encapsulation inside of IPSec.

3 Points

5. 1P Services

5.1, Configure RZ to drop packets received on its EO/0 interface without a
verifiable source |P address.

5.2, Packets with an RFC 1818 source |P address should not be subject to
this configuration.

5.3, Do notuse policy routing or the ip access-group interface level
command to accomplish this.

2 Points

5.4, Users have complained about reachability issues to networks learned
from BEE1. After further investigation, it appears that BE1 does not
have full reachability to your internal netwaork.

5.5 Configure RE to translate |P traffic as it leaves towards EE1 using the

54X, 1.100 |P address.
6. Donottranslate addresses from the 204,12 X.0/24 network.

2 Points
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6. General Security

6.1, The network administrator is concerned with ICMP fragment DoS
attacks against internal servers. The network administrator has
requested that R2 and R6 deny fragmented |CMP packets inbound
from VLAN 263,

6.2,  Logany fragmented ICMP packets to the routers’ consoles.

2 Points

G.3.  After a recent security audit, the auditors noticed that B2 and RE will
inform any requesting host the subnet masks of their connected
interfaces. Since this can be used by a potential attacker to help map
out the network, the auditors have recommended that R2 and R& not
support this feature on their interfaces connected to VLAN 363,

6.4. Configure R2 and RE to conform to the auditors’ recommendation.

1 Point

6.5, The auditors further recommended that R2 and K& be configured to
display a basic warning message to anyone attempting to login via
telnet.

6.6. Configure R2 and RE to display the following banner to users
attempting to login:

This system is for use by authonzed users ONLY . Unauthorized use
andior access is to this system is not allowed.

6.7.  This banner should not be displayed once the users have successfully
logged in.

2 Points

6.8.  The network administrator has requested that the IDS not receive
ICMP echo requests from any IF address except the management
server's |P address of 10.0.0.100.

6.9, Donot apply any configuration to the 1DS sensor or K3 to accomplish
this.

2 Points
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6.10.

6.16.

After recent issues with telnet password security, the network
administrator has requested that R1 be configure to only allow S5H
connections. Telnet access should be disabled on R1.

R1 should authenticate users against the AAA server and fail over to
local authentication in the event the AAA server is unavailable.
Create a user in the AAA server named S5H along with the password
of CISCO.

Apply the appropriate configuration to the AAA server for this task.

3 Points

Configure RS to drop all telnet traffic received inbound on its interface
EOM.
Do not apply an access-list to an interface for this task.

2 Points

Recently, it was discovered that hosts behind BE2 were attempting to

gain access to servers located across the ATM cloud. The network

administrator has requested that R& be hardened according the

following requirements.

¢ Treat interface Fal1/0/0 as the cutside interface and interface
ATMIO/0.1 as the inside interface

« Using CBAC (firewall feature set), permit returning TCP/UDP
sessions and ICMP packets that were initiated from RE itself or
from behind R& inbound on the outside interface

+  Permit any traffic sourced from the 162.X.0.0/16 and 150.X.0.0/16
networks inbound

«  Permit users across the ATM cloud to receive traceroute replies to
destinations in the 204 12 X.0/24 network only

+ UDCP port 53 sessions through RE should timeout after twice the
default value

« Without using an access-list, log to the console all TCP packets,
including the number of bytes

+« Permit GRE traffic between EE3's 204 12 X 254 and BEE1's
54.X.1.254 IP addresses

« Log and drop any ICMFP echo requests not sourced from the
1823 %.0.0/16 and 150.X.0.0/16 networks inbound

« Permit all cther ICMP traffic inbound

« Fermit necessary routing protocol traffic inbound

¢«  Deny all ather traffic

4 Points
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6.17.

6.18.

6.19.

After securing RE's interface Fal1/0/0, the administrator of EE3 has
complained that servers behind EE3 are under ICMP DoS attack. The
attack appears to be coming from behind RG across the ATM cloud.
To help solve this issue, configure RE to allow for anly 128kbps of
|CMP traffic inbound from the ATM cloud.

Do not use the rate-limit command for this task.

2 Points

7. Advanced PIX Firewall

7.1

7.2.

7.4,

7.8.

Configure the PIX to translate any inside IP address to the outside
interface’s |P address.

Allow for a maximum of 5000 TCP connections and 2500 embryonic
connection.

2 Points

Configure the PIX to log all possible syslog messages to the syslog
A a0

server at 10.0.0.100.
The syslog messages should be sent using PIX syslog facility 19.

2 Points

The network administrator has requested that the syslog messages be
timestamped. To ensure accurate timestamps. configure the PIX to
receive time via NTP from EB1 and EB3.

Authenticate the NTF updates using key 1 along with the password of
CISCO.

If BBE1 and BE2 have the same stratum, the PIX should prefer updates
from BEB3 over EE1.

3 Points

The network administrator has requested that the PIX be configured to
allow outside SMTP access to a Microsoft Exchange server with the [P
address of 163.X.19.75. The SMTF server should be reachable to the
outside users via the |P address 163 X.39.75.

2 Points
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7.9, After enabling access to the Microsoft Exchange server, you have
noticed that users behind the PIX can send mail without problems, but
users on the outside can not send mail through the PIX to the server.

710, After looking aver the PIX configuration and verifying the translation,
you decide to test the SMTP connection from the outside. When
telneting to the SMTP server on port 25 and issuing the EHLO
command, you receive a "500 unrecognized command” message.
After looking over the logs on the Exchange server itself, you notice
that your connection was never connected to the server and the PLX
must have generated the "500 unrecognized command” message.

7.11. Configure to PIX to not generate the "500 unrecognized command”
message for the EHLO SMTP command and, in turn, allow users
outside of the PIX the ability to send e-mail.

3 Points

7.12. After arecent DoS attack, a server with the IP address of 1683 X.39.175
that was previously located in VLAN 39 has been moved to VLAN 19.
Due to proprietary software applications on the server that are licensed
to the server's |IP address of 163.X.39.175, the server's IP address
could not be changed when moved to VLAN 159,

7.13. Configure the PLX to allow hosts on the outside to reach this server via
HTTE and FTP.

7.14. To assist with troubleshooting, allow hosts on the outside to ping this
server's |F address.

3 Points

AAA

8.1.  The network administrator has requested telnet sessions be permitted
from the 163.X.19.0/24 subnet the PIX.

8.2, Authenticate these telnet sessions against the AAA server.

2.3, Users will authenticate with the username USER1 along with the
password of CISCO,

8.4 When a user telnets to the PIX they should receive the following
prompt: Enter Your Authentication Credentials

2.5 Ifthe user fails authentication, they should receive the following
message. Call the help desk at 877-224-8087 for assistance if you
need access o this device

2.6.  Apply the appropriate configuration to the AAA server for this task.

3 Points
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8.7.

5.8,

8.10.

g8.11.

8.14.

The network administrator has requested S5H sessions be permitted
from any address on the inside interface of the PIX.

Use the local username/password database on the PIX to authenticate
these users.

Create a user named SSHUSER along with the password of CISCO
for this task.

2 Points

The network administrator would like to provide access to an internal
web server with the IP address of 163.X.19.100 to users in the

204 12.X.0/24 network. The network administrator would like R2 to
authenticate these users against the AAA server prior to them being
given access to the web server. The network administrator has stated
that lock-and-key security should not be used.

RZ should use TACACS+ with the AAA server for authenticating these
sessions.

Require the users to enter the username of WEE along with the
password of CISCO.

Apply the appropriate configuration to the AAA server for this task.

4 Points
In order to ease troubleshooting related to these users accessing the
web server, permit them to ping the web server once they have
authenticated.

2 Points
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9.

IDS

Read the access instructions for the [DS Sensor in the infroduction for this lab
prior to starting this section.

9.1

9.2

9.3.

9.4

9.5,

9.6.

9.5,

9.9.

9.10.

An IDE sensor has been installed to monitor netwaork traffic destined to
your company's internal servers through the PIX.

Only allow management of the DS sensor via HTTP and HTTPS from
the AAA server's IP address of 10.0.0.100.

Configure the IDS Event Viewer on the AAA server to manage the IDS
SEnsor.

Span VLAN 29 traffic to the |DS sensor's sensing interface.

3 Points

Configure the IDS sensor to shun on the PIX's outside interface. The
DS will use SEH for communication with the PEX.

Configure the PIX to allow the IDS sensor to connact using SSH to its
outside interface.

Co not use the username command on the PIX or authenticate the
S5H session against the AAA server for this task.

3 Points

Enable all General Windows and Windows NT/Z2K/XF signatures on
the I0S sensor.

Change the General Windows signature 3202 from severity medium to
high.

1 Point

The network administrator has requested that the IDS capabilities of
RZ be enabled to help guard against SPAM e-mail. The network
administrator would like R2 to alarm whenever it receives an email
message on its interface EO/O and there are more than 100 recipients
in the message.

The alarms should be sent to 10.0.0.100.,

2 Points

G0
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IE’s Security Workbook Lab 5

Difficulty Rating (10 highest): 7

Lab Overview:

This lab scenario i1s a mock lab exam designed to simulate the conditions of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this lab is
Cisco's documentation set. This documentation is available in both CD format
and cnline at http /fwww cisco.com/univercd.

Lab Instructions:

Priorto starling, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include 1P
addressing information.

Refer to the attached diagrams for interface and protocol assignments. Any
reference to X in an IP address refers to your rack number, while any reference
to Y inan IP address refers o your router number.

The default usermname and password for the VPN 3005 is admin. The default
username and password for the 1DS sensor is either ciscoicisco or ciscolids4 210

Lab Do’s and Don’'ts:

Do not change or add any [P addresses from the iniial configuration
unless otherwise specified

+« Do not change any interface encapsulations unless ctherwise specified

« Do not change the console, AUX, and VTY passwords or access methods
unless otherwise specified

» Do not use any static routes, default routes, default networks, or policy
routing unless cotherwise specified

« Save your configurations often
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Grading:

This practice lab consists of various sections totaling 100 points. A score of 80
points is required to achieve a passing score. A section must work 100% with the
requirements given in order o be awarded the points for that section. No partial
credit is avwarded. If a section has multiple possible sclutions, choose the solution
that best meets the requirements

Grading for this practice lab 1s available when configured on Internetwork
Expert's racks, or the racks of Internetwork Expert's preferred vendors. See
intemetwork Expert's homepage at hitp /v internetworkexpert com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows

Section Paoint Value
Calalyst 3550 3
ISONIPPP G
Routing Protocols 10
VBN i5
IP Services F|
General Seclirity 22
Advanced PIX Firewall 10
AAA 0
DS 15

GOOD LUCK!
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1. Catalyst 3550

1.1 Configure the VTP domain CISCO on SW1 and SW2.
1.2, Authenticate VTP between SW1 and SW2 using the password CISCO.

1 Paoint

1.3 After arecent issue with a user installing a switch on their desk and
connecting unauthorized computer systems to the network, your
manager has asked that the user's port (SW1 Fali/21) be configured fo
only allow the corporate deskiop PC's MAC address fo connect. After
informing the manager that the user could easily workaround the
restriction, you recommended that a better solution would be to
implement 802 1x authentication. After hearing your case for 802 1x
you manager has insisted on using a simpler solution even though it
has many flaws.

14 Configure SW1 to anly allow this one MAC address of 1234 5678 abcd
to connect to SW1 Fal/21. If ancther MAC address connects to this
port, the port's state should change to error-disable.

1.5, Afterthe portis disabled SW1 should check every one minute to see if
the correct host is connected o the port.

2 Points

1.6, A notebock computer that contains sensitive company marketing data
was recently found left unsecured in the company's meeting room.
Since this notebook is not permitied to be connacted in public areas,
your manager has requested you to configure the network so that this
computer is only allowed to connect io port FaliZ2 of SW1.

The computers MAC address is dcba 8765.4321.

Configure the network to reflect this policy.

o
o~

2 Points
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1.9

After a recent security audit, it was found that R1 and the PIX
contained ARP entries for computers that were not authorized to be
connected in VLAN 19, Since this portion of the network is considered
a DMZ, only R1 and the PlX should be allowed to communicate in this
VLAN. In order io make it harder for someone 1o just plug a compuier
into WVLAN 19 and communicate with the PIX or R1. you have decided
to disable ARP within the VLAN. After researching a filtering
technique, you have determined that IP ARP uses the Ether-Type
value Ox806.

1.10. Coenfigure the netwerk to reflect this policy.

3 Points

2. ISDN/PPP

2.1.

22

2.3.

24

2.5

Using PPP encapsulation, configure legacy ISDN DDR between R4
and RS,

1 Point

Configure R4 to call RS if it loses connectivity to R5's Loopback(
interface via R3.

R4 or RS should never be allowed to call each other based on
interesting traffic.

R5 should never drop a call due to the lack of interesting traffic

2 Points

To ensure proper routing table convergence and rerouting of traffic
flows, configure R4 to maintain the call to RS for three minutes upon
relearning the route to R5's Loopback via R3.

1 Point
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2.6.

2.7

Configure R4 to request authentication of RS using CHAP. RS should
reject CHAP authentication and offer PAP autheniicaticn as an
alternative. R4 should not accept this offer to use PAP, but continue
the PPP negotiation process without performing authentication. in the
end, no authentication should take place but the ISDN call should still
connect.

Use local AAA authentication for this task.

2 Points

3. Routing Protocols

3.1.

32
3.3.

3.4

3.5
3.6.

3.7

3.8.

3.9

3.10.

311

Configure the |P addresses for the public and private interfaces of the
VPN3005 according to the diagram provided.

The VPN3005 should use R2 as its default gateway.

Cenfigure RackXVPN as the VPN3005's hestname.

1 Point

Configure the [P address for the command and control interface of the
IDS according to the diagram provided.

The 105 should use the PIX as iis default gateway.

Cenfigure RackxIDS as the IDS's hostname.

1 Point

Configure the |P addresses for the inside and outside interfaces of the
PIX according to the diagram provided.

Create an OSPF process on the cuiside interface of the PIX using
process-id 1. The PIX should generate a default into OSPF.
Cenfigure RackXPIX as the PIX's hestname.

1 Point

Perform basic authentication for all O5PF adjacencies across the
Frame Relay network between R2, R3, R4, and R5.

Use the area 2345 authentication command under the OSPF process
to accomplish this task.

1 Point
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3.12.

3.13.

314

3.15.

3.16.
3.17.
3.18.

3.19.
3.20.

Perform MD5 authentication for the OSPF adjacency between R4 and
RS acress the ISDN link.

1 Point

Authenticate all OSPF adjacencies within area 0, including the virtual
link between RT and R3, using MDS authentication.

Do not use the area 13 virtual-link 150.X.1.1 authentication
message-digest command ocn R3. but use the area 13 virtual-link
150.X.3.3 authentication message-digest command on R1 fo
accomplish this task.

Do not alier the OSPF router [D's to accomplish this task.

1 Point
Configure an additional OSPF process on the PIX using precess-id 2.
Configure OSPF area 51 between R6G, the PIX, and BBZ.
Ensure that RG and BBZ can use the PIX to reach the rest of the
network.

1 Point
Cenfigure a BGP peering sessicn between R1 and RE through the PEX

Authenticate this BGP peering session using the password CISCO.

3 Points

Copyright @ 2004 Internetwork Expert



internetwork Expert's CCIE™ Security Lab Workbook Lab 5

4. VPN

4.1,

4.2.

4.3

4.4.

4.9

4.6.

4.7.

4.8.

Your company has decided to allow access to a server lecated in
VLAN 8 for users behind BB1. Users behind BB1 should be able to
reach the server by the 54.X.1.100 IP address for both FTP and HTTP.
Encrypt this traffic between RE8's interface Fa1/0/0 and R3's interface
EO0/1 using the following parameters:

« [SAKMP Authentication Method: RSA-SIG

s [SAKMP Hash: MD5

+« CA Enrcliment URL: hitp://10.0.0.100:80/certsrvimscep/mscep.dli
» ESP Encryption: 3DES

Users should also be able to ping this server using the 54 X.1.100 [P
address. but the network administrator has asked that ICMP eche and
echo-replies not be encrypted.

4 Points

In the future. a new Ethernet interface will be added fo R3, R4, and R5
These new interfaces will be addressed using 192.168.3.0/24,
192.168.4.0/24, and 192.168.5.0/24 respectively. Traffic between
these new networks will be kept separate from the rest of the network
by using GRE tunnels. and will be encrypied by using IPSec.

In order to test this design before the new interfaces are actually
installed, the network administrator has requested that each router be
temporarily configured with a Loopack? interface using the same
addresses that will be assigned to the Ethernet interfaces in the future.
Fully meshed GRE tunnels should be configured between the routers
using unnumbered IP addresses based on their Loopback? interfaces.
Enable EIGRP routing for these new Loopbacks using AS 1. These
routes should not be redistributed into any other routing pretocol.

The GRE tunnel between R3 and R4 should be encrypted using the
following parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MD5

ISAKMP Encryption: 3DES

ISAKMP Lifetime: 12 hours

ESP Encryption: 3DES

ESP Authentication: HMAC-MDS

+ Perfect Forward Secrecy: Group 2

This configuration should use the minimal number of crypto map
commands needed.

& & & & & &

3 Points
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4.9.

4.10.

4.11.

412

4.13.

Encrypt the remaining GRE tunnels between R3, R4, and R5 using the
following parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MD3

ISAKMP Encryption: 3DES

ESP Encryption: AES 256

» ESP Authentication: HMAC-SHA

This configuration should continue to function in the event that B4 and
R5 are using the ISDN connection for communication.

4 Points

The network administrator would like to use Cisco's VPN client
software to access the 192 10.X. 024 network while away from the
office.

Configure the PIX o allow the VPN client to connect using the
following parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MD5

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authenfication: HMAC-SHA

Group Name: ADMINGROUP

Group Password: CISCO

Username: ADMIN

User Password: CISCO

IP Address Pool: 192 168.0.0/24

idle Timeout: 600 Seconds

Allow for split tunneling to destinations cutside of the 192.10.X.0/24
and 150 X.6.0/24 networks

Use local AAA authentication to authenticate the ADMIN user.

*® ® & & & & & & & & @ &

4 Points
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5. 1P Services

5.1

5.2

5.4.

3.5.

5.6.

The network administrator has brought to your attention that BE1 and
BB3 are not able o reach certain IP addresses within your network.
After requesting that R4 and RE be configured to advertise the
10.0.0.0/8, 162 X.0.0/16, and the 150 X .0.0/16 networks to BB1 and
BE3 via BGP, the network administrater has stated that only the

162 X.0.0M16 and the 150 X.0.0/16 networks will be advertised via BGP
toc BB1 and BB3.

Advertise these networks via BGP to BB1 and BB3.

Ensure that IP addresses in the 10.0.0.0/8 network can still reach BB1
and BB3.

2 Points

After a recent security audit it was found that anyone who knew the
names of the router configuration files on the TFTP server were able to
download them using a TFTP client application. Since this is not
acceptable, you have decided to implement a more secure sclution for
backing up reuter configurations.

An FTP server with the [P address of 10.0.0.100 has been set up fo
store R4's configuration files. Configure R4 to use anonymous FTP to
connect to this server.

The FTP server will anly allow coennections from the 150.X.4 4 [P
address.

2 Points

6. General Security

6.1.

6.2.

Your network administrator has requested that the PIX be configured
to allow SSH connections from the inside network of 182 10.X.0/24,
and from the 162.X.55.0/24 network on the cutside interface.

Telnet should be permitted on the inside interface only from the
management station's IP address of 192 10 X 150

2 Points
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6.3.

6.4,

6.5.

6.6.

6.7.
6.8.

5.9

After recent unautheorized access {o a server running a proprietary
application with the IP address of 162 X 55100, the network manager
has requested that R5 be configured to authenticate users accessing
this server prior to allowing them to connect using their client software,
The users will need to log in using the username APP and the
password CISCO. RS should authenticate these users via TACACS+
using the AAA server located in VLAN 8.

Upon successful authentication, the users should be allowed access to
the server using only destination TCP port 4550,

For ease of use for the end users. the developer of the proprietary
application has altered the client's software to connect to R5 using
TCP port 7005 and automatically send the username APP along with
the password CISCO prior to attempting to connect 1o the server itself.
Configure RS and the AAA server to support these requirements.

Do not use authentication proxy to accomplish this task.

4 Points

After a recent security issues related to servers located in VLAN 4, a

new corporate policy dictates that R4 be hardened according to the

following requirements.

+« Treat Rd's EG/O interface as the cutside interface and all octher
interfaces as inside

+ Disable COP on the cutside interface

+ Drop packets that are scurce routed

» Without using CBAC, permit TCP or UDP sessions that were
initiated from behind K4 inbound from the outside

+ Allow access fo a server located at 10.4.4. 100

« Outside users should be able to connect fo the 10.4.4 100 server
using IP address 20412 X100

+ Using only one access-list entry, allow connections to all TCP poris
except port 25

« [f packets are denied via an access-list, do not notify the source
that the packet was dropped

« Permit any necessary routing protocol traffic

« Deny all other traffic

5 Points

iy
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6.10.

611,

612,

6.13.

6.14.

6.15.

6.186.

6.17.

8.18.

619

The network administrator would like all ICMP echo requests that are
destined for the PIX i be fillered within VLAN 15

Since an outhound filter on R1 will not affect traffic sourced by R1
itself, do not apply this filtering policy to R1 to accomplish this task,

3 Points

A new corporate policy dictates that anyone connected to Bt should
not be able to telnet o any other device from R1.
Do not apply an access-list to any interface to accomplish this task.

2 Points

After recent reports from your company's Human Resources
department showed that users are spending nearly 25% of their time
browsing the Internet, your manager has requested that R4 and R&'s
connections to their respective BB routers be configured to restrict
access to outside web servers during work hours.

Configure R4 and RE to filter all cutbound TGP port 80 traffic forward
the BB routers between the hours of 8am and 5pm GMT Manday thru
Friday.

To ensure accurate filtering, configure R4 and RE o receive time via
NTP from their respective BB routers.

R4 and RE should validate the BB routers for NTP using key 1 along
with the password CISCO.

4 Points

After implementing the new filtering pelicy for cutbound HTTP traffic,
users have complained that they are unable to reach web servers
needed to perform their jobs. In response to this you have decided to
allow access to the web servers at 50.1.201.4, 50.0.200.5, and
51.1.200 4 during work hours (8am to 5pm GMT Monday thru Friday).
Use only one access-list entry to accomplish this task

2 Points
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7. Advanced PIX Firewall

7.1

7.2,

7.3.

7.4

7.5,

7.6,

7.7.

7.8

Configure the PIX to provide PAT translations for users on the inside
network of 192 10X 0/24 accessing resources outside of the PIX using
its interface IP address of 162 X.19.9.

Users from any other inside IP addresses should use the
162.X.19.128/26 address space for NAT franslations.

2 Points

Filter traffic sourced from hosts with the IP addresses of 192 10.X. 120,
192 10 X130 and 192 10 X 140 inbound on the inside interface of the
PiX.

Ensure that future hosts can be added to this filter without the need o
add additional access-list statements.

2 Points

The network administrator has requested that the PIX be configured to
assign 1P addresses dynamically to users in VLAN 100 using the
following parameters:

Address Pool: 192 10 X 64/26

DNS servers: 19210 X 200 and 182 10X 201

Domain: internetworkexpert.com

Ping IP addresses in the address pool and allow up to one second
for a reply before allocating a particular 1P address from the
address pool

. % ® ¥

2 Points

Users behind the PIX have reported that they are unable to ping or
fraceroute to |P addresses on the outside of the PIX.

Configure the PIX fo allow the users to ping and traceroute but not
allow cther ICMP traffic through the PiX.

Ensure that future ICMP traffic can be added o these filters without the
need to add additional access-list statements.

1 Point

s
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7.9.

710

711

8. AAA

8. 1.

8.2,

8.3

8.4.
8.5,

8.6

8.7

3.8

8.9

g.10.

8.11.

The network adminisirator has requested that the PIX be configured to
log only emergency level messages to the conscle.

Users connected to the PIX remotely via S5H should receive error
level messages and below.

Debug level and below should be logged to a syslog server located at
IP address 192 10 X 175

Timestamp all syslog messages.

. Ensure accurate time by having the PIX receive time via NTF from

BBEZ Authenticate NTP from BBZ using key 1 along with the password
CISCO.

3 Points

After a recent network cutage that invelved unautherized changes
made during the workday on R1, a new corporate policy dictates that
R1 authorize and account for all level 15 commands.

R1 should be configured to authenticate a user named ADMIN along
with the password CISCO with the AAA server. If the AAA server is
not available, the user should be authenticated against the local
username/password database. R1 should use RADIUS with the AAA
server for this task.

Level 15 command authorization for the ADMIN user should be
handled locally on R1.

Account for all level 15 commands with the AAA server.

Apply the appreopriate configuration to the AAA server for this task

3 Points

Configure R3 to authenticate telnet sessions against the AAA server
using TACACS+.

R3 should source the TACACS+ connections off its most reliable
interface.

Create a user in the AAA server named USERT along with the
password CISCO.

USER1 should be placed in priviiege level 7 while USERZ should be
placed in privilege level 0.

Allow USER1T access to the snmp-server configuration commands in
the glebal configuration.

Apply the appropriate configuration to the AAA server for this task.

2 Points
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8.12. Allow USER1 access to the debug ip rip and undebug all commands
on R3.

8.13. Authorize and account for these commands with the AAA server.

8.14. Apply the appropriate configuration to the AAA server for this task

2 Points

8 15 Configure R4 to allow a user named NOC with the password of CISCO
to perform the following tasks:
« View the router's hosthame and interfaces in the running
configuration.
« Allow the NOC user to perform a shutdown and no shutdown on
any interface.
« Deny access to change the router's hostname.
8.16. Authentication for the user NOC should be preformed against the AAA
SErver.
B.17. Apply the appropriate configuration to the AAA server for this task

3 Points

. 1DS

Read the access instructions for the 1DS Sensor in the introduction for this lab
prior to starfing this section.

91 An DS sensor has been installed to monitor traffic within VLAN 211

9.2  Allow management of the IDS sensorvia HTTPS from IP addresses in
the 192.10.X.0/24 and 10.0.0.0/24 networks.

9.3 The AAA server should be able to reach the IDS's 192 10X 10 1P
address via 162 X 1510 through the PIX.

3 Points
4.  Configure SW1 and SW2 fo span traffic from VLAN 211 to the DS
sensor's menitering interface.

1 Point
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8.5  Configure the IDS to shun inbound on R2's interface EG/D
86 The IDS sensor should communicate with R2 using telnet.

2 Points

8.7. Configure the IDS sensor to log and shun for the ICMP echo request
signature.

2 Points

8.8  The network administrator has requested that the PIX be configured for
intrusicn detection support according to the following requirements:

Disable the IP Fragments Overap and IP Fragment Attack
signatures

Alarm on informational signatures on the inside and outside
interfaces

Alarm, drop, reset on attack signatures on the outside interface
Log the IDS alarms 1o 10.0.0.100

3 Points

9.9  After recent security issues the network adminisirator has requesied
that R3 be configured to perform basic IDS functicns.

g.10. Cenfigure R3 to meet the following parameters:

Audit packets that are received inbound on interface EO0M

Alarm and drop traffic that triggers an attack alarm

The attack alarms should be sent to a NetRanger Director located
in VLAN 100

The NetRanger Director's IP address inside of the PiX is

192 10.X.222, and should be accessible from R4 through the PiX
using its 192 10 X.222 IP address

Use HostiD 5000 and ORGID 1000 for the Post Office Parameters
when communicating with the NetRanger Director

Alarm and Drop traffic that triggers an informaticnal signature
Disable signature 3106

Disable signature 2004 from hosts in the 20412 X .0/24 network
Ensure the AAA server can still communicate with devices in the
network when thig configuration is applied

4 Points
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IE’s Security Workbook Lab 6

Difficulty Rating (10 highest): 7

LLab Overview:

This lab scenaric s a mock lab exam designed to simulate the conditicns of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this lab is
Cisco's documentation set. This documentation is available in both CD format
and online at http:/fwww cisco.com/univercd.

Lab Instructions:

Prior to starting, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include P
addressing information.

Refer to the attached diagrams for interface and protocol assignments. Any
reference to X in an IP address refers to your rack number, while any reference
to Y inan i¥ address refers (o your router number.

The default username and password for the WPN 3005 is admin. The default
username and password for the 1DS sensar is either ciscofcisco or ciscolfidsd 210

Lab Do's and Don’ts:

+ Do notchange or add any [P addresses from the initial configuration
unless otherwise specified

+ Do notchange any interface encapsulations unless ctherwise specified

« Do notchange the console, AUX, and VTY passwords or access methods
unless otherwise specified

« Do notuse any static routes, default routes, default networks, or policy
routing unless cotherwise specified

« Save your configurations often

=]
|
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Grading:

This practice lab consists of various sections totaling 100 points. A score of 80
points is required to achieve a passing score. A seclion must work 100% with the
requirements given in order o be awarded the points for that section. No partial
credit is awarded. If a section has multiple possible solutions, choose the solutio
that best meets the requirements

Grading for this practice lab 1s available when configured on Infernetwork
Expert's racks, or the racks of Internetwork Expert's preferred vendors. See
intemetwork Expert's homepage at hitp/fwwaw internetworkexpert com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows

Section Paint Value
=

Catalyst 3550 5
ISDMNPRR &
Raouting Protocols 13
VPN 50
IF Services 4
General Security 28
Advanced PIX Firewall A
AAA 1]
D3 4

GOOD LUCK!

78 Copyright © 2004 Internetwork Expert



internetwork Expert's CCIE™ Security Lab Workbook Lab &

1. Catalyst 3550

1.1.

1.2

1.3

1.4

1.5.

]

~o

Configure the VTP domain INTERNETWORKEXPERT between SWH1
and SW2.
Authenticate the VTP domain with the password CISCO.

1 Point

Your company has set up three computers in the company's public
meeting room to accommaodate sales engineers with presentations. In
order to restrict access to the corporate network, your manager has
requested that a maximum of three hosts be permitted to communicate
on s\W's interface Fal/7.

Configure SW1 to meet these requirements.

2 Points

Recently, it has come fo your attention that a sales engineer has
circumvented the three-host limitation in the meeting room by
connacting a router to one of the RJ-45 jacks in the meeting rcom. The
network administrator has requesied that the SW1 be configured in
such a way as to stop this router from communicating if it is connected
to interface Fal/7.

The router's MAC address is 1234 4568 90ab.

This configuration shaould not affect the cther hosts in the meeting
room.

2 Points

2. ISDN/PPP

2.1

Configure legacy ISDN DDR between R4 and RS,

1 Point
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2.2

2.3

2.4

2.5

2.6.

3.1,

3.2
3.3.

The network administrator has requested that the ISDN link between
R4 and RS be treated as a backup connecticn. The network
administrator would like R5 to call R4 whenever it loses [P connectivity
0o R4 via R2,

Ensure that R5 determines when the call is placed and when the call is
dropped.

R4 should only drop a call in the event of an authentication failure or a
call from a phone number other than RS number.

3 Points

Your company has decided to migrate away from Challenge
Handshake Authentication Protocel (CHAP) and implement the newer
Extensible Authentication Protocol (EAP). Management has requested
for R4 and R5's CHAP configuration be converted over to EAP.

R4 and R5's configuration related to CHARP is as follows:

Rd &

usernamse ROUTERS password CISCO
F

interface BRIG/O

encap=aulaticon ppp

ppp authentication chap callin
ppp chap hosthame ROUTERE

BS:
username ROUTERL password CISCO
I
interface BRIG/D
gencapsulation ppp
prp authentication chap
ppp chap hostname ROUTERS

2 Points

. Routing Protocols

Configure the [P addresses for the public and private interfaces of the
WPN3005 according to the diagram provided.

The WPN3005 should use R4 as its default gateway.

Configure RackXVPN as the VPN3005's hostname.

1 Point
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3.4.

3.5.
3.6.

3.7

3.8

3.9.

3.10.

3.11.

312

3.13.

3.14.

3. 19

3.16.

Configure the IP address for the command and control interface of the
IDS accoerding to the diagram provided.

The IDS should use the VPN3005 as its default gateway .

Configure RackxXiDS as the IDS's hostname.

1 Point

Configure the IP addresses for the inside and outside interfaces of the
PIX accerding to the diagram provided.
Configure RackXPIX as the PIX's hostname.

1 Point

Authenticate the OSPF adjacency between R3 and R4 using an MD5
hash value of the password CISCO.

Use the area 0 authentication message-digest router configuration
command for this task.

2 Points

Configure plain-text authentication using the password of CISCO for
the OSPF adjacency between R2 and R3.

1 Point

Configure OSPF area 275 on the outside interface of the PIX using
process 1D 278

Authenticate the OSPF adjacency with SW1 using plain text
authentication and the password CISCO.

2 Points

Configure OSPF area 0 on the inside interface of the PIX using
process 1D 1.

Authenticate the OSPF adjacencies between the PIX, the AAA server,
and R1 using plain text authentication. Use the password of CISCO
for this task.

The AAA server s preconfigured for this fask.

3 Points
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3.17. Configure the PIX to advertise the OSPF 279 process's routes to the
AAA Server and R1.

3.18 Configure the PIX fo franslate the 10.0.0.0/24 subnet using the PIX's
outside interface’'s IP address.

319 Ensure that R1 can ping SW1's Loopback 0 address.

2 Points

. VPN

4.1, The netweork administrator has requested that even though VLAN 4
and 5 are using the same [P subnets, K4 and K5 should be configured
to allow the users in the two VLANs to communicate with each other.

4.2, Usersin VLAN 4 should appear to be in the 10.4. 4. 0/24 subnet to
users in VLAN 5 while users in VLAN 5 should appear in the
10.5.5.0/24 subnet to users in VLAN 4.

4.3 Encrypt the traffic between VLAN 4 and VLAN 5 with the following
parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MDS

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-MDS

4.4 The configuration should continue to function when the ISDN link is
active.

4.5 Astaticroute on R4 and RS is permitted for this task.

& Points

4.6. A new corporate policy dictates that R4, R5, and RS be configured to
encrypt [P traffic between usersin VLANs 4, 5 and §.

4.7 Encrypt this traffic using the following parameters:
e [SAKMP Authentication Methed: PRE-SHARED
« [SAKMP Hash: SHA

ISAKMP Encryption: DES
« ESP Encryption: 3DES
« ESP Authentication: HMAC-SHA

4.8 Ensure that the Diffie-Hellman key exchange process uses the
strongest key size supported.

4.9 You are permitied to use static routes to accomplish this.

4 Points
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4.10. The netwerk administrator has requested that the PIX and VPN 3005
be configured to allow the communication between VLAN 1% and
WVLAN 118
411 Encrypt all IP traffic between these two netwaorks using the following
parameters:
» [SAKMP Authentication Method: PRE-SHARED
» [SAKMP Hash: MD5
e [SAKMP Encryption: 3DES
« ESP Encryption: 3DES
« ESP Authentication: HMAC-MDS
5 Points
4.12. Your manager has informed you that users in VLAN & will need to
access the IDS sensor's management interface. Your manager
requests that the IP traffic between VLAN 6 and VLAN 118 be
encrypted. but this encryption should use the least amount of
processing cycles on R6's CPU.
413, Configure the VPN3005 and RE to meet these requiremenis.

4 Points

5. 1P Services

5.1.

5.2

5.3.

5.4.

Recently. a server with the [P address of 204,12 X100 located in
WVLAN 363 was moved. Since the netwerk administrator did not update
the DNS records accordingly, you have been tasked to ensure that
users in VLAN 4 and 5 can still access this server via its new [P
address of 112.0.0.1 even though its DNS name siill resolves o

20412 X 100

Configure RE to meet these requirements.

2 Points

The network administrator has requested that RE be configured to
receive time from BB1 via NTF.

Configure RE to authenticate the NTP updates from BB1 using key 1
aleng with the password CISCO.

2 Points
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6. General Security

6.1.

6.2

6.3

Configure the PIX to only allow S5H connections frem the following 1P
addresses:

o 191X 233
« 181X 344
« 191.X454

1 Point

Recently, the administrator of BB2 was troubleshooting a problem and
noticed that SW1 was connecting BB2 to R3. After asking your
network administrator questions about the switch, you have decided
that switches in your network should not announce themselves to BBZ
or BE3 anymore.

Make the appropriate configuration changes to ensure that SW1 and
SW2 do not announce their presence fo the BB routers but continue to
dao s0 to your internal devices.

2 Points
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6.4

6.5.

6.6.

6.7,

B.8.

After recent security issues related to users cutside of your netwark

accessing internal rescurces, a new corporate policy dictales that R3

be hardened accerding to the following requirements:

« Treat EO/M interface as the outside interface and all other interfaces

as inside interfaces

Disable COF on the cutside interface

Drop packets that are source routed

Disable NTP on the cuiside interface

Dizable BOOTP and DHCP

Using CBAC (firewall feature set), permit returning TCP, UDP or

ICMP sessions that were initiated from behind R3 should be

permitied in the cuiside interface

¢ Deny traffic sourced from any RFC 1918 address in the outside
interface unless the traffic was initiated by a device behind R3

o Deny traffic sourced from the 181 X 0.0/16 network inbound on the
outside interface

+ |f packets are denied by an access-list. do not notify the source that
the packet was dropped

e Permit TCP connections to a server located in VLAN 79 with the [P
address of 191 X.79.100

+ Translate traffic scurced from the 191 X 55.0/24 network to
204.12 %30 when sent out of the cutside interface

« Permit any necessary routing protocol traffic

+  Deny all other traffic

Ensure that the IPSec tunnels between R4, R5, BRE and the WPN3005

and IP routing protecol traffic are not affected by this configuration.

4 Points

After implementing the new security policy on R3, users in VLAN 6
have complained that they are unable toc access a server located in
WLAN 79 with the 1P address of 191 X.79.100

After discussing the situation with your manager, you reguested to
allow hosts with source [P addresses 10.6.6.0/24 network to be
received on R3's interface EO/ to enable access to the server in VLAN
6. However, your manager has denied this request to relax the
security policy.

Without making changes to R3's security policy, allow the VLAN &
users to connect to the 191 X 79100 server.

3 Points
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6.9.

6.10.

6.11.

6.12.

613

§.14.

Your manager has informed you that users within your netwerk are
playing JAVA web-based games. You manager has requested that B3
be configured to deny users from downloading JAVA applets from any
HTTP servers except servers located in VLAN 363,

2 Points

After implementing the changes o deny the JAVA applets. it has come
to your attenticn that some users are still able to play these JAVA-
based games from servers not located in VLAN 363 After further
investigation, you have discovered that R3 is allowing the users to
continue to download JAVA applets when the users are connecied (o
an HTTP server that is running on a nen-standard TCP port.

Allow the users to continue to connect to HT TP servers on the non-
standard ports of 8080 and 10080 but deny the downleading of JAVA
applets from servers using these TCP poris.

3 Points

As soon as you thought the JAVA filtering was finished, your manager
noticed a user was still able to play the JAVA web-based games. After
further investigation, you have determined that the users are
connecting to a server with the IP address of 113.0.0.1 using the FTF
port of 21.

Configure R3 to permit TCP connections to the server on port 21 but
deny the downloading of JAVA applets.

2 Points
After a recent security audit, the auditors noticed that the PIX is
respending to ICMP echeo-requests on its cutside interface.
Management has asked that the PIX silently discard any ICMP echo-
requests destined for its outside interface.

2 Points
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6.15.

6.16.

6.17.

6.18.

6.19.

The network administrator has recently reporied that a web server
located in VLAN 6 with the IP address of 10.6.6. 100 was the subject of
a TCP SYN flocd DoS attack. Against your recommendation, due to
the imited processing power of R8s CPU and memory, the network
administrator has requested that R6 be configured to intercept and
validate HTTP cennections made to that particular server.

2 Points

Configure RE to drop idle TCP sessions to the server (10.6.6.100) after
360 minutes of inactivity.

1 Point

After heated negotiations with the administrator of BE1 concerning
allowing users access o a web server located in VLAN 3632 across the
ATM cloud, you have agreed to allow access o the server with the [P
address of 204,12 X 150 until 00:01 Jan 1, 2007 UTC.

Af that time, access to the server should be denied o the users across
the ATM cloud.

Cenfigure RE to meet these requirements.

4 Points
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7. Advanced PIX Firewall

814,

9.15.

i1

7.2

7.3

7.4

7.4

7.6

[

Configure the PIX to translate any inside host's IP address to the
outside interface’s IP address,

Provide PAT translations for all outbound HTTP connections using
191.X.79.200.

1 Point

Redirect TCP connectlions destined for 191 X.79.50 port 15023 and
191.X.79.51 port 15023 to R1 port 23.
Use only one access-list statement for this task.

1 Point

Redirect TCP connections destined for 191 X.79.50 port 15123 1o R1
port 23.
De not add any additicnal access-list entries for this task.

1 Paoint

The network administrator has requested that users on the inside of
the PIX be restricted 1o only being connecied to one server in VLAN
363 with the [P address of 204 12 X 175

Permit access to this server on TCP port 80 and deny access to all
other IP addresses in VLAN 363.

1 Point
Users behind the PIX have reporied that they are unable to traceroute
to [P addresses on the cutside of the PIX. The network administrator
requested that the users only be permitted to receive traceroute replies
from IP addresses in the 191 X .0.0/18 network.

2 Points

88
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. Configure the PIX to send all possible syslog messages o 10.0.0.100.

. Timestamp these syslcg messages.

0. To ensure accurate timestamps of the syslog messages, configure the
PiX toreceive time via NTP from BBZ2. The PIX should authenticate
the NTP updates from BBZ using key 1 along with the password
CISCO.

b =} =i

B
g9
1

2 Points

8.1, A new corporate policy dictates that all telnet connections through the
PIX {inside to cutside) must be authenticated by the PIX prior to
allowing access.

8.2, The PIX should authenticate these users against the AAA server.

8.3. The users will be authenticating with the username PIX and the
password CISCO.

84 Apply the appropriate configuration to the AAA server for this task.

4 Points

8.5  The new policy also dictates that the PIX perform accounting for these
telnet sessions.

8.6. Configure the PIX fo account for these telnet sessions with the AAA
server.

2 Points

87. Authenticate users telneting into R4 against the AAA server.

88  This communication with the AAA server should continue to function in
the event that R4's Frame Relay connection is down. Do nof base this
communication off of R4's Loopback O interface.

8.9  Userswill be authenticating with the username R4 and the password
CISCO.

8.10. Do not configure this authentication as the defaull authentication
method on R4

8.11. Configure the PIX to permit R4 access to the AAA server via
TACACS+.

8 12, Apply the appropriate configuration to the AAA server for this task

4 Points
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8.13. If R4 fails to communicate with the AAA server, users telneting in
should be authenticated via the local username/password database.

& 14 Only allow a user named ADMIN with the password CISCO to
authenticate locally.

8.15 This user should be placed in the highest privilege level upon login.

2 Points

8.16. Configure PPP encapsulation on the serial connection between R2 and
R3.

8.17. Authenticate this connection using CHAP authentication,

818 RZshould send the username ROUTERZ and R3 should send the
username ROUTER3. Both should use the password CISCO.

8.19. R3should authenticate R2 using its local username/password
database.

8 20 RZ should authenticate R3 against the AAA server.

821 Apply the apprepriate configuration to the AAA server for this task

3 Point

. 1DS

Read the access instructions for the 105 Sensor in the introduction for this lah
prior to starting this section.

9.1, An IDS sensor has been installed to monitor traffic between SW1 and
the PIX.

9.2 Allow management of the 1DS sensar via HTTPS from IP addresses in
the 10.0.0.0/24 network.

9.3 Cenfigure the IDS sensor to allow SW2 to connect via SSH for
management purposes.

G4  Span VLAN 79 trafiic io the 1DS sensor's monitering interface.

3 Points
g5  Cenfigure the IDS Event Viewer to manage the 1DS sensor.
G.6. Disable informational and low alarm severity levels.

2.7 Alter the default view to filter traffic sourced from the 191 X 759.0/24
subnet.

1 Point

80
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IE’s Security Workbook Lab 7

Difficulty Rating (10 highest): 8

Lab Overview:

This lab scenario s a mock lab exam designed o simulate the conditions of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this lab is
Cisco's documentation set. This decumentation is available in both CD format
and online at hitp ffwww cisco.comiunivercd

LLab Instructions:

Pror to starting, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include 1P
addressing informaticn

Refer to the attached diagrams for interface and protocol assignments. Any
reference to X in an 1P address refers to your rack number, while any reference
fo Y in an IP address refers {o your router number

The default username and password for the VPN 3005 is admin. The default
username and password for the IDS sensor is either ciscolcisco or ciscofidsd 210,

LLab Do’s and Don'’ts:

+« Do notchange cr add any [P addresses from the initial configuration
unless otherwise specified

« Do not change any interface encapsulations unless otherwise specified

« Do not change the conscle, AUX, and VTY passwords or access methods
unless otherwise specified

« Do notuse any static routes, default routes, default networks, or policy
routing unless otherwise specified

=  Save your configurations often
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Grading:

This practice lab consists of varicus sections totaling 100 points. A score of 80
points is required to achieve a passing score. A seclion must work 100% with the
requirements given in order o be awarded the points for that section. No partial
credit is awarded. If a section has multiple possible solutions, choose the solution
that best meets the requirements

Grading for this practice lab is available when configured on Internetwork
Expert’s racks, or the racks of Internetwork Expert's preferred vendors. See
intemetwork Expert's homepage at hifp//hwwaw internetworkexpert. com for a list
of preferred venders and more information.

Point Values:

The peint values for each section are as follows

Section Paint Value
[

Catalyst 3550 5
ISONIFEP 8
Raouting Protocols 13
VBN 22
IP Sarvices 15
General Security 18
Advanced PLX Firewall 4
AAA “
D3 13

GOOD LUCK!
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1. Catalyst 3550

e T
W M

1.4

1.8

1.6.

Configure the VTP demain I[E_SEC on SW1 and SW2.
SW1 should not act upon VTP updates from SW2,
Do not use VTP transparent mode for this task.

2 Points

The network administrator has informed you that two new servers will
be connected to SW2. These servers will be installed in WVLAN & The
first server will be connected to SW2's port Fal/20 and the second to
SW2's port Fali21. For security reasons the network administrator
has asked the SWZ be configured to not allow these two servers o
communicate with each other.

Do not use an access-hist to accomplish this task.

2 Points

For additional security configure SW1 to not forward unicast frames
with an unknown destination MAC addresses out port Fal/20.

1 Point

2. ISDN/PPP

2.1,

2.2

2.3

2.4.

Configure legacy ISDN DDR between R4 and R5.

1 Point

Cenfigure R5's BRIO/O interface to be in standby mode unless its
Frame Relay subinterface to R4 is down.

When the subinterface is down. RS should be allowed to initiate calls 1o
R4 for any IP traffic.

R4 should never be allowed to call RS based on interesting traffic or
drop a call from RS due to the lack of interesting traffic

2 Points
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2.5 Configure PPP encapsulation on the ISDN connection between R4 and
R5.
26 Configure R4 fo authenticate R5 using PAP authentication. R4 should
authenticate RS against the AAA server located at 10.0.0.100.
2.7 Configure RS to send the username ROUTERS along with the
password CISCO for PAP authentication.
28, Usersshould be able to login to R4 using telnet along with the
username of ROUTERS and the password of CISCO1.
2.9 Apply the appropriate configuration to the AAA server for this task
2 Points
2.10. For cost control and added security, configure R4 to call RS back.
This callback should be based on the username. R4 should receive
the callback sfring from the AAA server.
2. 11 Apply the necessary configuration on R4 and the AAA server io

accomplish this task.

J Points

3. Routing Protocols

3.1

3.2.

3.3

3.4,

3.5.

3.5.
3.7,

Cenfigure the IP addresses for the public and private interfaces of the
VPN3005 according to the diagram provided.
Configure RackXVPN as the VPN3005's hostname.

1 Paoint

Configure the IP addresses for the inside and ouiside interfaces of the
PIX according to the diagram provided.
Configure RackXPIX as the PIX's hostname.

1 Point
Configure the IP address for the command and control interface of the
105 according to the diagram provided.
The IDS should use the PIX as its default gateway.
Cenfigure RackXIDS as the IDS's hostname.

1 Point
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3.8

3.9

3.10.

3.11.

3.12.

3.13.

3.14.
3.15.

3.16.

3.17.

3.18.

3.19

Authenticate all OSPF adjacencies within area 0 using the password
CISCQO. The passwoerd should net be readable when using a network
analyzer on the OSPF packets.

2 Points

Perform basic authentication of the OSPF adjacencies in area 367
using the passwaord CISCO.

Do not use the area 367 authentication command to accomplish this
task.

1 Point

Configure authentication for EIGRP between R4 and RS Use key 1
aleng with the key-string of CISCO1.

R4 and RS should be configured to rotate keys to key 2 with the key-
string of CISCO2Z at 00:00 on Jan 1, 2008

To ensure accurate key rotation, configure R4 and R5to be NTP peers
with each other and allow them tc accept the old key from 23:55 31
Dec, 2008 until 00:05 Jan 1, 2008.

3 Points

Configure OSPF area 0 between SW2, the VPN3005, and the PIX.
The PIX should use 150X 9.8 as its OSPF router ID and the VPN3005
should use 150 X 11.11.

Authenticate all OSPF adjacencies within this area using simple
password authentication.

2 Points

Configure static routing to allow the VPN3005 and the PIX to reach the
rest of the network.

The reutes on the VPN3005 and the PIX should not point directly to an
interface, but should allow at least partial reachability in the event that
either R2 or R5's Ethernet interfaces are down.

Ensure that SW2 can use this routing information to reach the rest of
the network.

2 Points
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4. VPN
4 1. The network administrator has requested that the AAA server located

4.2.

43

4.4.

4.5,

4.6

4.7,

4.8

at 10.0.0.100 be given access to the IDS sensor's command and
control interface. The traffic between the AAA server and the IDS
sensor should be encrypted when sent between R4 and the PIX.
Encrypt this traffic using the following parameters:

« [SAKMP Authentication Method: PRE-SHARED

s [SAKMP Hash: MD5

e [SAKMP Encryption: 3DES

« ESP Encryption: 3DES

This configuration should still function in the event of R4's Frame Relay
subinterface to RS being down.

You are allowed cone static route on R4 to accomplish this.

4 Points

The network administrator has installed a new server fo manage R1,
R2 R3 and R5. The serveris located in VLAN 5. The network
administrater has requested that the management traffic between the
routers and the server be encrypted inside GRE tunnels.

Create an additional Loopback (Loopback 2) on R1, B2, R3. and RS
using 10.100.100.Y/32 for addressing.

Create GRE tunnels to connect R1 to R2, R2 to R3 and finally R2 to
R5. Use 10.12.12.0/24 for the tunnel between R1 and R3. Use
10.23.23.0/24 for the tunnel between R2 and R3. Use 10.25250/24
for the tunnel between R2 and R5.

Advertise these new Loopback interfaces, VLAN 5. and tunnel
networks through the GRE tunnels between the routers (R1, R2, R3,
and RS) using RIPv2. Ensure that these routes never leak to other
routers (R4, RE, etc).

3 Points

Encrypt the GRE tunnels between R1 & RZ and R2 & R5 using the
following parameters:

« [SAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MD5

ISAKMP Encryption: 3DES

ESP Encrypticn: 3DES

ESP Authentication: HMAC-MDS

" % @ ¥

3 Points
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4.9.

4.10.

4.11.

412

4. 13.

Encrypt the GRE tunnel between R2 and R3 using the following
parameters:

ISAKMP Authentication Method: RSA-SIG

ISAKMP Hash: MD35

ISAKMP Encryption: 3DES

CA Enrollment URL: http://10.0.0.100.80/certsrv/mscep/mscep. dil
ESP Encryption: 3DES

« ESP Authentication: HMAC-MDS

Use only one crypto isakmp key command on R2 {o accomplish this
task.

& ® & & i

3 Points

The network administrator needs to give access to a server located in
VLAN 255 to an outside consultant. The consultant will be using
Cisco's VPN dlient to connect to the VPN3005.

Configure the VPN3005 to allow the VPN client to connect using the
following parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MD5

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-SHA

PFS. 1024 bits

SA Lifetime: 1000KB

Group Name: CONSULTANT _GROUP

Group Password: CISCO

Username: CONSULTANT

Password: CISCO

IP Address Pool 192 168.0.0/24

Simultaneous Logins Allowed: 2

+ ldle Timecut 600 Seconds

Ensure that this consultant can reach the VPN3005 using the VPN
client (IPSec over UDP) when coming from behind BB3.

& & & # & & & # # & ® & @&

5 Points
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4.14.

4.15.
4.16.

You manager has asked that users in VLAN 7 be given access to the
payroll server located at 10.0.0.101. Your manager has siressed the
impertance that this traffic not be easily compromised when
transported across the network.

Encrypt this traffic between R3 and R4 using ESP/3DESHMAC-MDS.
The source and destination IP addresses of the communication
between the clients in VLAN 7 and the server in VLAN 4 should be not
be hidden when transported across the network.

4 Points

5. 1P Services

5.1.

5.2.
5.3

You have recently ncticed that certain portions of your network are not
able to reach BB1 and BB2. After requesting that RE be configured to
advertise the 10.0.0.0/8, 141 X.0.0/16, and 150 X.0.0/18 networks to
BBE1 and BBZ, the network administrator has mandated that only the
141X 0.0/18 network be advertised to BE1 and BB2Z

Advertise the 141 X.0.0/16 network via BGP to BB1 and BBZ.

Ensure that hosts in the 10.0.0.0/& and 150.X.0.0/16 networks can still
reach the networks learned from BB1 and BBZ.

2 Points

88
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5.4.

5.5

5.6.

5.7.

5.8.

it recenily has come to your attention that BE1 and BBZ are using your
network as a transit network. After further investigation, it appears that
8B1 and BBZ have an IPSec tunnel that connects to each other
through your network, After failed attempts to contact the
administrators of BB1 and BBZ, you have decided to not advertise
ASE54's networks to AS254 and vise versa. Upcn implementing the
changes to R1 and RE, the network administrator insisted that filtering
will not work, as BB1 and BB2Z might be using static routes to reach
each other through your network. Since realizing that this is a valid
workaround for them, you have decided io filter IPSec traffic inbound
on R1and R6. After implementing the filter, the network administrator
has voiced concerns to management that IPSec will need to be
allowed to flow from BE1 and BBZ ic users behind BB3.

Since filtering off the IPSec based on all the possible
source/destination 1P address combinations will be a real headache,
implement a technigue fo allow IPSec traffic into your network from
BE1 and BBZ put not allow it to flow between BB1 and BBZ. This
technigue should not rely on filtering based on the scurce or
destination [P address.

5 Points

The network administrator has given access to users behind BB2 to a
web server located in VLAN 7 (10.7.7 100}, After the users have
complained that they can nct reach this server's IF address, you
explained to the network administrator that giving the users the
RFC1918 address of the server does not enable them to reach it After
spending 15 minutes trying to explain o the network administrator that
even through the 10.7.7 0/24 network is reachable from inside your
network, that it is not reachable by users outside of your network since
you are not advertising the private networks to them. After 15 more
minutes of listening to the network administrator ramble on about how
IP addresses are globally significant and cnly MAC addresses are
lecally significant, you told him to just have the users behind BB2
connect to 141 X.7.100 and get out of the computer room before he
breaks something.

Coenfigure R1 so that the users behind BB2 can reach the web server
on port 80 by using the 141 X7 100 address.

R1 should respond to pings sentto 141.X.7 100

3 Points
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5.9

510

511,

5.12.

5.13.

5.14.

After users reported slow response to a server located in VLAN 100,
you have discovered that the server appears io be under a Smurf
attack criginating from IP addresses behind BBZ2.

Configure R1 to limit the traffic involved in this attack to 128kbps.

2 Points

A new corporate policy dictates for R1 and R& to be configured 1o
Block all traffic scurced from addresses inthe RFC1918 address
space, along with traffic sourced from their own networks (141 X.0.0/16
and 150.X.0.0/18) from coming in from BBZ and BB1.

Traffic that is filtered should be logged 1o a syslog server located at
10.0.0.102 These log messages should be timestamped with the
routers current date and time.

For ease of management of the log messages on the server, ensure
that R1 and RE use their Loopback( interfaces as the scurce address
for these messages.

Configure R1 and RE to also account for any packets that are denied
by this access-list policy.

3 Points

100
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6. General Security

6.1.

6.2.

6.3.

6.4

6.5.

6.6

A new corporate pelicy dictates that all connections for management
purpeses o B1, R4, RS and a terminal server located on VLAN 255
be accessed via SSH.

For added security, the policy dictates that the RSA generated keys on
the routers should be of the largest size supporied.

Users will need to connect to the terminal server though the PIEX. The
terminal server's IP address is 141.X.255.254/24.

Cenfigure the PIX fo allow SSH connection to the terminal server using
the IFP address 141 X 100 254

2 Points

Configure the PIX to allow users from any IP address fo connect to the
inside interface via SSH.  Allow users from the 10.0.0.0/24 network to
connect to the PIX from the cutside interface.

Authenticate these users against the AAA server. Create a user called
SSHUSER alecng with the password CISCO in the AAA server for this
task.

2 Points
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6.7.

After giving access to the web server located in VLAN 7 to the users
behind BBZ, the network administrator is now concerned that
unauthorized users may be accessing the server from the cutside.
Upon recommending to the web server administrator that it would be
simple to just enable authentication on the web server itself, the web
server administrator stated that unautherized access fo the web server
s a network security issue and not an issue that the web server's
administrator should have to deal with.

Since the web server administrator refused to authenticate the users
on the server itself, management has tasked you with authenticating
the users when they first enter your network.

Configure R1 to support authentication proxy for users connecting to
the web server's cuiside global NAT IP address of 141 X 7100

The users will be authenticating with the username AUTH and the
password CISCO.

-~ Allow for a maximum of three (3) login attempts.
~ Apply the appropriate configuration to the AAA server for this task.

6 Points

102

Copyright @ 2004 Intemetwork Expert



Internetwork Expert's CCIE™ Security Lab Workbook Lab ¥

613 After a recent security issue relating to severs in VLAN 100, a new

6. 14

6.15

corporate policy dictates that R4's connection to BB3 be secured.

Configure R4's EG/T interface to meet the following requirements:

« Permit outside access to a FTP server located in VLAN 100 with
the IP address of 141 X 100105

« The FTP serveris running en TCP port 21 along with TCP port
10021

« Permit cutside access to a web server located in VLAN 4 with the
IP addressis 10.0.0.150

« The web server should be reachable by the cutside via the IP
address 204 12 X 100 on port 80

+ Allow users behind R4 1o ping and traceroute to addresses on the
outside

« TCP or UDP sessions that were initiated from behind R4 should be
permitted inbound

« [nspectall FTP sessions on TCP ports 21 and 10021

« Permit any necessary routing protocal traffic

e Deny all other traffic

3 Points

Recently the web server located in VLAN 4 was compromised. A
worm was installed on the server and was causing the server io launch
attacks against similar servers in cther parts of the network.

Using CBAC (firewall feature set). configure R4 to allow users in VLAN
43 to connect to the web server at 10.0.0.150 (204,12 X.100) but do
not allow the web server to send traffic through R4 if itis notin
respoense to a client's request. All other traffic from the web server
should be dropped as it enters R4's interface E0/C.

3 Points

7. Advanced PIX Firewall

71

Configure the PIX to provide PAT translations for inside users
accessing resources outside of the PLX using its interface IP address
of 141.X.100.9.

1 Point
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7.2.

7.3

7.4,

8. AAA

8.1.

8.2

8.3

Configure the PIX to allow SNMP paolling from 10.0.0.100 using the
community string private.

1 Point

The network administrator recently hired a consultant te install and
configure a DNS server for the users behind the PIX.  After the
consuliant left, the network administrator noticed that the DNS entry for
a file server with the 1P address 10.7.7 150 was incorrectly entered in
the DNS server as 10.70.70.150.

Configure the PIX to redirect traffic destined for the incorrect DNS
entry's IP address of 10.70.70.150 to 10.7.7.150.

2 Points

After recent unautheorized configuration changes to RS, a new

corporate policy dictates that access to R5 and command autherization

be controlled by the AAA server,

Configure R5 to meet the following requirements:

» Telnet sessions should be authenticated against the AAA server

« [fthe AAA server is unavailable, users should be authenticated
locally

« Create a user in the AAA server named ADMIN with the password
CISCO

« This user should have full access to any commands and
automatically be placed in privilege level 15 upon legging in

+ Create a user in the AAA server named NOC with the password
CISCO

« This user should have full access to any commands, but should not
be allowed toc make any changes to the configuration

+ This user should be able to view the full configuration of the router
when they issue a show run.

Apply the appropriate configuration to the AAA server for this task,

4 Points

104
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9.1DS

Read the access instructions for the (D5 Senorin the introduction for this lab
prior to starting this section.

9.1.

9.2

9.3.

9.4

9.5.

9.6.

9.7.

9.8

An [DS sensor has been installed to monitor traffic inbound from BB2.
The sensor's command and control interface is connected to SWi's
interface FaG/10.

Allow management via SSH and HTTPS from addresses in the
10.0.0.0/24 and 141.X.0.0/16 networks. The IDS sensor should be
accessible through the PIX via HTTPS and SSH from the ocutside by
the [P address 141X 10010

Configure the 1DS sensor to allow RS to connect via SSH for
management purposes.

3 Paoints

Span traffic received on SW2's port Fal/24 to the IDS sensor's
sensing interface which is connected to SW2Z's port Fal/10.

For the purposes of shunning, enable the 105 senscr to access R1
using the username DS and the password CISCO via SSH.

The blocking interface should be R1's EQ/0 interface.

2 Points
Since you are receiving too many false positives from traffic sourced
by 192 10 X 150, configure the 1DS senscr to filter all signatures for
traffic sourced from that 1P address.

2 Points
The network administrator has requested that the IDS sensor shun any

host that triggers IDS signature 6920 (TCP Flood).

3 Points
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9.9.

8. 10

After recent security issues the network administrator has requested
that B4 be configured to perfom basic DS functicns.

Configure R4 to meet the following parameters:

+« Audit packets that are received inbound on interface EO/M
Alarm and drop traffic that triggers an attack alarm

Leg alarms to the router's console

Alarm, drop and reset traffic that triggers an attack alarm
Alarm and drop traffic that triggers an informational alarm
Disable the “Impossible 1P Packet " signature

Allow hosts inthe 204,12 X, 0/24 network to ping R4's interface
EOM

3 Points

106
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IE’s Security Workbook Lab 8

Difficulty Rating (10 highest): 7
Lab Overview:

This lab scenario is a mock lab exam designed to simulate the conditions of
Cisco Systems' CCIE Security Lab exam. This lab should be completed within &
hours. The only resource that should be used while configuring this lab is
Cisce's documentation set. This documentation is available in both CD format,
and online at hitp /hwww cisco.comiunivercd

Lab Instructions:

Prior to starting, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include [P
addressing information

Refer to the attached diagrams for interface and protocol assignments. Any
reference fo X in an IP address refers o your rack number, while any reference
to Y in an P address refers to your router number

The default username and password for the VPN 3005 is admin. The default
username and password for the DS sensor is either cisco/cisco or ciscolfidsd 210

l.ab Do’s and Don’ts:

+ Do notchange or add any [P addresses from the initial configuration
unless ctherwise specified

« Do not change any interface encapsulations unless otherwise specified

+« Do not change the conscle, AUX, and VTY passwords or access methods
unless ctherwise speciiied

« Do not use any static routes, default routes, default networks, or polcy
routing unless otherwise specified

+ Save your configurations ofte

il
L
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Grading:

This practice lab consists of various sections totaling 100 points. A score of 80
points is required to achieve a passing score. A seclion must work 100% with the
requirements given in order o be awarded the points for that section. No partial
credit is awarded. If a section has multiple possible solutions, choose the solutio
that best meets the requirements

Grading for this practice lab 1s available when configured on Infernetwork
Expert's racks, or the racks of Internetwork Expert's preferred vendors. See
intemetwork Expert's homepage at hitp/fwwaw internetworkexpert com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows

Section Paint Value
=

Catalyst 3550 5
ISDMNPRR &
Raouting Protocols 12
VPN 24
IF Services 12
General Security 22
Advanced PIX Firewall g
AAA b
D3 &

GOOD LUCK!
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1. Catalyst 3550

R

1.3.

1.4

1.5.

1.6.

1.
2.

Configure the VTP demain IE_SEC between SW1 and SW2.
Authenticate the VTP domain with the password CISCO.

1 Point

The network administrator has reported that a few computers
connecied to SW2's interface Fal/22 are being used ina DDoS attack
Until the computers can be isclated and shut down, the network
administrator has requested the SW2 only accept 1Mbps of unicast
traffic inbound on this interface.

SW2's interface Fali2Z has its port speed set to 10Mbps.

2 Points

After discussing plans to implement more VLAN ACLs on SW1 in the
future, your local Cisco SE has recommended that SW1 be optimized
to support as many ACEs (access control entries) as possible on the
3550

Configure SW1 as per the SE's recommendation.

2 Points

2. ISDN/PPP

2.1

22

2.3.

2.4

Configure ISON DDR between R4 and RS using the dialer interfaces.

1 Point

Configure R4 to call RS automatically whenever R4's Frame Relay
subinterface to R5 goes down.

R4 should call RS once the subinterface has been down for 30
seconds. To ensure full convergence of OSPF, R4 should disconnect
the ISDN call once the subinterface has been back up for 120
seconds.

R5 should never be configured to call R4 or drop a call from R4 due to
the lack of interesting traffic.

2 Points
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2.5 Configure PPP encapsulation on the ISON connecticn between R4 and
R5.

26 Configure R4 and R5 to authenticate each other using CHAP with a
password of CISCO. RS should authenticate R4 via the AAA server.
R4 should also use AAA but should authenticate using its own locally
configured usernames and passwords.

2. 7. Configure an authentication protocel that uses TCP for fransport with
the AAA server. Use the key CISCO and a source address of
150.X.5 .5 for this communication.

2.8  Apply the appropriate configuration to the AAA server for this task

2 Points

3. Routing Protocols

3.1.

3.2
3.3.

3.4.

3.5.

3.6.

3.7.
3.8

3.9.
3.10.

Cenfigure the [P addresses for the public and private interfaces of the
VPN3005 according to the diagram provided.

The VPN3005 should use R4 as its default gateway.

Configure RackXVPN as the VPN3005's hostname.

1 Point
Configure the |P addresses for the inside and outside interfaces of the
PIX according to the diagram provided.
Configure RackXPIX as the PlX's hosiname.

1 Point
Configure the IP address for the command and control interface of the
DS according to the diagram provided.
The 1DS should use R3 as its default gateway.
Configure RackXID5 as the IDS's hestname.

1 Point
Configure OSPF area 5% between RS and the Plx.
The PIX should use 150.X.9 9 as its OSPF router ID.

2 Points
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3.11. Configure OSPF area 51 between the PIX and BBZ.
312 Allow the routes from OSPF area 5% to be passed intc area 51. These
routes should appear as E2 routes in BB2's routing table.

2 Points

313 Configure OSPF area 0 on the private interface of the VPN3005.

3.14. Use 150.X.11.11 as the OSPF router 1D.

315 The VPN32005 should gend routing information about the 136 X . 0.0/16
and the 150 X.0.0/16 networks to SW1 and SW2 via QSPF.

3.16. Static routes are permitted on R4 to provide reachability to the
networks behind the VPN2005,

3 Points

317 Authenticate the OSPF area 0 adjacencies between the VPN3005,
SW1, and SW2 using type-1 authentication.

2 Points

4. VPN

4.1, The network administrator would like to give access to a web server
used by your company's accounting department in VLAN 4 to the
users behind the PIX. The web server's IP address is 10.4.4 100

4.2 Encrypt TCP fraffic between the PIX and the web server using the
following parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: Default

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-MDS

4.3 Your network administrater has informed you that the IP address of the
PIX will be changed in the future. Ensure that R4's |PSec
configuration does not need to be altered to accommaodate this
change.

4.4 This configuration should still function in the event of R4's Frame Relay
subinterface to RS fails.

4.5 The use of static routes is permitied.

L

5 Points
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4.6

47

4.8.

4.9

4.10.

411

The network administrater has informed you that users in VLAN 103
will need to access servers in VLAN 4.

Create a LAN-to-LAN VPN between VLAN 4 and VLAN 103 using the
strongest IPSec encryption algorithms supported by R3 and R4,

For added security. ensure that a new IPSec security association is
negetiated every ten (10) minutes and that the secunty association
keys are not based off previcus keys.

The use of static routes is permitied.

4 Points

Your manager has requested that the PIX be configured to allow
secure access to servers behind the PIX on the 182 10.X.0/24
network. After requesting that the users install the Cisco VPN client to
access the network behind the PEX, the users have informed you that
they are nct allowed to install any additicnal software on their
corporate workstations. After deing some research, you have decided
to use PPTP that is supported by their Windows 2000 computers,
Configure the PIX tc support PPTP using the following parameters:

« 192 168.0.1 to 192 168.0.100 for the address pool

CHAP and MSCHAP authentication

Local authentication (username CISCO and password CISCO)
Require encryption (40- or 128-bit)

5 Points
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4.12. Encrypt TCP and UDP trafiic between the 192 10 X.0/24 and the
1368 X.7.0/24 networks on the PLX and the VPN2005 using the
following parameters:

ISAKMP Authentication Method: RSA-5IG

ISAKMP Hash: MD5

ISAKMP Encryption: 3DES

CA Enroliment URL: hitp://10.0.0.100:80/certsrv/mscep/mscep dil
ESP Encryption: 3DES

ESP Authentication: HMAC-MD:2

4.13. The use of static routes is permitted.

5 Points

414, Create a LAN-io-LAN VPN betwesn the 10.0.0.0/24 and the
136.X.8.0/24 networks on RS and the VPN3005 using the following
parameters:

® #* & & & &

ISAKMP Authentication Method: RSA-SIG

ISAKMP Hash: MD5S

ISAKMP Lifetime: 12 minutes

ISAKMP Encryption: 3DES

CA Enrollment URL: hitp://10.0.0.100:80/certsrv/mscep/mscep dil
ESP Encryption: AES-192

ESP Authentication: HMAC-5HA

4.15. Usersinthe 136 X 8.0/24 network should never be permitted o initiate
the IPSec tunnel.

5 Points
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5. IP Services

5.1.

5.2

5.3.

5.4

5.5

A proprietary application server that was previously located in VLAN 2
has been moved to VLAN 103, Shortly after the move, users began o
complain to the netwoerk administrator that they could net connect to
the server. After further investigation, you have discovered that their
client application accesses the server via its IP address, and this
setting cannot be changed without bringing in a contract developer to
alter the client application to support the new IP address of the server.
Since it was your recommendation to move the server, the network
administrator has asked you to sclve the problem without having to
bring in the contract developer.

The server's previous |P address was 136 X 2 100 and its new [P
address is 136 X.103.100. The clients communicate with the server
using TCP ports 3000-3500.

3 Points

You have recenily ncticed that BE1 and BB3 are not able io reach
addresses in your network, After requesting that R6 be configured to
advertise the 10.0.0.0/8, 136.X.0.0/18, and the 150 X.0.0/18 networks
to BB1 and BBE3, the network administrator has rejected the request
Without advertising your networks to BB1 or BEB3. ensure that devices
in your network can ping BB1 and BB3.

2 Points

The network administrator would like to give access to a web server in
VLAN 103 to users behind BB1. The web server's IP address is
136.X.103.101. However, since BB1 dees net have a route to this
network, the web server should be reachable from BB1 via the IP
address 54 X 1100

2 Points
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5.6.

5.7.

5.8

59

510

The network administrator has neticed that certain users in VLAN 4
have their defaull-gateway set to point io their Ethernet interface as
cpposed to the proper default gateway of Rd4's EG/0 1P address.
However, even though the hosts are not defaulting directly to R4 you
hawve found that they are essentially ARPing for every destination and
R4 is respeonding with its own MAC address. As this behavior is
insecure, your network administrator has requested that R4 not answer
these ARP requests.

Configure the network to reflect this request.

2 Points

Users are complaining about slow response time to a web server at IP
address 136 X.2.102. After further investigation, it appears that the
web server is undergeing a HTTP SYN flood Do S attack from behind
BB1.

In crder o help deal with these attacks against the web server,
configure RE to send a TCP reset to the web server for any TCP
sessions that fails to reach the established state after ten (10}
seconds.

R& should not perform any sort of proxy function for the TCP sessions
to the web server.

3 Points
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6. General Security

6.1.
6.2

6.3.
6.4.

6.5.

6.6.

6.7.

6.8,

The network administrator has requested that R3 and R4 be
configured o support SSH.

The routers should wait for the S5H client fo respond up to a maximum
of 30 seconds.

Anidle 55H session should be disconnected afier five (5) minutes.
The users will be authenticating with the username SSH along with the
password of CISCO.

2 Points

The network administrator would like to give access to R3 to an
outside consultant in order to assist with troubleshooting a network
problem. The cutside consultant will need access fo enable and
disable “ip rip” debugging. Without giving all users in privilege level 1
these commands or giving the consultant access to privilege level 15,
ensure that the consultant can access these commands.

The cutside consultant will be logging in using the username
CONSULTANT and a password of CISCO.

3 Points

An engineer in your 1S department recently installed a Windows 2000
Server (10.0.0101) in VLAN 5 without installing any of the
reccmmended service packs. Your network administrater is worried
that the server will be open to vanous security vulnerabilities with this
default server install. After trying to contact the engineer who installed
the server, you have come to discover that the engineer is on vacation.
Since you do not have contrel over the server to install the necessary
service packs, you have decided that any users on other networks
trying to access the server should first authenticate via telnet to RS
pricr to being given access to this server.

Users should authenticate using the username WEB along with the
password CISCO. The password should be stored in RS's
configuration as an MDS hash.

4 Points
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6.9.

610

6.11.

6.12.

6.13.

in respense to a recent ICMP DoS attack on a web server located in
VLAN 103, the netwerk administrater has requested that R3 log all
ICMP echo requests destined for any IP address in the 136 X 103.0/24
network.

These log messages should be sent to a server located at 10.0.0 103
and include the MAC address of the device that forwarded the ICMP
echo request to R3

2 Points

After a recent security breach with an application server located at
136.X.2.105, a new corporate policy dictates that RZ be configured o
secure access to the application server. Users accessing this server
should be required to authenticate via a web browser prior to being
granted access to the server.

RZ should use TACACS+ with the AAA server for authenticating the
users.

Create a user called AUTH with the password of CISCO in the AAA
server for this task,

Timeout inactive sessions after 30 minuties.

~ Apply the appropriate configuration to the AAA server for this task

6 Points
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6.16.

6.17.

After discovering that the security breach of the server in VLAN 2
appeared to be scurced from users behind BB, you have decided to
secure RE's subinterface to BB3.

Configure RG's interface Fa1/0/0.63 to meet the following
requirements:

L ]

& & #* & @&

Allow inbound ICMP echo replies, time-exceeded, and port
unreachable messages

Deny all other inbound ICMP packets

Allow any TCP or UDP sessions that were inifiated from behind R&
Block the download of all JAVA applets

Inspect all FTP and SMTP sessions

DNS name lockup entries should expire after three (3) seconds of
inactivity

TCP entries should be removed three (3) seconds after RS detects
the FIN-exchange

Half open sessions should be deleted after reaching 250 sessions

5 Points
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7. Advanced PIX Firewall

7.1

7.2

7.3

7.4

7.5

76

7.7

7.8

Cenfigure the PIX to provide one-to-cne NAT translations for the
192.10.X.0/24 network using the 138 X.59.128/25 addresses, [f the
136.X.59.128/25 addresses become depleted, the PIX should do PAT
using the 136 X 59127 IP address.

1 Point

After having issues frying to troubleshoot a network issue, the network
administrater has requested that the PIX allow users on the inside
interface to ping and traceroute o devices on the outside.

Use only one access-list entry to accomplish this task.

1 Point

The network administrator has requested that the PIX be configured to
support management via S5H.

Cenfigure the PIX fo allow SSH connections from the 192 10 X.0/24
network on the inside interface and from any [P address on the outside
interface.

2 Points

Users are complaining that access to certain servers through the PIX is
very slow. After investigation, you have determined that these servers
appear to be trying to connect back to the clients on TCP part 113
Without permitting this traffic to the clients, solve this issue.

2 Points
After a recent exploit involving Microsoft's Active-X was discovered,
the network administrator has requested that the PIX be configured for
content filkering of all Active-X components. Configure the network 1o

reflect thig request.

1 Point
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7.9.

The network administrator would like to allow access to a web server
located at 192 10X 105 to users cutzide of the PIX.  This web server
should be accessible via 136 X 58 100 on port 80

7.10. Users outside of the PIX should be able to ping this server.

8.1

8.2

8.3

8.4,

8.5

8.6
8.7

2 Points

A few of the network administrators do not understand how to use the
105 CLI and have requested that R2 be setup to be managed via a
web browser.

in order to minimize the risk of managing R2 via the web, use the
following parameters:

« Only allow HTTPS access

« Authenticate users via the AAA server using TACACS+

+ Permit access only from the 136 X 2 0/24 subnet

Apply the appropriate configuration to the AAA server for this task.

3 Points

The network administraicr has requesied that any privilege level 15
commands executed on R4 be accounted for.

Configure the AAA server and R4 to account for all privilege level 15
commands.

Do not account for privilege level 1 commands.

Apply the appropriate configuration to the AAA server for this task.

2 Points
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9.1DS

Read the access instructions for the (D5 Sensor in the introduction for this lab
prior to starting this section.

9.1.

9.2

9.3.

9.4

9.5.

9.6.
8.7

9.8

An [DS sensor has been installed to monitor traffic between RS and the
PIX. The sensor's command and control interface is connectad to
SW's interface FaG/i10.

Cenfigure the sensor to allow management via SSH and HTTPS from
IP addresses in the 10.0.0.0/24 and 136 X 0.0/16 networks.

Configure the sensor to allow R3 to connect via SSH.

2 Points

SPAN traffic from VLANSY to the sensor's sensing interface which is
connecied to SW2's port Fal/10. Use VLAN 111 as the remcte-span
WVLAN.

Enable the IDS sensor to access the PIX using the username IDS and
the password of CISCO via S5H.

The PIX sheuld authenticate the 1DS user using the AAA server.

The blocking interface should be the cutside interface.

2 Points
Configure the IDS sensor to permanently shun any traffic from
132 X.2.50 on the PIX's outside interface.

2 Point
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IE’s Security Workbook Lab 9

Difficulty Rating (10 highest): 9

LLab Overview:

This lab scenaric is a mock lab exam designed to simulate the conditions of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this lab is
Cisco's documentation set. This documentation is available in both CD format
and online at http /Awww cisco com/univercd.

Lab Instructions:

Priorto starling, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include 1P
addressing information.

Refer to the attached diagrams for interface and protocol assignments. Any
reference o X in an 1P address refers o your rack number, while any reference
to Y inan iF address refers (o your router number.

The default username and password for the VPN 3005 is admin. The default
username and password for the 1DS sensor is either cisco/cisce or ciscofids4 210

Lab Do’s and Don’'ts:

Do not change or add any [P addresses from the iniial configuration
unless otherwise specified

+« Do not change any interface encapsulations unless ctherwise specified

« Do not change the console, AUX, and VTY passwords or access methods
unless otherwise specified

» Do not use any static routes, default routes, default networks, or policy
routing unless otherwise specified

« Save your configurations often

——y
I3
a2
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Grading:

This practice lab consists of various sections totaling 100 points. A score of 80
points is required to achieve a passing score. A seclion must work 100% with the
requirements given in order o be awarded the points for that section. No partial
credit is awarded. If a section has multiple possible solutions, choose the solutio
that best meets the requirements

Grading for this practice lab 1s available when configured on Infernetwork
Expert's racks, or the racks of Internetwork Expert's preferred vendors. See
intemetwork Expert's homepage at hitp/fwwaw internetworkexpert com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows

Section Paint Value

Catalyst 3550 3]
ISDMNPRR ]
Raouting Protocols 12
VPN 14
IF Services H
General Security 17
Advanced PIX Firewall 11
AAA 12
D3 g

GOOD LUCK!
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1. Catalyst 3550

R

1.3.

1.4

1.
2.

Configure the VTP demain IE_SEC between SW1 and SW2.
Authenticate the VTP domain with the password CISCO.

1 Point

Your security team is concerned about a regue network device posing
as the AAA server and intercepting usernames and passwords. In
order to prevent this they have asked you to configure the network so
that SW1 only allows packets in on port Fa0/20 if it comes from the
AAA server's MAC address and IP address. Configure SW1 to reflect

this policy.

3 Points

The network administrator has been receiving complaints from users
that they are getting authentication failed messages when trying to
connect to the network. After investigating, you have found that these
mincr cutages coincided with your updating of the ACL used fo secure
the AAA server. You have informed the network administrator that the
switch is temporarily blocking traffic through the port that the ACL is
being updated on. Although this is a normal and desirable case, the
network administrator has requested that this behavior be disabled 1o
ensure maximum uptime for the users.

2 Points

2. ISDN/PPP

2.1.

2.2

2.3.

Configure ISDN DDR between R4 and RS using dialer profiles and
PPP encapsulation,

R4 should allow IP traffic to initiate and maintain a call, but not allow P
protocel 8% traffic to keep the ISDN connection up unnecessarily

RS should never place or drop a call based on interesting traffic

2 Points
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2.4.

2.5

2.6

2.7,
2.8.

2.9

210

VWhenever an ISDN call is placed. RS should issue an authentication
challenge using the alternate hostname of ROUTERS. R4 should
respond to this challenge using the alternate hostname of ROUTER4,
along with a hash value that represents the password CISCO.

R4 should also challenge R5. RS should respond to this authentication
challenge using the alternate hostname of ROUTERS. If RS responds
to this challenge with the username routers as opposed to ROUTERS,
R4 should not authenticate the call.

3 Points

if the direction of the call is inbound on R5. RS should drop the call and
call R4 back. The callback string should be retrieved from the AAA
Server.

RE& should not authenticate R4 against the AAA server for this task.
Apply the appropriate configuration to the AAA server for this task.

3 Points

The netwerk administrator would like to justify to management the
need for a secondary ISDN connection between R4 and R5. In order
to help justify the additional ISDN line, the network administrator has
requested that RS record the amount of bytes transmitied and received
over the 1SDN connection with the AAA server.

There should cnly be a single record in the AAA server for each ISDN
call.

2 Points
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3. Routing Protocols

31

3.2.

3.3.

3.4.

3.9.

3.6.
3.7.

3.8.
3.9

3.10.

3.11.

3.12.

Configure the IP addresses for the public and private interfaces of the
WPNZ005 according fo the diagram provided.
Configure RackXVPN as the VPN3005's hostname.

1 Point

Cenfigure the IP addresses for the inside and cuiside interfaces of the
PIX according to the diagram provided.
Configure RackXPIX as the PIX's hosiname.

1 Point

Configure the [P address for the command and contrel interface of the
DS according to the diagram provided.

The IDS should use R5 as its default gateway.

Configure RackXID5S as the 1DS's hosiname.

1 Point

Configure RIPvZ on the VPN3005 to connect to RE.
Ensure that no other device in VLAN 116 can hear RIP updates
adwvertised from R& to the WPN3005.

2 Points

Configure OSPF area 0 on the PIX and WPN3005 to communicate with
the rest of the routing domain.

All adjacencies in OSPF area 0 should be authenticated with the clear
text password CISCO, with the exception of the adjacency between R4
and R5.

Do not use the ip ospf authentication command on R4's interface
connected to the Frame Relay cloud to accomplish this.

3 Points
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3.13. Configure the VPN concentrater to advertise reachability information
about the rest of the network tc R6 and BB1.
3.14. Do not use static routes on the VPN concentrator for this task.

2 Points

3.15. Inthe future, the VPN concentrator will use the 192 168 100 .0/24
network for a VPN client address pool.

316 Advertize this address pocl inte OS5PF and RIP on the WVPN3005
concentrator.

2 Points

4. VPN

4.1 The network administrator has requested that traffic between the AAA
saerver and the IDS sensor be encrypted using IPSec. The AAA server
will be using Cisco's VPN Client to encrypt the traffic between itself

and RS
4.2 Configure R5 to suppert Cisco's VPN client using the following
parameters:
» Use only the default ISAKMP values on RS
« ESP Encryption: AES-256
+« ESP Authentication: HMAC-SHA
« CA Enrollment URL: http /1100 0.100.80/certsrvw/mscep/mscep. dil
« Address Pool: 192 168 255.50-192 168 255 60
+« Domain Name: internetworkexpert.com
+ DNS5Sand WINS Server: 148 X 105,100
« Group Name: IDSGROUP
« Group Password: CISCO
« Usermame: IDSUSER
+ Password: CISCO
« Allow for split tunneling for destinations cutside of the 148 X 0.0/16

network
4.3 R5should authenticate this user {IDSUSER) using its local username
and passwaord database.

6 Points
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4.4.  Create an additicnal Loopback interface (Loopback 1) on R1, R2, R4,
and B5. Use 192 1688 255 Y/32 for addressing on these Loopback
interfaces.

4.5 Configure a fully meshed GRE tunnel network between these new
Loopbacks on R1, RZ2 R4 and R5. Use 192168 100 Y/24 for IP
addressing inside the tunnel. Do not use the tunnel destination
interface command to accomplish this task.

4.6,  Source the tunnel off of the router's Leopback O interfaces.

4.7 Enable EIGRP AS 1 for the Locpback 1 and GRE tunnel networks
(192 168.255.¥/32 and 192 168.100.0/24).

4.8  Ensure EIGRP updates from one router are relayed to the other
routers through the multipoint GRE tunnel.

4 Points

4.9 Encryptthe multipoint GRE tunnelon R1. R3, R4 and R5 using the

following parameters:

ISAKMP Authentication Method: PRE-SHARED

ISAKMP Hash: MD3

ISAKMP Encryption: 3DES

ESP Encryption: 3DES

ESP Authentication: HMAC-SHA

IPSec 5A's should be deleted after 20 minutes of inactivity.

@ & & & & &

4 Points

5. IP Services

3. 1.

5.2.

5.3

5.4

The network administrater has requested that R2 and R3 provide
redundant gateways for hosts in VLAN 232, Some of the hosts have
their default gateway set to 192 10X 100, while cthers have their
default gateway set to 192 10.X.101.

Configure R2 as the active router for the 182 10 X 100 IP address and
R3 asthe aclive router for the 192 10 X 101 IP address.

R3 should take over for the 182 10 X 100 IP address in the event R2's
subinterface fo R1 goes down.

RZ should take over for the 192, 10.X. 101 IP address in the event that
both R3's subinterface to RS and interface ECQ/C are down.

3 Points
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5.5.

2.6.

57.
5.8

5.9

2.10.
5.11.

Configure R2 and R3 to not allow any other devices to take over the
role as the active router.

2 Points

The network administrator has requested that R3 be configured as a
TFETP server forits 105 image (c2600-ik90383-mz. 122-15. T13 bin) so
that RZ can be upgraded.

Only allow R2's interface EC/O 1P address to download this image.

Do not use policy routing or apply an access-list to an interface for this
task.

2 Points

Translate any 10.0.0.0/8 IF addresses on RZ and R3 when sent into
VLAN 232 R2 and R3 should translate this traffic to their Loopback 0
interface IP addresses.

TCP translations should timeout after six (8) hours of inactivity.

DNS translations should timeout after twice the default allotted time.

2 Points

6. General Security

6.1

6.2

6.3.

6.4

The network administrater has requesied that an access-list be applied
outbound on R3's interface EC0/1 that denies ICMP echo requests to
BB2's 1P address of 182.10.X.254.

The network administrator further requested that packets sourced by
R3 that match this access-list be dropped.

4 Points

Configure the PIX's ogutside and inside interfaces to not respond to
ICMP echo requests.

Hosts on the inside of the PIX should be able to ping and traceroute 1o
destinaticns on the cutside interface.

2 Points
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5.5  Anew corporate policy dictates that anyone connected to R1 should
not be able to telnet o any cther device from R1.

6.6. Do not apply an access-list to any interface or line to accomplish this
task.

2 Points

5.7, The network administrator has requesied that R4 allow users across
the Frame Relay and ISDN clouds access o a web server located in
VLAN 4 with the IP address of 148 X 4 100 during the times of 8am to
spm Monday through Friday.

5.8 During all other times, users should be required to telnet to R4 on TCP
port 3001 and authenticate using the username WEE aleng with the
password CISCO before being given access.

2 Points

6.9 Configure R3 to require users in VLAN 3 to authenticate using HTTP
pricr to being permitted through the router. Use authentication proxy
for this task.

6.10. Display the following banner to the users: Authonzed Users Only!

G.11. Age cut authentication cache entries after 20 minutes of inactivity.

512 Userswill be authenticating with the username VLANS and password
CISCO.

513 Apply the appropniate configuration to the AAA server for this task.

3 Points
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£.14. The netwerk administrator has requested that RE be secured. The

nebwork administrater would like the ATMO/C/O 1 interface to be the

outside interface. Fat/0/0.6 a DMZ interface, and Fat1/0/0.116 as the

inside interface. Configure RE according to the following requirements;

«  Apply the following access-list inkound cn interface ATMO/0/0.1
access-list 100 permit tcp any host 148.X.6.100 eq 80
access-list 100 permit icmp any host 148.X.6.100 echo
access-list 100 permit udp any any eq rip
access-list 100 deny ip any any

«  Apply the following access-list inbound on interface Fa 1/0/0.6
access-list 101 deny ip any any

« Using CBAC. permit returning TCP/UDP sessions and ICMP traffic
that was initiated from the inside of RE to return on the cuiside and
DMZ interfaces.

« Permit returning traffic inbound on Fat/0/0.6 from the inside and
outside interfaces o a web server located in the DMZ with the [P
address of 148 X 6100

6.15. Donot alter access-list 100 or access-list 101 to accomplish this task,

4 Points

7. Advanced PIX Firewall

7.1

7.2
7.3.

7.4

Configure the PIX to translate the 10 .89 89.0/24 IP addresses to
148 X 255 200-148 X 255,202,

Translate the 150.X.8.0/24 network to the outside interface of the PIX.
Exclude the 150 X 8. 100 1P address from this translation.

2 Points

A DHCP server was recently installed in VLAN 255, Configure the PIX

to relay any DHCP client requests on the inside interface to the DHCP
server at 148 X 255 254

2 Points
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7.5.

7.8

7.9

710

711

8. AAA

8. 1.

8.2.
8.3.

8.4.

The network adminisirator has requested that the PIX allow access {o
a web server with the 1P address of 10898975 The web server
should be accessible to the cutside users via 148 X.255.75.

The web server is running on TCP port 80 along with port 8080,
Ensure that the PIX performs application inspection for the HTTP
connections on pert 80 along with port 8080

2 Points

The network administrator is concerned with the possibility of a DoS
attack against the web server. The network administrator has
recommended that the PIX only allow for a maximum of 4000
connections to the server, and a maximum cf 2000 half-cpen
connections on each TCP port the HTTP server is running on.

2 Points

The network administrator has installed a DNS server in VLAN 88 with
the [P address of 108989175 The netwerk administrator has
requested that the DNS server appear to users cutside of the PIX to be
running on the same [P address as the web server (148 X.255.75).
Cﬂnfigure the PIX to allow users on the outside to communicate with
the DNS server using IP address 148 X 25575,

Allow for DNS zone fransfers frocm the cutside.

3 Points

The network administrator has requested for SSH sessions to be
permitted from 148 X 57.7 and 148 X 2551 on the cutside interface of
the PIX.

Authenticate these users against the AAA server using RADIUS.
Users will be authenticating with the username SSH and password
CISCO.

Apply the appropriate configuration to the AAA server for this task.

2 Points
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8.5

8.6

8.7.

8.8.

8.9

8.10.

311

8.12.

8.13.

8.14.

8.15.

8.16.

After a recent security issues believed to be caused by a host in VLAN
89 a new corperate pelicy dictates that all cutbound telnet sessions
through the PIX be authenticated prior to permitting the telnet session
through.

Configure the PIX tc authenticate cutbound telnet session against the
ALA server using TACACS+.

Ensure that the PIX retries three additional times if no
acknowledgments are received from the AAA server, and waits 20
seconds between these refries.

The network adminisiraier has requestied that a certain hest in VLAN
89 be exempt from this authentication. The host's current [P address
is 10.89.88.50 and MAC address is 1234 4567 890a. The network
administrator has informed you that the IP address was received via
OHCP. Ensure that this host is exempt from this telnet authentication
process even if its IP address changes.

Apply the appropriate configuration to the AAA server for this task.

4 Points

The PIX should timeout these sessions if there is no activity for 15
minutes.

1 Point

After recent unauthorized changes to the PIX were discovered, the
network administrator has req uested that the PIX to be cﬂnﬁgured to
authorize and account for all commands.

Configure the PIX toc authenticate, authorize, and account with the AAA
sarver.

Apply the appropriate configuration to the AAA server for this task.

2 Points

Create a user in the AAA server named PIX along with the password
CISCO.

Allow this user access to all debug commands on the PIX without
giving the user access to privilege level 15,

Ensure that the conscle is authorized to execute all commands.

3 Points
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9.1DS

Read the access instructions for the (D5 Sensor in the introduction for this lab
prior to starting this section.

9.1.

9.2

8.3.
9.4

2.5.

9.6.

8.7

An IDS sensor has been installed fo monitor traffic recaived on SW1's
interface VL73 from BB3.

Cnly allow management of the IDS sensorvia HTTPS from the AAA
server's IFP address of 10.0.0.100.

The 1DS sensor should be available via TCP port 14433

Configure the DS Event Viewer to manage the [DS sensor.

3 Points
Configure SW1 and SW2 to SPAN 5W1's interface Fall/24 to the IDS's
sensing interface which is connected toc SW2's interface Falit 0.
Use VLAN 500 as the RSPAN VLAN.
1 Point
The network administrator is paranoid about pecple making changes to
the routers and would like the IDS sensor o generate a low severity

alarm whenever a telnet sessicn contains the string “conf”.

2 Points
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8.8, Configure IDS inbound on R2's interface EC/C according fo the

following requirements:

« Disable signature 2001 for IF addresses inthe 148 X 0.0/16
network

+ Enable signature 2000 for only 1P address 192.10.X 254

+  Allow a maximum of 75 event notifications in the routers event
queue

« Alarm and drop on informational and attack signatures

+« Apply the necessary configure fo ensure communication with the
ARA server

3 Points
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IE’s Security Workbook Lab 10

Difficulty Rating (10 highest): 9

LLab Overview:

This lab scenaric is a mock lab exam designed to simulate the conditions of
Cisco Systems’ CCIE Security Lab exam. This lab should be completed within 8
hours. The only resource that should be used while configuring this lab is
Cisco's documentation set. This documentation is available in both CD format
and online at http /Awww cisco com/univercd.

Lab Instructions:

Priorto starling, ensure that the initial configuration scripts for this lab have been
applied. The initial configurations for all routers and switches include 1P
addressing information.

Refer to the attached diagrams for interface and protocol assignments. Any
reference o X in an 1P address refers o your rack number, while any reference
to Y inan iF address refers (o your router number.

The default username and password for the VPN 3005 is admin. The default
username and password for the 1DS sensor is either cisco/cisce or ciscofids4 210

Lab Do’s and Don’'ts:

Do not change or add any [P addresses from the iniial configuration
unless otherwise specified

+« Do not change any interface encapsulations unless ctherwise specified

« Do not change the console, AUX, and VTY passwords or access methods
unless otherwise specified

» Do not use any static routes, default routes, default networks, or policy
routing unless otherwise specified

« Save your configurations often

=]
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Grading:

This practice lab consists of varicus sections totaling 100 points. A score of 80
points is required to achieve a passing score. A seclion must work 100% with the
requirements given in erder to be awarded the points for that section. No partial
credit is awarded. If a section has multiple possible solutions, choose the solution
that best meets the requirements

Grading for this practice lab is available when configured on Internetwork
Expert’s racks, or the racks of Infernetwork Expert's preferred vendors, See
intemetwork Expert's homepage at hitp/fwww internetworkexpert com for a list
of preferred vendors and more information.

Point Values:

The point values for each section are as follows

Section Point Value
ri

Catalyst 3550 i

ISONPRP ]
Routing Protocols 13
YEN ]
IP Services g
Ganeral Sooirily 12
Advanced PLX Firewall 11
AAA 13
D3 7

GOOD LUCK!
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1. Catalyst 3550

1.1.

1.3.

1.4

1.5.

Configure the VTP domain IE_SEC between SWH1 and SW2.
Authenticate the VTP domain with the password CISCO.

1 Paoint

Engineers in your NOC have recently received lots of complaints from
various users about a general network slow down. In response o this,
cne of the Level 1 support engineers relocaded SW1 and SW2. After
the reload, the problem went away, but the syslog messages stored in
the switches” buffers were lost. This resulted in making the original
problem that much harder to track down. This engineer recommended
to management that SW1t and SW2 be configured to log their syslog
messages to a real syslog server. Instead, management has asked
you to configure SW1 and SW2 to store all their syslog messages
except debug messages themselves even if they reboot.

2 Points

Your security team is concerned about non-1P packets coming in from
BB3 slowing down the filtering capability of the PIX firewall. In order to
take some of the load off of the PIX, you have decided to filter these
packets cut before they are received by R4,

Configure the network so that only [P packets are accepted from BB3.

4 Points

2. ISDN/PPP

2.1

2.2

2.3

Configure ISDN DDR between R4 and RS using only the physical
ISDN interfaces.

R4 should permit OSPF traffic to initiate and maintain a call. RS
should net initiate a call. ner should it disconnect a call due to its idle-
timer expiring.

R4 and R5 should suppress the periodic OSPF hellos and LSA refresh
messages across the ISDN conneclion.

2 Points
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2.4.

2.5.

2.6

2.7,

2.8.

2.9

210
2.11.
212,
2.13.

2.14.
2.15.

Configure PPP authentication on R4 and R5 to meet the following

requirements:

« R4 should authenticate using PAP with the AAA server for all
inbound and cutbound calls

+ i communicaticn with the AAA server fails, R4 sheuld use local
authentication

« RS should use the usermame ROUTERS along with the password of
CISCO for PAP authentication

+ RS should authenticate R4 using CHAP authentication for inkound
calls enly

« R4 should use its hostname along with the password CISCO for
this authentication process

+ R5 should authenticate R4 using the ASA server

« Use an authentication list named PPPAUTH for this task

Apply the appropriate configuration to the AAA server for this task.

3 Points

The primary purpose of the ISDN connection between R4 and RS is to
back up their Frame Relay connection. The network administrator
would like the ISDN connection to be used only in the event that either
R4 or R5 lose connectivity to R3.

Configure R4 to call RS whenever R4 loses IP conneclivity to R5's
Locpback 0 interface.

Upon bootup, R4 should wait 360 seconds before performing an initial
route check on R3's Loopback.

2 Points

Configure a subinterface numbered 1 on RE.

Configure the ATM PVC /20X on this interface.

Configure PPP gver ATM on this VC using interface Virtual-Template 1.
The IP address of this interface should be 54 X.7.6/24.

BE1 will be sending a challenge with the username BB1. RE should
reply with the username ROUTERS and a hash value based off the
password CISCO.

RE should not challenge BE1.

Do not use the ppp chap password command to accomplish this.

3 Points
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3. Routing Protocols

3.1

3.2.

3.3.

3.4.

3.9.

3.6.
3.7.

3.8.

3.9.

310

3.11.

Configure the |P addresses for the public and private interfaces of the
WPN3005 according o the diagram provided.
Configure RackXVPN as the VPN3005's hostname.

1 Point

Configure the IP addresses for the inside and cutside interfaces of the
PIX according to the diagram provided.
Configure RackXPIX as the PIX's hosiname.

1 Point

Configure the [P address for the command and contrel interface of the
DS according to the diagram provided.

The IDS should use the PIX as its default gateway.

Configure RackXID5S as the IDS's hosiname.

1 Point

Configure OSPF area 0 on the cutside interface of the PIX using
process-id 1.

Authenticate the OSPF adjacency between R4 and the PIX using the
clear-text password CISCO.

Authenticate all other OSPF area 0 adjacencies in this routing domain
with a secure hash value of the password CISCO.

Do not use the ip ospf authentication message-digest command on
R4 tc accomplish this.

3 Points
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3.12.

3.13.

3.14.

3.15.

3.16.

3.17.

3.18.

3.19.

Configure O5PF area 0 on the inside interface of the PIX using
process-id 2.

Authenticate the OSPF adjacency between the PIX and SW1 using a
secure hash value of the password CISCO.

Ensure that no other devices can hear O5PF updates sent from SW1
to the PIX.

3 Points

Configure OSPF area 51 on the VPN3005's public interface to enable
IP reachability with the rest of the routing domain.

The VPN3005 should advertise SW2's Loopback 0 interface into
OSPF.

The use of a static route on the VPN3005 is permitted for this task.

2 Points

Authenticate all OSPF adjacencies within area 51 using type-2
authentication, with the exception of adjacencies in VLAN 111
Authenticate O5PF adjacencies within VLAN 111 using type-1
authentication.

2 Points
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4. VPN
4.1, The network administrator has requested that the PIX be configured to
allows hosts to connect using Cisco’'s VPN Client
4.2 Configure the PIX to support Cisco's VPN client using the following
parameters:
« [ISAKMP Authentication Method: PRE-SHARED
« [SAKMP Hash: SHA
 [SAKMP Encryption: 3DES
« ESP Encryption: AES-256
» ESP Authentication: HMAC-SHA
 Address Pool: 10.255255.100-10.255.255.150
+ Group Name: GROUP1
+ Group Password: CISCO
» Username: USER1
» Password CISCO
43 The PIX should authenticate this user (USER 1) against the AAA
SEMVer.
4.4, Apply the appropriate configuration to the AAA server for this task
6 Points
4.5, Onthe PIX and VPN3005, create a LAN-to-LAN VPN between VLAN
255 and VLAN 118 using the following parameters :
+ ISAKMP Authentication Method: PRE-SHARED
« [SAKMP Hash SHA
» [ISAKMP Encryption: 3DES
« ESP Encryption: 3DES
+ ESP Authentication: HMAC-MDS
4.6,  Configure the VPN3005 to reserve 256kbps of bandwidth for this VPN
tunnel.
4 Points
4.7 Onthe PIX and VPN3005, create a LAN-to-LAN VPN between VLAN 8
and VLAN 118 using the following parameters
« [SAKMP Authentication Method: PRE-SHARED
o [ISAKMP Encryption: 3DES
» ESP Encryption: ESP-NULL
+« ESP Authentication: HMAC-MDS5
4.8 Configure the VPN3005 to filter ICMP traffic through the VPN tunnel.

4 Points
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4.9.

4.12.

The network administrater would like to connect VLAN 3 and VLAN 5
together using a GRE tunnel. All traffic that enters R3's interface EO0/M
should be forced through the tunnel All traffic that enters R5's
interface EO/0 should also be forced through the tunnel.

Encrypt this GRE tunnel using triple DES encryption.

. To reduce overhead on the routers at the expense of security, ensure

that the IPSec security associations have an infinite lifetime.
This configuration should continue o function in the event the Frame
Relay connection between R3 and R5 is down.

5 Points

5. 1P Services

51

5.2

5.3.

Recently, administrators in your NOC have been complaining that it is
too hard to decode the output from a traceroute going through your
network. Apparently. every time they traceroute they have to lock at
the IP addressing table to see which device has which IP address.
They have requested that all devices in the network simply reply o a
tracercute from their Leopback 0 interfaces. Although the other
engineers on your feam have told the NOC engineers that this is not
possible, you know that it can be done. In order to show off your skills
to your co-workers, configure R3 so that it always replies tc a
traceroute from its Loopback 0 interface.

4 Points

The network administrator has requested that R6 log all critical and
below messages o a syslog server with the [P address of 10.0.0.100.
in order to crganize the messages on the syslog server, the syslog
server will be expecting these messages to use syslog facility local3,

2 Points
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5.4.

5.5.

The network administrator has veiced concerns regarding spoofed 1P
addresses entering the network through RE, and has requested that
unicast reverse path forwarding be enabled on RE's interface to BB1
and BB2.

Due to various routing anomalies between BB1 and BBEZ, the network
administrator has requested that RE forward all packets if it has a route
to the source of the packet even if the packet was not received on the
preferred interface.

2 Points

6. General Security

6.1

6.2

6.3

The network administrator has requested that R4's interface EO/M be

hardened according to the following requirements.

« Permitinbound access o a web server with the IP address of
164.X 49 100 on TCP port 8080 via 204,12 X 100 TCP port 80

« Permitinbound TCP or UDP sessions that were initiated from
behind R4

+ (Close inactive TCP sessicns after 3600 minutes of inactivity

« Allow hosts behind R4 to ping and traceroute to 1P addresses on
the outside

« Inspectall HTTP sessions on TCP poris 80, and inspect HTTP
sessions on TCP 8080 for hosts in VLAN 48

« Translate all 150.X.0.0/16 IP addresses to 204.12 X150 through
204,12 X151

« Translate all 10.0.0.0/8 IP addresses to 204 12 X 250 through
204,12 X 251

« Permit any necessary routing protocol trafic

« Deny all other traffic

4 Points
After implementing the new security policy on R4, the network
administrator can not TEFTE files o a server at 20412 X 50
Configure R4 to allow for successful TFTP fransfers from an inside
host to an outside TFTP server.

1 Point
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5.4

6.3.

6.6.

67

The network adminisirator has requested that R3 permit all traffic out
it's interface S51/0.345, but only permit the following traffic inbound:

« GRE tunneland IPSec from RS

OSPF

BGP peering session between R4 and RE

Syslog traffic

TACACS+ and RADUIS to 10.0.0.100

ICMP echo, echo reply. and time-exceeded

ICMP packet type used with path MTU discovery

Telnet and S5H

3 Points

Using NAT, configure TCP load distribution an RS for fraffic destined
for the virtual 1P address of 164 . X%.55.100. R5 should distribute the
connections to 1468 X 55150, 1468 X 55151, and 1468 X 55 152

2 Points

After a recent issue with false RIP updates being injected into R3's
routing table, the network administrator has become paranoid about
the possibility of it happening again. The network administrator has
requested that the network be configured to only allow R3 to receive
RIP updates from the AAA server's IP address of 10.0.0.100.
Configure the network to meet the request without making changes to
R3 or the AAA server.

2 Points
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7. Advanced PIX Firewall

7.1

72

7.3

7.4

7.5

7.6.

7.7

7.8

7.9

Configure the PIX to translate |P addresses from the 10.7.7 0/24
subnet to the IP address of the outside interface.

Translate IP addresses from the 10.255.255.0/24 subnet to
164. X 49.60/30.

Translate all other IP addresses to 164 X 49 70/32.

2 Points

The network administrator has requested that the PIX be configured to
log all seventy level 6§ messages and below to the syslog server at
10.0.0. 100

The syslog messages should be sent using syslog facility locals.

2 Points

After enabling syslog on the PIX, the network administrator has
complained that the PiX is flooding the server with %PIX-7-710005:
messages.

Configure the PIX not send this message to the syslog server.

1 Point

Configure the PIX to allow a multicast stream from a server in VLAN 49
to clients located on the inside interface of the PIX

2 Points

The network administrator has requested that the PIX be configured to
allocate IP addresses to hosts in VLAN 255 accoerding to the following
requirements:

« DNS Servers: 1025525599 and 10,255 255,100

« Domain internetworkexpert com

e Address Pool: 10.255 255170 to 10255255 200

e DHCP Lease Length: Twice the default value

2 Points
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710 An cutside consultant has recommended to your netwerk administrator

7.11.

8. AAA

8.1

8.2,

8.3.
8.4.

8.5

8.6.

8.7

8.8

that, because the PIX currenily only allows DNS packeis that are a
maximum size of 512 bytes, by increasing the maximum size to 1024
bytes, users will experience better performance with the DNS server,
Since you do not want to get into a discussion with the consultant as to
the logic of this recommendation, you have decided that it is easier to
just configure the PIX to allow for the 1024 byte DNS packets.
Coenfigure the PIX to allow for DNS packets up to 1024 bytes.

2 Points

Recently. a worm infected computers in VLAN 8, and propagated itself
to other computers using TCP port 138 Therefore a new corporate
policy dictates that all TCP connections cutbound on the PIX that use
port 139 must be authenticated prior to being permitted out.

Configure the PIX to require VLAN 8 users 1o authenticate by telneting
to 10,255 255 100 and entering username USER1 along with the
password of CISCO. If authentication is successful they should be
allowed to make TCP port 139 connections out of the network.

The PIX should authenticate these users against the AAA server.
Apply the appropriate configuration to the AAA server for this task

4 Points

Recently. a user in the company's NOC made unauthorized changes
to the PIX. After recommending that the NOC personnel not be given
access to privilege level 15 anthe PIX, the NOC manager insists that
the NOC perscnnel need access o view the PIX's running
configuration.

Without giving the NOC personnel access to privilege level 15, allow
them to view the running configuration on the PEX

Configure the PIX to authenticate the NOC login of NOCUSER along
with the password of CISCO against the AAA server.

Apply the appropriate configuration to the AAA server for this task

4 Points
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8.9.

g.10.

9.1DS

After recent unauthorized changes to R5's configuration. the network

administrator would like RS o be configured io authorize and account

far all privilege level 12 commands. Configure RS te meet the

following requirements:

+ Authenticate users telneting into it against the AAA server using
RADIUS

« [fcommunication with the AAA server fails, RS should authenticate
using the password configured under the VTY lines

« Source the RADIUS packets off R5's most reliable interface

e Adda user named RSUSER with the password CISCO into the
default group in the AAA server

+ RSUSER should be placed in privilege level 12 upon login. Do not
edit the default group settings in the AAA server for this task

« Move the debug and undebug commands to privilege level 12

« Account for all privilege level 12 commands with the AAA server

+ R5 should send a start notice and stop accounting nofice 1o the
AAA server

Apply the appropriate configuration to the AAA server for this task.

5 Points

Read the access instructions for the 105 Sensor in the introduction for this lab
prior to starfing this section.

8.1,

9.2

8.3

An DS sensor has been installed to monitor trafiic as it enters your
network via the Ethernat connection to BB3.

Allow management of the 1DS sensor via telnet and HTTPS from [P
addresses inthe 10.0.0.0/24 subnet.

2 Points

Span traffic from SW1's interface Fali24 o the IDS sensor's sensing
interface which is connected to SW2's interface Fal/10.

1 Point
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9.4 Configure the IDS to support shunning on SW1's interface Fald/24.
85  Enable the IDS sensor te access SW1 using the username IDS and
the password CISCO via S5H.
9.6.  SW1 should authenticate the IDS user against the AAA server.
7. The IDS sensor should never block addresses 204 12 X .0/24 network.
2 Points
.8  The network administraior has noticed an excessive amount of entries
In the internal Windows server's web logs that match signature number
5081, The network administrator has requested that the IDS shun any
host that triggers this signature.
2 Points
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