Extreme Privilege Escalation
on Windows 8/UEFI Systems

Corey Kallenberg @coreykal

Xeno Kovah @xenokovah
John Butterworth @jwbutterworth3
Sam Cornwell @sscOrnwell

MITRE

© 2014 The MITRE Corporation. All rights reserved.



Introduction

AWho we are:

I Trusted Computing and firmware security researchers at The
MITRE Corporation

AWhat MITRE is:

I A not-for-profit company that runs six US Government "Federally
Funded Research & Development Centers" (FFRDCs) dedicated to
working in the public interest

I Technical lead for a number of standards and structured data
exchange formats such as CVE, CWE, OVAL, CAPEC, STIX,
TAXII, etc

I The first .org, !(.mil | .gov | .com | .edu | .net), on the ARPANET
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Attack Model (1 of 2)
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ABut we are still constrained by the limits of Ring 3
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Attack Model (2 of 2)

AAs attackers we always want
I More Power
I More Persistence
I More Stealth
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