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Course Introduction

Overview

This lesson includes the following topics:
®  Course objectives

m  Course agenda

m  Participant responsibilities

®  General administration

®  Graphic symbols

m  Participant introductions

®  Cisco Security Career Certifications

m  Lab topology overview



Course Objectives

This topic introduces the course and the course objectives.

Course Objectives

[T Cisco.com

Upon completion of this course, you will be able to perform
the following tasks:

- Describe the features, functions, and benefits of Cisco VPN
products.

- Explain the IPSec and IKE component technologies that are
implemented in Cisco VPN products.

« Install and configure the Cisco VPN Software Client.

« Configure the Cisco VPN 3000 Series Concentrators for remote
access using digital certificates.

« Configure the Cisco VPN Client for auto-initiation.

« Configure the Cisco VPN 3000 Series Concentrator firewall
feature.

« Configure the Cisco VPN 3002 Hardware Client for remote
access using pre-shared keys.

© 2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—1-3

Course Objectives (cont.)

Cisco.com

» Configure the Cisco VPN Client for software auto-update.

» Configure the Cisco VPN 3002 Hardware Client for
interactive unit and individual user authentication.

+ Configure the Cisco VPN Client for a backup server and
load balancing.

+ Configure the Cisco VPN 3000 Series Concentrator for
IPSec over TCP or IPSec over UDP.

+ Configure the Cisco VPN 3000 Series Concentrator for
LAN-to-LAN with pre-shared keys.

Configure the Cisco VPN 3000 Series Concentrator for
LAN-to-LAN with NAT.

Configure the Cisco VPN 3000 Series Concentrator for
LAN-to-LAN with digital certificates.

©2003, Cisco Systems, Inc. All rights reserved CSVPN 4.0—1-4
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Course Agenda
T T Cisco.com
Day 1
* Lesson 1—Course Introduction
* Lesson 2—Security Fundamentals

* Lesson 3—Overview of Virtual Private Networks and IPSec
Technologies

* Lunch

- Lesson 4—Cisco Virtual Private Network 3000 Concentrator
Series Hardware Overview

* Lesson 5—Configure the Cisco VPN 3000 Series Concentrator
for Remote Access Using Pre-shared Keys

Day 2

+ Lesson 6—Configure the Cisco VPN 3000 Series Concentrator
for Remote Access Using Digital Certificates

* Lesson 7—Configure the Cisco Virtual Private Network Firewall
Feature for the IPSec Software Client

©2003, Cisco Systems, Inc. Al rights reserved CSVPN 4.0—1-5

Course Agenda (cont.)

Cisco.com

* Lunch

* Lesson 8—Configure the Cisco Virtual Private Network Client
Auto-Initiation Feature

- Lesson 9—Monitor and Administer the Cisco VPN 3000 Series
Concentrator Remote Access Networks

Day 3

» Lesson 10—Configure the Cisco VPN 3002 Hardware Client for
Remote Access Using Pre-Shared Keys

» Lesson 11—Configure the Cisco VPN 3002 Hardware Client for
Unit and User Authentication

* Lunch

+ Lesson 12—Configure the Cisco Virtual Private Network 3002
Hardware Client for a Backup Server, and Load Balancing

+ Lesson 13—Configure the Cisco Virtual Private Network Client
for Software Auto-Update

2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—1-6
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Course Agenda (cont.)

Day 4

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—1-7

Cisco.com

Lesson 14—Configuring the Cisco Virtual Private Network 3000
Series Concentrator for IPSec over UDP and IPSec over TCP

Lesson 15—Cisco Virtual Private Network 3000 Series
Concentrator LAN-to-LAN with Pre-Shared Keys

Lunch

Lesson 16—Cisco Virtual Private Network 3000 Series
Concentrator LAN-to-LAN with NAT

Lesson 17—Configure the Cisco Virtual Private Network 3000
Series Concentrator LAN-to-LAN Using Digital Certificates

Participant Responsibilities

Student responsibilities
« Complete prerequisites

» Participate in lab exercises
» Ask questions

* Provide feedback

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—1-8
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General Administration

Class-related
- Sign-in sheet
* Length and times
* Break and lunch room

Cisco.com

Facilities-related
 Participant materials

- Site emergency
procedures

locations * Restrooms
* Attire * Telephones/faxes
Graphic Symbols
Cisco.com
——
-— - = A
———
10S Router PIX Firewall VPN 3000 IDS Sensor Catalyst 6500 10S Firewall
with IDS Module
A— A —_— =
£y -
—— = [
_ y—» — =
Network Policy Manager CA PC Laptop Server
Access Server Server Web, FTP, etc.
Hub Modem Ethernet link VPN tunnel Network
cloud

©2003, Cisco Systems, Inc. All rights reserved.
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Participant Introductions

i Cisco.com

* Your name

* Your company

* Pre-requisites skills 7 :
Brief history o7 : "
* Objective

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—1-11

Cisco Security Career Certifications

Expand Your Professional Options ——
and Advance Your Career

Cisco Certified Security Professional (CCSP) Certification

Cisco.com

Professional-level recognition in designing
and implementing Cisco security solutions

Required Recommended Training through
EXP- Exam Cisco Learning Partners

CCIE 642-501 Securing Cisco 10S Networks

Profes h“ 642-511 Cisco Secure Virtual Private Networks
- 642-531 Cisco Secure Intrusion Detection System
642-521 Cisco Secure PIX Firewall Advanced
642-541 Cisco SAFE Implementation

Network Security

www.cisco.com/gol/training

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—1-12
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Cisco Security Career Certifications

| Cisco.com

Enhance Your Cisco Certifications —
and Validate Your Areas of Expertise

Cisco Firewall, VPN, and IDS Specialists

Cisco Firewall Specialist Required Recommended Training through
Cisco Learning Partners

Exam
h" P isite: Valid CCNA certificati
642-501 Securing Cisco 10S Networks

642-521 Cisco Secure PIX Firewall Advanced

Cisco VPN Special ist Required Recommended Training through
Exam Cisco Learning Partners

h" Pre-requisite: Valid CCNA certification
642-501 Securing Cisco 10S Networks

642-511 Cisco Secure Virtual Private Networks

Cisco IDS Specialist Required Recommended Training through
Exam Cisco Learning Partners

h“ Pre-requisite: Valid CCNA certification
642-501 Securing Cisco 10S Networks

Cisco Secure Intrusion Detection System

642-531

www.cisco.com/gol/training

CSVPN 4.0—1-13

©2003, Cisco Systems, Inc. All rights reserved.

Copyright © 2003, Cisco Systems, Inc. Course Introduction

1-7



Lab Topology Overview

This topic explains the three lab topologies that are used in this course.

.
CSVPN Software Client-to-LAN
. . .
Lab Visual Objective
Cisco.com
CA -
server ; 172.26.26.51
172.26.26.P @
Student PC 1
VPN Client RTS 192.168.P.0
5
e
EEE Concentrator
-
5
10.0.P.0
3
Web and
. FTP server
©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—1-15
.
CSVPN 3002 Hardware Client-to-LAN
. . .
Lab Visual Objective
Cisco.com
Hardware Client
192.168.1PP.2 E 192.168.1PP.0 Estﬂ.wp 150 ST
==} 100 A 172.26.26.o~
Student PC @ A
RTS 192.168.P.0
5
e
==
E:B Concentrator
o=
5
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Web and
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Pods 1-5

CSVPN LAN-to-LAN
Lab Visual Objective

.5
10.0.P.0

.10 RTS il.100
Web and @
FTP server .

100p15s [
——=

Student PC
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192.168.P.0

5
.E Concentrator

Cisco.com

Pods 6-10

Student PC

Web and
FTP server
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In this lab exercise each pair of students will be assigned a pod. In general, you will be setting

up VPNs between your pod (Pod P) and your assigned peer pod (Pod Q).

Note The P in a command indicates your pod number. The Q in a command indicates the pod

number of your peer router.

Copyright © 2003, Cisco Systems, Inc.
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Security Fundamentals

Overview

This lesson describes security fundamentals. It includes the following topics:
®  Objectives

m  Need for network security

m  Network security policy

®  The security wheel

m  Network attack taxonomy

®  Management protocols and functions

®  Summary



Objectives

This topic lists the lesson’s objectives.

Objectives

[T Cisco.com

Upon completion of this lesson, you will be able to
perform the following tasks:

* Describe the need for network security.

- Identify the components of a complete security policy.
* Explain how security is an ongoing process.
 Describe the four types of security threats.

* Describe common attack methods and techniques used
by hackers.

* List the general recommendations for mitigating common
attack methods and techniques.

+ Identify the security issues implicit in common
management protocols.

© 2003, Cisco Systems, Inc. Al rights reserved
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Need for Network Security

Over the past few years, Internet-enabled business, or e-business, has drastically improved

companies’ efficiency and revenue growth. E-business applications such as e-commerce, supply-

chain management, and remote access enable companies to streamline processes, lower

operating costs, and increase customer satisfaction. Such applications require mission-critical

networks that accommodate voice, video, and data traffic, and these networks must be scalable

to support increasing numbers of users and the need for greater capacity and performance.
However, as networks enable more and more applications and are available to more and more

users, they become ever more vulnerable to a wider range of security threats. To combat those

threats and ensure that e-business transactions are not compromised, security technology must

play a major role in today’s networks.

The Closed Network

Closed network

4y~ p—

Remote site
=1 .~
-
o -Bles
>
5%3.: PSTN I I

©2003, Cisco Systems, Inc. All rights reserved.
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CSVPN 4.0—2-4

The closed network typically consists of a network designed and implemented in a corporate

environment, and provides connectivity only to known parties and sites without connecting to

public networks. Networks were designed this way in the past and thought to be reasonably

secure because of no outside connectivity.

Copyright © 2003, Cisco Systems, Inc.
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The Network Today

Open network

Mobile
and

Internet-based
intranet (VPN)

©2003, Cisco Systems, Inc. All rights reserved.

Internet-based
extranet (VPN)

Cisco.com

CSVPN 4.0—2:5

Networks of today are designed with availability to the Internet and public networks, which is a

major requirement. Most of today’s networks have several access points to other networks both

public and private; therefore, securing these networks has become fundamentally important.

2-4
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Threat Capabilities—More
Dangerous and Easier to Use

e T T

High

Back Scanners Y e
doors P o

vulnerabilities 7 o~ Hijac_king
sessions

isabling
Self replicating

code /
Password
/ cracking

L

Password
guessing

Low 1980 1990

©2003, Cisco Systems, Inc. All rights reserved.
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Stealth diagnostics

P Sniffers

Cisco.com
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of hacker tools

Technical
knowledge
required

2000
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With the development of large open networks there has been a huge increase in security threats

in the past twenty years. Not only have hackers discovered more vulnerabilities, but the tools
used and technical knowledge required to hack a network have become simpler. There are

downloadable applications available that require little or no hacking knowledge to implement.

There are also inherent applications for troubleshooting a network that when used improperly

can pose severe threats.

Copyright © 2003, Cisco Systems, Inc.
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The Role of Security is Changing
T T T Cisco.com

The need for security is
becoming more important
because of the following
reasons:

* Required for e-business

* Required for communicating
and doing business safely in
potentially unsafe environments

* Result has been that networks
require development and
implementation of a corporate-
wide security policy

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—27

Security has moved to the forefront of network management and implementation. It is necessary
for the survival of many businesses to allow open access to network resources, and ensure that
the data and resources are as secure as possible.

The need for security is becoming more important because of the following:

m  Required for e-business—The importance of e-business and the need for private data to
traverse public networks has increased the need for network security.

®  Required for communicating and doing business safely in potentially unsafe environments—
Today’s business environment requires communication with many public networks and
systems which increases the need for as much security as is possible when this type of
communication is required.

m  Networks require development and implementation of a corporate-wide security policy—
Establishing a security policy should be the first step in migrating a network to a secure
infrastructure.

2-6 Cisco Secure Virtual Private Networks 4.0 Copyright © 2003, Cisco Systems, Inc.



The E-Business Challenge

Cisco.com

W12
Internet E-commerce Supply chain Customer care
business

- ﬁ

Workforce E-learning
optimization

Internet
presence

Expanded access

Intemet
dCCESS
heightened security risks

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—2:8

Business security
requirements

Defense-in-depth
Multiple components

Integration into e-business
infrastructure

Comprehensive blueprint

Corporate
ntranet

v

Security must be a fundamental component of any e-business strategy. As enterprise network
managers open their networks to more users and applications, they also expose these networks to
greater risk. The result has been an increase in the business security requirements.

The Internet has radically shifted expectations of companies’ abilities to build stronger
relationships with customers, suppliers, partners, and employees. Driving companies to become
more agile and competitive, e-business is giving birth to exciting new applications for e-
commerce, supply-chain management, customer care, workforce optimization, and e-learning—
applications that streamline and improve processes, speed up turnaround times, lower costs, and
increase user satisfaction.

E-business requires mission-critical networks that accommodate ever-increasing constituencies
and demands for greater capacity and performance. These networks also need to handle voice,
video, and data traffic as networks converge into multiservice environments.

Copyright © 2003, Cisco Systems, Inc. Security Fundamentals 2-7



Legal and Governmental
Policy Issues

» Organizations that operate
vulnerable networks will face
increasing and substantial
liability.

» US Federal legislation
mandating security includes the
following:

— GLB financial
services legislation N

— Government Information
Security Reform Act

— HIPAA

©2003, Cisco Systems, Inc. Al rights reserved.
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The legal ramifications of breaches in data confidentiality and integrity can also be extremely

costly for organizations. The US Government has enacted and is currently developing

regulations to control the privacy of electronic information. The existing and pending regulations

generally stipulate that organizations in violation could face a range of penalties. The following

are some examples:

®  Gramm-Leach Bliley (GLB) Act—Includes several privacy regulations for US financial

institutions. These institutions could face a range of penalties from termination of their FDIC

insurance to up to US $1 million in monetary penalties.

®  Government Information Security Reform Act of 2000—Agencies must undergo annual self-

assessments and independent assessments of their security practices and policies, which are

required for submission.

®  The Health Insurance Portability and Accountability Act (HIPAA) of 1996 (Public Law 104-
191)—Part of a broad Congressional attempt at incremental healthcare reform. The

“administrative simplification” aspect of that law requires the United States Department of

Health and Human Services (DHHS) to develop standards and requirements for maintenance

and transmission of health information that identifies individual patients. These standards are

designed to do the following:

Improve the efficiency and effectiveness of the healthcare system by standardizing the
interchange of electronic data for specified administrative and financial transactions

Protect the security and confidentiality of electronic health information

2-8
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Even if an external hacker is the perpetrator of an attack, the company storing that information
can potentially be found negligent by the courts if the information was not adequately
safeguarded. Furthermore, companies that suffer breaches in data integrity might be required to
defend against lawsuits initiated by customers who are negatively affected by the incorrect or
offensive data and seek monetary or punitive damages.

Copyright © 2003, Cisco Systems, Inc. Security Fundamentals 2-9



Network Security Policy

A security policy can be as simple as an acceptable use policy for network resources or it can be
several hundred pages in length and detail every element of connectivity and associated policies.

What Is a Security Policy?
IS T T T Coo.com

“A security policy is a formal statement of
the rules by which people who are given
access to an organization’s technology and
information assets must abide.”

—(RFC 2196, Site Security Handbook)

According to the Site Security Handbook (RFC 2196), “A security policy is a formal statement
of the rules by which people who are given access to an organization’s technology and
information assets must abide.” It further states, “A security policy is essentially a document
summarizing how the corporation will use and protect its computing and network resources.”

2-10 Cisco Secure Virtual Private Networks 4.0 Copyright © 2003, Cisco Systems, Inc.



Why Create a Security Policy?
T T

Cisco.com

* To create a baseline of your current security posture
* To set the framework for security implementation

* To define allowed and not allowed behaviors

* To help determine necessary tools and procedures

* To communicate consensus and define roles

* To define how to handle security incidents

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—212

Security policies provide many benefits and are worth the time and effort needed to develop
them. Developing a security policy:

Provides a process to audit existing network security.

m  Provides a general security framework for implementing network security.

m  Defines which behavior is and is not allowed.

m  Helps determine which tools and procedures are needed for the organization.

m  Helps communicate consensus among a group of key decision makers and define
responsibilities of users and administrators.

m  Defines a process for handling network security incidents.

m  Enables global security implementation and enforcement. Computer security is now an

enterprise-wide issue and computing sites are expected to conform to the network security

policy.

m  Creates a basis for legal action if necessary.

Copyright © 2003, Cisco Systems, Inc. Security Fundamentals
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What Should the

Security Policy Contain?
T Cisco.com

- Statement of authority and scope

» Acceptable use policy

- Identification and authentication policy
* Internet use policy

- Campus access policy

* Remote access policy

* Incident handling procedure

©2003, Cisco Systems, Inc. Al rights reserved
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The following are some of the key policy components:

m  Statement of authority and scope—This topic specifies who sponsors the security policy and
what areas the policy covers.

m  Acceptable use policy—This topic specifies what the company will and will not allow
regarding its information infrastructure.

® [dentification and authentication policy—This topic specifies what technologies, equipment,
or combination of the two the company will use to ensure that only authorized individuals
have access to its data.

®  Internet access policy—This topic specifies what the company considers ethical and proper
use of its Internet access capabilities.

m  Campus access policy—This topic specifies how on-campus users will use the company’s
data infrastructure.

®  Remote access policy—This topic specifies how remote users will access the company’s
data infrastructure.

®  Incident handling procedure—This topic specifies how the company will create an incident
response team and the procedures it will use during and after and incident occurs.

2-12 Cisco Secure Virtual Private Networks 4.0 Copyright © 2003, Cisco Systems, Inc.



The Security Wheel

Cisco is serious about network security, and about its implications for the critical infrastructures
on which this and other developed nations depend. This topic summarizes the view that network
security is a continuous process.

Network Security

Is a Continuous Process
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pOIicy: Improve
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Monitor
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» Step 3: Test
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After setting appropriate policies, a company or organization must methodically consider
security as part of normal network operations. This could be as simple as configuring routers to
not accept unauthorized addresses or services, or as complex as installing firewalls, intrusion
detection systems, centralized authentication servers, and encrypted virtual private networks.

After developing a security policy, secure your network using a variety of point products
(firewalls, intrusion detection, and so on.). Before you can secure your network, however, you
need to combine your understanding of your users, the assets needing protection, and the
network’s topology.
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Secure the Network
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The following are solutions identified to secure a network:

®  Authentication—The recognition of each individual user, and the mapping of their identity,
location, and the time to policy; and the authorization of their network services and what
they can do on the network.

®  Encryption—A method for ensuring the confidentiality, integrity, and authenticity of data
communications across a network. The Cisco solution combines several standards, including
the Data Encryption Standard (DES).

m  Firewalls—A firewall is a set of related programs, located at a network gateway server, that
protects the resources of a private network from users from other networks.

B Vulnerability patching—The identification and patching of possible security “holes” that
could compromise a network.
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Monitor Security
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To ensure that a network remains secure, it is important to monitor the state of security
preparation. Network vulnerability scanners can proactively identify areas of weakness, and
IDSs can monitor and respond to security events as they occur. Using security monitoring
solutions, organizations can obtain unprecedented visibility into both the network data stream
and the security posture of the network.
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Testing security is as important as monitoring. Without testing the security solutions in place, it
is impossible to know about existing or new attacks. The hacker community is an ever-changing
environment. You can perform this testing yourself or outsource it to a third party such as the
Cisco Security Posture Assessment (SPA) group.

The Cisco SPA is a premium network vulnerability assessment providing comprehensive insight
into the security posture of a customer’s network. Delivered by highly expert Cisco Network
Security Engineers (NSEs), the Cisco SPA includes an operational, granular analysis of large-
scale, distributed service provider networks from the perspective of an outside “hacker.”
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Monitoring and testing provides the data necessary to improve network security. Administrators
and engineers should use the information from the monitor and test phases to make
improvements to the security implementation as well as adjust the security policy as
vulnerabilities and risks are identified.
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Network Attack Taxonomy

This topic provides an overview of various network attacks and affects.

Variety of Attacks
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Without proper protection, any part of any network can be susceptible to attacks or unauthorized
activity. Routers, switches, and hosts can all be violated by professional hackers, company
competitors, or even internal employees. In fact, according to several studies, more than half of
all network attacks are waged internally. The Computer Security Institute (CSI) in San Francisco
estimates that between 60 and 80 percent of network misuse comes from inside the enterprises
where the misuse has taken place. To determine the best ways to protect against attacks, IT
managers should understand the many types of attacks that can be instigated and the damage that
these attacks can cause to e-business infrastructures.
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Network Security Threats
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There are four general threats to network security:

m  Unstructured threats—These threats primarily consist of random hackers using various
common tools, such as malicious shell scripts, password crackers, credit card number
generators, and dialer daemons. Although hackers in this category may have malicious
intent, many are more interested in the intellectual challenge of cracking safeguards than
creating havoc.

m  Structured threats—These threats are created by hackers who are more highly motivated and
technically competent. Typically, such hackers act alone or in small groups to understand,
develop, and use sophisticated hacking techniques to penetrate unsuspecting businesses.
These groups are often involved with the major fraud and theft cases reported to law
enforcement agencies. Occasionally, such hackers are hired by organized crime, industry
competitors, or state-sponsored intelligence collection organizations.

m  External threats—These threats consist of structured and unstructured threats originating
from an external source. These threats can have malicious and destructive intent, or simply
be errors that generate a threat.

m Internal threats—These threats are typically from disgruntled former or current employees.
Although internal threats may seem more ominous than threats from external sources,
security measures are available for reducing vulnerabilities to internal threats and responding
when attacks occur.
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Specific Attack Types

All of the following can be used
to compromise your system:

Packet sniffers

IP weaknesses
Password attacks

DoS or DDoS
Man-in-the-middle attacks
Application layer attacks
Trust exploitation

Port redirection

Virus

Trojan horse

Operator error

Cisco.com

CSVPN 4.0—2-23

There are many common attacks that can occur against a network. Any of the following can be

used to compromise your system:

m  Packet sniffers

m [P weaknesses

m  Password attacks

m  Denial of service (DoS) or distributed denial of service (DDoS)

®  Man-in-the-middle attacks

B Application layer attacks

m  Trust exploitation

m  Port redirection

m  Virus

®  Trojan horse

m  Operator error
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Packet Sniffers
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A packet sniffer is a software application that uses a network
adapter card in promiscuous mode to capture all network packets.
The following are the packet sniffer features:

+ Packet sniffers exploit information passed in clear text. Protocols that
pass information in the clear include the following:

— Telnet
— FTP
— SNMP
- POP
— HTTP
+ Packet sniffers must be on the same collision domain.
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A packet sniffer is a software application that uses a network adapter card in promiscuous mode
(a mode in which the network adapter card sends all packets received on the physical network
wire to an application for processing) to capture all network packets that are sent across a LAN.

Several network applications distribute network packets in clear text; that is, the information sent
across the network is not encrypted. Because the network packets are not encrypted, they can be
processed and understood by any application that can pick them up off the network and process
them.

A network protocol specifies how packets are identified and labeled, which enables a computer
to determine whether a packet is intended for it. Because the specifications for network
protocols, such as TCP/IP, are widely published, a third party can easily interpret the network
packets and develop a packet sniffer. (The real threat today results from the numerous freeware
and shareware packet sniffers that are available, which do not require the user to understand
anything about the underlying protocols.)
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Packet Sniffer Example
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A packet sniffer can provide its user with meaningful and often sensitive information, such as
user account names and passwords. If you use networked databases, a packet sniffer can provide
an attacker with information that is queried from the database, as well as the user account names
and passwords used to access the database. One serious problem with acquiring user account
names and passwords is that users often reuse their login names and passwords across multiple
applications.

In addition, many network administrators use packet sniffers to diagnose and fix network-related
problems. Because in the course of their usual and necessary duties these network administrators
(such as those in a payroll department) work during regular employee hours, they can potentially
examine sensitive information distributed across the network.

Many users employ a single password for access to all accounts and applications. Because

attackers know and use human characteristics (attack methods known collectively as social
engineering attacks), such as using a single password for multiple accounts, they are often

successful in gaining access to sensitive information.

There are two primary types of packet sniffers:
m  General purpose

— Captures all packets

— Included with some operating systems

—  Freeware and shareware versions available
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m  Designed for attack purpose

— Captures first 300 to 400 bytes

— Typically captures login sessions (File Transfer Protocol [FTP], rlogin, and Telnet)
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Packet Sniffer Mitigation
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The following techniques and tools can be used to mitigate sniffers:

+ Authentication—A first option for defense against packet sniffers is to
use strong authentication, such as one-time passwords.

- Switched infrastructure—Deploy a switched infrastructure to counter
the use of packet sniffers in your environment.

+ Antisniffer tools—Use these tools to employ software and hardware
designed to detect the use of sniffers on a network.

+ Cryptography—The most effective method for countering packet
sniffers does not prevent or detect packet sniffers, but rather renders
them irrelevant.

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—2-26

The following techniques and tools can be used to mitigate packet sniffers:

®  Authentication—Using strong authentication is a first-option for defense against packet

sniffers. Strong authentication can be broadly defined as a method of authenticating users

that cannot easily be circumvented. A common example of strong authentication is one-time

passwords (OTPs).

An OTP is a type of two-factor authentication. Two-factor authentication involves using

something you have combined with something you know. Automated teller machines

(ATMs) use two-factor authentication. A customer needs both an ATM card and a personal

identification number (PIN) to make transactions. With OTPs you need a PIN and your

token card to authenticate to a device or software application. A token card is a hardware or

software device that generates new, seemingly random, passwords at specified intervals

(usually 60 seconds). A user combines that random password with a PIN to create a unique

password that works only for one instance of authentication. If a hacker learns that password

by using a packet sniffer, the information is useless because the password has already

expired. Note that this mitigation technique is effective only against a sniffer implementation

that is designed to grab passwords. Sniffers deployed to learn sensitive information (such as

mail messages) will still be effective.

m  Switched infrastructure—This can be used to counter the use of packet sniffers in your

network environment. For example, if an entire organization deploys switched Ethernet,

hackers can gain access only to the traffic that flows on the specific port to which they

connect. A switched infrastructure obviously does not eliminate the threat of packet sniffers,

but it can greatly reduce their effectiveness.
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®  Antisniffer tools—Employing software and hardware designed to detect the use of sniffers
on a network. Such software and hardware does not completely eliminate the threat, but like
many network security tools, they are part of the overall system. These so-called
“antisniffers” detect changes in the response time of hosts to determine if the hosts are
processing more traffic than their own. One such network security software tool, which is
available from Security Software Technologies, is called AntiSniff.

®  Cryptography—Rendering packet sniffers irrelevant, which is the most effective method for
countering packet sniffers—even more effective than preventing or detecting packet sniffers.
If a communication channel is cryptographically secure, the only data a packet sniffer will
detect is cipher text (a seemingly random string of bits) and not the original message. The
Cisco deployment of network-level cryptography is based on IPSec, which is a standard
method for networking devices to communicate privately using IP. Other cryptographic
protocols for network management include Secure Shell Protocol (SSH) and Secure Sockets
Layer (SSL).
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IP Spoofing
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 IP spoofing occurs when a hacker inside or outside a network
impersonates the conversations of a trusted computer.

* Two general techniques are used during IP spoofing:

— A hacker uses an IP address that is within the range of
trusted IP addresses.

— A hacker uses an authorized external IP address that is
trusted.

» Uses for IP spoofing include the following:

— IP spoofing is usually limited to the injection of malicious
data or commands into an existing stream of data.

— If a hacker changes the routing tables to point to the spoofed
IP address, then the hacker can receive all the network
packets that are addressed to the spoofed address and reply
just as any trusted user can.
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An IP spoofing attack occurs when an attacker outside your network pretends to be a trusted
computer, either by using an IP address that is within the range of IP addresses for your network
or by using an authorized external IP address that you trust and to which you wish to provide
access to specified resources on your network.

Normally, an IP spoofing attack is limited to the injection of data or commands into an existing
stream of data passed between a client and server application or a peer-to-peer network
connection. To enable bi-directional communication, the attacker must change all routing tables
to point to the spoofed IP address. Another approach the attacker could take is to simply not
worry about receiving any response from the applications. For example, if an attacker is
attempting to get a system to mail him or her a sensitive file, application responses are
unimportant.

However, if an attacker manages to change the routing tables to point to the spoofed IP address,
he can receive all the network packets that are addressed to the spoofed address and reply just as
any trusted user can. Like packet sniffers, IP spoofing is not restricted to people who are external
to the network.

Although not as common, IP spoofing can also gain access to user accounts and passwords, and
it can also be used in other ways. For example, an attacker can emulate one of your internal users
in ways that prove embarrassing for your organization; the attacker could send e-mail messages
to business partners that appear to have originated from someone within your organization. Such
attacks are easier when an attacker has a user account and password, but they are possible by
combining simple spoofing attacks with knowledge of messaging protocols.
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IP Spoofing Mitigation
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The threat of IP spoofing can be reduced, but not
eliminated, through the following measures:

+ Access control—The most common method for preventing IP
spoofing is to properly configure access control.

+ RFC 2827 filtering—Prevent any outbound traffic on your
network that does not have a source address in your
organization’s own IP range.

- Additional authentication that does not use IP-based
authentication—Examples of this include the following:

— Cryptographic (recommended)
— Strong, two-factor, one-time passwords
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The threat of IP spoofing can be reduced, but not eliminated, through the following measures:

B Access control—The most common method for preventing IP spoofing is to properly
configure access control. To reduce the effectiveness of IP spoofing, configure access
control to deny any traffic from the external network that has a source address that should
reside on the internal network. Note that this helps prevent spoofing attacks only if the
internal addresses are the only trusted addresses. If some external addresses are trusted, this
method is not effective.

m  RFC 2827 filtering—You can prevent users of your network from spoofing other networks
(and be a good Internet citizen at the same time) by preventing any outbound traffic on your
network that does not have a source address in your organization's own IP range.

This filtering denies any traffic that does not have the source address that was expected on a
particular interface. For example, if an ISP is providing a connection to the IP address
15.1.1.0/24, the ISP could filter traffic so that only traffic sourced from address 15.1.1.0/24
can enter the ISP router from that interface. Note that unless all ISPs implement this type of
filtering, its effectiveness is significantly reduced.

®  Additional Authentication—The most effective method for mitigating the threat of TP
spoofing is the same as the most effective method for mitigating the threat of packet sniffers:
namely, eliminating its effectiveness. IP spoofing can function correctly only when devices
use IP address-based authentication; therefore, if you use additional authentication methods,
IP spoofing attacks are irrelevant. Cryptographic authentication is the best form of additional
authentication, but when that is not possible, strong two-factor authentication using OTP can
also be effective.
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DoS
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DoS attacks focus on making a service
unavailable for normal use. They have the
following characteristics:

- Different from most other attacks because they are
generally not targeted at gaining access to your network
or the information on your network

* Require very little effort to execute
* Among the most difficult to completely eliminate
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DoS attacks are different from most other attacks because they are not targeted at gaining access
to your network or the information on your network. These attacks focus on making a service
unavailable for normal use, which is typically accomplished by exhausting some resource
limitation on the network or within an operating system or application. These attacks require
little effort to execute because they typically take advantage of protocol weaknesses or the
attacks are carried out using traffic that would normally be allowed into a network. DoS attacks
are among the most difficult to completely eliminate because of the way they use protocol

weaknesses and “native” traffic to attack a network.
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DDoS Example
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DDosS attacks are the “next generation” of DoS attacks on the Internet. This type of attack is not
new—UDP and TCP SYN flooding, Internet Control Message Protocol (ICMP) echo request
floods, and ICMP directed broadcasts (also known as smurf attacks) are similar—but the scope
certainly is new. Victims of DDoS attacks experience packet flooding from many different
sources, possibly spoofed IP source addresses, that bring their network connectivity to a grinding
halt. In the past, the typical DoS attack involved a single attacker’s attempt to flood a target host
with packets. With DDoS tools, an attacker can conduct the same attack using thousands of
systems.

In the figure the hacker uses their terminal to scan for systems to hack. When the handler
systems are accessed, the hacker then installs software on them to scan for, compromise, and
infect Agent systems. When the Agent systems are accessed the hacker then loads remote control
attack software to carry out the DoS attack.
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DoS Mitigation
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The threat of DoS attacks can be reduced
through the following three methods:

 Antispoof features—Proper configuration of
antispoof features on your routers and firewalls

» Anti-DoS features—Proper configuration of
anti-DoS features on routers and firewalls

- Traffic rate limiting—Implement traffic rate
limiting with the networks ISP
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When involving specific network server applications, such as a HTTP server or a File Transfer
Protocol (FTP) server, these attacks can focus on acquiring and keeping open all the available
connections supported by that server, effectively locking out valid users of the server or service.
DoS attacks can also be implemented using common Internet protocols, such as TCP and ICMP.
While most DoS attacks exploit a weakness in the overall architecture of the system being
attacked rather than a software bug or security hole, some attacks compromise the performance
of your network by flooding the network with undesired, and often useless, network packets and
by providing false information about the status of network resources.

The threat of DoS attacks can be reduced through the following three methods:

®  Antispoof features—Proper configuration of antispoof features on your routers and firewalls
can reduce your risk. This configuration includes RFC 2827 filtering at a minimum. If
hackers cannot mask their identities, they might not attack.

®  Anti-DoS features—Proper configuration of anti-DoS features on routers and firewalls can
help limit the effectiveness of an attack. These features often involve limits on the amount of
half-open connections that a system allows open at any given time.

m  Traffic rate limiting—An organization can implement traffic rate limiting with its ISP. This
type of filtering limits the amount of nonessential traffic that crosses network segments at a
certain rate. A common example is to limit the amount of ICMP traffic allowed into a
network because it is used only for diagnostic purposes. ICMP-based DDoS attacks are
common.
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Password attacks can be implemented using several different methods, including brute-force
attacks, Trojan horse programs (discussed later in the lesson), IP spoofing, and packet sniffers.
Although packet sniffers and IP spoofing can yield user accounts and passwords, password
attacks usually refer to repeated attempts to identify a user account, password, or both. These
repeated attempts are called brute-force attacks.

Often a brute-force attack is performed using a program that runs across the network and
attempts to log in to a shared resource, such as a server. When an attacker successfully gains
access to a resource, he or she has the same rights as the user whose account has been
compromised to gain access to that resource. If this account has sufficient privileges, the attacker
can create a back door for future access, without concern for any status and password changes to
the compromised user account.
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Just as with packet sniffers and IP spoofing attacks, a brute-force password attack can provide
access to accounts that can be used to modify critical network files and services. An example
that compromises your network’s integrity is an attacker modifying the routing tables for your
network. By doing so, the attacker ensures that all network packets are routed to him or her
before they are transmitted to their final destination. In such a case, an attacker can monitor all
network traffic, effectively becoming a man in the middle.

The following are the two different methods for computing passwords with LOphtCrack:

®  Dictionary cracking—The password hashes for all of the words in a dictionary file are
computed and compared against all of the password hashes for the users. This method is
extremely fast and finds very simple passwords.

®  Brute force computation—This method uses a particular character set such as A—Z, or A—Z
plus 0—9 and computes the hash for every possible password made up of those characters. It
will always compute the password if it is made up of the character set you have selected to
test. The downside is that time is required for completion of this type of attack.
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Password Attacks Mitigation

The following are mitigation techniques:

* Do not allow users to use the same password on multiple
systems.

- Disable accounts after a certain number of unsuccessful
login attempts.

* Do not use plain text passwords. An OTP or a
cryptographic password is recommended.

+ Use “strong” passwords. Strong passwords are at least
eight characters long and contain uppercase letters,
lowercase letters, numbers, and special characters.
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The following are password attack mitigation techniques:

Do not allow users to have the same password on multiple systems—Most users will use the
same password for each system they access, and often personal system passwords will be the
same as well.

Disable accounts after unsuccessful logins—This helps to prevent continuous password
attempts.

Do not use plain text passwords—Use of either an OTP or encrypted password is
recommended.

Use “strong” passwords—Many systems now provide strong password support and can
restrict a user to only the use of strong passwords. Strong passwords are at least eight
characters long and contain uppercase letters, lowercase letters, numbers, and special
characters.
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Man-in-the-Middle Attacks
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+ A man-in-the-middle attack requires that the hacker have access
to network packets that come across a network.

* A man-in-the-middle attack is implemented using the following:
— Network packet sniffers
— Routing and transport protocols

+ Possible man-in-the-middle attack uses include the following:
— Theft of information

Hijacking of an ongoing session

— Traffic analysis

— DoS

— Corruption of transmitted data

— Introduction of new information into network sessions
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A man-in-the-middle attack requires that the attacker have access to network packets that come
across the networks. Such attacks are often implemented using network packet sniffers and
routing and transport protocols. The possible uses of such attacks are theft of information,
hijacking of an ongoing session to gain access to your internal network resources, traffic analysis
to derive information about your network and its users, denial of service, corruption of
transmitted data, and introduction of new information into network sessions.

An example of a man-in-the-middle attack could be someone who is working for your ISP, who
can gain access to all network packets transferred between your network and any other network.
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Man-in-the-Middle Mitigation
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A man-in-the-middle attack
can only see cipher text
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Man-in-the-middle attacks can be effectively mitigated
only through the use of cryptography (encryption).
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Man-in-the-Middle attack mitigation is achieved, as shown in the figure, by encrypting traffic in
an IPSec tunnel, which would only allow the hacker to see cipher text.
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Application Layer Attacks
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Application layer attacks have
the following characteristics:

- Exploit well known Application
weaknesses, such as .
protocols, that are intrinsic to Presentation
an application or system (for .
example, sendmail, HTTP, and Session
FTP)

- Often use ports that are Transport
allowed through a firewall (for
example, TCP port 80 used in
an attack against a web server Netwo I"k

behind a firewall) )
» Can never be completely Data Llnk
Physical

eliminated, because new
vulnerabilities are always
being discovered
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Application-layer attacks can be implemented using several different methods:

B One of the most common methods is exploiting well known weaknesses in software
commonly found on servers, such as sendmail, PostScript, and FTP. By exploiting these
weaknesses, attackers can gain access to a computer with the permissions of the account
running the application, which is usually a privileged, system-level account.

®  Trojan horse program attacks are implemented using programs that an attacker substitutes
for common programs. These programs may provide all the functionality that the normal
program provides, but also include other features that are known to the attacker, such as
monitoring login attempts to capture user account and password information. These
programs can capture sensitive information and distribute it back to the attacker. They can
also modify application functionality, such as applying a blind carbon copy to all e-mail
messages so that the attacker can read all of your organization’s e-mail.

One of the oldest forms of application-layer attacks is a Trojan horse program that displays a
screen, banner, or prompt that the user believes is the valid login sequence. The program
then captures the information that the user enters and stores or e-mails it to the attacker.
Next, the program either forwards the information to the normal login process (normally
impossible on modern systems), or simply sends an expected error to the user (for example,
Bad Username/Password Combination), exits, and starts the normal login sequence. The
user, believing that they have incorrectly entered the password (a common mistake
experienced by everyone), re-enters the information and is allowed access.

®  One of the newest forms of application-layer attacks exploits the openness of several new
technologies: the HTML specification, web browser functionality, and HTTP. These attacks,
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which include Java applets and ActiveX controls, involve passing harmful programs across
the network and loading them through a user’s browser.
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Application Layer Attacks Mitigation
T T Cisco.com

Some measures you can take to reduce your risks
are as follows:

* Read operating system and network log files, or have
them analyzed by log analysis applications.

Subscribe to mailing lists that publicize vulnerabilities.

Keep your operating system and applications current
with the latest patches.

IDSs can scan for known attacks, monitor and log
attacks, and in some cases, prevent attacks.
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The following are some measures you can take to reduce your risks for application layer attacks:

®  Read operating system and network log files or have them analyzed—It is important to
review all logs and take action accordingly.

m  Subscribe to mailing lists that publicize vulnerabilities—Most application and operating
system vulnerabilities are published on the Web at various sources.

m  Keep your operating system and applications current with the latest patches—Always test
patches and fixes in a non-production environment. This prevents downtime and errors from
being generated unnecessarily.

®  Intrusion detection systems (IDSs) can scan for known attacks, monitor and log attacks, and
in some cases, prevent attacks—The use of IDSs can be essential to identifying security
threats and mitigating some of those threats, and, in most cases, it can be done automatically.
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Network Reconnaissance
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Network reconnaissance refers to the
overall act of learning information about a
target network by using publicly available
information and applications.
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Network Reconnaissance refers to the overall act of learning information about a target network
by using publicly available information and applications. When hackers attempt to penetrate a
particular network, they often need to learn as much information as possible about the network
before launching attacks. Examples include DNS queries, ping sweeps, and port scans:

®  Domain Name System (DNS) queries—Reveals such information as who owns a particular
domain and what addresses have been assigned to that domain.

®  Ping sweeps—Presents a picture of the live hosts in a particular environment.

m  Port scans—Cycles through all well known ports to provide a complete list of all services
running on the hosts.
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Network Reconnaissance Example
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The figure demonstrates how existing Internet tools can be used for network reconnaissance (for
example, an [P address query or a Domain Name query).

DNS queries can reveal such information as who owns a particular domain and what addresses
have been assigned to that domain. Ping sweeps of the addresses revealed by the DNS queries
can present a picture of the live hosts in a particular environment. After such a list is generated,
port scanning tools can cycle through all well known ports to provide a complete list of all
services running on the hosts discovered by the ping sweep. Finally, the hackers can examine the
characteristics of the applications that are running on the hosts. This can lead to specific
information that is useful when the hacker attempts to compromise that service.

IP address queries can reveal information such as who owns a particular IP address or range of
addresses and what domain is associated to them.
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Network Reconnaissance Mitigation
T T Cisco.com

- Network reconnaissance cannot be prevented
entirely.

* IDSs at the network and host levels can usually
notify an administrator when a reconnaissance
gathering attack (for example, ping sweeps and
port scans) is under way.
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If ICMP echo and echo-reply is turned off on edge routers (for example, ping sweeps can be
stopped, but at the expense of network diagnostic data), port scans can still be run without full
ping sweeps They simply take longer because they need to scan IP addresses that might not be
live.

IDSs at the network and host levels can usually notify an administrator when a reconnaissance
gathering attack is underway. This allows the administrator to better prepare for the coming
attack or to notify the ISP who is hosting the system that it is launching the reconnaissance
probe.
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Trust Exploitation

» A hacker
leverages existing
trust relationships

» Several trust
models exist

— Windows
+ Domains

» Active
directory

— Linux and
UNIX

* NFS
* NIS+
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While not an attack in and of itself, trust exploitation refers to an attack where an individual
takes advantage of a trust relationship within a network. The classic example is a perimeter
network connection from a corporation. These network segments often house DNS, SMTP, and
HTTP servers. Because they all reside on the same segment, a compromise of one system can
lead to the compromise of other systems because they might trust other systems attached to their
same network. Another example is a system on the outside of a firewall that has a trust
relationship with a system on the inside of a firewall. When the outside system is compromised,

it can leverage that trust relationship to attack the inside network.
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Trust Exploitation Mitigation_
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You can mitigate trust and exploitation-based attacks through tight constraints on trust levels
within a network. Systems on the outside of a firewall should never be absolutely trusted by
systems on the inside of a firewall. Such trust should be limited to specific protocols and should
be authenticated by something other than an IP address where possible.
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Port Redirection
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Port redirection attacks are a type of trust exploitation attack that uses a compromised host to
pass traffic through a firewall that would otherwise be dropped. Consider a firewall with three
interfaces and a host on each interface. The host on the outside can reach the host on the public
services segment (commonly referred to as a Demilitarized Zone [DMZ]), but not the host on the
inside. The host on the public services segment can reach the host on both the outside and the
inside. If hackers were able to compromise the public services segment host, they could install
software to redirect traffic from the outside host directly to the inside host. Though neither
communication violates the rules implemented in the firewall, the outside host has now achieved
connectivity to the inside host through the port redirection process on the public services host.
An example of an application that can provide this type of access is netcat.

Port redirection can primarily be mitigated through the use of proper trust models, which are
network specific (as mentioned earlier). Assuming a system under attack, a host-based IDS can
help detect and prevent a hacker installing such utilities on a host.

2-44 Cisco Secure Virtual Private Networks 4.0 Copyright © 2003, Cisco Systems, Inc.



Unauthorized Access
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UHAUTHORIZED ACGESS TO THIS HETWORK DEVICE IS
PROHIBITED.

Disconnect |

+ Unauthorized access includes any unauthorized attempt to access a private
resource:

— Not a specific type of attack
— Refers to most attacks executed in networks today
— Initiated on both the outside and inside of a network
- The following are mitigation techniques for unauthorized access attacks:
— Eliminate the ability of a hacker to gain access to a system

— Prevent simple unauthorized access attacks, which is the primary function
of a firewall
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While not a specific type of attack, unauthorized access attacks refer to the majority of attacks
executed in networks today. In order for someone to brute-force a Telnet login, they must first
get the Telnet prompt on a system. Upon connection to the Telnet port, the hacker might see the
message “authorization required to use this resource.” If the hacker continues to attempt access,
the hacker’s actions become “unauthorized.” These kinds of attacks can be initiated both on the
outside and inside of a network.

Mitigation techniques for unauthorized access attacks are very simple. They involve reducing or
eliminating the ability of a hacker to gain access to a system using an unauthorized protocol. An
example would be preventing hackers from having access to the Telnet port on a server that
needs to provide web services to the outside. If a hacker cannot reach that port, it is very difficult
to attack it. The primary function of a firewall in a network is to prevent simple unauthorized
access attacks.
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Virus and Trojan Horses
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* Viruses refer to malicious software that are attached to
another program to execute a particular unwanted
function on a user’s workstation. End-user workstations
are the primary targets.

* A Trojan horse is different only in that the entire
application was written to look like something else, when
in fact it is an attack tool. A Trojan horse is mitigated by
antivirus software at the user level and possibly the
network level.
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The primary vulnerabilities for end-user workstations are viruses and Trojan horse attacks.
Viruses refer to malicious software that is attached to another program to execute a particular
unwanted function on a user’s workstation. An example of a virus is a program that is attached
to command.com (the primary interpreter for windows systems), which deletes certain files and
infects any other versions of command.com that it can find.

A Trojan horse is different only in that the entire application was written to look like something
else, when in fact it is an attack tool. An example of a Trojan horse is a software application that
runs a simple game on the user’s workstation. While the user is occupied with the game, the
Trojan horse mails a copy of itself to every user in the user’s address book. Then other users
receive the game and play it, thus spreading the Trojan horse.

These kinds of applications can be contained through the effective use of antivirus software at
the user level and potentially at the network level. Antivirus software can detect most viruses
and many Trojan horse applications and prevent them from spreading in the network. Keeping
up-to-date with the latest developments in these sorts of attacks can also lead to a more effective
posture against these attacks. As new virus or Trojan applications are released, enterprises need
to keep up-to-date with the latest antivirus software, and application versions.
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Management Protocols and Functions

The protocols used to manage your network can in themselves be a source of vulnerability. This
topic examines common management protocols and how they can be exploited.

Configuration Management
IS T T T T Crsvo.com

+ Configuration management protocols include SSH, SSL,
and Telnet.

* Telnet issues include the following:

— The data within a Telnet session is sent as clear text,
and may be intercepted by anyone with a packet sniffer
located along the data path between the device and the
management server.

— The data may include sensitive information, such as
the configuration of the device itself, passwords, and
so on.
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If the managed device does not support any of the recommended protocols, such as SSH and
SSL, Telnet may have to be used (although this protocol is not highly recommended). The
network administrator should recognize that the data within a Telnet session is sent as clear text,
and may be intercepted by anyone with a packet sniffer located along the data path between the
managed device and the management server. The clear text may include important information,
such as the configuration of the device itself, passwords, and other sensitive data.
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Configuration Management
Recommendations

[T Cisco.com

When possible, the following practices are
advised:

* Use IPSec, SSH, SSL, or any other encrypted and
authenticated transport.

* ACLs should be configured to allow only management
servers to connect to the device. All attempts from other
IP addresses should be denied and logged.

* RFC 2827 filtering at the perimeter router should be used
to mitigate the chance of an outside attacker spoofing the
addresses of the management hosts.
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Regardless of whether SSH, SSL, or Telnet is used for remote access to the managed device,
access control lists (ACLs) should be configured to allow only management servers to connect to
the device. All attempts from other IP addresses should be denied and logged. RFC 2827
filtering at the ingress router should also be implemented to mitigate the chance of an attacker
from outside the network spoofing the addresses of the management hosts.
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SNMP
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- SNMP is a network management protocol that can be used to retrieve
information from a network device. The TCP and UDP ports SNMP
uses are 161 and 162.

* The following are SNMP issues:

— SNMP uses passwords, called community strings, within each
message as a very simple form of security. Most implementations
of SNMP on networking devices today send the community string
in clear text.

— SNMP messages may be intercepted by anyone with a packet
sniffer located along the data path between the device and the
management server, and the community string may be
compromised.

— An attacker could reconfigure the device if read-write access via
SNMP is allowed.

* The following are SNMP recommendations:
— Configure SNMP with only read-only community strings.

— Set up access control on the device you wish to manage via SNMP
to allow only the appropriate management hosts access.
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SNMP is a network management protocol that can be used to retrieve information from a
network device (commonly referred to as read-only access) or to remotely configure parameters
on the device (commonly referred to as read-write access). SNMP uses passwords, called
community strings, within each message as a very simple form of security. Unfortunately, most
implementations of SNMP on networking devices today send the community string in clear text
along with the message. Therefore, SNMP messages may be intercepted by anyone with a packet
sniffer located along the data path between the device and the management server, and the
community string may be compromised.

When the community string is compromised, an attacker could reconfigure the device if read-
write access via SNMP is allowed. Therefore, it is recommended that you configure SNMP with
only read-only community strings. You can further protect yourself by setting up access control
on the device you wish to manage via SNMP to allow only the appropriate management hosts
access.
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Loggin
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Logging issues include the following:

» Syslog is sent as clear text between the managed device
and the management host on UDP port 514.

- Syslog has no packet-level integrity checking to ensure
that the packet contents have not been altered in transit.

* There is a potential for the Syslog data to be falsified by
an attacker.

+ An attacker can send large amounts of false Syslog data
to a management server in order to confuse the network
administrator during an attack.
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Syslog, which is information generated by a device that has been configured for logging, is sent
as clear text between the managed device and the management host. Syslog has no packet-level

integrity checking to ensure that the packet contents have not been altered in transit. An attacker
may alter Syslog data in order to confuse a network administrator during an attack.
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Logging Recommendations
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When possible, the following practices are
advised:

* Encrypt Syslog traffic within an IPSec tunnel.

* When allowing Syslog access from devices on the
outside of a firewall, you should implement RFC 2827
filtering at the perimeter router.

* ACLs should also be implemented on the firewall in order
to allow Syslog data from only the managed devices
themselves to reach the management hosts.
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Where possible, Syslog traffic may be encrypted within an IPSec tunnel in order to mitigate the
chance of its being altered in transit. Where the Syslog data cannot be encrypted within an [PSec
tunnel because of cost or the capabilities of the device itself, the network administrator should
note that there is a potential for the Syslog data to be falsified by an attacker.

When allowing Syslog access from devices on the outside of a firewall, RFC 2827 filtering at the
egress router should be implemented. This scenario will mitigate the chance of an attacker from
outside the network spoofing the address of the managed device, and sending false Syslog data
to the management hosts.

ACLs should also be implemented on the firewall in order to allow Syslog data from only the
managed devices themselves to reach the management hosts. This scenario prevents an attacker
from sending large amounts of false Syslog data to a management server in order to confuse the
network administrator during an attack.
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* Many network devices use TFTP for transferring
configuration or system files across the network. TFTP
uses port 69 for both TCP and UDP.

* The following are TFTP issues:

— TFTP uses UDP for the data stream between the device
and the TFTP server.

— TFTP sends data in clear text. The network
administrator should recognize that the data within a
TFTP session may be intercepted by anyone with a
packet sniffer located along the data path between the
requesting host and the TFTP server.

* When possible, TFTP traffic should be encrypted within
an IPSec tunnel in order to mitigate the chance of its
being intercepted.
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Many network devices use TFTP for transferring configuration or system files across the
network. TFTP uses UDP for the data stream between the requesting host and the TFTP server.

As with other management protocols that send data in clear text, the network administrator
should recognize that the data within a TFTP session might be intercepted by anyone with a
packet sniffer located along the data path between the device and the management server. Where
possible, TFTP traffic should be encrypted within an IPSec tunnel in order to mitigate the chance

of its being intercepted.
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NTP
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« NTP is used to synchronize the clocks of various devices across a network. It
is critical for digital certificates, and for correct interpretation of events within
Syslog data. NTP uses port 123 for both UDP and TCP connections.

« The following are NTP issues:

— An attacker could attempt a DoS attack on a network by sending bogus NTP
data across the Internet in an attempt to change the clocks on network
devices in such a manner that digital certificates are considered invalid.

— An attacker could attempt to confuse a network administrator during an
attack by disrupting the clocks on network devices.

— Many NTP servers on the Internet do not require any authentication of
peers.

+ The following are NTP recommendations:
— Implement your own master clock for the private network synchronization.

— Use NTP Version 3 or above as these versions support a cryptographic
authentication mechanism between peers.

— Use ACLs that specify which network devices are allowed to synchronize
with other network devices.

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—2-54

Network Time Protocol (NTP) is used to synchronize the clocks of various devices across a
network. Synchronization of the clocks within a network is critical for digital certificates, and for
correct interpretation of events within Syslog data.

A secure method of providing clocking for the network is for the network administrator to
implement their own master clock for the private network synchronized to Coordinated
Universal Time (UTC) via satellite or radio. However, clock sources are available to synchronize
to via the Internet, if the network administrator does not wish to implement their own master
clock because of costs or other reasons.

An attacker could attempt a DoS attack on a network by sending bogus NTP data across the
Internet in an attempt to change the clocks on network devices in such a manner that digital
certificates are considered invalid. Further, an attacker could attempt to confuse a network
administrator during an attack by disrupting the clocks on network devices. This scenario would
make it difficult for the network administrator to determine the order of Syslog events on
multiple devices.

Version 3 and above of NTP supports a cryptographic authentication mechanism between peers.
The use of the authentication mechanism as well as ACLs that specify which network devices
are allowed to synchronize with other network devices is recommended to help mitigate against
such a scenario. The network administrator should weigh the cost benefits of pulling clock
information from the Internet with the possible risk of doing so and allowing it through the
firewall. Many NTP servers on the Internet do not require any authentication of peers. Therefore,
the network administrator must trust that the clock itself is reliable, valid, and secure.
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Summary

This topic summarizes the information you learned in this lesson.

Summary
T T T Cisco.com

* The need for network security has increased as networks have
become more complex and interconnected.

* The following are the components of a complete
security policy:

— Statement of authority and scope

— Acceptable use policy

— ldentification and authentication policy
— Internet use policy

— Campus access policy

— Remote access policy

— Incident handling procedure

« The Security Wheel details the view that security is an ongoing
process.

* The Security Wheel includes four phases: secure, monitor, test,
and improve.
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Summary (cont.)
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* The following are the four types of security threats:
— Structured
— Unstructured
— Internal
— External

+ The following are common attack methods and techniques
used by hackers:

— Packet sniffers

— IP weaknesses

— Password attacks
— DoS or DDoS
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— Man-in-the-middle attacks
— Application layer attacks
— Trust exploitation

—Port redirection

—Virus

—Trojan horse

— Operator error

* Management protocols can in themselves be a
source of vulnerability
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Overview of Virtual Private
Networks and IPSec
Technologies

Overview

This lesson teaches what Virtual Private Networks (VPNs) are, and explores fundamental 1P
security (IPSec) technologies. It includes the following topics:

m  Objectives

m  Cisco VPN products

m  [PSec overview

m  [PSec protocol framework
m  How IPSec works

®  Summary



Objectives

This topic lists the lesson’s objectives.

Objectives
T T T Cisco.com

Upon completion of this lesson, you will be able to
perform the following tasks:
* Define the three VPN solutions.

* Describe the three Cisco VPN product families and their
related products.

* Identify IPSec and other open standards supported by
Cisco VPN products.

+ Identify the component technologies of IPSec.
+ Explain how IPSec works.
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Cisco VPN Products

Cisco products support the latest in Virtual Private Network (VPN) technology. A VPN is a

service offering secure, reliable connectivity over a shared public network infrastructure such as

the Internet.

VPN Definition

Central site

Internet
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Internet

Cisco.com
Remote
site —
\/ g
Remote
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VPN—AnN encrypted connection between private
networks over a public network such as the
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A VPN is an encrypted connection between private networks over a public network such as the

Internet. The V and N stand for virtual network. The information from a private network is

securely transported over a public network, an Internet, to form a virtual network. The P stands
for private. To remain private, the traffic is encrypted to keep the data confidential. A VPN is a

private virtual network.

There are three types of VPN networks:

B Remote access

m  Site-to-site

m  Firewall-based
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Remote Access VPNs
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The first VPN solution is remote access. Remote access is targeted to mobile users and home
telecommuters. In the past, corporations supported remote users via dial-in networks. This
typically necessitated a toll or toll-free call to access the corporation. With the advent of VPNs, a
mobile user can make a local call to their ISP to access the corporation via the Internet wherever
they may be. It is an evolution of dial networks. Remote access VPN can support the needs of
telecommuters, mobile users, extranet consumer-to-business, and so on.
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Site-to-Site VPNs
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The next VPN solution is site-to-site. VPN site-to-site can be used to connect corporate sites. In
the past, a leased line or frame relay connection was required to connect sites, but now most
corporations have Internet access. With Internet access, leased lines and frame relay lines can be
replaced with site-to-site VPN. Use site-to-site VPN to provide the network connection. VPN can
support company intranets and business partner extranets. Site-to-site VPN is an extension of
classic Wide Area Network (WAN) network.
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Firewall-Based VPN Solutions
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The last solution is firewall-based VPNs. Firewall-based VPN solutions are not a technical issue
but a management issue. The question is who manages the VPN network. If corporate security
manages the VPN network, a firewall-based VPN may be the VPN solution of choice.
Corporations can enhance their existing firewall systems to support VPN services.
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VPN Product Function Matrix and
Positioning
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Site-to-site VPN Remote access VPN

Primary role

VPN-enabled router (full-fledged 10S)

Secondary role

Primary role
3000 Secondary role (full-fledged remote
access solution)
Enhance existing PIX
Firewall with the VPN
remote access solution

Security organization

PIX Firewall owns VPN solution

©2003, Cisco Systems, Inc. All rights reserved CSVPN 4.0—38

The VPN product function matrix compares VPN networks and Cisco products. In the top row of
the table there are the two VPN applications: remote access and site-to-site. In the left column of
the table, there are three product lines: VPN-enabled routers, the Concentrator, and the PIX
Firewall. If the primary role of the equipment is to perform as a site-to-site VPN with a few
remote access connections, the VPN-enabled router is the primary product. On the other hand, if
the primary role is to perform as a remote access VPN with a few site-to-site connections,
Concentrator is the product of choice. If the network is owned by the security organization, the
PIX Firewall is the primary VPN product.

The following can be used as a reference for overall Cisco IP VPN positioning:
m  Dedicated VPN

— 3000 for remote access

— 7100/7200
®  VPN-enabled routers series

— SOHO/800

1700/2600

3700/3600

— 7200/7400/Cat6500
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m  Firewall VPN

—  PIX Firewall 5xx
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Remote Access VPNs—Concentrator
T T T T TTTTTTTITA Cisco.com

Remote access client Central site

Telecommuter \
AN : \
||l‘ ~.. POP Internet

%
Wl e o

L '/ v AR —

aw 5 |
Mobile o%/l_% Customer

&l

« Connection of remote sites, users, and partners across a VPN
* High-density, low-bandwidth connections

©2003, Cisco Systems, Inc. All rights reserved. CSVPN 4.0—3.9

The Cisco VPN 3000 Concentrator Series is a family of purpose-built, remote access VPN
platforms and VPN Client software that incorporates high availability, high performance, and
scalability with the most advanced encryption and authentication techniques available today.
With the Cisco VPN 3000 Concentrator Series, customers can take advantage of the latest VPN
technology to vastly reduce their communications expenditures. Unique to the industry, it is the
only scalable platform to offer field-swappable and customer-upgradeable components. These
components, called Scalable Encryption Processing (SEP) modules, enable companies to easily
add capacity and throughput.

With all versions of the Concentrator, the Cisco VPN Client is provided at no additional charge
and includes unlimited distribution licensing. The Cisco VPN 3000 Concentrator Series is
available in redundant or load-balancing configurations, enabling customers to build the most
robust, reliable, and cost-effective VPNs possible.

The Cisco VPN 3002 Hardware Client is a network appliance used to connect Small Office Home
Office (SOHO) LANSs to the VPN. The device comes in either a single port or eight-port switch
version. The Hardware Client replaces traditional VPN Client applications on individual SOHO
computers.

All models in the Cisco VPN 3000 Concentrator Series support an easy-to-use management
interface accessible via a web browser.
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Cisco VPN 3000 Concentrator Series

T T TN

Cisco.com

3005 3015 3030 3060 3080

Simultaneous 100 | 100 | 1500 | 5000 | 10000
sessions

Site-to-site tunnels 100 100 500 1000 | 1000
Performance (Mbps) 4 4 50 100 100

Hardware encryption No No Yes Yes Yes

Upgradeable No Yes Yes Yes N/A
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The Cisco VPN 3000 Concentrator Series includes models to support a range of enterprise
customers, from small businesses with 100 or fewer remote access sessions to large organizations
with up to 10,000 simultaneous remote sessions. The Cisco VPN 3000 Concentrator Series table
can be used to determine which model is best for your environment. The top row lists the five
models in the Cisco VPN 3000 Concentrator Series family. The left column lists some of the
VPN characteristics.
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The Concentrators can communicate with three IPSec clients: the Certicom IPSec client, the
Cisco VPN Software Client, and the Hardware Client. The Certicom Client is a wireless client
loaded on wireless PDAs such as the Palm operating system, HP Jornada, Compaq iPAQ, and so
on. The Cisco VPN Software Client is loaded on an individual’s PC. The Hardware Client is a
standalone client located in small offices and home offices.
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Site-to-Site VPNs—Cisco Routers
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Site-to-site VPNs provide cost benefits relative to private WANs and also enable new
applications like extranets. However, site-to-site VPNs are still an end-to-end network and are
subject to the same scalability, reliability, security, multi-protocol, and so on—requirements that
exist in the private WAN. In fact, because VPNs are built on a public network infrastructure, they
have additional requirements such as heightened security and advanced Quality of Service (QoS)
capabilities, and a set of policy management tools to manage these additional features.

Cisco provides a suite of VPN-optimized routers. Cisco IOS software running in Cisco routers
combines rich VPN services with industry-leading routing, thus delivering a comprehensive
solution. Cisco routing software adds scalability, reliability, multi-protocol, multi-service,
management, Service Level Agreement monitoring, and QoS to site-to-site applications. The
Cisco VPN software adds strong security via encryption and authentication. These Cisco VPN-
enabled products provide high performance for site-to-site, intranet, and extranet VPN solutions.
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Cisco provides a suite of VPN-optimized routers. These routers run the range of VPN
applications from telecommuter applications with the Cisco 800 router; to small branch office,
connectivity with Cisco 1700 router; to enterprise branch with Cisco 1760 router; to the large
branch with Cisco 3600 and 3725 routers; and enterprise headquarters with the Cisco 3745 router.
VPN-optimized routers provide VPN solutions for hybrid VPN environments where modularity,
port density, and flexibility are required for private WAN aggregation and other classic WAN

applications.
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Small to Mid-Size—Cisco VPN Router

Details
T T Cisco.com
800 1700 2600XM 3620 3640A 3660
Maximum tunnels 10 100 300 800 800 1300
Performance (Mbps) 0.384 4 12 10 18 40
Hardware encryption None VPN AIM- NM- NM- AIM-
module VPN/BP | VPN/MP | VPN/MP | VPN/BP

+ Hardware accelerators deliver enhanced encryption performance
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You can use the table in the figure to determine which model is best for your small- to mid-sized
environment. The table identifies router platforms, and their related hardware accelerator card and
maximum throughput. Lab performance numbers are based on the following configuration:
Triple-Data Encryption Standard (3DES) with Hashed Message Authentication Code (HMAC)-
Security Hash Algorithm 1 (SHA-1), 100% CPU use, and no other services running, such as QoS,
Network Address Translation (NAT), Generic Routing Encapsulation (GRE), and so on. Actual
network performance varies, depending on the services running in each router.

Hardware encryption accelerator cards provide high-performance, hardware-assisted encryption,
and key generation suitable for VPN applications. Hardware encryption accelerators improve
overall system performance by offloading encryption and decryption processing, thus freeing
main system resources for other tasks, such as route processing, QoS, and other network services.
In mid-sized routers, there are four modules available:

m  AIM-VPN/BP (Base Performance)—This advanced integration module (AIM) can be added
to all Cisco 2600 routers

m  AIM-VPN/HP (High Performance)—High performance AIM for Cisco 3660 routers

®  NM-VPN/MP (Mid Performance)—This network module is supported on all Cisco 3620 and
3640 routers
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Cisco VPN Router Portfolio—Large
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The Cisco VPN Router portfolio adds High-end VPN connectivity with Cisco 7100, 7200, 7400
series routers, and the Cisco Catalyst 6500 [PSec Services module. VPN-optimized routers and
Cisco Catalyst 6500 IPSec VPN Services module provide VPN solutions for large-scale hybrid
VPN environments where modularity, high performance, and flexibility are required.
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Enterprise Size and Service Provider—
Cisco VPN Router Details

T Cisco.com
7120 7140 7140 7200 7400 7200 CAT 6500
Maximum tunnels 2000 2000 3000 2000 5000 5000 8000
Performance (Mbps) 50 85 145 90 120 145 1.9G
Hardware encryption ISM ISM VAM ISA VAM VAM Yes

+ Hardware accelerators deliver enhanced encryption performance
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You can use the table in the figure to determine which enterprise model is best for your
environment. The table identifies router platforms, and their related hardware encryption
accelerator card and maximum throughput. Lab performance numbers are based on the following
configuration: 3DES with HMAC-SHA-1, 100% CPU use, and no other services running, such as
QoS, NAT, GRE, and so on. Actual network performance varies depending on the services
running in each router.

Hardware encryption accelerator cards provide high-performance, hardware-assisted encryption,
and key generation suitable for VPN applications. For the enterprise routers, there are three
versions:

® VPN Acceleration Module (VAM)—The VAM for Cisco 7200 and 7100 series routers
provides high-performance, hardware-assisted encryption, and key generation. VAM also
supports IP payload Lempel-Ziv Compression (LZS) compression services for VPN
applications. There are two versions: VAM Service Adapter and VAM Service Module.

m Integrated Service Module (ISM)—ISM uses a special slot created for offloading encryption
and key generating services within the Cisco 7100 series routers (maximum of one ISM per
Cisco 71XX series router).

m  Integrated Service Adapter (ISA)—ISA is a service adapter that inserts in any open port
adapter slot in any Cisco 7200 router and can be used within the single port adapter of the
Cisco 7140 router (up to one ISA per Cisco 7140 router or two per Cisco 7200 series routers,
and not available on Cisco 7120 router).

The Cisco IPSec VPN Services Module is a high-speed module for the Cisco Catalyst 6500
Series Switch. Incorporating the latest in encryption hardware acceleration technology, the Cisco
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[PSec VPN Services Module can deliver up to 1.9 Gbps of 3DES traffic and can terminate 8000
IPSec tunnels.
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Firewall-Based VPN—PIX Firewall
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The PIX Firewall is a key element in the overall Cisco end-to-end security solution. The PIX
Firewall is a dedicated hardware and software security solution that delivers high security without
impacting network performance. If security manages the VPN, the PIX Firewall may be the VPN
solution of choice. Customers may wish to enhance their existing Firewall equipment to support
VPN services. Firewall-based VPN solutions support intranet, extranet, and remote user
applications.
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PIX Firewall Family Overview
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The Cisco PIX Firewall 500 series provides products that cover the entire spectrum of VPN site-
to-site applications. The chart in the figure contrasts cost versus functionality. The following
models are available:

m  PIX Firewall 501—Supports up to 5 tunnels

m  PIX Firewall S06E—Supports up to 25 tunnels

m  PIX Firewall 515E—Supports up to 2,000 tunnels

m  PIX Firewall 525—Supports up to 2,000 tunnels

m  PIX Firewall 535—Supports up to 2,000 tunnels

The Cisco PIX Firewall 500 series scales to meet a range of VPN requirements and network
sizes.
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PIX Firewall Product Line Details

& — == -

506E 515E 525 535

1,000 (SW) | 1,000 (SW) | 1,000 (SW)
2,000 (HW) | 2,000 (HW) | 2,000 (HW)

Maximum tunnels 5 25

VPN performance 22 (SW) 32 (SW) 53 (SW)

(Mbps) 63 (HW) 72 (HW) 100 (HW)
VPN hardware No No Yes Yes Yes
accelerator

Firewall throughput 10 20 188 360 1.7 Gbps

(Mbps)
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You can use the table in the figure to determine which PIX Firewall model is best for your VPN
environment. The top row lists the five models in the PIX Firewall 500 series family. The left
column lists some of the VPN and PIX Firewall characteristics.

The VPN Accelerator Card (VAC) for the Cisco PIX Firewall series provides high-performance,
tunneling, and encryption services suitable for site-to-site and remote access applications. This
hardware-based VPN accelerator is optimized to handle repetitive but voluminous mathematical
functions required for [PSec. Offloading encryption function to the card not only improves IPSec
encryption processing, but also improves IPSec encryption processing. The VAC fits in a PCI slot
inside the PIX Firewall chassis. The PIX Firewall is equipped with a VAC and supports as many
as 2000 encrypted tunnels for concurrent sessions with mobile users or other sites. There is a limit
of one VAC for each of the following PIX Firewall models: 515E, 525, and 535.
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Cisco VPN Portfolio Summary

T

Cisco.com

Customer type Remote access Site-to-site Firewall-based
L t . Concentrators CAT 6500 Routers PIX Firewall
arge enterprise 3060, 3080 7100, 7200, 7400 525, 535
Medium enterprise Concentrator Routers PIX Firewall
u pri 3030 3700, 7100 515, 525
Small business or Concentrators Routers PIX Firewalls
branch office 3005, 3015 1700, 3600 506, 515
Cisco VPN Software Client Routers PIX Firewall
SOHO market Hardware Client SOHO, 800 501, 506

» Cisco now provides the industry’s broadest VPN
solution set.
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Cisco now provides the industry’s broadest VPN solution set. Cisco provides solutions from
SOHO and small branch offices to the medium and large enterprise customers. Cisco provides
solutions for remote access, site-to-site, and firewall-based VPN solutions.

The top row of the table in the figure lists the three VPN solutions. The left column of the table
lists the four customer types. You can use this table to determine which model is best for your
environment.
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VPN Interoperability

Cisco.com
10s PIX Firewall Concentrator  C15c2 VPN

Client
Required 10S _ 12.1 12.1 12.2(8)T
release
Required PIX 52 5.2 6
Firewall release -
Required
Concentrator release 25(2) 252) - 3
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It is possible to interoperate between Cisco devices in a site-to-site environment. In a customer’s
network, there may be a PIX Firewall at one site and a Cisco router at another. A VPN tunnel can
be established between the PIX Firewall and router as long as the software is at the minimum
required revision. The site-to-site VPN interoperability table in the figure provides I0S, PIX
Firewall, and Concentrator software revision levels.
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IPSec Overview

This topic presents an overview of the IPSec family of open standards.

What Is IPSec?
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[PSec acts at the network layer, protecting and authenticating IP packets between participating
IPSec devices (peers). IPSec is not bound to any specific encryption or authentication algorithms,
keying technology, or security algorithms. IPSec is a framework of open standards. By not
binding IPSec to specific algorithms, [PSec allows for newer and better algorithms to be
implemented without patching the existing [PSec standards. [PSec provides data confidentiality,
data integrity, and origin authentication between participating peers at the IP layer. [PSec is used
to secure a path between a pair of gateways, a pair of hosts, or a gateway and host.
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IPSec Security Services
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IPSec security services provides four critical functions:

®  Confidentiality (encryption)—The sender can encrypt the packets before transmitting them
across a network. By doing so, no one can eavesdrop on the communication. If intercepted,
the communications cannot be read.

m  Data integrity—The receiver can verify that the data was transmitted through the Internet
without being changed or altered in any way.

®  Origin authentication—The receiver can authenticate the source of the packet, guaranteeing
and certifying the source of the information.

®  Anti-replay protection—Anti-replay protection verifies that each packet is unique, not
duplicated. IPSec packets are protected by comparing the sequence number of the received
packets and a sliding window on the destination host, or security gateway. Packets whose
sequence number is before the sliding window is considered late, or a duplicate. Late and
duplicate packets are dropped.
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Confidentiality (Encryption)
T T TN

Cisco.com

This quarterly
report does not look
so good. Hmmm . ..

Server

=

©2003, Cisco Systems, Inc. All rights reserved CSVPN 4.0—325

The good news is that the Internet is a public network. The bad news is that the Internet is a
public network. Clear text data transported over the public Internet can be intercepted and read. In
order to keep the data private, the data can be encrypted. By digitally scrambling, the data is
rendered unreadable.
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Basics of Encryption
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For encryption to work, both the sender and receiver need to know the rules used to transform the
original message into its coded form. Rules are based on an algorithm and a key. An algorithm is
a mathematical function, which combines a message, text, digits, or all three with a string of
digits called a key. The output is an unreadable cipher string. Decryption is extremely difficult or
impossible without the correct key.

In the example in the figure, someone wants to send a financial document across the Internet. At
the local end, the document is combined with a key and run through an encryption algorithm. The
output is undecipherable cyber text. The cyber text is then sent through the Internet. At the
remote end, the message is recombined with a key and sent back through the encryption
algorithm. The output is the original financial document.

There are two types of encryption keys:

m  Symmetric—With symmetric key encryption, each peer uses the same key to encrypt and
decrypt the data.

®  Asymmetric—With asymmetric key encryption, the local end uses one key to encrypt, and
the remote end uses another key to decrypt the traffic.
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DH Key Exchange
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DES, 3DES, AES, HMAC-Message Digest 5 (MDS5), and HMAC-SHA require a symmetric
shared secret key to perform encryption and decryption. The question is how does the encrypting
and decrypting devices get the shared secret key? The keys can be sent by e-mail, courier,
overnight express, or public key exchange. The easiest method is Diffie-Hellman (DH) public key
exchange. The DH key agreement is a public key exchange method that provides a way for two
peers to establish a shared secret key, which only they know, although they are communicating
over an insecure channel.

Public key cryptosystems rely on a two-key system: a public key, which is exchanged between
end-users, and a private key, which is kept secret by the original owners. DH public key
algorithm states that if user A and user B exchange public keys and a calculation is performed on
their individual private key and one another’s public key, the end result of the process is an
identical shared key. The shared key is used to derive encryption and authentication keys. DH
key exchange is covered in more depth later in this lesson.

There are variations of the DH key exchange algorithm, known as DH group 1 through 7. DH
groups 1, 2, and 5 support exponentiation over a prime modulus with a key size of 768,1024, and
1536 respectively. Cisco VPN Clients support DH groups 1, 2, and 5. DES and 3DES encryption
supports DH groups 1 and 2. AES encryption supports DH groups 2 and 5. The Certicom wireless
VPN Client supports group 7. Group 7 supports elliptical curve cryptography that reduces the
time needed to generate keys. During tunnel setup, VPN peers negotiate which DH group to use.

Security is not an issue with the DH key exchange. Although someone may know a user’s public
key, the shared secret cannot be generated because the private key never becomes public.
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The DH Key Exchange Algorithm
T T T TR

Cisco.com

Peer A @

1. Generate large integer p. ~<~———
Send p to Peer B.
Receive q.
Generate g.

2. Generate private key X,

3. Generate public key
Yo =g ” X, modp

4. Send public key Y,

5. Generate shared secret
number ZZ = Yg* X, mod p

6. Generate shared secret key
from ZZ (DES, 3DES, or AES)

@ Peer B

1. Generate large integer q.
Send q to Peer A.
Receive p.

Generate g.

2. Generate private key X

3. Generate public key
Yg =g Xg mod p

4. Send public key Yg

5. Generate shared secret
number ZZ =Y, * Xg mod p

6. Generate shared secret key
from ZZ (DES, 3DES, or AES)

Step 1

Step 2

Step 3

Step 4
Step 5

©2003, Cisco Systems, Inc. Al rights reserved. CSVPN 4.0—3-28

The DH key exchange is a public key exchange method that provides a way for two IPSec peers
to establish a shared secret key that only they know, although they are communicating over an
insecure channel.

With DH, each peer generates a public and private key pair. The private key generated by each
peer is kept secret and never shared. The public key is calculated from the private key by each
peer and is exchanged over the insecure channel. Each peer combines the other’s public key with
its own private key, and computes the same shared secret number. The shared secret number is
then converted into a shared secret key. The shared secret key is never exchanged over the
insecure channel.

Complete the following steps to implement the Diffie-Hellman process:

The DH process starts with each peer generating a large prime integer, p and q. Each peer sends
the other its prime integer over the insecure channel. For example, Peer A sends p to Peer B. Each
peer then uses the p and q values to generate g, a primitive root of p.

Each peer generates a private DH key (peer A: Xa, peer B: Xb).

Each peer generates a public DH key. The local private key is combined with the prime number p
and the primitive root g in each peer to generate a public key, Ya for peer A and YA for peer B.
The formula for peer A is Ya =g”Xa mod p. The formula for peer B is Yb =g”Xb mod p. The
exponentiation is computationally expensive. The * character denotes exponentiation (g to the Xa
power); mod denotes modulus.

The public keys Ya and Yb are exchanged in public.

Each peer generates a shared secret number (ZZ) by combining the public key received from the
opposite peer with its own private key. The formula for peer A is ZZ=(Y,X, ) mod p. The formula
for peer B is ZZ=(Y X, ) mod p. The ZZ values are identical in each peer. Anyone who knows p
or g, or the DH public keys, cannot guess or easily calculate the shared secret value—largely
because of the difficulty in factoring large prime numbers.
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Shared secret number ZZ is used in the derivation of the encryption and authentication
symmetrical keys.
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Encryption Algorithms
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The degree of security depends on the length of the key. If someone tries to hack the key through
a brute force attack, guessing every possible combination, the number of possibilities is a
function of the length of the key. The time to process all the possibilities is a function of the
computing power of the computer. Therefore, the shorter the key, the easier it is to break.

Some of the encryption algorithms are as follows:

m  DES algorithm—DES was developed by IBM. DES uses a 56-bit key, ensuring high
performance encryption. DES is a symmetric key cryptosystem.

m  3DES algorithm—The 3DES algorithm is a variant of the 56-bit DES. 3DES operates
similarly to DES, in that data is broken into 64-bit blocks. 3DES then processes each block
three times, each time with an independent 56-bit key. 3DES effectively doubles encryption
strength over 56-bit DES. DES is a symmetric key cryptosystem.

®  Advanced Encryption Standard (AES)—The National Institute of Standards and Technology
(NIST) has recently adopted a new Advanced Encryption Standard to replace existing DES
encryption in cryptographic devices. AES provides stronger security than DES and
computationally more efficient than 3DES. AES offers three different key strengths: 128,
192, and 256-bit keys.

m  RSA—RSA is an asymmetrical key cryptosystem. It uses a key length of 512, 768, 1024, or
larger. IPSec does not use RSA for data encryption. Internet Key Exchange (IKE) only uses
RSA encryption during the peer authentication phase.
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Rivet, Shamir, and Adelman (RSA) is an encryption technique that is used for digital signatures.
RSA encryption uses asymmetric keys for encryption and decryption. Each end, local and remote,
generates two encryption keys: a private and public key. They keep their private key and
exchange their public key with people they wish to communicate.

To send an encrypted message to the remote end, the local end encrypts the message using the
remote’s public key and the RSA encryption algorithm. The result is an unreadable cyber text.
This message is sent through the Internet. At the remote end, the remote end uses its private key
and the RSA algorithm to decrypt the cyber text. The result is the original message. The only one
who can decrypt the message is the destination that owns the private key.

With RSA encryption, the opposite also holds true. The remote end can encrypt a message using
its own private key. The receiver can decrypt the message using the sender’s public key.
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The next VPN-critical function is data integrity. VPN data is transported over the public Internet.
Potentially, this data could be intercepted and modified. To guard against this, each message has
a hash attached to the message. A hash guarantees the integrity of the original message. If the
transmitted hash matches the received hash, the message has not been tampered with. However, if
there is no match, the me