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Preface

Here are some of my notes in English for beginners about reverse engineering who would like to learn to understand x86
(which accounts for almost all executable software in the world) and ARM code created by C/C++ compilers.

There are several popular meanings of the term “reverse engineering”: 1) reverse engineering of software: researching
compiled programs; 2) 3D model scanning and reworking in order to make a copy of it; 3) recreating DBMS® structure. This
book is related to the first meaning.

Topics discussed
x86/x64, ARM/ARM64.

Topics touched

Oracle RDBMS (72), Itanium (83), copy-protection dongles (69), LD_PRELOAD (58.2), stack overflow, ELF'°, win32 PE file
format (59.2), x86-64 (26.1), critical sections (59.4), syscalls (57), TLS*, position-independent code (PIC*?) (58.1), profile-
guided optimization (85.1), C++ STL (37.4), OpenMP (82), SEH (59.3).

Notes

Why one should learn assembly language these days? Unless you are OS developer, you probably don’'t need write in
assembly: modern compilers perform optimizations much better than humans do. 3. Also, modern CPU*s are very complex
devices and assembly knowledge would not help you understand its internals. That said, there are at least two areas where
a good understanding of assembly may help: first, security/malware research. Second, gaining a better understanding of
your compiled code while debugging.

Therefore this book is intended for those who want to understand assembly language rather than to write in it, which is
why there are many examples of compiler output.

How would one find a reverse engineering job?
There are hiring threads that appear from time to time on reddit devoted to RE*® (2013 Q3, 2014). Try looking there. A
somewhat related hiring thread can be found in the “netsec” subreddit: 2014 Q2.

About the author

Dennis Yurichev is an experienced reverse engineer and programmer. His CV is avail-
able on his website'®.
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Zhu Ruijin.

For helping me in other ways: Andrew Zubinski, Arnaud Patard (rtp on #debian-arm IRC).

9Database management systems
10Executable file format widely used in *NIX system including Linux
UThread Local Storage

2pgsition Independent Code: 58.1

13A very good text about this topic: [Fog13b]

4Central processing unit
Bhttp://www.reddit.com/r/ReverseEngineering/
http://yurichev.com/Dennis_Yurichev.pdf
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0.0.1 Donate

As it turns out, (technical) writing takes a lot of effort and work.

This book is free, available freely and available in source code form !’ (LaTeX), and it will be so forever.

It's also ad-free.

My current plan for this book is to add lots of information about: PLANS?S.

If you want me to continue writing on all these topics you may consider donating.

| worked more than year on this book °, there are more than 800 pages. There are at least ~ 400 TgX-files, ~ 150 C/C++
source codes, ~ 470 various listings, ~ 160 screenshots.

Price of other books on the same subject varies between $20 and $50 on amazon.com.

Ways to donate are available on the page: http://beginners.re/donate.html

Every donor’s name will be included in the book! Donors also have a right to ask me to rearrange items in my writing
plan.

Donors
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About Korean translation
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When | first learned C and then C++, | wrote small pieces of code, compiled them, and saw what was produced in the
assembly language. This was easy for me. | did it many times and the relation between the C/C++ code and what the compiler
produced was imprinted in my mind so deep that | can quickly understand what was in the original C code when | look at
produced x86 code. Perhaps this technique may be helpful for someone else so | will try to describe some examples here.

Sometimes, | use really ancient compilers, in order to get shortest (or simplest) possible code snippet.

Exercises

When | learned assembly language, | also often compile small C-functions and then rewrite them gradually to assembly,
trying to make as short as possible code. This probably not worth doing today in real-world scenarious (because it’s hard to
compete with modern compilers on efficiency), but it’s a very good method to learn assembly better. So you can try to take
any assembly code from this book and try to make it shorter. But please also do not forget about testing your results!

Difference between non-optimized (debug) and optimized (release) versions

Non-optimizing compiler works faster and produce more understanable (verbose, though) code.

Optimizing (release) compiler works slower and trying to produce faster (but not necessarily smaller) code.

One important feature of debugging code is that there are might be debugging information showing connections between
each line in source code and address in code. Optimizing compilers tend to produce such code where the whole source code
lines may be optimized away.

Practicing reverse engineer usually encounter both versions, because some developers turn on optimization switches,
some others are not.

That’s why | try to give examples of both code.
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Chapter 1

Short introduction to the CPU

The CPU is the unit which executes all of the programs.
Short glossary:

Instruction : a primitive command to the CPU. Simplest examples: moving data between registers, working with memory,
arithmetic primitives. As a rule, each CPU has its own instruction set architecture (ISA).

Machine code : code for the CPU. Each instruction is usually encoded by several bytes.

Assembly language : mnemonic code and some extensions like macros which are intended to make a programmer’s life
easier.

CPU register : Each CPU has a fixed set of general purpose registers (GPR?!). ~ 8 in x86, ~ 16 in x86-64, ~ 16 in ARM. The
easiest way to understand a register is to think of it as an untyped temporary variable. Imagine you are working with
a high-level PL? and you have only 8 32-bit (or 64-bit) variables. A lot of things can be done using only these!

What is the difference between machine code and a PL? It is much easier for humans to use a high-level PL like C/C++,
Java, Python, etc., but it is easier for a CPU to use a much lower level of abstraction. Perhaps, it would be possible to invent a
CPU which can execute high-level PL code, but it would be much more complex. On the contrary, it is very inconvenient for
humans to use assembly language due to its low-levelness. Besides, it is very hard to do it without making a huge amount
of annoying mistakes. The program which converts high-level PL code into assembly is called a compiler.

1.1 Couple words about difference between ISA

x86 was always an ISA with variable-length opcodes, so when 64-bit era came, x64 extensions was not affect ISA very much.
x86 have a lot of instructions appeared in 16-bit 8086 CPU and still present in latest CPUs.

ARM is a RISC® CPU designed with constant opcode length in mind, which had some advantages in past. ~So at
very start, ARM has all instructions encoded in 4 bytes*. This is now called “ARM mode”.

Then they thought it’s not very frugal. In fact, most used CPU instructions® in real world applications can be encoded
using lesser amount of information. So they added another ISA called Thumb, where each instruction encoded in just 2
bytes. Now this is called “Thumb mode”. But not all ARM instructions could be encoded in just 2 bytes, so Thumb instruction
set is somewhat limited. Code compiled for ARM mode and Thumb mode may coexist in one program, of course.

Then ARM creators thought Thumb can be extended: Thumb-2 was appeared (in ARMv7). Thumb-2 is still 2-byte
instructions, but some new instructions has size of 4 bytes. There is a common misconception that thumb-2 is a mix of ARM
and thumb. This is not correct. Rather, thumb-2 was extended to fully support processor features so it could compete with
ARM mode. On instruction richness, Thumb-2 can compete with original ARM mode. The majority of iPod/iPhone/iPad
applications are compiled for the thumb-2 instruction set because Xcode does this by default.

Then 64-bit ARM came, this ISA has 4-byte opcodes again, without any additional Thumb mode. But 64-bit require-
ments affected ISA, so, summarizing, we now have 3 ARM instruction sets: ARM mode, Thumb mode (including Thumb-2)
and ARM64. These ISA’s intersects partially, but | would say, they are much more different ISA’s than variations of one.
Therefore, | try to add fragments of code in all 3 ARM ISA’s in this book.

There are more RISC ISAs with fixed length 32-bit opcodes, these are at least MIPS, PowerPC and Alpha AXP.

LGeneral Purpose Registers

ZProgramming language

3Reduced instruction set computing

4By the way, fixed-length instructions are handy in a way that one can calculate the next (or previous) instruction’s address without effort. This feature
will be discussed in switch() (13.2.2) section.

These are MOV/PUSH/CALL/Jcc
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Chapter 2

Simplest possible function

Probably, the simplest possible function is that one which just returns some constant value.

Here it is:
int f()
{
return 123;
}

And that’s what optimizing GCC compiler does:

Listing 2.1: Optimizing GCC

mov eax, 123
ret

MSVC’s result is very same.

There are just two instructions: first is placing 123 value into EAX register which is used for return value passing and the
second one is RET, which returns execution to caller. Caller will take the result from EAX register.

What about ARM?

Listing 2.2: Optimizing Keil 6/2013 (ARM mode)

f PROC
[0} ro,#0x7b ; 123
BX 1r
ENDP

ARM uses RO register for results returning, so 123 is placed into RO here.

Return address (RA?) is not saved in the local stack in ARM, but rather in LR? register. So BX LR instruction is jumping
to that address, effectively, returning execution to caller.

It should be noted that MOV is confusing name for instruction in both x86 and ARM ISAs. In fact, data is not moved, it’s
rather copied.

1Return Address
2Link Register
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Chapter 3

Hello, world!

Let’s continue with the famous example from the “The C programming Language”[Ker88] book:

#include <stdio.h>

int main()

{
printf("hello, world");
return 0;

}

3.1 x86

3.1.1 MSVC
Let’s compile it in MSVC 2010:

cl 1.cpp /Fal.asm

(/Fa option means generate assembly listing file)

Listing 3.1: MSVC 2010

CONST  SEGMENT

$SG3830 DB 'hello, world', OOH
CONST  ENDS

PUBLIC _main

EXTRN  _printf:PROC

; Function compile flags: /0dtp
_TEXT  SEGMENT

_main PROC
push ebp
mov ebp, esp
push OFFSET $SG3830
call _printf
add esp, 4
xor eax, eax
pop ebp
ret 0

_main ENDP

_TEXT  ENDS

MSVC produces assembly listings in Intel-syntax. The difference between Intel-syntax and AT & T-syntax will be discussed
hereafter: 3.1.3.

The compiler generated 1. 0obj file will be linked into 1. exe.

In our case, the file contain two segments: CONST (for data constants) and _TEXT (for code).

The string * "hello, world'"' in C/C++ has type const char[] [Strl3, p176, 7.3.2], however it does not have its
own name.

The compiler needs to deal with the string somehow so it defines the internal name $SG3830 for it.

So the example may be rewritten as:

#include <stdio.h>

const char $SG3830[]="hello, world";
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int main()

{
printf($SG3830);
return 0;

+

Let’s back to the assembly listing. As we can see, the string is terminated by a zero byte which is standard for C/C++
strings. More about C strings: 47.1.1.

In the code segment, _TEXT, there is only one function so far: main().

The function main( ) starts with prologue code and ends with epilogue code (like almost any function) *.

After the function prologue we see the call to the printf() function: CALL _printf.

Before the call the string address (or a pointer to it) containing our greeting is placed on the stack with the help of the
PUSH instruction.

When the printf() function returns flow control to the main() function, string address (or pointer to it) is still in
stack.

Since we do not need it anymore the stack pointer (the ESP register) needs to be corrected.

ADD ESP, 4 means add 4 to the value in the ESP register.

Why 4? Since it is 32-bit code we need exactly 4 bytes for address passing through the stack. It is 8 bytes in x64-code.

"“ADD ESP, 4'' iseffectively equivalentto " "POP register'' but without using any register?.

Some compilers (like Intel C++ Compiler) in the same situation may emit POP ECX instead of ADD (e.g. such a pattern
can be observed in the Oracle RDBMS code as it is compiled by Intel C++ compiler). This instruction has almost the same
effect but the ECX register contents will be rewritten. The Intel C++ compiler probably uses POP ECX since this instruction’s
opcode is shorter then ADD ESP, x (1 byte against 3).

Here is an example from it:

Listing 3.2: Oracle RDBMS 10.2 Linux (app.o file)

.text:0800029A push ebx
.text:0800029B call gksfroChild
.text:080002A0 pop ecx

Read more about the stack in section (5).

After the call to printf (), in the original C/C++ code was return 0 —return 0 as the result of the main() function.

In the generated code this is implemented by instruction XOR EAX, EAX

XOR is in fact, just “eXclusive OR” > but compilers often use it instead of MOV EAX, 0 —again because it is a slightly
shorter opcode (2 bytes against 5).

Some compilers emit SUB EAX, EAX, which means SUBtract the value in the EAX from the value in EAX, which in any
case will result zero.

The last instruction RET returns control flow to the caller. Usually, it is C/C++ CRT* code which in turn returns control to
the 0S°.

3.1.2 GCC

Now let’s try to compile the same C/C++ code in the GCC 4.4.1 compiler in Linux: gcc 1.c -0 1
Next, with the assistance of the IDA® disassembler, let’s see how the main() function was created.
(IDA, like MSVC, shows code in Intel-syntax).
N.B. We could also have GCC produce assembly listings in Intel-syntax by applying the options -S -masm=intel

Listing 3.3: GCC

main proc near
var_10 = dword ptr -10h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aHelloWorld ; "hello, world"
mov [esp+10h+var_10], eax
call _printf

1Read more about it in section about function prolog and epilog (4).
2cpy flags, however, are modified
Shttp://en.wikipedia.org/wiki/Exclusive_or

4C runtime library: sec:CRT

5Qperating System

énteractive Disassembler
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mov eax, 0
leave
retn

main endp

The result is almost the same. The address of the “hello, world” string (stored in the data segment) is saved in the EAX
register first and then it is stored on the stack. Also in the function prologue we see AND ESP, OFFFFFFFOh —this
instruction aligns the value in the ESP register on a 16-byte boundary. This results in all values in the stack being aligned.
(The CPU performs better if the values it is dealing with are located in memory at addresses aligned on a 4- or 16-byte
boundary)’.

SUB ESP, 10h allocates 16 bytes on the stack. Although, as we can see hereafter, only 4 are necessary here.

This is because the size of the allocated stack is also aligned on a 16-byte boundary.

The string address (or a pointer to the string) is then written directly onto the stack space without using the PUSH
instruction. var_10 —is a local variable and is also an argument for printf(). Read about it below.

Then the printf() function is called.

Unlike MSVC, when GCC is compiling without optimization turned on, it emits MOV EAX, O instead of a shorter opcode.

The last instruction, LEAVE —is the equivalent of the MOV ESP, EBP and POP EBP instruction pair —in other words,
this instruction sets the stack pointer (ESP) back and restores the EBP register to its initial state.

This is necessary since we modified these register values (ESP and EBP) at the beginning of the function (executing MOV
EBP, ESP/AND ESP, ...).

3.1.3 GCC: AT&T syntax

Let’s see how this can be represented in the AT&T syntax of assembly language. This syntax is much more popular in the
UNIX-world.

Listing 3.4: let’s compile in GCC 4.7.3

gcc -S 1_1.c

We get this:
Listing 3.5: GCC 4.7.3

.file "1_1.c"
.section .rodata
.LCO:
.string "hello, world"
.text
.globl main
.type main, @function
main:
.LFBO:
.cfi_startproc
pushl  %ebp
.cfi_def_cfa_offset 8
.cfi_offset 5, -8
mov1l %esp, %ebp
.cfi_def_cfa_register 5
andl $-16, %esp
subl $16, %esp
movl $.LCO, (%esp)
call printf
movl $0, %eax
leave
.cfi_restore 5
.cfi_def cfa 4, 4
ret
.cfi_endproc
.LFEO:
.Size main, .-main
.ident "GCC: (Ubuntu/Linaro 4.7.3-1ubuntul) 4.7.3"
.section .note.GNU-stack,"" ,@progbits

There are a lot of macros (beginning with dot). These are not very interesting to us so far. For now, for the sake of
simplification, we can ignore them (except the .string macro which encodes a null-terminated character sequence just like a
C-string). Then we'll see this &:

’Wikipedia: Data structure alignment
8This GCC option can be used to eliminate “unnecessary” macros: -fno-asynchronous-unwind-tables
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Listing 3.6: GCC 4.7.3

.LCO:
.string "hello, world"
main:
pushl  %ebp
mov1 %esp, %ebp
andl $-16, %esp
subl $16, %esp
movl $.LCO, (%esp)
call printf
movl $0, %eax
leave
ret

Some of the major differences between Intel and AT&T syntax are:

e Operands are written backwards.
In Intel-syntax: <instruction> <destination operand> <source operand>.
In AT&T syntax: <instruction> <source operand> <destination operand>.

Here is a way to think about them: when you deal with Intel-syntax, you can put in equality sign (=) in your mind

between operands and when you deal with AT&T-syntax put in a right arrow (=) °.

» AT&T: Before register names a percent sign must be written (%) and before numbers a dollar sign ($). Parentheses are
used instead of brackets.

o AT&T: A special symbol is to be added to each instruction defining the type of data:

q — quad (64 bits)
L — long (32 bits)
w — word (16 bits)
b — byte (8 bits)

Let’s go back to the compiled result: it is identical to what we saw in IDA. With one subtle difference: OFFFFFFFOh is
written as $-16. It is the same: 16 in the decimal system is 0x10 in hexadecimal. -0x10 is equal to OXFFFFFFFO (for a
32-bit data type).

One more thing: the return value is to be set to 0 by using usual MOV, not XOR. MOV just loads value to a register. Its name
is not intuitive (data is not moved). In other architectures, this instruction has the name “LOAD” or something like that.

3.2 x86-64

3.2.1 MSV(C—x86-64
Let’s also try 64-bit MSVC:
Listing 3.7: MSVC 2012 x64

$5G2989 DB 'hello, world', OOH
main PROC
sub rsp, 40
lea rcx, OFFSET FLAT:$SG2923
call printf
xor eax, eax
add rsp, 40
ret 0
main ENDP

As of x86-64, all registers were extended to 64-bit and now have a R- prefix. In order to use the stack less often (in other
words, to access external memory/cache less often), there exists a popular way to pass function arguments via registers
(fastcall: 55.3). l.e., one part of function arguments are passed in registers, other part—via stack. In Win64, 4 function
arguments are passed in RCX, RDX, R8, R9 registers. That is what we see here: a pointer to the string for printf () is now
passed not in stack, but in the RCX register.

Pointers are 64-bit now, so they are passed in the 64-bit part of registers (which have the R- prefix). But for backward
compatibility, it is still possible to access 32-bit parts, using the E- prefix.

This is how RAX/EAX/AX/AL looks like in 64-bit x86-compatible CPUs:

9 By the way, in some C standard functions (e.g., memcpy(), strcpy()) arguments are listed in the same way as in Intel-syntax: pointer to destination
memory block at the beginning and then pointer to source memory block.
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The main( ) function returns an int-typed value, which is, in the C/C++, for better backward compatibility and portability,
still 32-bit, so that is why the EAX register is cleared at the function end (i.e., 32-bit part of register) instead of RAX.

3.2.2 GCC—x86-64
Let’s also try GCC in 64-bit Linux:
Listing 3.8: GCC 4.4.6 x64

.string "hello, world"

main:
sub rsp, 8
mov edi, OFFSET FLAT:.LCO ; "hello, world"
xor eax, eax ; number of vector registers passed
call printf
Xor eax, eax
add rsp, 8
ret

A method to pass function arguments in registers is also used in Linux, *BSD and Mac OS X [Mit13]. The first 6 arguments
are passed in the RDI, RSI, RDX, RCX, R8, R9 registers, and others—via stack.

So the pointer to the string is passed in EDI (32-bit part of register). But why not use the 64-bit part, RDI?

It is important to keep in mind that all MOV instructions in 64-bit mode writing something into the lower 32-bit register
part, also clear the higher 32-bits[Int13]. l.e., the MOV EAX, 011223344h will write a value correctly into RAX, since the
higher bits will be cleared.

If we open the compiled object file (.0), we will also see all instruction’s opcodes *°:

Listing 3.9: GCC 4.4.6 x64

.text:00000000004004D0 main proc near

.text:00000000004004D0 48 83 EC 08 sub rsp, 8

.text:00000000004004D4 BF E8 05 40 00 mov edi, offset format ; "hello, world"
.text:00000000004004D9 31 CO Xor eax, eax

.text:00000000004004DB E8 D8 FE FF FF call _printf

.text:00000000004004E0 31 CO Xor eax, eax

.text:00000000004004E2 48 83 C4 08 add rsp, 8

.text:00000000004004E6 C3 retn

.text:00000000004004E6 main endp

As we can see, the instruction writing into EDI at 0x4004D4 occupies 5 bytes. The same instruction writing a 64-bit
value into RDI will occupy 7 bytes. Apparently, GCC is trying to save some space. Besides, it can be sure that the data
segment containing the string will not be allocated at the addresses higher than 4GiB.

We also see EAX register clearance before printf() function call. This is done because a number of used vector
registers is passed in EAX by standard: “with variable arguments passes information about the number of vector registers
used’[Mit13].

3.3 GCC—one more thing

The fact anonymous C-string has const type (3.1.1), and the fact C-strings allocated in constants segment are guaranteed to
be immutable, has interesting consequence: compiler may use specific part of string.
Let’s try this example:

#include <stdio.h>

int f1()

{
printf ("world\n");

}

int f2()
{

10This must be enabled in Options — Disassembly — Number of opcode bytes
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printf ("hello world\n");

3
int main()
{
f10);
f2();
o
Common C/C++-compiler (including MSVC) will allocate two strings, but let’s see what GCC 4.8.1 is doing:
Listing 3.10: GCC 4.8.1 + IDA listing
f1 proc near
s = dword ptr -1Ch
sub esp, 1Ch
mov [esp+1Ch+s], offset s ; "world"
call _puts
add esp, 1Ch
retn
f1 endp
f2 proc near
s = dword ptr -1Ch
sub esp, 1Ch
mov [esp+1Ch+s], offset aHello ; "hello "
call _puts
add esp, 1Ch
retn
f2 endp
aHello db 'hello '
S db 'world',O

Indeed: when we print “hello world” string, these two words are laying in memory adjacently and puts() called from
f2() function is not aware this string is divided. It’s not divided in fact, it'’s divided only “virtually”, in this listing.

When puts () is called from f1(), it uses “world” string plus zero byte. puts() is not aware there is something before
this string!

This clever trick is often used by at least GCC and can save some memory bytes.

34 ARM

For my experiments with ARM processors | used several compilers:

e Popular in the embedded area Keil Release 6/2013.
« Apple Xcode 4.6.3 IDE (with LLVM-GCC 4.2 compiler **.
» GCC 4.9 (Linaro) (for ARM64), available as win32-executables at http://www.linaro.org/projects/armv8/.

32-bit ARM code is used in all cases in this book, if not mentioned otherwise. If we talk about 64-bit ARM here, it will
be called ARM64.

3.4.1 Non-optimizing Keil 6/2013 (ARM mode)

Let’s start by compiling our example in Keil:

armcc.exe --arm --c90 -00 1.c

The armcc compiler produces assembly listings in Intel-syntax but it has high-level ARM-processor related macros*?, but
it is more important for us to see the instructions “as is” so let’s see the compiled result in IDA.

"yt is indeed so: Apple Xcode 4.6.3 uses open-source GCC as front-end compiler and LLVM code generator
12e g. ARM mode lacks PUSH/POP instructions

10
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Listing 3.11: Non-optimizing Keil 6/2013 (ARM mode) IDA

.text:00000000 main

.text:00000000 10 40 2D E9 STMFD  SP!, {R4,LR}

.text:00000004 1E OE 8F E2 ADR RO, aHelloWorld ; "hello, world"
.text:00000008 15 19 00 EB BL _ 2printf

.text:0000000C 00 00 AO E3 [0} RO, #0

.text:00000010 10 80 BD E8 LDMFD  SP!, {R4,PC}

.text:000001EC 68 65 6C 6C+aHelloWorld DCB "hello, world",0 : DATA XREF: main+4

In the example we can easily see each instruction has a size of 4 bytes. Indeed, we compiled our code for ARM mode,
not for thumb.

The very first instruction, * “STMFD SP!, {R4,LR}''!® works as an x86 PUSH instruction, writing the values of two
registers (R4 and LR) into the stack. Indeed, in the output listing from the armcc compiler, for the sake of simplification,
actually shows the * "PUSH {r4,1r}'" instruction. But it is not quite precise. The PUSH instruction is only available in
thumb mode. So, to make things less messy, that is why | suggested working in IDA.

This instruction first decrements SP*° so it will point to the place in the stack that is free for new entries, then it writes
the values of the R4 and LR registers at the address in changed SP.

This instruction (like the PUSH instruction in thumb mode) is able to save several register values at once and this may
be useful. By the way, there is no such thing in x86. It can also be noted that the STMFD instruction is a generalization of
the PUSH instruction (extending its features), since it can work with any register, not just with SP. In other words, STMFD
may be used for storing pack of registers at the specified memory place.

The * “ADR RO, aHelloWorld'' instruction adds the value in the PC*® register to the offset where the “hello, world”
string is located. How is the PC register used here, one might ask? This is so-called “position-independent code”. '/ It is
intended to be executed at a non-fixed address in memory. In the opcode of the ADR instruction, the difference between
the address of this instruction and the place where the string is located is encoded. The difference will always be the same,
independent of the address where the code is loaded by the OS. That’s why all we need is to add the address of the current
instruction (from PC) in order to get the absolute address of our C-string in memory.

“UBL __2printf' ' instruction calls the printf() function. Here’s how this instruction works:

« write the address following the BL instruction (0xC) into the LR;
« then pass control flow into printf () by writing its address into the PC register.

When printf() finishes its work it must have information about where it must return control. That’s why each function
passes control to the address stored in the LR register.

That is the difference between “pure” RISC-processors like ARM and CISC!?-processors like x86, where the return address
is usually stored on the stack?’.

By the way, an absolute 32-bit address or offset cannot be encoded in the 32-bit BL instruction because it only has space
for 24 bits. As we may remember, all ARM-mode instructions have a size of 4 bytes (32 bits). Hence they can only be located
on 4-byte boundary addresses. This means the the last 2 bits of the instruction address (which are always zero bits) may be
omitted. In summary, we have 26 bits for offset encoding. This is enough to encode current_PC + ~ 32M.

Next, the " "MOV RO, #0''?!instruction just writes 0 into the RO register. That’s because our C-function returns 0 and
the return value is to be placed in the RO register.

The last instruction * "LDMFD SP!, R4,PC''?%2isan inverse instruction of STMFD. It loads values from the stack (or
any other memory place) in order to save them into R4 and PC, and increments the stack pointer SP. It works like POP here.
N.B. The very first instruction STMFD saves the R4 and LR registers pair on the stack, but R4 and PC are restored during
execution of LDMFD.

As | wrote before, the address of the place to where each function must return control is usually saved in the LR regis-
ter. The very first function saves its value in the stack because our main() function will use the register in order to call
printf(). In the function end this value can be written directly to the PC register, thus passing control to where our
function was called. Since our main() function is usually the primary function in C/C++, control will be returned to the OS
loader or to a point in CRT, or something like that.

DCB is an assembly language directive defining an array of bytes or ASCII strings, akin to the DB directive in x86-assembly
language.

13STMFD

L stack pointer. SP/ESP/RSP in x86/x64. SP in ARM.
16Program Counter. IP/EIP/RIP in x86/64. PC in ARM.
17Read more about it in relevant section (58.1)
18Branch with Link

19Complex instruction set computing

20Read more about this in next section (5)

2IMOVe

22| DMFD?

11
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3.4.2 Non-optimizing Keil 6/2013 (thumb mode)

Let’s compile the same example using Keil in thumb mode:

armcc.exe --thumb --c90 -00 1.c

We will get (in IDA):
Listing 3.12: Non-optimizing Keil 6/2013 (thumb mode) + IDA

.text:00000000 main

.text:00000000 10 B5 PUSH {R4,LR}

.text:00000002 CO AO ADR RO, aHelloWorld ; "hello, world"
.text:00000004 06 FO 2E F9 BL _ 2printf

.text:00000008 00 20 MOVS RO, #0

.text:0000000A 10 BD POP {R4,PC}

.text:00000304 68 65 6C 6C+aHelloWorld DCB "hello, world",0 ; DATA XREF: main+2

We can easily spot the 2-byte (16-bit) opcodes. This is, as | mentioned, thumb. The BL instruction however consists of
two 16-bit instructions. This is because it is impossible to load an offset for the printf () function into PC while using
the small space in one 16-bit opcode. So the first 16-bit instruction loads the higher 10 bits of the offset and the second
instruction loads the lower 11 bits of the offset. As | mentioned, all instructions in thumb mode have a size of 2 bytes (or
16 bits). This means it is impossible for a thumb-instruction to be at an odd address whatsoever. Given the above, the
last address bit may be omitted while encoding instructions. In summary, BL thumb-instruction can encode the address
current_ PC' + ~ 2M.

As for the other instructions in the function: PUSH and POP work here just like the described STMFD/LDMFD but the SP
register is not mentioned explicitly here. ADR works just like in previous example. MOVS writes 0 into the RO register in
order to return zero.

3.4.3 Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

Xcode 4.6.3 without optimization turned on produces a lot of redundant code so we’ll study optimized output, where the
instruction count is as small as possible, setting compiler switch -03.

Listing 3.13: Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

_ text:000028C4 _hello_world

__ text:000028C4 80 40 2D E9 STMFD SP!, {R7,LR}
__ text:000028C8 86 06 01 E3 MoV RO, #0x1686
__text:000028CC OD 70 AO E1 MoV R7, SP
__text:000028D0 00 00 40 E3 MOVT RO, #0
__text:000028D4 00 00 8F EO  ADD RO, PC, RO
_ text:000028D8 C3 05 00 EB  BL _puts
__text:000028DC 00 00 AO E3 [[0)% RO, #0

_ text:000028E0 80 80 BD ES8 LDMFD SP!, {R7,PC}

__cstring:00003F62 48 65 6C 6C+aHelloWorld_0 DCB "Hello world!",0

The instructions STMFD and LDMFD are already familiar to us.

The MOV instruction just writes the number 0x1686 into the RO register. This is the offset pointing to the “Hello world!”
string.

The R7 register (as it is standardized in [App10]) is a frame pointer. More on it below.

The MOVT RO, #0 (MOVe Top) instruction writes 0 into higher 16 bits of the register. The issue here is that the generic
MOV instruction in ARM mode may write only the lower 16 bits of the register. Remember, all instruction opcodes in ARM
mode are limited in size to 32 bits. Of course, this limitation is not related to moving data between registers. That’s why
an additional instruction MOVT exists for writing into the higher bits (from 16 to 31 inclusive). However, its usage here is
redundant because the * "MOV RO, #0x1686"'" instruction above cleared the higher part of the register. This is probably
a shortcoming of the compiler.

The * “ADD RO, PC, RO'' instruction adds the value in the PC to the value in the RO, to calculate absolute address
of the “Hello world!” string. As we already know, it is “position-independent code” so this correction is essential here.

The BL instruction calls the puts () function instead of printf().

GCC replaced the first printf () call with puts(). Indeed: printf () with a sole argument is almost analogous to
puts().

Almost because we need to be sure the string will not contain printf-control statements starting with %: then the effect
of these two functions would be different 24,

Why did the compiler replace the printf () with puts()? Probably because puts() is faster 25

241t should also be noted the puts () does not require a \n’ new line symbol at the end of a string, so we do not see it here.
Bhttp://www.ciselant.de/projects/gcc_printf/gcc_printf.html
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puts() works faster because it just passes characters to stdout without comparing each to the % symbol.
Next, we see the familiar * "MOV RO, #0'' instruction intended to set the RO register to 0.

3.4.4 Optimizing Xcode 4.6.3 (LLVM) (thumb-2 mode)

By default Xcode 4.6.3 generates code for thumb-2 in this manner:

Listing 3.14: Optimizing Xcode 4.6.3 (LLVM) (thumb-2 mode)

__text:00002B6C _hello_world
__text:00002B6C 80 B5 PUSH {R7,LR}
__text:00002B6E 41 F2 D8 30 MOVW RO, #0x13D8
__text:00002B72 6F 46 MoV R7, SP
__text:00002B74 CO F2 00 00 MOVT.W RO, #0
__text:00002B78 78 44 ADD RO, PC
__text:00002B7A 01 FO 38 EA BLX _puts
__text:00002B7E 00 20 MOVS RO, #0
__text:00002B80 80 BD POP {R7,PC}

__Ccstring:00003E70 48 65 6C 6C 6F 20+aHelloWorld DCB "Hello world!",0xA,0

The BL and BLX instructions in thumb mode, as we recall, are encoded as a pair of 16-bit instructions. In thumb-2 these
surrogate opcodes are extended in such a way so that new instructions may be encoded here as 32-bit instructions. That’s
easily observable —opcodes of thumb-2 instructions also begin with O0xFx or OXEx. But in the IDA listings two opcode
bytes are swapped (for thumb and thumb-2 modes). For instructions in ARM mode, the order is the fourth byte, then the
third, then the second and finally the first (due to different endianness). So as we can see, the MOVW, MOVT.W and BLX
instructions begin with OxFx.

One of the thumb-2 instructions is ~ "MOVW RO, #0x13D8'' —it writes a 16-bit value into the lower part of the RO
register, clearing higher bits.

Also, " "MOVT.W RO, #0'"' works just like MOVT from the previous example but it works in thumb-2.

Among other differences, here the BLX instruction is used instead of BL. The difference is that, besides saving the RA
in the LR register and passing control to the puts () function, the processor is also switching from thumb mode to ARM (or
back). This instruction is placed here since the instruction to which control is passed looks like (it is encoded in ARM mode):

__symbolstub1:00003FEC _puts ; CODE XREF: _hello_world+E
__symbolstub1:00003FEC 44 FO 9F E5 LDR PC, =__imp__puts

So, the observant reader may ask: why not call puts () right at the point in the code where it is needed?

Because it is not very space-efficient.

Almost any program uses external dynamic libraries (like DLL in Windows, .so in *NIX or .dylib in Mac OS X). Often-used
library functions are stored in dynamic libraries, including the standard C-function puts().

In an executable binary file (Windows PE .exe, ELF or Mach-0) an import section is present. This is a list of symbols
(functions or global variables) being imported from external modules along with the names of these modules.

The OS loader loads all modules it needs and, while enumerating import symbols in the primary module, determines the
correct addresses of each symbol.

In our case, _imp__puts is a 32-bit variable where the OS loader will write the correct address of the function in an
external library. Then the LDR instruction just takes the 32-bit value from this variable and writes it into the PC register,
passing control to it.

So, in order to reduce the time that an OS loader needs for doing this procedure, it is good idea for it to write the address
of each symbol only once to a specially-allocated place just for it.

Besides, as we have already figured out, it is impossible to load a 32-bit value into a register while using only one
instruction without a memory access. So, it is optimal to allocate a separate function working in ARM mode with only one
goal —to pass control to the dynamic library and then to jump to this short one-instruction function (the so-called thunk
function) from thumb-code.

By the way, in the previous example (compiled for ARM mode) control passed by the BL instruction goes to the same
thunk function. However the processor mode is not switched (hence the absence of an “X” in the instruction mnemonic).

3.4.5 ARM64
GCC
Let’s compile the example using GCC 4.8.1 in ARM64:

Listing 3.15: Non-optimizing GCC 4.8.1 + objdump

0000000000400590 <main>:
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400590: a9 f7bfd stp x29, x30, [sp,#-16]!

400594 : 910003fd mov x29, sp

400598 90000000 adrp x0, 400000 <_init-0x3b8>

40059c: 91192000 add x0, x0, #0x648

4005a0: 97ffffal bl 400420 <puts@plt>

4005a4: 52800000 mov w0, #0x0 // #0
4005a8: a8c17bfd ldp x29, x30, [spl.,#16

4005ac: d65f03c0 ret

Contents of section .rodata:
400640 01000200 00000000 48656c6c 6210000 ........ Hello!..

There are no thumb and thumb-2 modes in ARM64, only ARM, so there are 32-bit instructions only. Registers count is
doubled: B.4.1. 64-bit registers has X- prefixes, while its 32-bit parts—W-.

STP instruction (Store Pair) saves two registers in stack simultaneously: X29 in X30. Of course, this instruction is able
to save this pair at random place of memory, but SP register is specified here, so the pair is saved in stack. ARMé64 registers
are 64-bit ones, each has size of 8 bytes, so one need 16 bytes for saving two registers.

Exclamation mark after operand mean that 16 will be subtracted from SP first, and only then values from registers pair
will be written into the stack. This is also called pre-index. About difference between post-index and pre-index, read here:
39.2.

Hence, in terms of more familiar x86, the first instruction is just analogous to pair of PUSH X29 and PUSH X30. X29 is
used as FP2® in ARM64, and X30 as LR, so that’s why they are saved in function prologue and restored in function epilogue.

The second instruction copies SP in X29 (or FP). This is needed for function stack frame setup.

ADRP and ADD instructions are needed for forming address of the string “Hello!” in the X0 register, because first function
argument is passed in this register. But there are no instructions in ARM allowing to write large number into register (because
instruction length is limited by 4 bytes, read more about it here: 39.3.1). So several instructions must be used. The first
instruction (ADRP) writes address of 4Kb page where string is located into X0, and the second one (ADD) just adds reminder
to the address. Read more about: 39.4.

0x400000 + 0x648 = 0x400648, and we see our “Hello!” C-string in the . rodata data segment at this address.

puts() is called then using BL instruction, this was already discussed before: 3.4.3.

MOV instruction writes 0 into WO. WO is low 32 bits of 64-bit X0 register:

High 32-bit part | low 32-bit part
X0
| WO

Function result is returning via X0 and main() returning 0, so that’s how returning result is prepared. But why 32-bit
part? Because int data type in ARM64, just like in x86-64, is still 32-bit, for better compatibility. So if function returning
32-bit int, only 32 lowest bits of X0 register should be filled.

In order to get sure about it, | changed by example slightly and recompiled it. Now main( ) returns 64-bit value:

Listing 3.16: main() returning a value of uint64_t type

#include <stdio.h>
#include <stdint.h>

uint64_t main()

{
printf ("Hello!\n");
return 0;
ki
Result is very same, but that’s how MOV at that line is now looks like:
Listing 3.17: Non-optimizing GCC 4.8.1 + objdump
4005a4: d2800000 mov x0, #0x0 // #0

LDP (Load Pair) then restores X29 and X30 registers. There are no exclamation mark after instruction: this mean, the
value is first loaded from the stack, only then SP value is increased by 16. This is called post-index.

New instruction appeared in ARM64: RET. It works just as BX LR, but a special hint bit is added, telling to the CPU that
this is return from the function, not just another jump instruction, so it can execute it more optimally.

Due to simplicity of the function, optimizing GCC generates the very same code.

26Frame Pointer
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3.5 Conclusion

The main difference between x86/ARM and x64/ARMé64 code is that pointer to the string is now 64-bit. Indeed, modern
CPUs are 64-bit now because memory is cheaper nowadays, we can add much more of it to computers, so 32-bit pointers
are not enough to address it. So all pointers are 64-bit now.

3.6 Exercises

3.6.1 Exercise #1

main:
push OxFFFFFFFF
call MessageBeep
Xor eax,eax
retn

What this win32-function does?
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Chapter 4

Function prologue and epilogue

A function prologue is a sequence of instructions at the start of a function. It often looks something like the following code
fragment:

push ebp
mov ebp, esp
sub esp, X

What these instruction do: saves the value in the EBP register, sets the value of the EBP register to the value of the ESP
and then allocates space on the stack for local variables.

The value in the EBP is fixed over a period of function execution and it is to be used for local variables and arguments
access. One can use ESP, but it is changing over time and it is not convenient.

The function epilogue frees allocated space in the stack, returns the value in the EBP register back to initial state and
returns the control flow to callee:

mov esp, ebp
pop  ebp
ret 0

Function prologues and epilogues are usually detected in disassemblers for function delimitation from each other.

4.1 Recursion

Epilogues and prologues can make recursion performance worse.

For example, once upon a time | wrote a function to seek the correct node in a binary tree. As a recursive function it
would look stylish but since additional time is to be spend at each function call for the prologue/epilogue, it was working a
couple of times slower than an iterative (recursion-free) implementation.

By the way, that is the reason compilers use tail call.
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Chapter 5

Stack

A stack is one of the most fundamental data structures in computer science 1.

Technically, it is just a block of memory in process memory along with the ESP or RSP register in x86 or x64, or the SP
register in ARM, as a pointer within the block.

The most frequently used stack access instructions are PUSH and POP (in both x86 and ARM thumb-mode). PUSH subtracts
4 in 32-bit mode (or 8 in 64-bit mode) from ESP/RSP/SP and then writes the contents of its sole operand to the memory
address pointed to by ESP/RSP/SP.

POP is the reverse operation: get the data from memory pointed to by SP, put it in the operand (often a register) and then
add 4 (or 8) to the stack pointer.

After stack allocation the stack pointer points to the end of stack. PUSH decreases the stack pointer and POP increases
it. The end of the stack is actually at the beginning of the memory allocated for the stack block. It seems strange, but that’s
the way it is.

Besides support of descending stacks, ARM has also support of ascending stacks.

For example the STMFD/LDMFD, STMED?/LDMED? instructions are intended to deal with a descending stack. The
STMFA*/LDMFA>, STMEA®/LDMEA’ instructions are intended to deal with an ascending stack.

5.1 Why does the stack grow backward?
Intuitively, we might think that, like any other data structure, the stack may grow upward, i.e., towards higher addresses.
The reason the stack grows backward is probably historical. When computers were big and occupied a whole room, it

was easy to divide memory into two parts, one for the heap and one for the stack. Of course, it was unknown how big the
heap and the stack would be during program execution, so this solution was the simplest possible.

Start of heap Start of stack

Heap — «— Stack

In [RT74] we can read:

The user-core part of an image is divided into three logical segments. The program text segment begins
at location 0 in the virtual address space. During execution, this segment is write-protected and a single
copy of it is shared among all processes executing the same program. At the first 8K byte boundary above
the program text segment in the virtual address space begins a nonshared, writable data segment, the size
of which may be extended by a system call. Starting at the highest address in the virtual address space is a
stack segment, which automatically grows downward as the hardware’s stack pointer fluctuates.

http://en.wikipedia.org/wiki/Call_stack
ZStore Multiple Empty Descending (ARM instruction)
5Load Multiple Empty Descending (ARM instruction)
4Store Multiple Full Ascending (ARM instruction)

5Load Multiple Full Ascending (ARM instruction)

6Store Multiple Empty Ascending (ARM instruction)
7Load Multiple Empty Ascending (ARM instruction)
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5.2 What is the stack used for?

5.2.1 Save the return address where a function must return control after execution
x86

While calling another function with a CALL instruction the address of the point exactly after the CALL instruction is saved
to the stack and then an unconditional jump to the address in the CALL operand is executed.
The CALL instruction is equivalent to a PUSH address_after_call / JMP operand instruction pair.
RET fetches a value from the stack and jumps to it —it is equivalentto a POP tmp / JMP tmp instruction pair.
Overflowing the stack is straightforward. Just run eternal recursion:

void f()
{

LOF
}

MSVC 2008 reports the problem:

c:\tmp6>cl ss.cpp /Fass.asm
Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 15.00.21022.08 for 80x86
Copyright (C) Microsoft Corporation. All rights reserved.

Ss.cpp
c:\tmp6\ss.cpp(4) : warning C4717: 'f' : recursive on all control paths, function will cause v

& runtime stack overflow

...but generates the right code anyway:

?T@@YAXXZ PROC ; f
; File c:\tmp6\ss.cpp
; Line 2

push ebp

mov ebp, esp
; Line 3

call ?Tf@@YAXXZ ; f
; Line 4

pop ebp

ret 0
?f@@YAXXZ ENDP ; f

... Also if we turn on optimization (/Ox option) the optimized code will not overflow the stack but instead will work
correctly®:

?f@@YAXXZ PROC i
; File c:\tmp6\ss.cpp
; Line 2
$LL3@T:
; Line 3
jmp SHORT $LL3@f
?f@@YAXXZ ENDP i

GCC 4.4.1 generates similar code in both cases, although without issuing any warning about the problem.

ARM

ARM programs also use the stack for saving return addresses, but differently. As mentioned in “Hello, world!” (3.4), the RA
is saved to the LR (link register). However, if one needs to call another function and use the LR register one more time its
value should be saved. Usually it is saved in the function prologue. Often, we see instructions like * "PUSH R4-R7,LR"'
along with this instruction in epilogue * "POP R4-R7,PC'"' —thus register values to be used in the function are saved in
the stack, including LR.

Nevertheless, if a function never calls any other function, in ARM terminology it is called a leaf function’. As a conse-
quence, leaf functions do not save the LR register (because doesn’t modify it). If this function is small and uses a small
number of registers, it may not use the stack at all. Thus, it is possible to call leaf functions without using the stack. This
can be faster than on older x86 because external RAM is not used for the stack '°. It can be useful for such situations when
memory for the stack is not yet allocated or not available.

Some examples of leaf functions here are: listing. 8.3.2, 8.3.3, 19.17, 19.26, 19.4.4, 15.4, 15.2, 17.1.2.

8‘
irony here
Shttp://infocenter.arm.com/help/index.jsp?topic=/com.arm.doc.faqs/ka13785.html
105ome time ago, on PDP-11 and VAX, the CALL instruction (calling other functions) was expensive; up to 50% of execution time might be spent on it, so
it was common sense that big number of small function is anti-pattern[Ray03, Chapter 4, Part Il].
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5.2.2 Passing function arguments

The most popular way to pass parameters in x86 is called “cdecl”:

push arg3
push arg2
push arg1
call f

add esp, 4*3

Callee functions get their arguments via the stack pointer.
Consequently, this is how values will be located in the stack before execution of the very first instruction of the f() function:

ESP return address

ESP+4 argument#1, marked in IDAas arg_0
ESP+8 argument#2, marked in IDA as arg_4
ESP+0OxC | argument#3, marked in IDAas arg_8

See also the section about other calling conventions (55). It is worth noting that nothing obliges programmers to pass
arguments through the stack. It is not a requirement. One could implement any other method without using the stack at
all.

For example, it is possible to allocate a space for arguments in the heap, fill it and pass it to a function via a pointer to
this block in the EAX register. This will work. *. However, it is a convenient custom in x86 and ARM to use the stack for this.

By the way, the callee function does not have any information about how many arguments were passed. Functions with
a variable number of arguments (like printf()) determine the number by specifiers (which begin with a % sign) in the
format string. If we write something like

printf("%d %d %d", 1234);

printf() will print 1234, and then also two random numbers, which were laying near it in the stack, by chance.

That's why it is not very important how we declare the main( ) function: asmain(),main(int argc, char *argv[])
ormain(int argc, char *argv[], char *envp[]).
In fact, the CRT-code is calling main() roughly as:

push envp
push argv
push argc
call main

If you declare main() as main() without arguments, they are, nevertheless, still present in the stack, but not used. If
youdeclaremain() asmain(int argc, char *argv[]), you will use two arguments, and third will remain “invisible”
for your function. Even more than that, it is possible to declare main(int argc), and it will work.

5.2.3 Local variable storage

A function could allocate space in the stack for its local variables just by shifting the stack pointer towards the stack bottom.
Hence, it’s very fast, no matter how many local variables defined.

It is also not a requirement to store local variables in the stack. You could store local variables wherever you like, but
traditionally this is how it’s done.

5.2.4 x86: alloca() function

It is worth noting the alloca() function.!?.

This function works like malloc () but allocates memory just on the stack.

The allocated memory chunk does not need to be freed via a free() function call, since the function epilogue (4) will
return ESP back to its initial state and the allocated memory will be just annulled.

It is worth noting how alloca() is implemented.

In simple terms, this function just shifts ESP downwards toward the stack bottom by the number of bytes you need and
sets ESP as a pointer to the allocated block. Let’s try:

UEor example, in the “The Art of Computer Programming” book by Donald Knuth, in section 1.4.1 dedicated to subroutines[Knu98, section 1.4.1], we can
read about one way to supply arguments to a subroutine is simply to list them after the JMP instruction passing control to subroutine. Knuth writes this
method was particularly convenient on System/360.

12|n MSVC, the function implementation can be found in alloca16.asmand chkstk.asmin C:\Program Files (x86)\Microsoft Visual
Studio 10.0\VC\crt\src\intel
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#ifdef _ GNUC__

#include <alloca.h> // GCC
#else

#include <malloc.h> // MSVC
#endif

#include <stdio.h>

void f()
{
char *buf=(char*)alloca (600);
#ifdef _ GNUC__
snprintf (buf, 600, "hi! %d, %d, %d\n", 1, 2, 3); // GCC
#else
_snprintf (buf, 600, "hi! %d, %d, %d\n", 1, 2, 3); // MSVC
#endif

puts (buf);
H

(_snprintf() function works just like printf(), but instead of dumping the result into stdout (e.g., to terminal or
console), it writes to the buf buffer. puts() copies buf contents to stdout. Of course, these two function calls might be
replaced by one printf () call, but | would like to illustrate small buffer usage.)

MSVC
Let’s compile (MSVC 2010):

Listing 5.1: MSVC 2010

mov eax, 600 ; 00000258H
call _ alloca_probe_16

mov esi, esp

push 3

push 2

push 1

push  OFFSET $SG2672

push 600 ; 00000258H
push  esi

call _ snprintf

push  esi

call _puts

add esp, 28 ; 0000001cH

The sole alloca( ) argument is passed via EAX (instead of pushing into stack) 3. After the alloca() call, ESP points
to the block of 600 bytes and we can use it as memory for the buf array.
GCC + Intel syntax
GCC 4.4.1 can do the same without calling external functions:

Listing 5.2: GCC 4.7.3

.LCO:
.string "hi! %d, %d, %d\n"
f:
push ebp
mov ebp, esp
push ebx
sub esp, 660
lea ebx, [esp+39]
and ebx, -16 ; align pointer by 16-bit border

3t is because alloca() is rather compiler intrinsic (80) than usual function.
One of the reason there is a separate function instead of couple instructions just in the code, because MSVC* implementation of the alloca() function
also has a code which reads from the memory just allocated, in order to let OS to map physical memory to this VM1 region.
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mov DWORD PTR [esp], ebx ;S
mov DWORD PTR [esp+20], 3
mov DWORD PTR [esp+16], 2
mov DWORD PTR [esp+12], 1
mov DWORD PTR [esp+8], OFFSET FLAT:.LCO ; "hi! %d, %d, %d\n"
mov DWORD PTR [esp+4], 600 ; maxlen
call _snprintf
mov DWORD PTR [esp], ebx ;S
call puts
mov ebx, DWORD PTR [ebp-4]
leave
ret
GCC + AT&T syntax

Let’s see the same code, but in AT&T syntax:

Listing 5.3: GCC 4.7.3

.LCO:
.string "hi! %d, %d, %d\n"
f:
pushl  %ebp
mov1l %esp, %ebp
pushl  %ebx
subl $660, %esp
leal 39(%esp), %ebx
andl $-16, %ebx
movl %ebx, (%esp)
mov1l $3, 20(%esp)
movl $2, 16(%esp)
mov1l $1, 12(%esp)
movl $.LCO, 8(%esp)
movl $600, 4(%esp)
call _snprintf
movl %ebx, (%esp)
call puts
movl -4(%ebp), %ebx
leave
ret

The code is the same as in the previous listing.

By the way,movl $3, 20(%esp) is analogous tomov DWORD PTR [esp+20], 3 inIntel-syntax —when addressing
memory in form register+offset, it is written as of fset(%register) in AT&T syntax.

5.2.5 (Windows) SEH

SEH® records are also stored on the stack (if they present)..

Read more about it: (59.3).

5.2.6 Buffer overflow protection

More about it here (18.2).

5.3 Typical stack layout

A very typical stack layout in a 32-bit environment at the start of a function, before first instruction executed:

16Structured Exception Handling: 59.3
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ESP-0xC | local variable #2, marked in IDA as var_8

ESP-8 local variable #1, marked in IDA as var_4
ESP-4 saved value of EBP
ESP return address

ESP+4 argument#1, marked in IDA as arg_0

ESP+8 argument#2, marked in IDA as arg_4

ESP+0OxC | argument#3, marked in IDAas arg_8

5.4 Noise in stack

Often in this book, | write about “noise” or “‘garbage” values in stack or memory. Where are they came from? These are what

was left in there after other function’s executions. Short example:

#include <stdio.h>

void f1()
{
int a=1, b=2, c=3;
o
void f2()
{
int a, b, c;
printf ("%d, %d, %d\n", a, b, c);
o
int main()
{
f10);
f2();
o
Compiling...
Listing 5.4: MSVC 2010
$SG2752 DB '%d, %d, %d', OaH, OOH
_c$ = -12 ; size = 4
_b$ = -8 ; size = 4
_a$ = -4 ; size = 4
_f1 PROC
push ebp
mov ebp, esp
sub esp, 12
mov DWORD PTR _a$[ebp], 1
mov DWORD PTR _b$[ebp]l, 2
mov DWORD PTR _c$[ebpl, 3
mov esp, ebp
pop ebp
ret 0

_f1 ENDP

_c$ = -12 ; size = 4

_b$ = -8 ; size = 4

_,a$ = -4 ; size = 4

_f2 PROC
push ebp
mov ebp, esp
sub esp, 12
mov eax, DWORD PTR _c$[ebp]
push eax
mov ecx, DWORD PTR _b$[ebp]
push ecx
mov edx, DWORD PTR _a$[ebp]
push edx

push OFFSET $SG2752 ; '%d, %d, %d'

22




CHAPTER 5. STACK

5.4. NOISE IN STACK

call DWORD PTR __imp__printf

add esp, 16
mov esp, ebp
pop ebp
ret 0

_f2 ENDP

_main PROC
push ebp
mov ebp, esp
call _f1
call _f2
Xor eax, eax
pop ebp
ret 0

_main ENDP

The compiler will grumble for a little...

c:\Polygon\c>cl st.c /Fast.asm /MD
Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 16.00.40219.01 for 80x86
Copyright (C) Microsoft Corporation. All rights reserved.

st.c
c:\polygon\c\st.c(11)

: warning C4700: uninitialized local variable 'c' used
c:\polygon\c\st.c(11) : warning C4700: uninitialized local variable 'b' used
c:\polygon\c\st.c(11) : warning C4700: uninitialized local variable 'a' used
Microsoft (R) Incremental Linker Version 10.00.40219.01

Copyright (C) Microsoft Corporation. All rights reserved.

/out:st.exe
st.obj

But when | run...

c:\Polygon\c>st
1, 2,3

Oh. What a weird thing. We did not set any variables in T2(). These are values are “ghosts”, which are still in the stack.
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5.4. NOISE IN STACK

Let’s load the example into OllyDbg:

E CPU - main thread, module st ;Iglﬂ
GOOS 1005 55 FUSH_EBF Registers (FPLI
soapsiee:|| . SBEC MOU EEF, ESP e R
ee0s1a03(| - G2EC e SLE ESF, B e BB connn oo
GEnsiaosa|| - 745 FC @i@ee MaU DHORD PTR S5:[EBF-41,1 A
consioo0|| o C745 F2 @2@eel MOU DWORD PTR S5:[EBF-21,2 B R
ponsinis|| o C74E Fa @z@mel MOU DWORD PTR S5:[EBF-CI,3 S b
[E=I=FNERNE] | .« SEES MaL ESF, EBP EEF [GETSEEEE
GE0s1ai0|| - 50 FOF EEP e e
goosiole . L2 RETH EDI @EDSZ3SE =t.RDSISSE
BE0S1626|rs S5 FUSH EEP EIF BEDS5181E =t.8805161E
coneinzs|| o B5EE ac Sl ESpr ot C @ ES 0828 S2bit G(FFFEEFFE)
gansinze|| o 3B4E Fa MOU EAX;OWORD PTR S5:[EBP-CI Pl Ef Oheg Zibin DIERREEERD)
pans1eza)|l . S8 faLISEINE “Hd 17 @ DS B82E ZEbit BLFFFFFFFE)
Gensiaza(| - &E40 Fa MW ECH, OWORD PTR 55: [EBF-31 :
gimliE: i L EE Y g |8 FE BEES 35hic PEFODGGE(FFF)
sopsioze|| o gesE Fo MOW EOH, DUORD PTR S5: [EBF-41 ) LG 85 gesE =Ebiv BIFFFEFRRF)
gl | 0 28 e ||BEY R oemmern i*d 108 LastErr ERROR_SUCCESS (QAGEGH8E)
eans1637|| - FFIS A@zGnsea| CALL OWORD PTR OS:[<&MSUCRIBE.printf31 (Lpei | EFL GEEEE216 (HO,HE,HE, A, HS,PE, GE, G)
ee0s1o30(| - g2c4 18 AOD ESF, 18 STB empty 6.8
pe0sia4a(| o SBES MU ESF, EEP ST ot ath
eansia4z|(| - S0 FOF EEP = EA
pensigds|L: cs RETN 275 emors B
EEF=0014F 363 STd empty 8.8
ESP=BB14F 250 ST empty 0.0
STé empty B.8
I7 snoty G [
Address |Hex dump ASCII 2a14recE) oaldrard -
PA0CoEEE| 25 64 20 2| 2t 64 20 o8| &d, d, LR e | SR E
BB0SIABS| 25 64 BA ©B|FF FF FF PR Hd.. e R
GBE0S3a16| FF FF FF FF| 6@ @8 68 oo .. e Bt
BE0S3013( 00 00 BE 6O 6 B8 0D 98| ........ (22 o [ 2
BODE2026| FE FF FF FF| @1 BB 09 96|a 6., G2l Eand—anaaaal
Aaleciin) P2 o DB s R 2 e ) oo rtid @E14F25C | | BB0S1655| RETURN to =t.8B051058 from =t.@E0S166E
PA053A32| 03 12 &C 00|08 bo 00 oo|=tl..... aBLAREHE | REElAREE
Qa0SSRSE| o L2 oh B3| o0 23 08 2ol t#l-...- a1 4Fs74|[ BE0S11CE| RETURN %o =t.BBDS11CE From st.BE0S105E
BEDSI045( 66 G0 65 0600 BE GO 68| . ...l potarEr|l paeamet
BEOS3A5A( A0 OO GO GO 68 @8 @D G| ... ... EEEpaca| et
BE0S3053| 00 00 BE GO 68 B8 @D B8( ... ..... otarses | paecesas
BEOSSREE| OGP BB GO BE BE 8p B8( ..., .. bR | e
BROSIAES( 06 0B BB BE| BB BB BB B[ ... ... potarEeall peaaneee _
BEOS3A7G( B0 OO GO GO 68 @8 G5 G| ... ... ootareen || aepppeee
BE0S3073( 00 00 PO GO G BB @D B8( ... ..... EEEptact| I
BE0SIASE( 0O GF BB BE e Be 8p B8( ..., .. SRR |
BE0SIA5S( 06 0B BE BE| BB BB BB B[ ...,
PA0S3A5G| A8 A G0 66| 05 DO G0 06| ... ... = |GERolAe || ElNalrtin =
FANE=RSE| AR RA AR AR AR R AR AR 2a14FERG|| G16E7 494

Figure 5.1: OllyDbg: f1()

When f1() writes to a, b and c variables, they are stored at the address 0x14F85C and so on.
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And when f2() executed:

CPU - main thread, module st ;IEIEI

BE0G 1BZ0] [ 5 55 FIZH EEF Regicters [FPLD
eo0siezl ([ . sEEC MOU EEF, ESP e
sepsiezz|| o 22EC ec SUE ESF,BC N BT
. SE45 F4 MY ERY. DWORD FTR S5: [EBF-C] kb
BA0S 1675 | .« B0 FLISH EAX <nd | EDn Booaooon
eecsieza|| - fE4D Fa HOU ECH, DWORD FTR S5: [EEF-21 EBn pooonne
ee0siezo|| - 51 FLEH ECH g |EEF ERLAESEL
eensieazE|| - fBss Fo ML EDN, DWORD PTR S5: [EBP-41
) ESI GREEEOE]
e == ] (E i#d  |EDI BBOS3385 st.BADE336S
eensiezz|| o &5 pesopces  |FOSH =t.eocsooe for :
BeD5 (657 | | FF S QEzbEeR| CALL DUORD FTk DS:(<uitsucRien.prinee > (Lori |EIP ooDsie2s <c.oansioze
. ' C 8 ES G828 2bit @(FFFFFFFF)
Dopstoanll - EEES A3 (BelpiEst 1 C5 BOES SEbit BIFFFFFFFF)
pebstoasll - =2 e A1 S5 @AZE 32hit GfFFFFFFFF]
pebslodslt B2 e 7@ 05 @A2E 22hit GIFFFFFFFF
ol e S @ FS @a53 3ohit 7EFOD@EALFFF]
ensioas) O e T 8 G5 GOZE Sebit BCFFFFFFFF)
BE0S1E47| OO INTZ [y
pebsloddl IS o 0 6 LastErr ERROR_SUCCESS (GOEGEARE]
AEOE 145 OO INT= EFL @88@8@216 (Nd,ME,ME, A, NS, PE, GE, G)
GE0S1E4H| OO INTS
BE0S1E4E| OO INTZ ST GO (5o(
STl empty H.8
GE0S1E4C|  CO INTS 511 enovs 2.2
AE0E1A40| O INT= S S B2
Stack 55: [P014FSEC I-DOREEES ST4 empty B.G
ERH-BREC 4 STS empty B.6
STE empty B.8
17 ooty G 0
] B
Address | Hew dunp ASCIL 21 GeidFes4| meOSiEsT|st.me0S1E9T -
BEL ST
s phec oencsen
e Go14rcen|  ERPBEAEE
GE1FEEd | GERREEEL
aapSsa e ISR o o
BE0SZEZE
e aa14Fzec | | BEDS1E50| RETURN to =t.BE0S1650 from st.BE05 1626
e AR14F 57| RaR14FEE4
oonsase ga14rs74 | [ @051 1CE| RETURN to =t.BE0S11CE from st.EE051EGE
ga14rers | | eoonees L
SR aaidrare || esscizce
G5 SEEE
e aa14FEe0 | | BRECES4R
oonEass oa14Fzed || BECEZCAD
e ga14rzes | | eeopaEmE |
e aaldrzat || eeopeace
oansary GE14FE96 | | PEFOEGDE
Donsare aa1drzad | | eenaamme
ga14r 2oz || eeopeEem
LS nes aaidrzoc || ea1aFage
BE05 269G - -
S0 fa14rea0| | BleETasd

Figure 5.2: OllyDbg: f2()

...a,band cof f2() are located at the same address! No one overwritten values yet, so they are still untouched here.

So, for this weird situation, several functions should be called one after another and SP should be the same at each
function entry (i.e., they should has same number of arguments). Then, local variables will be located at the same point of
stack.

Summarizing, all values in stack (and memory cells at all) has values left there from previous function executions. They
are not random in strict sense, but rather has unpredictable values.

How else? Probably, it would be possible to clear stack portions before each function execution, but that’s too much
extra (and needless) work.

5.5 Exercises

5.5.1 Exercise #1

If to compile this piece of code in MSVC and run, a three number will be printed. Where they are came from? Where they are
came from if to compile it in MSVC with optimization (/0x)? Why the situation is completely different in GCC?

#include <stdio.h>

int main()

{
printf ("%d, %d, %d\n");

return 0;
I

Answer: F.1.1.

5.5.2 Exercise #2
What this code does?

Listing 5.5: Optimizing MSVC 2010

$SG3103 DB '%d', OaH, OOH
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5.5. EXERCISES

_main PROC
push 0
call DWORD PTR __imp__ time64
push edx
push eax

push OFFSET $SG3103 ; '%d'
call DWORD PTR __imp__printf

add esp, 16
xor eax, eax
ret 0
_main  ENDP
Listing 5.6: Optimizing Keil 6/2013 (ARM mode)
main PROC
PUSH {r4,1r}
MoV ro,#0
BL time
MOV r1,r0
ADR ro,|L0.32|
BL _ 2printf
MoV ro,#0
POP {r4,pc}
ENDP
|LO.32|
DCB "%d\n", 0
Listing 5.7: Optimizing Keil 6/2013 (thumb mode)
main PROC
PUSH {r4,1r}
MOVS ro,#0
BL time
MOVS r1,ro0
ADR ro,|L0.20|
BL _ 2printf
MOVS ro,#0
POP {r4,pc}
ENDP
|LO.20|
DCB "%d\n", 0
Listing 5.8: Optimizing GCC 4.9 (ARM64)
main:
stp x29, x30, [sp, -16]!
mov x0, O
add x29, sp, O
bl time
mov x1, x0
ldp x29, x30, [sp]l, 16
adrp x0, .LCO
add x0, x0, :1o12:.LCO
b printf
.LCO:
.string "%d\n"
Answer: F.1.1.
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CHAPTER 6. PRINTF () WITH SEVERAL ARGUMENTS

Chapter 6

printf () with several arguments

Now let’s extend the Hello, world! (3) example, replacing printf () in the main() function body by this:

#include <stdio.h>

int main()

{
printf("a=%d; b=%d; c=%d", 1, 2, 3);
return 0;

}

6.1 x86: 3 arguments

6.1.1 MSVC
Let’s compile it by MSVC 2010 Express and we got:
$SG3830 DB 'a=%d; b=%d; c=%d', OOH
push 3
push 2
push 1
push OFFSET $SG3830
call _printf
add esp, 16 ; 00000010H

Almost the same, but now we can see the printf () arguments are pushed onto the stack in reverse order. The first
argument is pushed last.

By the way, variables of int type in 32-bit environment have 32-bit width, that is 4 bytes.

So, we have here 4 arguments. 4 x 4 = 16 —they occupy exactly 16 bytes in the stack: a 32-bit pointer to a string and 3
numbers of type int.

When the stack pointer (ESP register) is changed back by the ADD ESP, X instruction after a function call, often, the
number of function arguments can be deduced here: just divide X by 4.

Of course, this is specific to the cdecl calling convention.

See also the section about calling conventions (55).

It is also possible for the compiler to merge several * "ADD ESP, X'' instructions into one, after the last call:

push a1
push a2
call ...
push ail
call ...
push ail
push a2
push a3

call ...
add esp, 24
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CHAPTER 6. PRINTF () WITH SEVERAL ARGUMENTS
6.1.2 MSVC and OllyDbg

Now let’s try to load this example in OllyDbg. It is one of the most popular user-land win32 debugger. We can try to compile
our example in MSVC 2012 with /MD option, meaning, to link against MSVCR* . DLL, so we will able to see imported functions
clearly in the debugger.

Then load executable in OllyDbg. The very first breakpoint isin ntd11.d11, press F9 (run). The second breakpoint is in
CRT-code. Now we should find the main() function.

Find this code by scrolling the code to the very top (MSVC allocates main( ) function at the very beginning of the code
section):

OllyDbg - 1.exe

File Wiew Debug Plugins Optons Window Help
ifl?]

Bl x| wn| wi+ #1] o] +f LlE[M[T|W|H|c|/[K[B|R|..|5] iZ

6.1. X86: 3 ARGUMENTS

glaa1aan
B128186E
1221 ARF

=

HOR EAX, EAX

Fy

[& cPu - main thread, module 1

ERx &03ESG34 OFFSET MSUCR11G

ECH BERSADIES
EDX BREE8EEE

21611 Moy EEF, ESP
FUSH = uds = 3 EBX HREEEEEEE
. - ESP BBZIFESE
FUSH 2 <ndx = 2
2 - EEBF BEB31FER4
PLSH 1 crd> =1 ES] GRGAGEE1
PUSH 1.01285000 format = Mazad; b=md; c=Rd™ ED] BEEOEEEE
CALL DWORD PTR DS: [<&MSUCR11G.printf ] printf .
AODD ESF, 1@ EIF 81221818 l.main

ES 8@z 22bit
CS BE22 22bit
S5 E8zZBE J2bit
OS EEZE 32bit
FS 8@c32 22bit
GS B8zZ2B 22bit

@i FFFFFFFF )
BLFFFFFFFF)
i FFFFFFFF )
@i FFFFFFFF)
TEFOIDGAE | FFI
BIFFFFFFFF)

000 Q0000000 000 000 0000 000 00000 00 00 00 O
o b e e e b e b e e e e
VE (S S D (5D 5 D (S
LT P T P P PP Tl P e b e e
V5T 00 ol - e T D = DA

500 D

LastErr ERROR_SUCCESS (G@
EFL G@@@sz4e (MO,MEB,E,BE.NS,FE

INT=
JHP DHERE EER DSz [<&MSUCRIIB. printf ] MEUCR118. printf

HilD [ o STE empty 8.8

f ST1 empty H.G

CHP WORD PTR DOS:[12380661, AX ST2 empty B.8

JE SHORT 1.@122104A 5T2 empty 8.0

ERx, EAK ST4 empty 8.8

SHORT 1.H12816FE STS empty H.H

ECH,DWORD PTR D5:[128863C] STE emgtﬂ 8.0

CWORD PTR D%5: [ECx+1280068], 4558 STY empty 8.8
.75 EA SHORT 1.81281845 ’ 221a E:
B E?-BEB}B?BEﬁ Eﬁﬁﬁlggn Oe s Lot Irlr b K=l B = FST BBBB CDnd B B B B Err a I

EBP=BRZ1FER4 FCW 82FF Prec MEAR,52  Mask

Jump from 812216065

l.c:4.

Address |Hex dump ASCIT B1281248| RETURH to 1.81221248 fraom
B1Z0C6BEE| 61 50 25 64) 26 28 62 00| a=kd; b= poslbEeC) ogmanbl
H12ZB50E3| 25 64 3B 28|63 30 25 &4 #d; c=Hd ARZLFETA| BPEADLES
B1235018( 60 88 08 86|61 80 @8 68)....8... @AEZ1FEFe| DRGE9F=4
B1225018( 66 B8 06 56| 08 B0 B8 B0 ... BEZIFEFC| DRGGOEGA
H1285028| FE FF FF FF|FF FF FF FF|m AAZ1FERA| RREERERR
H12B85023( 86 61 37 DB|YF SE CE8 24| AaEal=s AEZLFEZ4| TEFDEGGE
B1235030( 60 88 06 86| 08 @0 88 B8 ........ AEZ1FELZ| MREEDRAER
B1225032( B0 B8 06 B6| 08 B0 B8 B0 ... BEZIFEAC| BAILFETS
H1285040| B0 D@ B0 CE| B0 S8 B8 CO| . ......0.

A12RC0AS| AR AR AR OBl GR GBR GRG0 BEZIFESE| BEEEEIES

Figure 6.1: OllyDbg: the very start of the main() function

Click on the PUSH EBP instruction, press F2 (set breakpoint) and press F9 (run). We need to do these manipulations in
order to skip CRT-code, because, we aren’t really interested in it, yet.
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Press F8 (step over) 6 times, i.e., skip 6 instructions:

OllyDbg - 1.exe

File Wiew Debug Plugins Optons Window Help
Bl x| wn| wifvd ¥4 W] o+ L[E[m|T|wW]H[c|/|K|B|R|.[S] iZ|H?]

@l2518a0 CC INTS a | Registers (FPL ,
I— EE§ ggggg?gg OFFSET MSUCE11B._ initenw
e e EDX EBE0OAEE
FUSH 5 " TP 5 E EE% GOE00H5E
PUSH 2 <§d> - 2 ESF BBI1FES4
FOEH 1 HER S & EBP BE31FEC4
) L oy mtide  m—medEr ESI BEEEBEEL
FUSH 1.81z2358645 format = "azid; b=Hd; o=iHd ED] GEO0SEE0
CHLL DWORD PTRE DS:[<&%MSUCR118.printf:] printf
AOO ESF, 1A EIF B128181E 1.68128161E
e C 8 ES B82E 32hit GIFFFFFFFF)
F 1 C5 8823 3Zbit BIFFFFFFFF)
H 8 55 BE@ZEB 3Zbit BIFFFFFFFF]
2 1 DS 88ze 22bit BIFFFFFFFE]
S B FS BBSS 3Zbit VEFDDEBHIFFF]
E 8 55 BEZE ZzZbit BIFFFFFFFF]
~fJ 0 8 LastErr ERROR_SUCCESS [(B@80C0GHEE)
05: L1286 FE1=6059E0F4 (NSUCHR118. printf) EFL @eBoBz4e (HO,NEB, E,BE, NS, FE,GE, LE)
STH empty O.0
. ST1 empty 8.8
1.c:5. cintf{"a=hd; b=hd; c=hd™, 1, =2, 21; ST2 empty G5
Address |Hex dum ASCIT a | 9B21FEZC| @12931684| OFFSET 1.pocppinit
EREESEE] = — GEIIFEZA| BEEDEEGE
51255065 BEIIFES4| BaEEEE19
= GEZ1FEZS| Qo@EEaaz
alessona HEIIFEIC| BE21FE44
H1235018
BEIIFE4R| SD243554) MSUCR] 18, 0242584
pdeaste HAZ1FE44| BA31FESS
H12B5R23
H125563@ BEZIFE42] 81281127 1.81281127
H129ER2S HEIIFE4C| B1285148| OFFSET 1.argc
Gi2a5a48 BBSlFEEB H1225144] OFFSET 1. araw
F1ZE5642 2] B12856068|| focmat = "a=Hd; b=¥d; c=Hd"
H125565@ BBSIFEES BagnEaa 1 <§d> =1
H129ER5S HEZIFESC| GEEEEa82() <xd: = 2
G12a5R58 BEZIFECH| BEEREEEs Likd: = 3
51255658 HEZ1FESY | ra@31FERY

GEZIFEES|] 81221248 RETURN to 1.81221248 from 1.@122100

A1 2REATA

Figure 6.2: OllyDbg: before printf() execution

Now the PC points to the CALL printf instruction. OllyDbg, like other debuggers, highlights value of registers which
were changed. So each time you press F8, EIP changes and its value looks red. ESP changes as well, because values are
pushed into the stack.

Where are the values in the stack? Take a look at the right/bottom window of debugger:

E0548554| MSUCR110, 60548584
EAZ1FELSS
B12211271.81281127F

§1225148| OFFSET 1. argc
1280144 OFFSET 1, a0gu

1Z88EEE|[ Tormat = ™a=kd: b=kd; oc=Rd"
Ba@aasaEl (| <Xdx = 1
BEEaEEEZ (| <Xd: = 2
BABAREES adr = 3

BBSIFE64 BBSIFEH4
BBSIFESS 8128124B RETURM to 1.81221248 from 1.01221665

Figure 6.3: OllyDbg: stack after values pushed (I made the round red mark here in a graphics editor)

So we can see 3 columns there: address in the stack, value in the stack and some additional OllyDbg comments. OllyDbg
understands printf()-Llike strings, so it reports the string here and 3 values attached to it.

It is possible to right-click on the format string, click on “Follow in dump”, and the format string will appear in the window
at the left-bottom part, where some memory part is always seen. These memory values can be edited. It is possible to
change the format string, and then the result of our example will be different. It is probably not very useful now, but it’s a
very good idea for doing it as an exercise, to get a feeling of how everything works here.
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Press F8 (step over).
In the console we'll see the output:

6.1. X86: 3 ARGUMENTS

[H C:\Polygon\ollydbg\1.exe

Figure 6.4: printf() function executed

Let’s see how registers and stack state are changed:

OllyDbg - 1.exe

Blx] »[n] sT+ 338 3 =] LlE[MT[wn[c[s[k[B[R].]s] =/E]?]

Registers [FFL)

glaginat '$VEE HEBEREEG

JMP 1.main
INTZ

Moy EBF, ESP

F
—1 EAY DEo@EEE0n
__lEc EDS9EESS
E0Y BRERATSE
EEY BEBHDEEE
ESF B@S1FES4
EEF BGZ1FER4
ESI DOPEDES]
ED BRBEEESE

MSUCR116. EDS2EEES

PUSH 2 cudy = 3

PUSH 2 hdb = 2 EIP B1261624 1.81251624

PUSH 1 $hd> = 1 :

FUSH 1.81285000 _ format = "azHd: beXd; o=HdT £ 9 OED DPEE bl BIECEERRRC

CRLL_Di0RD PTR DS: [(er5UCR11G.printF2] [Lprintf R & S2 Boc8 3obi+t BEFEEFFFER)
BiztlzT WOR R BN 71 DS @@2E 3ebit @FFFFFFFF]
B1251029 BOP EEP’ S © FS 9853 32bit PEFDDOABIFFF)
B1zaiezh 5 8 G5 BEZE 22bit BIFFFFFFFF)
Bistinsc w|0 & LastErr ERROR_SUCCESS (B@oa:

EFL 246 (MO, NE, E, BE, NS, PE, G

ESP=BBZ1FES4
STE empty 8.8
STl empty 8.8

1.c:5. printf(”a=kd; b=¥d; coxd”, 1, 2, 31;
Address |Hex dump ASCII

Flz5cnEm| 61 50 =25 64| 55 &8 A2 50| a=kd; b= Sggi;ggg Sggggggé

B1255093| 25 64 3B 20 63 30 25 64| Xd: c=xd DRSIFESL| 2papaaaz

P1Z0CH10| 0D PO 0P DO 01 B0 05 DO|....H... EER)| MR

B1285018 A8 69 @3 08/ 63 29 09 83| ........ G55 (FECE| | B12E81248| RETURN to 1.B1281248 f
©1255626| FE FF FF FF|FF FF FF FF||= o 1. rom 1.
B12535023| 30 61 37 DB 7F 9E CB 24| Aavmen=s DoSiFESC|| pammaaal

P1Z0CHS0| 00 DO 0P DO OF B0 05 B0|..e..... e

B12CH3S| 0O B0 GOF PO BB PO B9 BO|| ........ HEZIFE Y| | BBcAOLES

Figure 6.5: OllyDbg: after printf() execution

EAX register now contains 0xD (13). That's correct, since printf () returns the number of characters printed. The EIP
value is changed: indeed, now there is the address of the instruction after CALL printf. ECX and EDX values are changed
as well. Apparently, printf () function’s hidden machinery used them for its own needs.

A very important fact is that neither the ESP value, nor the stack state is changed! We clearly see that the format string
and corresponding 3 values are still there. Indeed, that’s the cdec! calling convention: callee doesn’t return ESP back to its
previous value. It’s the caller’s duty to do so.
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Press F8 again to execute ADD ESP, 10 instruction:

File Wiew Debug Plugins Optons Window Help
Bl x| wlu] i ¥4 ] ~f v|E[M[T|Wn[c|/|K|B|R|..|8]| iE|iE]?]

BlZC1005|rEvEDS DEBEEEEE | JIF 1.maln Registers [FEL
sizeieeal| * cc INTZ - |

0
Di2a100E |__lECH EDS9EESS MSUCR116. EDSSEESS
B1221AE0 EDX BEERATSE
1REE EEY BEBHDEEE
Ee gl
; HoU E6P, E5P ESI DOPEDES]
. ' M o ED0I GEBEEGEEE
PUSH & {rdy = 3
PUSH 2 dudy = 2 EIF 81281827 101251827
PUSH 1 Sudd = 1 :
@12 e s C® ES B@2E 32hit @(FFFEFFFF)

FUSH 1,@1285606 mazid; bexd; c=nd” -
CALL DWORD PTR DS:[<&MSUCR118.printfs] [Lorintf PR E3 EEEE CEang EEAAAAAAA

CaLL [T A @ 55 @a2E 2ohit GIFFFFFFFF]
: HOD ESE. 18, ? 8 OS5 BB Sebit BiFFFFFFFF
z 20R FAX, S @ FS GES3 Sehit TEFOOBEE!FFF)
g U= T @ G5 GEZB 2zbit BLFFFFFFFF)
z 5 D&
pieotacs +[0 & LastErr ERROR_SUCCESS (BRBOEEBE)
P EFL 282 (MO, NE, ME, A, M5, PO, GE, &)
STE empty B.8
ST1 emptw A.8
1.c:6. return @ T2 epotu 8,68
BETIFECA] GICCGEnh| ASCIT Ma—nd: bond: o=id”
Address | Hex dunp BSCLL 2l GeciFESs| oPEoooEl
BlEEoOP0| 61 o0 £5 &4 5B £0 62 50)| a—kd: b=
gl [ GEELFESC| GEORREEE
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Figure 6.6: OllyDbg: after ADD ESP, 10 instruction execution

ESP is changed, but the values are still in the stack! Yes, of course; no one needs to fill these values by zero or something
like that. Because everything above stack pointer (SP) is noise or garbage, and has no meaning at all. It would be time
consuming to clear unused stack entries anyways, and no one really needs to.

6.1.3 GCC
Now let’s compile the same program in Linux using GCC 4.4.1 and take a look in IDA what we got:
main proc near
var_10 = dword ptr -10h
var_C = dword ptr -0Ch
var_8 = dword ptr -8
var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov eax, offset aADBDCD ; "a=%d; b=%d; c=%d"
mov [esp+10h+var_4], 3
mov [esp+10h+var_8], 2
mov [esp+10h+var_C], 1
mov [esp+10h+var_10], eax
call _printf
mov eax, 0
leave
retn
main endp

It can be said that the difference between code from MSVC and code from GCC is only in the method of placing arguments
on the stack. Here GCC is working directly with the stack without PUSH/POP.
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6.1.4 GCCand GDB

Let’s try this example also in GDB? in Linux.
-g mean produce debug information into executable file.

$ gcc 1.c -g -0 1

$ gdb 1

GNU gdb (GDB) 7.6.1-ubuntu

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "i686-linux-gnu".

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>. ..

Reading symbols from /home/dennis/polygon/1...done.

Listing 6.1: let’s set breakpoint on printf()

(gdb) b printf
Breakpoint 1 at 0x80482f0

Run. There are no printf () function source code here, so GDB can’t show its source, but may do so.

(gdb) run
Starting program: /home/dennis/polygon/1

Breakpoint 1, _ printf (format=0x80484f0 "a=%d; b=%d; c=%d") at printf.c:29
29 printf.c: No such file or directory.

Print 10 stack elements. The left column is an address in stack.

(gdb) x/10w $esp

Oxbffff1ic: 0x0804844a 0x080484f0 0x00000001 0x00000002
Oxbffff12c: 0x00000003 0x08048460 0x00000000 0x00000000
Oxbffff13c: 0xb7e29905 0x00000001

The very first element is the RA (0x0804844a). We can make sure by disassembling the memory at this address:

(gdb) x/51 0x0804844a
0x804844a <main+45>: mov $0x0,%eax
0x804844f <main+50>: leave
0x8048450 <main+51>: ret
0x8048451: xchg %ax,%ax
0x8048453: xchg %ax , %ax

Two XCHG instructions, apparently, is some random garbage, which we can ignore so far.
The second element (0x080484f0) is an address of format string:

(gdb) x/s 0x080484f0
0x80484f0: "a=%d; b=%d; c=%d"

Other 3 elements (1, 2, 3) are printf() arguments. Other elements may be just ‘garbage” present in stack, but also
may be values from other functions, their local variables, etc. We can ignore it for now.

Execute “finish”. This mean, execute all instructions till the function end. Here it means: execute till the finish of
printf().

(gdb) finish

Run till exit from #0 _ printf (format=0x80484f0 "a=%d; b=%d; c=%d") at printf.c:29
main () at 1.c:6

6 return 0;

Value returned is $2 = 13

GDB shows what printf() returned in EAX (13). This is number of characters printed, just like in the example with
OllyDbg.

We also see “return 0;” and the information that this expression is in the 1. c file at the line 6. Indeed, the 1.c file is
located in the current directory, and GDB finds the string there. How does GDB know which C-code line is being executed
now? This is due to the fact that the compiler, while generating debugging information, also saves a table of relations
between source code line numbers and instruction addresses. GDB is a source-level debugger, after all.

Let’s examine registers. 13 in EAX:

1GNU debugger
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(gdb) info registers

eax Oxd 13

ecx 0x0 0

edx 0x0 0

ebx 0xb7fc0000 -1208221696

esp Oxbffff120 Oxbffff120

ebp Oxbffff138 Oxbffff138

esi 0x0 0

edi 0x0 0

eip 0x804844a 0x804844a <main+45>

Let’s disassemble the current instructions. The arrow points to the instruction to be executed next.

(gdb) disas
Dump of assembler code for function main:

0x0804841d <+0>: push  %ebp
0x0804841e <+1>: mov %esp,%ebp
0x08048420 <+3>: and $OxFffffff0,%esp
0x08048423 <+6>: sub $0x10,%esp
0x08048426 <+9>: mov1 $0x3,0xc(%esp)
0x0804842e <+17>: mov1l $0x2,0x8(%esp)
0x08048436 <+25>: mov 1l $0x1,0x4(%esp)
0x0804843e <+33>: mov1 $0x80484f0, (%esp)
0x08048445 <+40>: call 0x80482f0 <printfeplt>
=> 0x0804844a <+45>: mov $0x0,%eax
0x0804844f <+50>: leave
0x08048450 <+51>: ret

End of assembler dump.

GDB shows disassembly in AT&T syntax by default. It's possible to switch to Intel syntax:

(gdb) set disassembly-flavor intel
(gdb) disas
Dump of assembler code for function main:

0x0804841d <+0>: push  ebp

0x0804841e <+1>: mov ebp,esp

0x08048420 <+3>: and esp,Oxfffffffo

0x08048423 <+6>: sub esp,0x10

0x08048426 <+9>: mov DWORD PTR [esp+0xc],0x3

0x0804842e <+17>: mov DWORD PTR [esp+0x8],0x2

0x08048436 <+25>: mov DWORD PTR [esp+0x4],0x1

0x0804843e <+33>: mov DWORD PTR [esp],0x80484f0

0x08048445 <+40>: call 0x80482f0 <printf@plt>
=> 0x0804844a <+45>: mov eax,0x0

0x0804844f <+50>: leave

0x08048450 <+51>: ret

End of assembler dump.

Execute next instruction. GDB shows ending bracket, meaning, this ends the block of the function.

(gdb) step
7 b

Let’s see the registers after the MOV EAX, O instruction execution. EAX here is zero indeed.

(gdb) info registers

eax 0x0 0

ecx 0x0 0

edx 0x0 0

ebx 0xb7fc0000 -1208221696

esp Oxbffff120 Oxbffff120

ebp Oxbffff138 Oxbffff138

esi 0x0 0

edi 0x0 0

eip 0x804844f 0x804844f <main+50>
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6.2. X64: 8 ARGUMENTS

To see how other arguments will be passed via the stack, let’s change our example again by increasing the number of
arguments to be passed to 9 (printf () format string + 8 int variables):

#include <stdio.h>

int main()

{
printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n", 1, 2, 3, 4, 5, 6, 7, 8);
return 0;

+

6.2.1 MSVC

As we saw before, the first 4 arguments are passed in the RCX, RDX, R8, R9 registers in Win64, while all the rest—via the
stack. That is what we see here. However, the MOV instruction, instead of PUSH, is used for preparing the stack, so the
values are written to the stack in a straightforward manner.

Listing 6.2: MSVC 2012 x64

$5G2923 DB 'a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d', OaH, OOH
main PROC
sub rsp, 88
mov DWORD PTR [rsp+64], 8
mov DWORD PTR [rsp+56]1, 7
mov DWORD PTR [rsp+48], 6
mov DWORD PTR [rsp+40], 5
mov DWORD PTR [rsp+32], 4
mov rod, 3
mov r8d, 2
mov edx, 1
lea rcx, OFFSET FLAT:$SG2923
call printf
; return 0
Xor eax, eax
add rsp, 88
ret 0
main ENDP
_TEXT ENDS

END

Observant reader may ask, what 8 bytes are allocated for int values, while 4 is enough? Yes, this should be memorized:
8 bytes are allocated for any data type shorter than 64 bits. It's done for convenience: it's always easy to calculate address of
this or that argument. Besides, all they are located at aligned memory addresses. The same story in 32-bit environments:
4 bytes are reserved for all data types.

6.2.2 GCC

In *NIX OS-es, it’s the same story for x86-64, except that the first 6 arguments are passed in the RDI, RSI, RDX, RCX, R8,
RO registers. All the rest—via the stack. GCC generates the code writing string pointer into EDI instead if RDI —we saw this
thing before: 3.2.2.

We also saw before the EAX register being cleared before a printf() call: 3.2.2.

Listing 6.3: Optimizing GCC 4.4.6 x64

.LCO:

.string "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
main:

sub rsp, 40

mov rad, 5

mov r8d, 4

mov ecx, 3
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mov edx, 2

mov esi, 1

mov edi, OFFSET FLAT:.LCO
Xor eax, eax ; number of vector registers passed
mov DWORD PTR [rsp+16], 8
mov DWORD PTR [rsp+8]1, 7
mov DWORD PTR [rsp], 6
call printf

; return 0O

xor eax, eax

add rsp, 40

ret

6.2.3 GCC+GDB

Let’s try this example in GDB.

$ gcc -g 2.c -0 2

$ gdb 2

GNU gdb (GDB) 7.6.1-ubuntu

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "x86_64-1linux-gnu".

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>. ..

Reading symbols from /home/dennis/polygon/2...done.

Listing 6.4: let’s set the breakpoint to printf(), and run

(gdb) b printf

Breakpoint 1 at 0x400410

(gdb) run

Starting program: /home/dennis/polygon/2

Breakpoint 1, _ _printf (format=0x400628 "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d;

G printf.c:29
29 printf.c: No such file or directory.

h=%d\n") at v

Registers RSI/RDX/RCX/R8/R9 has the values which are should be there. RIP has an address of the very first instruction

of the printf () function.

(gdb) info registers

rax 0x0 0

rbx 0x0 0

rcx 0x3 3

rdx 0x2 2

rsi 0x1 1

rdi 0x400628 4195880

rbp Ox7fffffffdfe0 Ox7fffffffdfe0
rsp Ox7fffffffdf38 Ox7fffffffdf38
rg 0x4 4

ro 0x5 5

r10 Ox7fffffffdceO 140737488346336
r11 Ox7ffff7a65f60 140737348263776
ri2 0x400440 4195392

ri3 Ox7fffffffe040 140737488347200
ri4 0x0 0

ri5 0x0 0

rip Ox7ffff7a65f60 Ox7ffff7a65f60 <_ printf>
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Listing 6.5: let’s inspect the format string

(gdb) x/s $rdi
0x400628:

"a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"

Let’s dump the stack with the x/g command this time—g means giant words, i.e., 64-bit words.

(gdb) x/10g $rsp
Ox7fffffffdf38:
Ox7fffffffdf48:
Ox7fffffffdfs8:
Ox7fffffffdf68:

0x0000000000400576
0x0000000000000007
0x0000000000000000
0x00007ffff7a33de5
0x00007fffffffe048

0x0000000000000006
0x00007fff00000008
0x0000000000000000
0x0000000000000000
0x0000000100000000

Ox7FFFFFFFdf78:

The very first stack element, just like in the previous case, is the RA. 3 values are also passed in stack: 6, 7, 8. We also
see that 8 is passed with high 32-bits not cleared: 0x00007fff00000008. That’s OK, because the values have int type,
which is 32-bit type. So, the high register or stack element part may contain “random garbage”.

If you take a look at where control flow will return after printf () execution, GDB will show the whole main () function:

(gdb) set disassembly-flavor intel
(gdb) disas 0x0000000000400576
Dump of assembler code for function main:

0x000000000040052d <+0>: push rbp

0x000000000040052e <+1>: mov rbp,rsp
0x0000000000400531 <+4>: sub rsp,0x20
0x0000000000400535 <+8>: mov DWORD PTR [rsp+0x10],0x8
0x000000000040053d <+16>: mov DWORD PTR [rsp+0x871,0x7
0x0000000000400545 <+24>: mov DWORD PTR [rspl,0x6
0x000000000040054c <+31>: mov rod, 0x5
0x0000000000400552 <+37>: mov r8d, 0x4
0x0000000000400558 <+43>: mov ecx,0x3
0x000000000040055d <+48>: mov edx,0x2
0x0000000000400562 <+53>: mov esi,0x1
0x0000000000400567 <+58>: mov edi,0x400628
0x000000000040056c <+63>: mov eax, 0x0
0x0000000000400571 <+68>: call 0x400410 <printf@plt>
0x0000000000400576 <+73>: mov eax, 0x0
0x000000000040057b <+78>: leave

0x000000000040057¢c <+79>: ret

End of assembler dump.

Let’s finish executing printf (), execute the instruction zeroing EAX, and note that the EAX register has a value of
exactly zero. RIP now points to the LEAVE instruction, i.e., the penultimate one in the main() function.

(gdb) finish

Run till exit from #0 _ printf (format=0x400628 "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%y
G d\n") at printf.c:29

a=1; b=2; c=3,; d=4; e=5; f=6,; g=7; h=8

main () at 2.c:6

6 return 0;

Value returned is $1 = 39

(gdb) next

7 5

(gdb) info registers

rax 0x0 0

rbx 0x0 0

rcx 0x26 38

rdx Ox7ffff7dd59f0 140737351866864
rsi Ox7fffffd9 2147483609

rdi 0x0 0

rbp Ox7fffffffdfe0 Ox7fffffffdfe0

rsp ox7fffffffdf40 ox7fffffffdf40

r8 Ox7ffff7dd26a0 140737351853728
ro O0x7ffff7a60134 140737348239668
r10 Ox7fffffffd5b0 140737488344496
ri1 0x7ffff7a95900 140737348458752
ri2 0x400440 4195392

ri3 ox7fffffffe040 140737488347200
r14 0x0 0

ri5 0x0 0

rip 0x40057b 0x40057b <main+78>

36




CHAPTER 6. PRINTF () WITH SEVERAL ARGUMENTS 6.3. ARM: 3 ARGUMENTS

6.3 ARM: 3 arguments

Traditionally, ARM’s scheme for passing arguments (calling convention) is as follows: the first 4 arguments are passed in the
RO-R3 registers; the remaining arguments via the stack. This resembles the arguments passing scheme in fastcall (55.3) or
win64 (55.5.1).

6.3.1 32-bit ARM
Non-optimizing Keil 6/2013 (ARM mode)

Listing 6.6: Non-optimizing Keil 6/2013 (ARM mode)

.text:00000000 main
.text:00000000 10 40 2D E9 STMFD  SP!, {R4,LR}

.text:00000004 03 30 AO E3 MOV R3, #3

.text:00000008 02 20 A0 E3 MOV R2, #2

.text:0000000C 01 10 AO E3 MOV R1, #1

.text:00000010 08 00 8F E2  ADR RO, aADBDCD ;o "a=%d; b=%d; c=%d"
.text:00000014 06 00 00 EB BL _ 2printf

.text:00000018 00 00 AO E3 MOV RO, #0 , return 0

.text:0000001C 10 80 BD E8 LDMFD  SP!, {R4,PC}

So, the first 4 arguments are passed via the RO-R3 registers in this order: a pointer to the printf() format string in
RO, then 1in R1,2in R2 and 3 in R3.

The instruction at 0x18 writes 0 to RO —this is return 0 C-statement.

There is nothing unusual so far.

Optimizing Keil 6/2013 generate same code.

Optimizing Keil 6/2013 (thumb mode)

Listing 6.7: Optimizing Keil 6/2013 (thumb mode)

.text:00000000 main

.text:00000000 10 B5 PUSH {R4,LR}

.text:00000002 03 23 MOVS R3, #3

.text:00000004 02 22 MOVS R2, #2

.text:00000006 01 21 MOVS R1, #1

.text:00000008 02 AO ADR RO, aADBDCD ; "a=%d; b=%d; c=%d"
.text:0000000A 00 FO OD F8 BL _ 2printf

.text:0000000E 00 20 MoVS RO, #0

.text:00000010 10 BD POP {R4,PC}

There is no significant difference from the non-optimized code for ARM mode.

Optimizing Keil 6/2013 (ARM mode) + let’s remove return

Let’s rework example slightly by removing return O:

#include <stdio.h>

void main()
{

printf("a=%d; b=%d; c=%d", 1, 2, 3);
I

The result is somewhat unusual:

Listing 6.8: Optimizing Keil 6/2013 (ARM mode)

.text:00000014 main

.text:00000014 03 30 A0 E3 MOV R3, #3

.text:00000018 02 20 A0 E3 MOV R2, #2

.text:0000001C 01 10 A0 E3 MOV R1, #1

.text:00000020 1E OE 8F E2  ADR RO, aADBDCD ; "a=%d; b=%d; c=%d\n"
.text:00000024 CB 18 00 EA B _ 2printf

This is the optimized (-03) version for ARM mode and here we see B as the last instruction instead of the familiar BL.
Another difference between this optimized version and the previous one (compiled without optimization) is also in the fact
that there is no function prologue and epilogue (instructions that save RO and LR registers values). The B instruction just
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jumps to another address, without any manipulation of the LR register, that is, it is analogous to JMP in x86. Why does it
work? Because this code is, in fact, effectively equivalent to the previous. There are two main reasons: 1) neither the stack
nor SP (the stack pointer) is modified; 2) the call to printf() is the last instruction, so there is nothing going on after it.
After finishing, the printf () function will just return control to the address stored in LR. But the address of the point from
where our function was called is now in LR! Consequently, control from printf() will be returned to that point. As a
consequence, we do not need to save LR since we do not need to modify LR. We do not need to modify LR since there are no
other function calls except printf (). Furthermore, after this call we do not to do anything! That’s why this optimization
is possible.

This optimization is often used in functions where the last statement is a call to another function.

Another similar example will be described in “switch()/case/default” section, in (13.1.1).

6.3.2 ARM64
Non-optimizing GCC (Linaro) 4.9

.LC1:
.string "a=%d; b=%d; c=%d"
f2:
; save FP and LR to stack frame:
stp x29, x30, [sp, -16]!
; set stack frame (FP=SP):
add x29, sp, O
adrp x0, .LC1
add x0, x0, :lo12:.LC1
mov wl, 1
mov w2, 2
mov w3, 3
bl printf
mov wo, 0
: restore FP and LR
ldp x29, x30, [spl, 16
ret

So the first instruction STP (Store Pair) saves FP (X29) and LR (X30) in stack. The second ADD X29, SP, 0 instruction
forming stack frame. It is just writing SP value into X29.

%d in printf() string format is 32-bit int, so the 1, 2 and 3 are loaded into 32-bit register parts.

Optimizing GCC (Linaro) 4.9 makes the same code.

6.4 ARM: 8 arguments

Let’s use again the example with 9 arguments from the previous section: 6.2.

void printf_main2()
{
printf("a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n",
1, 2, 3, 4,5,6, 7, 8),
T

6.4.1 Optimizing Keil 6/2013: ARM mode

.text:00000028 main
.text:00000028

.text:00000028 var_18 = -0x18
.text:00000028 var_14 = -0x14
.text:00000028 var_4 = -4

.text:00000028

.text:00000028 04 EO 2D E5 STR LR, [SP,#var_4]!
.text:0000002C 14 DO 4D E2 SUB SP, SP, #0x14
.text:00000030 08 30 A0 E3 MOV R3, #8

.text:00000034 07 20 A0 E3 MOV R2, #7

.text:00000038 06 10 A0 E3 MOV R1, #6

.text:0000003C 05 00 A0 E3 MOV RO, #5

.text:00000040 04 CO 8D E2 ADD R12, SP, #0x18+var_14
.text:00000044 OF 00 8C E8 STMIA R12, {RO-R3}
.text:00000048 04 00 A0 E3 MOV RO, #4
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.text:0000004C 00 00 8D E5 STR RO, [SP,#0x18+var_18]

.text:00000050 03 30 A0 E3 MOV R3, #3

.text:00000054 02 20 A0 E3 MOV R2, #2

.text:00000058 01 10 A0 E3 MOV R1, #1

.text:0000005C 6E OF 8F E2 ADR RO, aADBDCDDDEDFDGD ; "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; gv

G =%

.text:00000060 BC 18 00 EB BL __ 2printf
.text:00000064 14 DO 8D E2 ADD SP, SP, #0x14
.text:00000068 04 FO 9D E4 LDR PC, [SP+4+var_4],#4

This code can be divided into several parts:

Function prologue:

The very first * "STR LR, [SP,#var_4]!"'' Iinstruction saves LR on the stack, because we will use this register
for the printf() call. Exclamation mark at the end mean pre-index. This mean, SP will be decreased by 4 at the
beginning, then LR will be written by the address stored in SP. This is analogous to PUSH in x86. Read more about it:
39.2.

The second * "SUB SP, SP, #0x14'' instruction decreases SP (the stack pointer) in order to allocate 0x14 (20)
bytes on the stack. Indeed, we need to pass 5 32-bit values via the stack to the printf() function, and each one
occupies 4 bytes, that is 5 x 4 = 20 —exactly. The other 4 32-bit values will be passed in registers.

Passing 5, 6, 7 and 8 via stack: they are written to the RO, R1, R2 and R3 registers respectively. Then, the * ~ADD
R12, SP, #0x18+var_14"" instruction writes an address of the point in the stack, where these 4 variables will
be written, into the R12 register. var_14 is an assembly macro, equal to —0x14, which is created by IDA to succinctly
denote code accessing the stack. var_? macros created by IDA reflect local variables in the stack. So, SP + 4 will be
written into the R12 register. The next * “STMIA R12, RO-R3'' instruction writes the contents of registers RO-R3
to the point in memory to which R12 is pointing. STMIA means Store Multiple Increment After. Increment After means
that R12 will be increased by 4 after each register value is written.

Passing 4 via stack: 4 is stored in RO and then, this value, with the help of * "STR RO, [SP,#0x18+var_18]""
instruction, is saved on the stack. var_18 is —0x18, so the offset will be 0, so, the value from the RO register (4) will be
written to the point where SP is pointing to.

Passing 1, 2 and 3 via registers:

The values of the first 3 numbers (3, b, c) (1, 2, 3 respectively) are passed in the R1, R2 and R3 registers right before
the printf() call, and the other 5 values are passed via the stack:

printf() call

Function epilogue:

The " "ADD SP, SP, #0x14'' instruction returns the SP pointer back to its former point, thus cleaning the stack.
Of course, what was written on the stack will stay there, but it all will be rewritten during the execution of subsequent
functions.

The " "LDR PC, [SP+4+var_4],#4'"' instruction loads the saved LR value from the stack into the PC register,
thus causing the function to exit. There are no exclamation mark—indeed, first PC is loaded from the point SP pointing
to (4+war_4 =4+ (-4) =0, so this instruction is analogous to LDR PC, [SP],#4), then SP increased by 4. This is
called post-index?. Why IDA shows the instruction like that? Because it wants to show stack layout and the fact var_4
is allocated for saved value of LR in the local stack. This instruction is somewhat analogous to POP PC in x86°.

6.4.2 Optimizing Keil 6/2013: thumb mode

.text:0000001C printf_main2
.text:0000001C

.text:0000001C var_18 = -0x18
.text:0000001C var_14 = -0x14
.text:0000001C var_ 8 = -8
.text:0000001C

.text:0000001C 00 B5 PUSH {LR}
.text:0000001E 08 23 MOVS R3, #8
.text:00000020 85 BO SUB SP, SP, #0x14
.text:00000022 04 93 STR R3, [SP,#0x18+var_8]
.text:00000024 07 22 MOVS R2, #7
.text:00000026 06 21 MOVS R1, #6

2Read more about it: 39.2.
31t's impossible to set value of IP/EIP/RIP using POP in x86, but anyway, you got the idea, | hope.
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.text:00000028 05 20 MOVS RO, #5

.text:0000002A 01 AB ADD R3, SP, #0x18+var_14

.text:0000002C 07 C3 STMIA  R3!, {R0O-R2}

.text:0000002E 04 20 MOVS RO, #4

.text:00000030 00 90 STR RO, [SP,#0x18+var_18]

.text:00000032 03 23 MOVS R3, #3

.text:00000034 02 22 MOVS R2, #2

.text:00000036 01 21 MOVS R1, #1

.text:00000038 A0 AO ADR RO, aADBDCDDDEDFDGD ; "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; »
Gog=%". ..

.text:0000003A 06 FO D9 F8 BL _ 2printf

.text:0000003E

.text:0000003E loc_3E ; CODE XREF: example13_f+16

.text:0000003E 05 BO ADD SP, SP, #0x14

.text:00000040 00 BD POP {PC}

Almost like the previous example. However, this is thumb code and values are packed into stack differently: 8 for the
first time, then 5, 6, 7 for the second, and 4 for the third.

6.4.3 Optimizing Xcode 4.6.3 (LLVM): ARM mode

__text:0000290C _printf_main2
__text:0000290C

_ text:0000290C var_1C = -0x1C
__text:0000290C var_C = -0xC

__text:0000290C

__text:0000290C 80 40 2D E9 STMFD SP!, {R7,LR}
__text:00002910 OD 70 AO E1 MoV R7, SP
__text:00002914 14 DO 4D E2  SUB SP, SP, #0x14
__text:00002918 70 05 01 E3 MOV RO, #0x1570
__text:0000291C 07 CO AO E3 MOV R12, #7
__text:00002920 00 00 40 E3  MOVT RO, #O
__text:00002924 04 20 A0 E3 MOV R2, #4
__text:00002928 00 00 8F EO  ADD RO, PC, RO
__text:0000292C 06 30 AO E3 MOV R3, #6
__text:00002930 05 10 AO E3 MOV R1, #5
__text:00002934 00 20 8D E5 STR R2, [SP,#0x1C+var_1C]
__text:00002938 OA 10 8D E9  STMFA SP, {R1,R3,R12}
__text:0000293C 08 90 A0O E3 MOV RO, #8
__text:00002940 01 10 AO E3 MOV R1, #1
__text:00002944 02 20 AO E3 MOV R2, #2
__text:00002948 03 30 AO E3 MOV R3, #3
__text:0000294C 10 90 8D E5 STR R9, [SP,#0x1C+var_C]
__text:00002950 A4 05 00 EB BL _printf
__text:00002954 07 DO AO E1 MoV SP, R7
__text:00002958 80 80 BD E8 LDMFD SP!, {R7,PC}

Almost the same as what we have already seen, with the exception of STMFA (Store Multiple Full Ascending) instruction,
which is a synonym of STMIB (Store Multiple Increment Before) instruction. This instruction increases the value in the SP
register and only then writes the next register value into memory, rather than the opposite order.

Another thing we easily spot is that the instructions are ostensibly located randomly. For instance, the value in the
RO register is prepared in three places, at addresses 0x2918, 0x2920 and 0x2928, when it would be possible to do it in
one single point. However, the optimizing compiler has its own reasons for how to place instructions better. Usually,
the processor attempts to simultaneously execute instructions located side-by-side. For example, instructions like * “MOVT
RO, #0''and " "ADD RO, PC, RO'' cannot be executed simultaneously since they both modifying the RO register. On
the other hand, * "MOVT RO, #0''and ~ MOV R2, #4'' instructions can be executed simultaneously since effects of
their execution are not conflicting with each other. Presumably, compiler tries to generate code in such a way, where it is
possible, of course.

6.4.4 Optimizing Xcode 4.6.3 (LLVM): thumb-2 mode

_ text:00002BA0 _printf_main2
__text:00002BA0

___text:00002BA0 var_1C = -0x1C
__ text:00002BA0 var_18 = -0x18
__text:00002BA0 var_C = -0xC

___text:00002BA0
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__text:00002BA0 80 B5 PUSH {R7,LR}
__text:00002BA2 6F 46 MoV R7, SP
__text:00002BA4 85 BO SuB SP, SP, #0x14
__text:00002BA6 41 F2 D8 20 MOVW RO, #0x12D8

__text:00002BAA 4F FO 07 0C MOV . W R12, #7
__text:00002BAE CO F2 00 00 MOVT.W RO, #0

__text:00002BB2 04 22 MOVS R2, #4
__text:00002BB4 78 44 ADD RO, PC ; char *
__text:00002BB6 06 23 MOVS R3, #6
__text:00002BB8 05 21 MOVS R1, #5
__text:00002BBA 0D F1 04 OE ADD.W LR, SP, #0x1C+var_18
__text:00002BBE 00 92 STR R2, [SP,#0x1C+var_1C]

__text:00002BCO 4F FO 08 09 MOV. W RO, #8
__text:00002BC4 8E E8 OA 10 STMIA.W LR, {R1,R3,R12}

__text:00002BC8 01 21 MOVS R1, #1
__text:00002BCA 02 22 MOVS R2, #2
__text:00002BCC 03 23 MOVS R3, #3
__text:00002BCE CD F8 10 90 STR.W R9, [SP,#0x1C+var_C]
__text:00002BD2 01 FO OA EA BLX _printf
__text:00002BD6 05 BO ADD SP, SP, #0x14
__text:00002BD8 80 BD POP {R7,PC}

Almost the same as in the previous example, with the exception that thumb-instructions are used here instead.

6.4.5 ARM64
Non-optimizing GCC (Linaro) 4.9

.LC2:
.string "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
f3:
; grab more space in stack:
sub sp, sp, #32
; save FP and LR to stack frame:
stp x29, x30, [sp,16]
; set stack frame (FP=SP):
add x29, sp, 16
adrp x0, .LC2 ; "a=%d; b=%d; c=%d; d=%d; e=%d; f=%d; g=%d; h=%d\n"
add x0, x0, :lo12:.LC2
mov wl, 8 ; 9th argument
str wl, [spl ; store 9th argument in the stack
mov wl, 1
mov w2, 2
mov w3, 3
mov w4, 4
mov w5, 5
mov w6, 6
mov w7, 7
bl printf
sub sp, x29, #16
: restore FP and LR
ldp x29, x30, [sp,16]
add sp, sp, 32
ret

First 8 arguments are passed in X- or W-registers: [ARM13c]. Pointer to the string require 64-bit register, so it’s passed in
X0. All other values has int 32-bit type, so these are written in 32-bit part of registers (W-). 9th argument (8) is passed via
the stack. Indeed: it’s not possible to pass large number of arguments in registers, its count is limited.

Optimizing GCC (Linaro) 4.9 makes the same code.

6.5 Conclusion

So here is rough skeleton of function call:

Listing 6.9: x86

PUSH argument 3
PUSH argument 2
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PUSH argument 1
CALL function
; modify stack pointer (if needed)

Listing 6.10: x64 (MSVC)

MOV RCX, argument 1
MOV RDX, argument 2
MOV R8, argument 3
MOV R9, argument 4

PUSH argument 5, 6, etc (if needed)
CALL function
; modify stack pointer (if needed)

Listing 6.11: x64 (GCC)

MOV RDI, argument 1
MOV RSI, argument 2
MOV RDX, argument 3
MOV RCX, argument 4
MOV R8, argument 5
MOV R9, argument 6

PUSH argument 7, 8, etc (if needed)
CALL function
; modify stack pointer (if needed)

Listing 6.12: ARM

MOV RO, argument 1

MOV R1, argument 2

MOV R2, argument 3

MOV R3, argument 4

; add arguments 5, 6, etc into stack (if needed)
BL function

; modify stack pointer (if needed)

Listing 6.13: ARMé64

MOV X0, argument
MOV X1, argument
MOV X2, argument
MOV X3, argument
MOV X4, argument
MOV X5, argument
MOV X6, argument
MOV X7, argument
; add arguments 9, 10, etc into stack (if needed)
BL function

; modify stack pointer (if needed)

coNoOOuUhWN =

6.6 By the way

By the way, this difference between passing arguments in x86, x64, fastcall and ARM is a good illustration of the fact that
the CPU is not aware of how arguments are passed to functions. It is also possible to create a hypothetical compiler that is

able to pass arguments via a special structure not using stack at all.
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Chapter 7

scanf()

Now let’s use scanf().

7.1 Simple example

#include <stdio.h>

int main()

{
int x;
printf ("Enter X:\n");
scanf ("%d", &x);
printf ("You entered %d...\n", x);
return 0;
I

OK, | agree, it is not clever to use scanf () for user interactions today. But | wanted to illustrate passing pointer to int
type variable.

7.1.1 About pointers

It is one of the most fundamental things in computer science. Often, large array, structure or object, it is too costly to pass
to other function, while passing its address is much easier. More than that: if calling function must modify something in
the large array or structure, to return it as a whole is absurd as well. So the simplest thing to do is to pass an address of
array or structure to callee function, and let callee change what must be changed.

In C/C++ it is just an address of some point in memory.

In x86, address is represented as 32-bit number (i.e., occupying 4 bytes), while in x86-64 it is 64-bit number (occupying
8 bytes). By the way, that is the reason of some people’s indignation related to switching to x86-64 —all pointers on
x64-architecture require twice as more space.

With some effort, it is possible to work with untyped pointers only; e.g. standard C function memcpy (), copying a block
from one place in memory to another, takes 2 pointers of void®* type on input, since it is impossible to predict block data
type you would like to copy. Data types is not even important to know, only block size matters.

Also pointers are widely used when function needs to return more than one value (we will back to this further (10)).
scanf() is just that case. In addition to the function’s need to show how many values were read successfully, it also should
return all these values.

In C/C++ pointer type is needed only for type checking on compiling stage. Internally, in compiled code, there is no
information about pointer types at all.

7.1.2 x86
MSVC
What we got after compiling in MSVC 2010:

CONST SEGMENT

$SG3831 DB '"Enter X:', OaH, OOH
$SG3832 DB '%d', OOH
$5G3833 DB '"You entered %d...', OaH, OOH
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CONST ENDS

PUBLIC _main
EXTRN _scanf:PROC
EXTRN _printf:PROC

; Function compile flags: /0dtp
_TEXT SEGMENT

x$ = -4 ; size = 4
_main PROC

push  ebp

mov ebp, esp

push  ecx

push OFFSET $SG3831 ; 'Enter X:'
call _printf

add esp, 4

lea eax, DWORD PTR _x$[ebp]

push  eax
push  OFFSET $SG3832 ; '%d'
call _scanf

add esp, 8

mov ecx, DWORD PTR _x$[ebp]

push  ecx

push  OFFSET $SG3833 ; 'You entered %d...'
call _printf

add esp, 8
; return O
xor eax, eax
mov esp, ebp
pop ebp
ret 0

_main ENDP

_TEXT ENDS

Variable X is local.

C/C++ standard tell us it must be visible only in this function and not from any other point. Traditionally, local variables
are placed in the local stack. Probably, there could be other ways, but in x86 it is so.

Next instruction after function prologue, PUSH ECX, has not a goal to save ECX state (notice absence of corresponding
POP ECX at the function end).

In fact, this instruction just allocates 4 bytes on the stack for X variable storage.

x will be accessed with the assistance of the _x$ macro (it equals to -4) and the EBP register pointing to current frame.

Over a span of function execution, EBP is pointing to current stack frame and it is possible to have an access to local
variables and function arguments via EBP+offset.

It is also possible to use ESP, but since it’s changing too often, it’s not very convenient. So it can be said, the value of the
EBP is frozen state of the value of the ESP at the moment of function execution start.

A very typical stack frame layout in 32-bit environment is:

EBP-8 local variable #2, marked in IDA as var_8

EBP-4 local variable #1, marked in IDA as var_4
EBP saved value of EBP

EBP+4 return address

EBP+8 argument#1, marked in IDA as arg_0

EBP+0xC argument#2, marked in IDA as arg_4
EBP+0x10 | argument#3, marked in IDA as arg_8

Function scanf () in our example has two arguments.

First is pointer to the string containing * "%d"' ' and second —address of x variable.

First of all, address of the x variable is placed into the EAX register by lea eax, DWORD PTR _x$[ebp] instruction

LEA meaning load effective address, and is often used for forming address of something (A.6.2).

It can be said, LEA here just stores sum of the value in the EBP register and _x$ macro to the EAX register.

It is the same as 1ea eax, [ebp-4].

So, 4 subtracting from value in the EBP register and result is placed to the EAX register. And then value in the EAX
register is pushing into stack and scanf () is called.

printf () is called after that. First argument is pointer to string: * "You entered %d...\n'".

Second argument is prepared as: mov ecx, [ebp-4],thisinstruction places to the ECX not address of the x variable,
but its contents.

After, value in the ECX is placed on the stack and the last printf() called.
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7.1.3 MSVC + OllyDbg

Let’s try this example in OllyDbg. Let’s load, press F8 (step over) until we get into our executable file instead of ntd11.d11.
Scroll up until main() appears. Let’s click on the first instruction (PUSH EBP), press F2, then F9 (Run) and breakpoint
triggers on the main( ) begin.

Let’s trace to the place where the address of x variable is prepared:

[E cru - main thread, module ex1

CEETES | T «|Registers (FRUD
EE N p— —| Efr BEasFETC
Soer B i N ECi ECAZEESS MSUCR11B. SCAZEES!
- now EEF ED GE7 ARG
. &5 BASE3EER |PUSH exi.@0355000 formst = "Enter Wil" -
. FFiE BoeZacma| CALL OWORD PTR DS: [<&MSUCR11@.printf>] |Lprinté eI EhEEE
. E3C4 B4 ADD ESF, 4 S BEEE
LEA ER:, OWORD FTR S5 [EBF-41 B B
= FLSH EAf
. 68 BLEAZEER | FUSH =xl.0B36Cm60 format = "Hd” EIP BE3I61625 exl. 00361625
poselozs| | . FF1S Eodlaaog| CALL DWORD PTR DS:LCAMSUCRILD.scanf>] | Leoanf C B ES G02B 3Ebit OiFFFFFFFF.
eEzs1634|| - 564D FC HOY EC3 DUORD PR 55: [EBP-41 RN § agee
gEsc1B37(] . E1 Gl ? B D0OS BAZE 3Fhit @IFFFFFEFE
Bpsciost|| | 25 1osesean |FUSH ewi.epsssels [Fnrmat = "vou entered ; |5 2 P25 gReD FEpIT BLLFLEEETE:
ppssigsn|| . FF1S Bueideos EBELEEEDED FTR D5t [<&MSUCR118.printf>] [Lprintf 28 B 5k S e
paseiade|| . 33cs 3 [EEE B8 LastErs ERROR_SUCCESS (8K
BE3E 1648 HOW Eop, EEF -
wisze eanll oo ROR Cop EFL @OEGEZEZ (HO, NE, ME, A, NS, Pl
STH emptw B.8
ST1 empty H.G
enloccB.  scanf [("ad™ &xl; STZ empty &.8
Address | Hex dump BE7 P40
BEISFE70| 75 04 7o GO CA Fo A [T
e |02 U ) A BEEEFEcd || @B361278( RETURN to exl.@@361278 fr

HEGEEER
BEFTAAGE
BE7PO47E
12292BFF

G

QE22F22C @ AR F7 B8| 72 D9
BEISFE94| FE 3B 29 18/ 8@ aa
BEIZFSOC| B0 BE B8 66|88 EG
BE22FoA4| B0 68 B8 60| 24 F2

Figure 7.1: OllyDbg: address of the local variable is computed

It is possible to right-click on EAX in registers window and then “Follow in stack” This address will appear in stack
window. Look, this is a variable in the local stack. | drawed a red arrow there. And there are some garbage (0x77D478).
Now address of the stack element, with the help of PUSH, will be written to the same stack, nearly. Let’s trace by F8 until
scanf () execution finished. During the moment of scanf() execution, we enter, for example, 123, in the console
window:

C:\Polygon\ollydbg\exl.exe

Figure 7.2: Console output
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scanf () executed here:

[3 cPu - main thread, module ex1

EEESTEE]S

cC

BEZC1E6F CC

Registers [(FPL)

Figure 7.3: OllyDbg: scanf () executed

Fs
=~ ER DopEEEal
EEERErad| R e |_WECK ECREFIET MSUCR118.ECAZFIET
eeze1az|| - 51 FUSH ECH Epy parrioen
BE3G1a14(] .« &8 BRCOIEAR | PUSH exl.BB8355060 format = "Enter H:f" ESF GBISFST4
eazeia1a|| - FRIS BBeisden| cALL DWORD PTR DS:[<&MSUCR1L1G.printf>] |Lprintf il s
eazelalF|| . z3ca Ba AOD ESF,4 EST ARABBEAL
epze1mzz|| . 204s FC LER ERX,DWORD PTR 55: [EBF—41 o Eerieee
oaze1mzs(] o cSa PUSH EA4
eazeiaze|| - FUSH ex1.@@365680 format = "Hd EIP BB361831 =x1.B0351031
aaze1azE] . CALL DUORD PTR DS: [LGHSUCRLLO. scantol Lzcan e C 0 ES BB 32bir BIFFFFEFFE)
2 x ' = - it

| =G e e IR PR i = T A B S5 BEZE S2bit G(FFFFFFFF)
eezeiezs(| - es PUSH &5 1. BB3E5018 [Furmat = "vou entered : |5 B DI DBZE SZbiv DLEFFFEFEEL
puselesn|| . FF1S B CALL DWORD PTR DS: [<4SUCR118.printf>] (Lorines 28 BB s s Sreaai
ga3elade | | 33Ca #OR EAK, EAX B B LastErs ERROR_SUCCESS (ooe
eazelmds|| o ZEES MU ESF,EEF
seedimanll oo ROS oo EFL @@@EEzes MO, HE,ME, A, NS, FE,

- 5T8 empty B.0

ST1 empty 8.8

exl.ciS.  scanf ["H™, Gl STZ empty @.8
Address |Hex dump ASCII BE3ESREC] ASCIT ™=d™
BESSFETC| 7B BB B0 0B| CH FS 55 08| L... 5. DooSForD| DosstsTh
GAZIFSE4| 7R 12 36 @@|91 o8 Ba oa|pds.a. .. EEEE| Bkl
BEZIFSZC| 68 AR 77 08|72 D4 77 08| kw.s Ew.
BRoarooa| PR OB 65 19 6o oo b oa| oL BEoarao4 || BB361278| RETURM to =xl.BESS1278 fro
FRZEFEAC|I AR AR AR AR AR FR FN PRL . Lo o BE3SFE2E]] BEE0BAA1

scanf () returns 1 in EAX, which means, it have read one value successfully. The element of stack of our attention now

contain Ox7B (123).
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Further, this value is copied from the stack to the ECX register and passed into printf():

[3 cPU - main thread, module ex1

GCC

Figure 7.4: OllyDbg: preparing the value for passing into printf()

Let’s try to compile this code in GCC 4.4.1 under Linux:

FEEATEEE | THTZ a|R=aisters (FPU)
Ssggig?g o= =1 EA | BEEEEEE]
| Ec¥ panoaarE
BRSE1A1 1 HOW EEF,ESF E ARForass
GEZE1E1Z PUSH ECH EEY AORAGAGE
GH3E1E14 PUSH ex 1. BEZ55EED format = "Enter Hi@" ESP RMERRRTE
SSEE%S%E EHLLEDHDED PTR DS:[<&MSUCR118.printf2] |Lorintf EBP RRSaFoGs
o3¢ 122 LER EAX;DUORD PTR 55: [EBP—41 Rt
Bascinoe FALL DHORD TR DE:[caMsUCRILE. scants]  |Looand: oI el s
-sCan scan C B ES @A2E 32bit BIFFFFFF
@a351631 Aot ESP 3 F @ C5 @022 22hit O(FFFFFF
GH3E ] A2 MW ECH, OWORD FTR SS: [EEF—41 ) A B SE BB S5bit HIFFFEFF
PUSH ECH — . |z & DS oaZe SEbit AIFFFFEF
HR361E3S FUSH exl.B@365618 format = "You entered ¥ S A FS BESE Sehit FPEFOOAEE
GEZE1 B30 CALL DWORD PTR DS:[<&MSUCR118.printf>] |Lprintf T B G2 BGOSR aohit MIFFFFFE
GH3E] A4S AODD ESFP,2 uE
gggg}gjg ﬁgﬁ Egﬁ-ggﬁ —fl0 @ LastErr ERROR_SUCCESS
rir =k R ela] poo coo’ EFL BEEEBRZEZ (HO,HE,HE,A,H5
ECH=RHEREETE <T@ empty 8.0
5T1 empty B.0
cxl.c: 1A printf ("™'ou entered Hd., 0", Hlg ST2 enpty 8.8
Address |Hex dump ASCIT s gsgggggg h
R (e Ty Te [l [Tl e el T Mg o 2Rk Ga23Fa04|| @E361276| RETURN to exi.@@361270
BESEFSS4| 78 12 36 OB| 61 DA BE 66| pds.a@. .. EEEER | | e
GEZEFSSC| 60 AR 77 08|73 D4 77 08| kw.s fw. o] || Eeeeterh
BE32FS94|FF 2B 29 12|60 op B8 08| sAt.... EREREEE | | K
BEZ3FSOC| BB BB A8 @A| 88 EA FD TE|..... e =B || RS

main
var_20

var_1C
var_4

main

proc near
= dword ptr -20h

= dword ptr -1Ch

= dword ptr -4

push ebp

mov ebp, esp

and esp, OFFFFFFFOh

sub esp, 20h

mov

call _puts

mov eax, offset aD ; "%d"
lea edx, [esp+20h+var_4]
mov [esp+20h+var_1C], edx
mov [esp+20h+var_20],

call __1s0c99_scanf

mov edx, [esp+20h+var_4]
mov eax, offset aYouEnteredD__
mov [esp+20h+var_1C], edx
mov [esp+20h+var_20],

call _printf

mov eax, 0

leave

retn

endp

[esp+20h+var_20], offset aEnterX ; "Enter X:"

; "You entered %d..

An”

GCC replaced first the printf () call to the puts(), it was already described (3.4.3) why it was done.
As before —arguments are placed on the stack by MOV instruction.

71.4 x64

All the same, but registers are used instead of stack for arguments passing.

MSVC
Listing 7.1: MSVC 2012 x64
_DATA  SEGMENT
$5G1289 DB "Enter X:', OaH, OOH
$SG1291 DB '%d', OOH
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$5G1292 DB '"You entered %d...', OaH, OOH
_DATA ENDS
_TEXT SEGMENT
x$ = 32
main PROC
$LN3:
sub rsp, 56
lea rcx, OFFSET FLAT:$SG1289 ; 'Enter X:'
call printf
lea rdx, QWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG1291 ; '%d'
call scanf
mov edx, DWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG1292 ; 'You entered %d...'
call printf
; return O
xor eax, eax
add rsp, 56
ret 0
main ENDP
_TEXT ENDS

GCC
Listing 7.2: Optimizing GCC 4.4.6 x64
.LCO:
.string "Enter X:"
.LC1:
.string "%d"
.LC2:
.string "You entered %d...\n"
main:
sub rsp, 24
mov edi, OFFSET FLAT:.LCO ; "Enter X:"
call puts
lea rsi, [rsp+12]
mov edi, OFFSET FLAT:.LC1 ; "%d"
xor eax, eax
call __1s0c99_scanf
mov esi, DWORD PTR [rsp+12]
mov edi, OFFSET FLAT:.LC2 ; "You entered %d...\n"
xor eax, eax
call printf
; return 0
xor eax, eax
add rsp, 24
ret
7.1.5 ARM

Optimizing Keil 6/2013 (thumb mode)

.text:00000042 scanf_main

.text:00000042

.text:00000042 var_8 = -8

.text:00000042

.text:00000042 08 B5 PUSH {R3,LR}
.text:00000044 A9 AO ADR RO, aEnterX
.text:00000046 06 FO D3 F8 BL __2printf
.text:0000004A 69 46 [0} R1, SP
.text:0000004C AA AO ADR RO, aD
.text:0000004E 06 FO CD F8 BL __Oscanf
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.text:00000052 00 99 LDR R1, [SP,#8+var_8]

.text:00000054 A9 A0 ADR RO, aYouEnteredD____ ; "You entered %d...\n"
.text:00000056 06 FO CB F8 BL _ 2printf

.text:0000005A 00 20 MOVS RO, #0

.text:0000005C 08 BD POP {R3,PC}

A pointer to a int-typed variable must be passed to a scanf () so it can return value via it. int is 32-bit value, so we need
4 bytes for storing it somewhere in memory, and it fits exactly in 32-bit register. A place for the local variable x is allocated
in the stack and IDA named it var_8, however, it is not necessary to allocate it since SP stack pointer is already pointing to the
space may be used instantly. So, SP stack pointer value is copied to the R1 register and, together with format-string, passed
into scanf (). Later, with the help of the LDR instruction, this value is moved from stack into the R1 register in order to be
passed into printf().

ARM64
Listing 7.3: Non-optimizing GCC 4.9.1 ARM64

.LCO:

.string "Enter X:"
.LC1:

.string "%d"
.LC2:

.string "You entered %d...\n"
f4:
; save FP and LR in stack frame:

stp x29, x30, [sp, -32]!
; set stack frame (FP=SP)

add x29, sp, O

; load pointer to the "Enter X:" string:
adrp x0, .LCO

add x0, x0, :1lo12:.LCO
; XO=pointer to the "Enter X:" string
; print it:

bl puts

; load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lo12:.LC1
; find a space in stack frame for x variable (X1=FP+28):
add x1, x29, 28

; X1=address of x variable
; pass the address to scanf() and call it:

bl __isoc99_scanf
; load 32-bit value from the variable in stack frame:
ldr w1, [x29,28]

i W1=x

; load pointer to the "You entered %d...\n" string

; printf() will take text string from X0 and x variable from X1 (or W1)
adrp x0, .LC2

add x0, x0, :1lo12:.LC2
bl printf

; return 0
mov wO, 0

; restore FP and LR:
ldp x29, x30, [spl, 32
ret

Most interesting part is finding space for x variable in the stack frame (line 22). The address is passed to scanf () then,
which just stores value user entered to the memory at this address. This is 32-bit value of int type. Value is fetched at line
27 and then passed to printf().

7.2 Global variables

What if x variable from previous example will not be local but global variable? Then it will be accessible from any point, not
only from function body. Global variables are considered as anti-pattern, but for the sake of experiment we could do this.

#include <stdio.h>

// make x as global variable
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int x;

int main()
¢ printf ("Enter X:\n");

scanf ("%d", &x);

printf ("You entered %d...\n", x);

return 0;

+

7.2.1 MSVC: x86

_DATA SEGMENT

COMM _X:DWORD

$5G2456 DB "Enter X:', OaH, OOH

$5G2457 DB "%d', O00H

$5G2458 DB 'You entered %d...', 0OaH, OOH
_DATA ENDS

PUBLIC _main

EXTRN _scanf:PROC

EXTRN _printf:PROC

; Function compile flags: /0dtp
_TEXT SEGMENT

_main PROC
push ebp
mov ebp, esp

push  OFFSET $SG2456
call _printf

add esp, 4

push OFFSET _x

push  OFFSET $SG2457
call _scanf

add esp, 8

mov eax, DWORD PTR _x
push  eax

push  OFFSET $5G2458
call _printf

add esp, 8
xor eax, eax
pop ebp
ret 0

_main ENDP

_TEXT ENDS

Now X variable is defined in the _DATA segment. Memory in local stack is not allocated anymore. All accesses to it are
not via stack but directly to process memory. Not initialized global variables takes no place in the executable file (indeed,
why we should allocate a place in the executable file for initially zeroed variables?), but when someone will access this place
in memory, OS will allocate a block of zeroes there?.

Now let’s assign value to variable explicitly:

int x=10; // default value

We got:

_DATA  SEGMENT
X DD OaH

Here we see value OxA of DWORD type (DD meaning DWORD = 32 bit).

If you will open compiled .exe in IDA, you will see the x variable placed at the beginning of the _DATA segment, and
after you’ll see text strings.

If you will open compiled .exe in IDA from previous example where x value is not defined, you’ll see something like this:

1That is how VM behaves
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.data:0040FA80
.data:0040FA80
.data:0040FA84
.data:0040FA84
.data:0040FA88
.data:0040FAS88
.data:0040FA8C
.data:0040FA8C
.data:0040FA8C
.data:0040FA90
.data:0040FA90
.data:0040FA9%4

X
dword_40FA84
dword_40FA88

; LPVOID lpMem
1pMem

dword_40FA90

dword_40FA94

dd

dd

dd

dd

dd

dd

?

; DATA XREF: main+10

_main+22

; DATA XREF: _memset+1E
; unknown_libname_1+28
; DATA XREF: __ sbh_find_block+5

____sbh_free_block+2BC

; DATA XREF: ___ sbh_find_block+B

; ___sbh_free_block+2CA

; DATA XREF: _V6_HeapAlloc+13

; __calloc_impl+72

; DATA XREF: __ sbh_free_block+2FE

_x marked as ? among other variables not required to be initialized. This means that after loading .exe to memory, a
space for all these variables will be allocated and filled by zeroes [ISO07, 6.7.8p10]. But in an .exe file these not initialized

variables are not occupy anything. E.g. it is suitable for large arrays.
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7.2.2 MSVC: x86 + OllyDbg

Things are even simpler here:

[Ecru - ma

thread, module ex2

BEOC 1 HEE
BE0C 161

FUSH _EEF
HMOW EEF,ESP

Fegis=ters (FFLN

Figure 7.5: OllyDbg: after scanf () execution

BEDC 1863 PUSH ex? . BRDC3088 format = "Enter Wi R e
DI | GRS CALL DWORD FTR DS:[<&MSUCRI18.printf>] |Lprints B Eakirter
B0 | GAE OO _ESF, 4 S el
GE0C1A1 1 FUSH ex2,@80C3390 e kb
BEOC161E FUSH ex? . BADCSHOC format = "Rd” BEID s
BEDC La 1B CALL DUDRD PTR D3: [<ASUCR110. scané>] _|Lscant Ber EEsEREs
B Ho EFIK BUORD FTR 0S: [DC33907 3 EEEEEEE
BEOC L G259 FUSH E cxds =3 TE (123.1 EIF @BO0CIAZ1 ex2. BE0C
BE0c 1E2A FLSH EHE Babcaala [Fnrnat = "oy entered ; C B ES GEZE IPbit o0
eanc1ezF| | | CALL DWORD FTR DS:[<&MSUCR118.printf>] |Lprints B8 B HES eHae L
aanciozs|| o g3ce be fO0 ESF, & BB B EhEE Eaae b
AEOC165E| | o S50E WOR ERM, ERY I

6 D05 GRZE 3°hit A
eencinza|| o ED FOF EEF B E | R s
sl e, T8 G5 @E2E 22hit B
DOOC1041) | ee:a9Be PAAED FHP LD TR DS: (DCaERET, A D @
BEOCLE4E| w74 @4 JE SHORT enZ.GE0C1G4E = 0 @ La=tErr ERROR_SU
Ao igan L=l | (ui=2 =l [=ul EFL @@a@@a@nzas [HD'HB'H
ESF=BO4ZFo4C 76 npry 6.8

ST1 empty 8.8

5T2 empty @.8
Add o TECIl TadT

SEE il B4 ZF 95 E5E5E Jen £ . DAOCEE90
TR s ]
GE0C35393 20 D42 AT | F
BE42Fa5e| | BE0C1230| RETURN o enz. @EC
BE0CZ2A8| 20 08 6O &5 0@
aa42Fase | | aaasemal

GE0C32AS| B9 B9 A B3 oa aoderat|| peegaent
BEOCSSES| BB BB DR GO 66
AanEaaEs | R AR GRG0 GE Ba4zFIed || GE70478

Variable is located in the data segment. By the way, after PUSH instruction (pushing z address) is executed, the address
will appear in stack, and it is possible to right-click on that element and select “Follow in dump”. And the variable will appear

in the memory window at left.

After we enter 123 in the console, 0x7B will appear here.

But why the very first byte is 7B? Thinking logically,a 00 00 00 7B should be there. This is what called endianness,
and little-endian is used in x86. This mean that lowest byte is written first, and highest written last. More about it: 42.

Some time after, 32-bit value from this place of memory is loaded into EAX and passed into printf().

x variable address in the memory is 0xDC3390.
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In OllyDbg we can see process memory map (Alt-M) and we will see that this address is inside of .data PE-segment of

our program:

X1 Memory map -0 x|
Address |Size Or e Section |Contains Tupe| Hooess | Initial| Mapped as -
BEE 1 aaa6a| 881 6aaa Map | Rl Rl
BEGZEEEE| BEE 1 BEEE Map | R Bl
BEG4EEEE| BEEE 1888 Imaa| R RUWE
BEASA8EE| BaaE4E88E8 Map |R R
BRQEAAEE| 886 1aaa Friuv| Rl Rl
HEEFEEEE | BEEE EEE Map |R R “Oewice~HarddiskUolumel~Winc
BE149860| BREETAEE Priv|RBW  Gual Bl
BE42CEE0| BAEE 1888 Priv|RW Gua) R
B4 20AEE | BREEIEEE stack of ma Priv|/ Rl Gual Rl
BESASEEE| BREEEEE Friwv| Rl Bl
BETIHEEE| BEEEEQEE Priv| Rl Rl
BEDCABEE| BAEE188E8 ex2 FE header Imag| R RWE
BEDC] BEE | BREELEBEAR | 2 StEHT code Imaa| R RUE
HEDC2EEE | BEEELEEE | n2 rdata LMports Imaa| R RUIIE
BEOCIEEE| BEEE108E ex2 data data Imaa| R EWE
AADC4EER| ABEE]AEE | ex 2 .reloc relocat ions| Imag| R RUE
ER20E8E86| Aa8a 16888 MSUCRL1G FE header Imag| R RUWE
EH201HEE | BREACEEER | MSUCRL1E| . teHt code, edport Imag| R RIIE
SHASVERE| BREBLEEE| MSUCR118| . data data Imaa| R RWE
SAAZ08EE| AaEE2E88 | MSUCR118( . idata imports Imag| R RWE
ERASFEEE | BEaaalaaa MSUCR118| . rerc CESOUDTES Imaa| R RUE
EHAHEEEE | BREREEER | MEUCR118| .o loc relocat ions| Imag| R RIIE
T4FEBBEE| BREESEEE Imaa| R RWE
T4FFaaEaa| aaasCcaaa Imag| R RWE
TEASA8EE| AaaZFaa8 Imag| R RUWE
FESZEEEA| BEE1BEEE | kerne L322 FE header Imag| R EUWE
FEI4EEEE| BRAC1AEE | kerne 32| tent code, import) Imag| R RWE
TEALBAEE| AEEE2E8E | kerne 32| .data data Imag| Rl RWE
TEAZBEEE | BEaaElEaaa | kernel32|  osrc CESOUDTES Imaa| R RUE
FEHZEEEE | BEEEEBEER | kerne 122 o loc relocat ions| Imag| R RIIE
FrEGEEEE| BaaE16888 KERHELER FE header Imaa| R RWE
Fraclann| Aaa4baa8 KERNELER| . text code, import) Imag| R RWE
FrEA1866a| aanan2a88 KERNELER| . data data Imag| R RUWE
¥ rEH2EEE | BEEE ] EEE | KERMELBH| s CESOUDTES Imaa| R RIIE
FTEA4EEE| BERE2EEE | KERNELEA| . re loc relocat ions| Imag| R RWE
Fr4Baaaa| Ba1A2a8aa Imag| R RWE
FrEIB866| @800 1888 ntdl L FE header Imag| R RUWE
FrEHEEEE | BEEDEEER ntdl L LEEHT code, enport] Imag| R E RIIE
FrTOEEEE| GaE01aaa | ntdl | RT Imaa|R E RWE
PO IEEEE| BEEEE8E8 | ntdl | .data data Imag| Rl RWE .:J
FFFORARARA | ARACFAAR | r+d 1 | s ST TS Trmznl B RhIF

Figure 7.6: OllyDbg: process memory map

7.2.3 GCC:x86

It is almost the same in Linux, except segment names and properties: not initialized variables are located in the _bss

segment. In ELF file format this segment has such attributes:

; Segment type: Uninitialized
; Segment permissions: Read/Write

If to statically assign a value to variable, e.g. 10, it will be placed in the _data segment, this is segment with the

following attributes:

; Segment type: Pure data
; Segment permissions: Read/Write

7.2.4 MSVC: x64

Listing 7.4: MSVC 2012 x64

_DATA SEGMENT
COMM X : DWORD
$SG2924 DB '"Enter X:', OaH, OOH
$5G2925 DB '%d', O0H
$5SG2926 DB 'You entered %d...', 0aH, OOH
_DATA ENDS
_TEXT SEGMENT
main PROC
$LN3:
sub rsp, 40
lea rcx, OFFSET FLAT:$SG2924 ; 'Enter X:'
call printf
lea rdx, OFFSET FLAT:Xx
lea rcx, OFFSET FLAT:$SG2925 ; '%d'
call scanf
mov edx, DWORD PTR x

rcx, OFFSET FLAT:$SG2926 ;
printf

lea 'You entered %d..."

call
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; return 0
Xxor eax, eax
add rsp, 40
ret 0

main ENDP

_TEXT ENDS

Almost the same code as in x86. Take a notice that = variable address is passed to scanf () using LEA instruction, while
the value of variable is passed to the second printf () using MOV instruction. * "DWORD PTR''—is a part of assembly
language (no related to machine codes), showing that the variable data type is 32-bit and the MOV instruction should be
encoded accordingly.

7.2.5 ARM: Optimizing Keil 6/2013 (thumb mode)

.text:00000000 ; Segment type: Pure code

.text:00000000 AREA .text, CODE

.text:00000000 main

.text:00000000 PUSH {R4,LR}

.text:00000002 ADR RO, aEnterX ; "Enter X:\n"
.text:00000004 BL _ 2printf

.text:00000008 LDR R1, =x

.text:0000000A ADR RO, aD i "%d"
.text:0000000C BL __Oscanf

.text:00000010 LDR RO, =x

.text:00000012 LDR R1, [RO]

.text:00000014 ADR RO, aYouEnteredD___ ; "You entered %d...\n"
.text:00000016 BL _ 2printf

.text:0000001A MOVS RO, #0

.text:0000001C POP {R4,PC}

.text:00000020 aEnterX DCB "Enter X:",0xA,O0 ; DATA XREF: main+2
.text:0000002A DCB 0

.text:0000002B DCB 0

.text:0000002C off_2C DCD x ; DATA XREF: main+8
.text:0000002C ; main+10
.text:00000030 aD DCB "%d",0 ; DATA XREF: main+A
.text:00000033 DCB 0

.text:00000034 aYouEnteredD____ DCB "You entered %d...",0xA,0 ; DATA XREF: main+14
.text:00000047 DCB 0O

.text:00000047 ; .text ends

.text:00000047

.data:00000048 ; Segment type: Pure data

.data:00000048 AREA .data, DATA

.data:00000048 ; ORG 0x48

.data:00000048 EXPORT x

.data:00000048 x DCD OxA ; DATA XREF: main+8
.data:00000048 ; main+10
.data:00000048 ; .data ends

So, X variable is now global and somehow, it is now located in another segment, namely data segment (.data). One could
ask, why text strings are located in code segment (.text) and X can be located right here? Since this is variable, and by
its definition, it can be changed. And probably, can be changed very often.  Segment of code can sometimes be located
in microcontroller ROM (remember, we now deal with embedded microelectronics, and memory scarcity is common here),
and changeable variables —in RAM?. It is not very economically to store constant variables in RAM when one have ROM.
Furthermore, constant variables in RAM must be initialized before, since after RAM turning on, it, obviously, contain random
information.

Onwards, we see a pointer to the x (off_2C) variable in code segment, and all operations with variable occurred via
this pointer. This is because x variable can be located somewhere far from this code fragment, so its address must be
saved somewhere in close proximity to the code. LDR instruction in thumb mode can address only variable in range of 1020
bytes from the point it is located. Same instruction in ARM-mode —variables in range of +4095 bytes. This, address of the
X variable must be located somewhere in close proximity, because, there is no guarantee the linker will able to place this
variable near the code, it could be even in external memory chip!

ZRandom-access memory
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One more thing: if variable will be declared as const, Keil compiler shall allocate it in the .constdata segment. Per-
haps, thereafter, linker will able to place this segment in ROM too, along with code segment.

7.2.6 ARM64

Listing 7.5: Non-optimizing GCC 4.9.1 ARM64

.comm x,4,4

.LCO:

.string "Enter X:"
.LC1:

.string "%d"
.LC2:

.string "You entered %d...\n"
f5:
; save FP and LR in stack frame:

stp x29, x30, [sp, -16]!
; set stack frame (FP=SP)

add x29, sp, O

; load pointer to the "Enter X:" string:
adrp x0, .LCO
add x0, x0, :1o12:.LCO
bl puts
; load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lol12:.LC1
; construct address of x global variable:
adrp x1, X
add x1, x1, :lol12:x
bl __is0c99_scanf

; construct address of x global variable again:
adrp x0, X

add x0, x0, :lo12:x
; load value from memory at this address:
ldr w1, [x0]

; load pointer to the "You entered %d...\n" string:
adrp x0, .LC2

add x0, x0, :lol12:.LC2
bl printf

; return 0
mov wo, O

; restore FP and LR:
ldp x29, x30, [sp]l, 16
ret

Now the x variable is declared as global variable and its address calculated using ADRP/ADD instructions pair (lines 21
and 25).

7.3 scanf() result checking

As | noticed before, it is slightly old-fashioned to use scanf () today. But if we have to, we need at least check if scanf ()
finished correctly without error.

#include <stdio.h>

int main()

{
int x;
printf ("Enter X:\n");
if (scanf ("%d", &x)==1)
printf ("You entered %d...\n", x);
else
printf ("What you entered? Huh?\n");
return 0;
}
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By standard, scanf () function returns number of fields it successfully read.
In our case, if everything went fine and user entered a number, scanf () will return 1 or O (or EOF) in case of error.
| added C code for scanf () result checking and printing error message in case of error.
This works predictably:

C:\...>ex3.exe
Enter X:

123

You entered 123...

C:\...>ex3.exe

Enter X:

ouch

What you entered? Huh?

7.3.1 MSVC: x86
What we got in assembly language (MSVC 2010):

lea eax, DWORD PTR _x$[ebp]
push eax
push OFFSET $SG3833 ; '%d', OOH
call _scanf
add esp, 8
cmp eax, 1
jne SHORT $LN2@main
mov ecx, DWORD PTR _x$[ebp]
push ecx
push OFFSET $SG3834 ; 'You entered %d...', 0OaH, OOH
call _printf
add esp, 8
jmp SHORT $LN1@main
$LN2@main:
push OFFSET $SG3836 ; 'What you entered? Huh?', 0aH, OOH
call _printf
add esp, 4
$LN1@main:
xor eax, eax

Caller function (main()) must have access to the result of callee function (scanf()), so callee leaves this value in the
EAX register.

After, we check it with the help of instruction CMP EAX, 1 (CoMPare), in other words, we compare value in the EAX
register with 1.

JNE conditional jump follows CMP instruction. JNE means Jump if Not Equal.

So, if value in the EAX register not equals to 1, then the processor will pass execution to the address mentioned in
operand of JNE, in our case it is $LN2@main. Passing control to this address, CPU will execute function printf() with
argument ~ “What you entered? Huh?''. Butif everything is fine, conditional jump will not be taken, and another
printf() call will be executed, with two arguments: 'You entered %d...' and value of variable x.

Since second subsequent printf () not needed to be executed, there is JMP after (unconditional jump), it will pass
control to the point after second printf () and before XOR EAX, EAX instruction, which implement return O.

So, it can be said that comparing a value with another is usually implemented by CMP/Jcc instructions pair, where cc
is condition code. CMP comparing two values and set processor flags*. Jcc check flags needed to be checked and pass
control to mentioned address (or not pass).

But in fact, this could be perceived paradoxical, but CMP instruction is in fact SUB (subtract). All arithmetic instructions
set processor flags too, not just CMP. If we compare 1 and 1, 1 — 1 will be 0 in result, ZF flag will be set (meaning the last
result was 0). There is no any other circumstances when it is possible except when operands are equal. ~ JNE checks
only ZF flag and jumping only if it is not set. JNE is in fact a synonym of JNZ (Jump if Not Zero) instruction. Assembler
translating both JNE and JNZ instructions into same opcode. So, CMP instruction can be replaced to SUB instruction and
almost everything will be fine, but the difference is in the SUB alter the value of the first operand. CMP is SUB without saving
result.

7.3.2 MSVC: x86: IDA

It's time to run IDA and try to do something in it. By the way, it is good idea to use /MD option in MSVC for beginners: this
mean that all these standard functions will not be linked with executable file, but will be imported from the MSVCR* .DLL

3MSDN: scanf, wscanf: http://msdn.microsoft.com/en-us/library/9y6s16x1(VS.71).aspx
4About x86 flags, see also: http://en.wikipedia.org/wiki/FLAGS_register_(computing)
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file instead. Thus it will be easier to see which standard function used and where.

While analysing code in IDA, it is very advisable to do notes for oneself (and others). For example, analysing this example,
we see that JNZ will be triggered in case of error. So it’s possible to move cursor to the label, press “n” and rename it to

‘error”. Another label—into “exit”. What I've got:

.text:00401000 _main proc near
.text:00401000

.text:00401000 var_4 = dword ptr -4
.text:00401000 argc dword ptr 8
.text:00401000 argv dword ptr 0Ch
.text:00401000 envp dword ptr 10h
.text:00401000

.text:00401000 push ebp

.text:00401001 mov ebp, esp

.text:00401003 push ecx

.text:00401004 push offset Format ; "Enter X:\n"
.text:00401009 call ds:printf

.text:0040100F add esp, 4

.text:00401012 lea eax, [ebp+var_4]
.text:00401015 push eax

.text:00401016 push offset aD ; "%d"
.text:0040101B call ds:scanf

.text:00401021 add esp, 8

.text:00401024 cmp eax, 1

.text:00401027 jnz short error

.text:00401029 mov ecx, [ebp+var_4]
.text:0040102C push ecx

.text:0040102D push offset aYou ; "You entered %d...\n"
.text:00401032 call ds:printf

.text:00401038 add esp, 8

.text:0040103B jmp short exit

.text:0040103D
.text:0040103D error: ; CODE XREF: _main+27

.text:0040103D push offset awhat ; "What you entered? Huh?\n"
.text:00401042 call ds:printf
.text:00401048 add esp, 4

.text:0040104B
.text:0040104B exit: ; CODE XREF: _main+3B

.text:0040104B Xor eax, eax
.text:0040104D mov esp, ebp
.text:0040104F pop ebp
.text:00401050 retn

.text:00401050 _main endp

Now it’s slightly easier to understand the code. However, it’s not good idea to comment every instruction excessively.
A part of function can also be hidden in IDA: a block should be marked, then “=” on numerical pad is pressed and text to

be entered.
I've hide two parts and gave names to them:

.text:00401000 _text segment para public 'CODE' use32
.text:00401000 assume cs:_text

.text:00401000 ;org 401000h

.text:00401000 ; ask for X

.text:00401012 ; get X

.text:00401024 cmp  eax, 1
.text:00401027 jnz short error
.text:00401029 ; print result
.text:0040103B jmp short exit

.text:0040103D
.text:0040103D error: ; CODE XREF: _main+27

.text:0040103D push offset aWhat ; "What you entered? Huh?\n"
.text:00401042 call ds:printf
.text:00401048 add esp, 4

.text:0040104B
.text:0040104B exit: ; CODE XREF: _main+3B

.text:0040104B Xor eax, eax
.text:0040104D mov esp, ebp
.text:0040104F pop ebp
.text:00401050 retn

.text:00401050 _main endp
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To unhide these parts, “+” on numerical pad can be used.
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By pressing “space”, we can see

_main proc near

how IDA can represent a function as a graph:

; int __cdecl main()

What you entered? Huh?\n™

var_%= dword ptr -4
argc= dword ptr B8
argu= dword ptr B8Ch
enup= dword ptr -16h
push ebp
mou ebp, esp
push ecx
push offset Format ; "Enter X:iwn™
call ds:printf
add esp, 4
lea eax, [ebptvar_4]
push eax
push offset ab H i
call ds:scanf
add esp, 8
cmp eax, 1
jnz short error
v
BN
mou ecx, [ebptvar_4]
push ecx error:
push offset aYou ; "You entered %d..._%n"| |push offset alWhat
call ds:printf call ds:printf
add esp, 8 add esp, 4
jmp short exit
vy
BN
exit:
Xor eax, eax
mou esp, ebp
pop ebp
retn
_main endp

There are two arrows after each conditional jump: green and red.

Figure 7.7: Graph mode in IDA

executed if jump is triggered, and red if otherwise.
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It is possible to fold nodes is this mode and give them names as well (‘group nodes”). | did it for 3 blocks:

; int __cdecl main()
_main proc near

var_4= dword ptr -4
argc= dword ptr 8

argv= dword ptr 6Ch
envp= dword ptr 16h

push ebp
mov ebp, esp
push ecx

push offset Format ; "Enter X:\n"
call ds:printf

add esp, 4

lea eax, [ebp+var_u]

push eax

push offset ab ;o hd™
call ds:scanf

add esp, 8

cmp eax, 1

jnz short error

|1
¥ ¥
HNu &3 HBNu 3

print error message| |print X

I |
Yy
HNL &3

return @

Figure 7.8: Graph mode in IDA with 3 nodes folded

It’s very useful. It can be said, a very important part of reverse engineer’s job is to reduce information he/she have.
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7.3.3 MSVC: x86 + OllyDbg

Let’s try to hack our program in OllyDbg, forcing it to think scanf () working always without error.
When address of local variable is passed into scanf (), initially this variable contain some random garbage, that is
0x4CD478 in case:

CPU - main thread, module ex3

BEEC1E0E| S 55 FUSH _EBF i

ez ioal || EEEC Ml EBF, ESP AjfReaisters [FRU)
gaasianz | . 51 PUSH ECH ECH GRESEEZY MSUCR116. SASSEE
oopcicod|| o 65 pmooRoms | PUSH end. opeosoms format = "Enter HiE" — .

Goozie0s|| - FFIS 9426@506| CALL OWORD PTR 0S:[<&MSUCR118.printf>] |Lpcints EDy poaconne

gopzieor|| o 22cd e ADD ESF, 4
BREZ 1612 LER EAY,ONORD PTR SS:[EBF-41 i Dheareen
o8 PUSH ERx ESI BBEEAAA]

BEEZ 1616 BACIAAZAR | PUSH 3. AOAS306C format = "Hd" el
eepzieie|| - FFIS sC2emsea| CALL ODWORD PTR DS:[<sMSUCR11@.scanf:]  |Lzcanf
BAEER1E21 AOD ESF, 2 EIF @EEz1@ls =xZ. 08851815
GEaS1624 CHP ER. 1 :
BBEE 1 BT JHZ SHORT ews.BAE31620 R - § 0§ s
GERZ 1625 MOY ECX,DWORD FTR S5t LEEF-41 B o Fr BEphi Ehanannd
gaasiast | . 51 PUZH ECH srd> Z B DS BB2E 22hit BIFFFFFFF
BEas1a20 168288268 | PUSH =x3.88822018 . [Fm_*mat = ™Yoy entered ! S @ FS BoS: 2ohit TEFODEOEEI
b 3z 9420papR| CALL DUDRD PTR DS: [<GNSUCR118.printf>1 |Lorintt T8 63 6oz seoit oIFFRFRRT
QRS 1E2E JIP SHORT eu2.0062184B
oasiadn|| 3 es PUSH £ 3, BARE3624 [fornat = "ihat you entew | ! bastEOn BARORSUECESS |
GEasd o] Coll nouoen oTR L L Mollcpd i inta otk EFL @amaaz2is (HO,HE,.HE,R,HS,
ERH=0Bz2F S50

5TA empty @.8

ST1l empty B.8

SIE empty B, 8
Add H d ASCIT BAZZF2ER| FFFFFFFE
T EREA R R T R T =) Ga=2F254| cAs=EEZS|MSWCR118. cRSSEERS
BEGEIE6S| G 08 GH 08|25 64 B8 OE| . ...Hd.. DAZCFESS) B0081@8F)eu3.oR@SlBEF
BEEESE16| 59 6F 7 28|65 GE 74 65| You ente e SoaooP R RECLL —Enter Hill
@ERZI61E| 72 65 &4 2@| 25 &4 ZE ZE|red Xd.. e R T
agsd| 55 99 22 92|50 2B ol afryanhar BEZZFoEE [88881252 RETURN o ew3.08881252
AARSERSA| 65 72 A5 A4l 5F PR df 7Rl ered® Hu B@22F86C| | 60868601

Figure 7.9: OllyDbg: passing variable address into scanf ()
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When scanf () is executing, | entered something definitely not a number in the console, like “asdasd”. scanf () finishing

with 0 in EAX, which mean, an error occurred:

We can also see to the local variable in the stack and notice that it’s not changed

Figure 7.10: OllyDbg: scanf () returning error

there? It just did nothing except returning zero.
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[E cru - main thread, module ex3
BBES LO60| rs 55 FLEH EEF Reaisters (FPU)
oot e m L
BIAAS 1 B PUSH £53. BBAS3ARA format = "Enter wi@® — E5 BRGELIET MSUERILE. SRGEFIET
BIBEE LEED CALL DWORD PTR DS:[<&MSUCRL18.printf>] (Lprints B EEhdne
BRI {BEF ADD ESP, 4 S R
BIEEE {612 LEA EAH,DUORD PTR 55:[EBF-43 B G
BBEZ 1615 FOSH ERX B R
BBEELE L6 PLSH ex3. BEO2300C format = "Hd" S R
BBRE L6 1B CALL DWORD PTR D%:[<&MSUCR118.scanf>]  [Lscanf
AOO ESP, & EIF BEBS1BE] ex3.DO0E1021
GBS 124 CHE EAR, 1 :
BEEE | GE7 JMZ SHORT ews. m@eS1Ea0 E T OEZ DReE ZEbin BIERREEERC)
BBRS (BED MOU EC:, DUORD FTR 55: [EEF-41 b5 ER el Eer miraaaaada:
gaaslect | . 51 PUSH EC HEP 2 @ DS BAZE Z2bit BIFFFFEFFE)
aEEs1iEzn)) .« FUSH ex3. 8862268168 [Format = "™ou entered ? S @ FS @ESE S°hit PEFODEEE!FFF
BEEE G52 CALL DWORD PTR DS:[<&MSUCRL18.printf>] (Lprints 2 B Hiss gnolt paaiiaaaisy
BBRS (B5E ADD ESP, = bk
BRI {5 JHP SHORT w3, 00021048
BIEES 1 A3 FUSH w3, ARAREAZ4 [format = "What you entew | Loztbrr EHAOR SHECESS 000
P =2 AP Coll OLNED TR Do Coo M CR 4@ conic s o o Py EFL @@aaRazas (HO,HE,HE,A,HS, FE,.1
ESP=BHZEF 555
STE enmpty 8.0
5Tl empty B.8
ST2 empty H.G
Address | Hex dump ASCIT 2aEeEnt | RECIT "ad™
BOBGI000) 45 EE r4 65 rZ 2B GO 9H| Enter R pozebooL| pomcheed
BBAS3EAS| B A B8 08| 25 64 BR 68| ... Rd. . e
BERSZE16| 53 EF 7S 28 65 GE 74 &5|Vou ente
ooDaale| 53 SF o Z3|£5 & 74 £5) You ente mezzFess|| BopE 1202 | RETURN to =x3.EoES1ZE2 Frov
BRGGIECa| 2E BA BB 88 E7 68 &1 r4|....What s | [
Pnoanon| 58 53 S0 T3152 52 55 T2 .umu.elt pe2zFevd|| padcndrs

. Indeed, what scanf () would write
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Now let’s try to “hack” our program. Let’s right-click on EAX, there will also be “Set to 1” among other options. This is
what we need.
1 now in EAX, so the following check will executed as we need, and printf () will print value of variable in the stack.
Let’s run (F9) and we will see this in console window:

[¥ c:\Polygon\ollydbg\ex3.exe

En X:

You entered 5035128...

Figure 7.11: console window

Indeed, 5035128 is a decimal representation of the number in stack (0x4CD478)!
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7.3.4 MSVC: x86 + Hiew

This can be also a simple example of executable file patching. We may try to patch executable, so the program will always
print numbers, no matter what we entered.

Assuming the executable compiled against external MSVCR* . DLL (i.e., with /MD option)°, we may find main() function
at the very beginning of . text section. Let’s open executable in Hiew, find the very beginning of . text section (Enter, F8,
F6, Enter, Enter).

We will see this:

Hiew: ex3.exe |

C:\Polygon‘\ollydbg'ex3. exe a32 PE .604010008 | Hiew 8.82 (c)SEN

; 'Enter X:' --E

1(-4]
; "You entered %d..." --E
printf
esp,

; 'What you entered? Huh?' --E
printf
esp

I'_'||:|I'_'|
1: B84D5A0008 mow i
2FilBlk ZCryBlk 4 5 3 ] 9 laleave (11

Figure 7.12: Hiew: main() function

Hiew finds ASCIIZ® strings and displays them, as well as imported function names.

Sthat’s what also called “dynamic linking”
6ASCII Zero (null-terminated ASCII string)
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Move cursor to the address .00401027 (with the JNZ instruction we should bypass), press F3, and then type “9090”

meaning two NOP’-s):
( 9

EHIﬁeunexSfxe

=10l x|

BFWO EDITMODE
push ebp
mowv ebp,esp
push
push
call
add
lea
push
push
call
add
cmp
nop
nop
mons
push
push
call
add
jmps
push

eax,eax
esp,ebp
ebp

a32 PE ©P080429 |Hiew 8.02 (c)SEN

Figure 7.13: Hiew: replacing JNZ by two NOP-s

Then F9 (update). Now the executable saved to disk. It will behave as we wanted.

Two NOP-s are probably not quite aesthetically as it could be. Other way to patch this instruction is to write just O to the

second opcode byte (jump offset), so that JNZ will always jump to the next instruction.

We can do the opposite: replace first byte to EB while not touching the second byte (jump offset). We'll got here always
triggered unconditional jump. The error message will be printed always, no matter what number was entered.

7.3.5 MSVC: x64

Since we work here with int-typed variables, which are still 32-bit in x86-64, we see how 32-bit part of registers (prefixed
with E-) are used here as well. While working with pointers, however, 64-bit register parts are used, prefied with R-.

Listing 7.6: MSVC 2012 x64

_DATA  SEGMENT

$5G2924 DB '"Enter X:', OaH, OOH
$SG2926 DB '%d', OOH
$SG2927 DB 'You entered %d...', 0aH, OOH
$5G2929 DB 'What you entered? Huh?', 0OaH, OOH
_DATA ENDS
_TEXT SEGMENT
x$ = 32
main PROC
$LN5:
sub rsp, 56
lea rcx, OFFSET FLAT:$SG2924 ; 'Enter X:'

call printf

”No OPeration
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lea rdx, QWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG2926 ; '%d'
call scanf
cmp eax, 1
jne SHORT $LN2@main
mov edx, DWORD PTR x$[rsp]
lea rcx, OFFSET FLAT:$SG2927 ; 'You entered %d...'
call printf
jmp SHORT $LN1@main
$LN2@main:
lea rcx, OFFSET FLAT:$SG2929 ; 'What you entered? Huh?'
call printf
$LN1@main:
; return 0
xor eax, eax
add rsp, 56
ret 0
main ENDP
_TEXT ENDS
END
7.3.6 ARM

ARM: Optimizing Keil 6/2013 (thumb mode)

Listing 7.7: Optimizing Keil 6/2013 (thumb mode)

var_8

loc_1A

loc_1E

= -8

PUSH {R3,LR}

ADR RO, aEnterX ; "Enter X:\n"
BL _ 2printf

[0} R1, SP

ADR RO, aD . "%d"

BL __Oscanf

CmP RO, #1

BEQ loc_1E

ADR RO, aWhatYouEntered ; "What you entered? Huh?\n"
BL _ 2printf

; CODE XREF: main+26
MOVS RO, #0

POP {R3,PC}
; CODE XREF: main+12
LDR R1, [SP,#8+var_8]
ADR RO, aYouEnteredD___ ; "You entered %d...\n"
BL _ 2printf
B loc_1A

New instructions here are CMP and BEQ®.

CMP is akin to the x86 instruction bearing the same name, it subtracts one argument from another and saves flags.
BEQ is jumping to another address if operands while comparing were equal to each other, or, if result of last computation

was 0, or if Z flag is 1. Same thing as JZ in x86.

Everything else is simple: execution flow is forking into two branches, then the branches are converging at the point

where 0 is written into the RO, as a value returned from the function, and then function finishing.

ARM64
Listing 7.8: Non-optimizing GCC 4.9.1 ARM64
.LCO:
.string "Enter X:"
.LC1:
.string "%d"
.LC2:

8(PowerPC, ARM) Branch if Equal
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.string "You entered %d...\n"

.LC3:
.string "What you entered? Huh?"
f6:
; save FP and LR in stack frame:
stp x29, x30, [sp, -32]!
; set stack frame (FP=SP)
add x29, sp, O

; load pointer to the "Enter X:" string:
adrp x0, .LCO
add x0, x0, :lo12:.LCO
bl puts
; load pointer to the "%d" string:
adrp x0, .LC1

add x0, x0, :lol12:.LC1
; calculate address of x variable in the local stack
add x1, x29, 28
bl __isoc99_scanf
; scanf() returned its result in WO.
; check it:
cmp wo, 1

; BNE is Branch if Not Equal

; so if W0<>0, jump to L2 will be occurred
bne L2

; WO=1, meaning no error

; load x value from the local stack
ldr w1, [x29,28]

; load pointer to the "You entered %d...\n" string:
adrp x0, .LC2

add x0, x0, :lol12:.LC2
bl printf

; skip the code which print the "What you entered? Huh?" string:
b .L3

.L2:
; load pointer to the "What you entered? Huh?" string:
adrp x0, .LC3

add x0, x0, :1lo12:.LC3
bl puts

.L3:

; return 0
mov wo, O

; restore FP and LR:
ldp x29, x30, [sp]l, 32
ret

Code flow is divided here using CMP/BNE (Branch if Not Equal) instructions pair.

7.3.7 Exercise

As we can see, JNE/INZ instruction can be easily replaced by JE/JZ and otherwise (or BNE by BEQ and otherwise). But basic
blocks also should be swapped. Try to do it on some of examples.
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Chapter 8

Accessing passed arguments

Now we figured out the caller function passing arguments to the callee via stack. But how callee access them?

Listing 8.1: simple example

#include <stdio.h>

int f (int a, int b, int c)

{
return a*b+c;

}

int main()

{
printf ("%d\n", f(1, 2, 3));
return 0;

}

8.1 x86

8.1.1 MSVC

What we have after compilation (MSVC 2010 Express):
Listing 8.2: MSVC 2010 Express

_TEXT  SEGMENT

_a%$ =8 ; size = 4
_b$ =12 ; size = 4
_c$ =16 ; size = 4
_f PROC

push ebp

mov ebp, esp

mov eax, DWORD PTR _a$[ebp]

imul eax, DWORD PTR _b$[ebp]

add eax, DWORD PTR _c$[ebp]

pop ebp

ret 0
_f ENDP
_main PROC

push ebp

mov ebp, esp

push 3 ; 3rd argument
push 2 ; 2nd argument

push 1 ; 1st argument

call _f

add esp, 12

push eax

push OFFSET $SG2463 ; '%d', 0aH, OOH
call _printf

add esp, 8

; return O

Xor eax, eax
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pop ebp
ret 0
_main ENDP

What we see is the 3 numbers are pushing to stack in functionmain() and f(int,int, int) is called then. Argument
access inside T () is organized with the help of macros like: _a$ = 8, in the same way as local variables accessed, but
the difference in that these offsets are positive (addressed with plus sign). So, adding _a$ macro to the value in the EBP
register, outer side of stack frame is addressed.

Then a value is stored into EAX. After IMUL instruction execution, value in the EAX is a product of value in EAX and what
is stored in _b. After IMUL execution, ADD is summing value in EAX and what is stored in _c. Value in the EAX is not
needed to be moved: it is already in place it must be. Now return to caller —it will take value from the EAX and used it as
printf() argument.

8.1.2 MSVC + OllyDbg

Let’s illustrate this in OllyDbg. When we trace until the very first instruction in f () that uses one of the arguments (first one),
we see that EBP is pointing to the stack frame, | marked its begin with red arrow. The first element of stack frame is saved
EBP value, second is RA, third is first function argument, then second argument and third one. To access the first function
argument, one need to add exactly 8 (2 32-bit words) to EBP.

[E cru - main thread, module ex

BOOEIDDA| (5 G5 PUSH_EEF « [ Regleters (FPL)
El . BEEC MOU_EEF, ESF = -
. EB4t o MOU Ef,DWORD FTR S§: [EEF+3] Y L
. BFAF4E GC IMUL_ERX, DWORD PR 553 LEEF+C] e e
BadEImEA|| . ADD ER, DWORD PTR S5: [EBF+16] ER: Eooaaaan
Bo3E1oe0|| - EEF ey
gooELDoE & EEF BEZZF04E
dazEteer ESI BEEEE8M1
godE1a1|] - MOU EEF, ESP EDI BBa8aaa5
ggggigig . Eﬂgn g Ergg = SSSSSSSE EIF BESE16ES =x.H@EYE1EES
. ra2 = E
eaaE1ely|| - &A a1 POSH 1 [nrgi = BEEEEEE1 - e
Bo3E1B15(| I ES EEFFFFFF  |CALL ex.BBSE1080 e . BASE 1080 Eo & Hi ot Lgrr A
DoiEpIEN - EERe AC e g £ 1 DF @E2E ZZbit BIFFFFFFFE)
- G A— S8 FS @853 32bit FEFODEBE(FFF)
BadE1e22(| . 65 @E369EEE | PUSH =x, BASE306E format = "%dd $ 8 GE o650 2o0it GIFFFERRFE)
posEleey|| o FF1S SafAsten| CALL DUGRD PTR DS: [<eMSUCR118.printf>] |Lprints — M
Stack 551 [EOZZFLSE1-BOBOEGE1 DE [Loogsve Bl SlEnEss (e
EAR=ECTEBE34 (MSUCRLIB._ initenw) EFL @B008246 [NO,MNE,E,BE, NS, PE, &
ST empty B.8

a ] B822F03C| BE2Z2FDed
AEZZFO46( AEIE11Z2S) en.BEIELILZS
AE22F044| BEIEZEZS] on . AEIEIEZS

rOE22F0SC
BE2ZFD4C

Address |Hex dump
BA3E3EEA| 25 &4 BA BA| A1 B A6 BA| Xd..8...
GASESRES| B0 B0 A0 88 00 88 G5 88
BEZESE1E| FE FF FF FF|FF FF FF FF
BESEIELZISE A2 90 E9) 94 BC &2 16
BASESRZA|BE B A6 B8 A5 88 B8 88
GASESRZE| Al B8 A0 88 26 A9 22 8a8
BEFESEZE|AE D2 29 88 60 88 B8 &8
CESEIRZZ BE BE B0 8@ G0 88 B8 88
BAZE3R4A| A6 66 BE BA) BE B8 65 84| .
GASESR4S| 86 00 B0 50 B0 88 5 248 .
BEZESRCE| BE BE BE BE) BE 2@ G0 88 .
CESEIRSS| BB 58 B0 BE) B0 BE a0 88| .
BASESRCA| BE B A6 B8 A5 88 B8 88

CESEIBCS| BB DO B0 DO 00 88 05 88
GRAFIATE| AR AR AR A6 AR BR AR @6

BESEIBLIE RETﬂ; to en.BEPEIBLIE from =
AEZZFOSE| | BEaEEEE ]
QEzzZFOS4 || aEaoasaz
QEzzF0S2| | BEEEEEE2
BEZZFOSC| ga822F09C
AEZZFOAE|| BEPEL285| RETURH to ex.BEIE1Z3E from =
GEzzFOed || BEaoa8E 1
aeEzzF0ez| | BE29A5:20
BEZZFOGC| | ae2302AE
BEz2F07E| | E9EFEEFY
QEzzZFO74 || aEaoasam
QEzzZF07Z || BEREasE0E

Figure 8.1: OllyDbag: inside of f() function

8.1.3 GCC
Let’s compile the same in GCC 4.4.1 and let’s see results in IDA:

Listing 8.3: GCC 4.4.1

public f

f proc near

arg_0 = dword ptr 8

arg_4 = dword ptr 0Ch

arg_8 = dword ptr 10h
push ebp
mov ebp, esp
mov eax, [ebptarg_0] ; 1st argument
imul eax, [ebp+arg_4] ; 2nd argument
add eax, [ebp+arg_8] ; 3rd argument
pop ebp
retn

f endp

public main
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main
var_10

var_C
var_8

main

proc near

dword ptr -10h
dword ptr -0Ch

= dword ptr -8

push ebp

mov ebp, esp

and esp, OFFFFFFFOh

sub esp, 10h

mov [esp+10h+var_8], 3 ; 3rd argument
mov [esp+10h+var_C], 2 ; 2nd argument
mov [esp+10h+var_10], 1 ; 1st argument
call f

mov edx, offset aD ; "%d\n"

mov [esp+10h+var_C], eax

mov [esp+10h+var_10], edx

call _printf

mov eax, 0

leave

retn

endp

Almost the same result.
The stack pointer is not returning back after both function exeuction, because penultimate LEAVE (A.6.2) instruction will
do this, at the end.

8.2 x64

The story is a bit different in x86-64, function arguments (4 or 6) are passed in registers, and a callee reading them from
there instead of stack.

8.2.1 MSVC
Optimizing MSVC:

Listing 8.4: Optimizing MSVC 2012 x64

$5G2997 DB

main

main

PROC
sub
mov
lea
lea
call
lea
mov
call
Xor
add
ret
ENDP

PROC

; ECX -
; EDX -
; R8D -
imul
lea

ret
ENDP

'%d', OaH, OOH

rsp, 40

edx, 2

r8d, QWORD PTR [rdx+1] ; R8D=3
ecx, QWORD PTR [rdx-1] ; ECX=1

rcx, OFFSET FLAT:$SG2997 ; '%d'

f

edx, eax
printf
eax, eax
rsp, 40
0

1st argument
2nd argument
3rd argument

ecx, edx

eax, DWORD PTR [r8+rcx]

0

As we can see, very compact () function takes arguments right from the registers.

LEA instruction is used here for

addition, apparently, compiler considered this instruction here faster then ADD. LEA is also used in main( ) for the first and
third arguments preparing, apparently, compiler thinks that it will work faster than usual value loading to the register using
MOV instruction.

Let’s try to take a look on output of non-optimizing MSVC:
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Listing 8.5: MSVC 2012 x64

f proc near

; shadow space:

arg_0 = dword ptr 8
arg_8 = dword ptr 10h
arg_10 = dword ptr 18h

; ECX - 1st argument
; EDX - 2nd argument
; R8D - 3rd argument

mov [rsp+targ_10], r8d
mov [rsptarg_8], edx
mov [rsp+targ_0], ecx
mov eax, [rsp+arg_0]
imul eax, [rsptarg_8]
add eax, [rsp+arg_10]
retn
f endp
main proc near
sub rsp, 28h
mov r8d, 3 ; 3rd argument
mov edx, 2 ; 2nd argument
mov ecx, 1 ; 1st argument
call f
mov edx, eax
lea rex, $5SG2931 ;o "%d\n"
call printf
; return 0
xor eax, eax
add rsp, 28h
retn
main endp

Somewhat puzzling: all 3 arguments from registers are saved to the stack for some reason. This is called “shadow space”
. every Win64 may (but not required to) save all 4 register values there. This is done by two reasons: 1) it is too lavish
to allocate the whole register (or even 4 registers) for the input argument, so it will be accessed via stack; 2) debugger is
always aware where to find function arguments at a break 2.

So, some large functions can save input arguments in “shadows space” if they need to use it while execution, but some
small functions, like ours, may not do this.

It is duty of caller to allocate “shadow space” in stack.

8.2.2 GCC

Optimizing GCC does more or less understanable code:

Listing 8.6: Optimizing GCC 4.4.6 x64

f:
; EDI - 1st argument
; ESI - 2nd argument
; EDX - 3rd argument
imul esi, edi
lea eax, [rdx+rsi]
ret
main:
sub rsp, 8
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edi, OFFSET FLAT:.LCO ; "%d\n"
mov esi, eax
xor eax, eax ; number of vector registers passed

http://msdn.microsoft.com/en-us/library/zthk2dkh(v=vs.80).aspx
Zhttp://msdn.microsoft.com/en-us/library/ew5tede7(v=VS.90).aspx
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call printf

xor eax, eax
add rsp, 8
ret

Non-optimizing GCC:
Listing 8.7: GCC 4.4.6 x64

f:
; EDI - 1st argument
; ESI - 2nd argument
; EDX - 3rd argument
push rbp
mov rbp, rsp
mov DWORD PTR [rbp-4], edi
mov DWORD PTR [rbp-8], esi
mov DWORD PTR [rbp-12], edx
mov eax, DWORD PTR [rbp-4]
imul eax, DWORD PTR [rbp-8]
add eax, DWORD PTR [rbp-12]
leave
ret
main:
push rbp
mov rbp, rsp
mov edx, 3
mov esi, 2
mov edi, 1
call f
mov edx, eax
mov eax, OFFSET FLAT:.LCO ; "%d\n"
mov esi, edx
mov rdi, rax
mov eax, 0 ; number of vector registers passed
call printf
mov eax, O
leave
ret

There are no “shadow space” requirement in System V *NIX[Mit13], but callee may need to save arguments somewhere,
in case of regsiters shortage.

8.2.3 GCC: uint64_t instead of int

Our example worked with 32-bit int, that is why 32-bit register parts were used (prefixed by E-).
It can be altered slightly in order to use 64-bit values:

#include <stdio.h>
#include <stdint.h>

uint64_t f (uint64_t a, uint64_t b, uint64_t c)

{
return a*b+c;
I
int main()
{
printf ("%lld\n", f(0x1122334455667788,
0x1111111122222222,
0x3333333344444444));
return O;
}
Listing 8.8: Optimizing GCC 4.4.6 x64
f proc near
imul rsi, rdi
lea rax, [rdx+rsi]
retn
f endp
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main proc near
sub rsp, 8
mov rdx, 3333333344444444h ; 3rd argument
mov rsi, 1111111122222222h ; 2nd argument
mov rdi, 1122334455667788h ; 1st argument
call f
mov edi, offset format ; "%lld\n"
mov rsi, rax
xor eax, eax ; number of vector registers passed
call _printf
xor eax, eax
add rsp, 8
retn

main endp

The code is very same, but registers (prefixed by R-) are used as a whole.

8.3 ARM
8.3.1 Non-optimizing Keil 6/2013 (ARM mode)

.text:000000A4 00 30 AO E1 MoV R3, RO
.text:000000A8 93 21 20 EO MLA RO, R3, R1, R2
.text:000000AC 1E FF 2F E1 BX LR
.text:000000B0 main

.text:000000B0 10 40 2D E9 STMFD  SP!, {R4,LR}
.text:000000B4 03 20 AO E3 MoV R2, #3
.text:000000B8 02 10 AO E3 MoV R1, #2
.text:000000BC 01 00 AO E3 MoV RO, #1
.text:000000C0 F7 FF FF EB BL f
.text:000000C4 00 40 AO E1 MoV R4, RO
.text:000000C8 04 10 AO E1 MoV R1, R4
.text:000000CC 5A OF 8F E2 ADR RO, aD_0 7 "%d\n"
.text:000000D0 E3 18 00 EB BL _ 2printf
.text:000000D4 00 00 AO E3 MoV RO, #0
.text:000000D8 10 80 BD E8 LDMFD  SP!, {R4,PC}

In main() function, two other functions are simply called, and three values are passed to the first one (f).

As | mentioned before, first 4 values are usually passed in first 4 registers (R0-R3) in ARM.

f function, as it seems, use first 3 registers (R0-R2) as arguments.

MLA (Multiply Accumulate) instruction multiplicates two first operands (R3 and R1), adds third operand (R2) to product
and places result into zeroth register (R0O), via which, by standard, values are returned from functions.

Multiplication and addition at once® (Fused multiply-add) is very useful operation, by the way, there was no such instruc-
tion in x86 before FMA-instructions appearance in SIMD “.

The very first MOV R3, RO, instruction, apparently, redundant (single MLA instruction could be used here instead),
compiler was not optimized it, since this is non-optimizing compilation.

BX instruction returns control to the address stored in the LR register and, if it is necessary, switches processor mode
from thumb to ARM or vice versa. This can be necessary since, as we can see, T function is not aware, from which code it
may be called, from ARM or thumb. This, if it will be called from thumb code, BX will not only return control to the calling
function, but also will switch processor mode to thumb mode. Or not switch, if the function was called from ARM code
[ARM12, A2.3.2].

8.3.2 Optimizing Keil 6/2013 (ARM mode)

.text:00000098 f
.text:00000098 91 20 20 EO MLA RO, R1, RO, R2
.text:0000009C 1E FF 2F E1 BX LR

And here is T function compiled by Keil compiler in full optimization mode (-03). MOV instruction was optimized (or
reduced) and now MLA uses all input registers and also places result right into RO, exactly where calling function will read
it and use.

3wikipedia: Multiply-accumulate operation
*https://en.wikipedia.org/wiki/FMA_instruction_set
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8.3.3 Optimizing Keil 6/2013 (thumb mode)

.text:0000005E 48 43 MULS RO, R1
.text:00000060 80 18 ADDS RO, RO, R2
.text:00000062 70 47 BX LR

MLA instruction is not available in thumb mode, so, compiler generates the code doing these two operations separately.
First MULS instruction multiply RO by R1 leaving result in the R1 register. Second (ADDS) instruction adds result and R2
leaving result in the RO register.

8.3.4 ARM64
Optimizing GCC (Linaro) 4.9

That’s easy. MADD is just an instruction doing fused multiply/add (similar to MLA we already saw). All 3 arguments are
passed in 32-bit part of X-registers. Indeed, argument types are 32-bit int’s. The result is returned in WO.

f:
madd w0, w0, wl, w2

ret
main:
; save FP and LR to stack frame:
stp x29, x30, [sp, -16]!
mov w2, 3
mov wl, 2
add x29, sp, O
mov wo, 1
bl f
mov w1, w0
adrp x0, .LC7
add x0, x0, :1lo12:.LC7
bl printf
; return 0
mov w0, 0
; restore FP and LR
ldp x29, x30, [spl, 16
ret
.LC7:

.string "%d\n"

| also extended all data types to 64-bit uint64_t and tried it:

uint64_t f (uint64_t a, uint64_t b, uint64_t c)

{
return a*b+c;
}
int main()
{
printf ("%11ld\n", f9(0x1122334455667788,
0x1111111122222222,
0x3333333344444444));
return 0;
T
f:
madd x0, x0, x1, x2
ret
main:
mov x1, 13396
adrp x0, .LC8
stp x29, x30, [sp, -16]!
movk x1, 0x27d0, 1sl 16
add x0, x0, :lo12:.LC8
movk x1, 0x122, 1sl 32
add x29, sp, O
movk x1, 0x58be, 1sl 48
bl printf
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mov w0, 0
1dp x29, x30, [sp]l, 16
ret

.LC8:
.string "%lld\n"

Function f() is just the same, but whole 64-bit X-registers are now used. Long 64-bit values are loaded into registers by
parts, | described it also here: 39.3.1.

Non-optimizing GCC (Linaro) 4.9

Non-optimizing compiler more redundant:

f:
sub sp, sp, #16
str w0, [sp,12]
str wl, [sp,8]
str w2, [sp,4]

ldr w1, [sp,12]
ldr w0, [sp,8]

mul w1, wl, wO
ldr w0, [sp,4]
add w0, wil, wO
add sp, sp, 16
ret

The code saves input arguments in the local stack, for a case if someone (or something) in this function will need to use
WO. . .W2 registers by overwriting original function arguments, but they may be needed again in future. So this is Register
Save Area [ARM13c] however, callee is not obliged to save them. This is somewhat similar to “Shadow Space”: 8.2.1.

Why optimizing GCC 4.9 dropped this arguments saving code? Because it did some additional optimizing work and
concluded that function arguments will not be needed in future and WO . . .W2 registers will also not be used.

We also see MUL/ADD instruction pair instead of single MADD.
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Chapter 9

More about results returning

As of x86, function execution result is usually returned ! in the EAX register. If it is byte type or character (char) —then in
the lowest register EAX part —AL. If a function returns float number, the FPU register ST(0) is to be used instead. In ARM,
result is usually returned in the RO register.

9.1 Attempt to use result of function returning void

By the way, what if returning value of the main() function will be declared not as int but as void?
so-called startup-code is calling main() roughly as:

push envp
push argv
push argc
call main
push eax

call exit

In other words:

exit(main(argc,argv,envp));

If you declare main() as void and nothing will be returned explicitly (by return statement), then something random,
that was stored in the EAX register at the moment of the main() finish, will come into the sole exit() function argument.
Most Likely, there will be a random value, left from your function execution. So, exit code of program will be pseudorandom.

| can illustrate this fact. Please notice, the main() function has void type:

#include <stdio.h>

void main()
{

printf ("Hello, world!\n");
}

Let’s compile it in Linux.

GCC 4.8.1 replaced printf() to puts() (we saw this before: 3.4.3), but that’s OK, since puts() returns number of
characters printed, just like printf (). Please notice that EAX is not zeroed before main() finish. This means, EAX value
at the main() finish will contain what puts () left there.

Listing 9.1: GCC 4.8.1

.LCO:

.string "Hello, world!"
main:

push ebp

mov ebp, esp

and esp, -16

sub esp, 16

mov DWORD PTR [esp], OFFSET FLAT:.LCO

call puts

leave

ret

1See also: MSDN: Return Values (C++): http://msdn.microsoft.com/en-us/library/7572ztz4.aspx
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Let’ s write bash script, showing exit status:

Listing 9.2: tst.sh

#!/bin/sh
./hello_world
echo $?

And run it:

$ tst.sh
Hello, world!
14

14 is a number of characters printed.

9.2 What if not to use function result?

printf() returns count of characters successfully sent to output, but result of this function is rarely used in practice. It’s
possible to call functions which essence in returning values, but not to use them explicitely:

int f()
{
// skip first 3 random values
rand();
rand();
rand();

// and use 4th
return rand();
}

Result of rand() function will always be leaved in EAX, in all four cases. But in first 3 cases, a value in EAX will be just
thrown away.

9.3 Returning a structure

Let’s back to the fact the returning value is left in the EAX register. That is why old C compilers cannot create functions
capable of returning something not fitting in one register (usually type int) but if one needs it, one should return information
via pointers passed in function arguments. So, usually, if a function should return several values, it returns only one, and
all the rest—via pointers. Now it is possible, to return, let’s say, whole structure, but still it is not very popular. If function
must return a large structure, caller must allocate it and pass pointer to it via first argument, transparently for programmer.
That is almost the same as to pass pointer in first argument manually, but compiler hide this.

Small example:

struct s
{

int a;

int b;

int c;
}
struct s get_some_values (int a)
{

struct s rt;

rt.a=a+1;

rt.b=a+2;

rt.c=a+3;

return rt;
o

...what we got (MSVC 2010 /0x):

$T3853 = 8 ; size = 4
_a$ =12 ; size = 4
?get_some_values@@YA?AUs@@H@Z PROC ; get_some_values

mov ecx, DWORD PTR _a$[esp-4]
mov eax, DWORD PTR $T3853[esp-4]
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lea edx, DWORD PTR [ecx+1]
mov DWORD PTR [eax], edx
lea edx, DWORD PTR [ecx+2]
add ecx, 3
mov DWORD PTR [eax+4], edx
mov DWORD PTR [eax+8], ecx
ret 0
?get_some_values@@YA?AUs@@H@Z ENDP

; get_some_values

Macro name for internal variable passing pointer to structure is $T3853 here.

This example can be rewritten using C99 language extensions:

struct s

{
int a;
int b;
int c;

T

struct s get_some_values (int a)
{

return (struct s){.a=a+1, .b=a+2,
}

.c=a+3};

Listing 9.3: GCC 4.8.1

_get_some_values proc near

ptr_to_struct = dword ptr 4

a = dword ptr 8
mov edx, [esp+a]
mov eax, [esp+ptr_to_struct]
lea ecx, [edx+1]
mov [eax], ecx
lea ecx, [edx+2]
add edx, 3
mov [eax+4], ecx
mov [eax+8], edx
retn

_get_some_values endp

As we may see, the function is just filling fields in the structure, allocated by caller function. As if a pointer to the structure
was passed. So there are no performance drawbacks.
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Chapter 10

Pointers

Pointers are often used to return values from function (recall scanf () case (7)). For example, when function should return
two values.

10.1 Global variables example

#include <stdio.h>

void f1 (int x, int y, int *sum, int *product)
{
*sum=x+y,
*product=x*y;
}

int sum, product;

void main()

{

f1(123, 456, &sum, &product);

printf ("sum=%d, product=%d\n", sum, product);
}

This compiling into:
Listing 10.1: Optimizing MSVC 2010 (/Ob0)

COMM _product : DWORD
COMM __sum:DWORD
$SG2803 DB "sum=%d, product=%d', OaH, OOH
x$ =28 ; size = 4
_y$ =12 ; size = 4
_sum$ = 16 ; size = 4
_product$ = 20 ; size = 4
_f1 PROC

mov ecx, DWORD PTR _y$[esp-4]

mov eax, DWORD PTR _x$[esp-4]

lea edx, DWORD PTR [eax+ecx]

imul eax, ecx

mov ecx, DWORD PTR _product$[esp-4]

push esi

mov esi, DWORD PTR _sum$[esp]

mov DWORD PTR [esi], edx

mov DWORD PTR [ecx], eax

pop esi

ret 0
_f1 ENDP
_main PROC

push OFFSET _product

push OFFSET _sum

push 456 ; 000001c8H

push 123 ; 0000007bH

call _f1
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_main

mov
mov
push
push
push
call
add
xor
ret
ENDP

eax, DWORD PTR _product
ecx, DWORD PTR _sum

eax

ecx

OFFSET $SG2803

DWORD PTR __imp__printf

esp, 28
eax, eax
0

’

; 0000001cH
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Let’s see this in OllyDbg:

aFliaizil . SBF424 1@
BEF11GE1Y
BaF11a1s
BEF11E1E
BEFlialic
BEF11E10
BaF11a1E
BEF11E1F
BEF11E26
F1

1
HEF11E2F
aEFlias1] .
BEFliezel]l . Al

BEF11E41(] .
aEFliadzi] . E1
BEFliegzi] . &2

2 Z42gF 160
261 ERE
7E

CAFFFFFFE

SRS 168
gerilece) (. SBeD G4 iom| HOU ECY, DUORD PTR DS:[F13354]

QE2EF |05
GEF11845|| . FP1S HEEF 10A

in thread, module ptrs_and

MOW OWORD PTR DS: [ESI],EDX
HMOL OWORD PTR D05: [ECKI, ER:

ptirs_and. @EF 13388
ptis_and. AEF 132384
1cae

vE

L ptrs_and. @8F11&868
MOW ER, OWORD PTR DS5:[F13398]

FUSH EAY
FUSH ECH
PUSH ptrs_and. BEF 1266

CALL _DWORD PTR DS: E<&NSUERIBB printf ]

format =
printf =

“wdx =3
[<Zd> =5

Registers (FFPLI

MO EST, DWORD PTR SZ: [ESP+1@]
2916

ERX BR4A2910

ECx SFBF4714 OFFSET MU
EDE BREEEEER

EEX BROEE8EGEE

ESP BEZ4FA4G

EBF BE34FRSS

ESI BREEEEEL

EDI 8@F12298 ptrs_and.@
EIF BEF1182A ptrs_and.d
C 8 ES B8ZE 22bit AIFF
1 CE BEZ2 22bit @IFF
8 22 GE2B 2Zbit BCFF
1 D05 @@2E 3zbit @(FF
B FS BEES SEZbit VEFDO
8 G5 8@z2B 22bit GIFF
5]

LastErr ERROR_SUCCI
EFL BBBESZ4& (HO,HE, E, B

STH empty O.0
STl emptw 8.8

Add Hen d ASCII BEF 15564 ptre_and. DEF 15054
AT TR R TR TR T GEZAFA44| @EF1320E| prre_and. BOF 12228
QEF1Z22C| B2 00 B9 0 B0 00 0O o8| 8, .. ..., @e34FA4E BBFL1ICLIRETURN to ptrs_and.
AOF123%4| B3 Bl 2A ES B3 Bl 2A EG|ehwnwiw: ogdrhac| ooopanol

AEF1Z35C| 08 PO B B0 OF BE BB OO ........ GaS4rRse) daanizes

GEF1Z304| 00 PO B B0 OB BB B8 ©6| ........ DacdrRsd) ooansalo

QEF1Z20C| 00 0O BA B0 GO B8 B8 B8 ........ pacirnse) extoasks

QaF133B4(08 DO @8 0|68 29 08 B3] ........ BEEFAGE| BEORREEE

Figure 10.1: OllyDbg: global variables addresses are passing into 1()

At first, global variables addresses are passed into 1 (). We can click “Follow in dump” on the stack element, and we
will see a place in data segment allocated for two variables.
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These variables are cleared, because non-initialized data (BSS?) are cleared before execution begin: [ISO07, 6.7.8p10].
They are residing in data segment, we can be sure it is so, by pressing Alt-M and seeing memory map:

%1 Memory map o ] 4
RAddress |Size Owner Section |Contains Type|Access |Initial|Mapped as -
BEE1EAEEE | BEE 1 EEEE Map | RN Rl

BEEZEEEE | BEE 18888 Hap | EW Ell

BEA486608 | BAEE1 888 Imag| R RWE

BRASAREE | BaaR @88 Map |R R

BEASEEEE | BEEE1BEE Pr-iv| B Ell

BEEA9EEE | BERETEEE Priv| Bl Guai B

HEAEBEEE0E | BAEEIAEEA Priw| RN Rl

B8 128668 | BaREC A8 Pr-iv| Rl R

BE240EEE | BEEE1EEE Friv| Bl Gual B

BEI4EBRE | BAREZEEE stack of ma|Priv BN Gua RW

BAZEAEAE | BEEETEER Map |R R ~Oevice~HarddiskUolumel~blindows~Suste
BE4ABEEE | BARESA8E8 Pr-iv| Rl Rl

BEF 10EEE | BEEE]BEE | ot rs_and PE header Imaa| R RIE

BEF11868 | BEEE1E888) ptrs_and| . teut code Imaa| R RIWE

AEF 12808 | GAEE1AEA| ptrs_and| . rdata imports Imag| R RIE

BEF 120060 BEEA1EEE ptrs_and| . data data Imaga R RWE

BEF 14EEE | BEEEL AR ptrs_and| e loc relocations| Imag| R RIE

SFB4BE00 | Baaa]aa8 MSUCR1BE FE header Imaa| R RIWE

SFB4 16608 | AABEZAEE| MSUCR188 | . teut code, import) Imag| R RWE

EFEF 3003 | BaBRGaan| MSUCR188 . data data Imaa| R RIWE

&F BF PEEE | BEEE] BEE| MSUCR160| . rsoc CESOULCEs Imaa| R RIE

SFEFABEE | BEEESERE| MSUCR188 | . re loc relocations| Imaa| R RIWE

T4FEBBEE | AAEESA8E8 Imag| R RUWE

Figure 10.2: OllyDbg: memory map

1Block Started by Symbol
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Let’s trace (F7) until execution of 1():

10.1. GLOBAL VARIABLES EXAMPLE

thread, module ptr

BEACEd B3 FIOL ECH, i
negisters thed)
B 1 1664 84  |MOU EAX,DWORD FTR S5t [ESF+4] | Heaisters LFPL)
AEF 1 {AES LEA ED¥,DWORD FTR DS: [EAN+ECH] S B e
EF 1 1 BEE 1 THUL_EAR, ECH e o
GIEF 1 1EEE 1@ HOU ECi, DWORD FTR 55:[ESF+1@1 S b
AEF1 1812 PUSH EST g e
AEF1 113 MOU ESI,ON0RD FTR S5:[ESF+1@1 oo e
GEF1 {17 MOL DWORD PTR D5:[ESII,EDX EST aoaaana:
GEF1 1619 HOU OWORD PTR OS:[ECH, EA o 2
BEF1161E [ STIER
AEF11A1C EIF BEF11886 ptrc_and.
GEF1 {ain 2
08 ES BAZE Z2hit BIF
DAElEiE F1 Cf 8622 33hit GIF
A B S5 BEZE 32hit BIF
AEF 1 1A20 ptrs_and. BAF13293 4 Y EE B ke ai
BEF1 {325 FEEETS] ptr=_and. BAF13384 B R S B Eaghe Bl
GEF 1 1627 & CEO1GE0n H 103 2 R EREhS mad
@EF 1 182F 7B 7B uE
2 S gl A o L E— TY0 5 LastErr ERROR_SLC
Stack SS'[BBS4FFISC] AEEEE] CE EFL 8@@asz4s (MO,ME,E,
ECHZEFBFa714 (MSUCRIAE. _in iteny)
Local call from BEF1183T STE empty 8.8
STl empty H.8
BB 1 1056 RETURN £o Dtre_ant
Address [Hex dump ASCII e P RRETE
BOF 15554 | 06 B0 B0 G0] 00 66 GH BE| 4.......
AEZAFAEE| BRRGE1CE
AEF1Z35C| 02 AG OA 60| G0 B0 A6 Q6| 8. ... ...
AEZAFA4E| BBF12284| ptrs_and. BEF 13294
AEF13294| B2 B1 2A ES G2 B1 20 ES| #Eeawien
BE24FA44| BBF12308| prre_and. BBF 13383
BEF1S35C| BG B3 BR G0| G0 BE BE BE| .. ......
AEZ4FA42| BBF111C1|RETURN to ptrs._anc
GEF13304| 00 A6 B6 66| 68 B8 BE GE| ... ...,
AEZAFA4C| QERBAAE1
AEF1Z30C| 00 AG BA GO G0 GO BE GE| ... .... pooafpaL| 2oanazal
AEF13364| B0 BB AR 66| 6R PR BE @Bl ... ..., gmz4rnsal eB4plzes

Figure 10.3: OllyDbg: f1() is started
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Two values are seen in the stack 456 (0x1C8) and 123 (0x7B), and two global variables addresses as well.
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10.1. GLOBAL VARIABLES EXAMPLE

Let’s trace until the end of f1().

At the window at left we see how calculation results are appeared in the global

variables:
CPU - main thread, module ptrs_and

BEF11GEB| [ CE4lzd 5% MOU ECH, DWORD FIR 55: LESP+E] Regizters (FFU
BBF 11604 B4 |MOU ERX,DWORD PTR SS:[ESP+4] e
ooEiiEEe L e PTG R e ECH BEF13388 ptrs_and.BEF1336E
BEF 1 160E 18 |{OY EC:,DWORD PTR SS: [ESP+18] EDy moonasas
aeF1i61e|| - FUSH EST o P
aaF11a15|| - 18 MOU EST,0OM0RD FTR 55: [ESF+1@1 B
eeF11617|| - HMOU DWORD PTR OS:CESIT,EDR ES1 BOP1S954 prre_and.GOF13334
o Hos-pugR0 PR 08:CEEX, EAX g |EDI ®eF133%@ prre”and.eeF13ase
GEF1161E | B8 phrs_an - -
BEF11810| k. EIF BBF11081E ptrs_and.BEF1161E
EEREEr: C B ES BEZE I2bit @(FFFFFFFF)
EEEE F 1 CS BB2Z 22bit BIFFFFFFFF)
aEF11aza( s ptrs_and. BEF 13250 3 1 G5 (s eRal0 (liAAAAAAR,
oeFiiezs|| . &2 B433Fiom ptre_and. BOF 13334 S =1 -1 5
BeF116zA(| - &2 Cbicbee ics -
el o e e o B T8 G5 @626 3200t BIFFFFFFFF)
e[ 59 AR || e r R 0 @ LastErr ERROR_SUCCESS (8E
Stack [HE34FASAI=HEAEE0HE 1 EFL @@E&@z@s (HO,ME,HE,A, NS, FE
ES1=AAF13354 [ptrs_and. BAF 155541

S5TO empty B.8

ST1 empty 8.8
Address CREAHEG 1
S T T e e — BAZ4FHZ4| BOF11E56( RETURN to ptrs_and.BEFL1E:
BoF 1336 Coodrnoc| Gampaiie
QoFlssedlas BL =8 ES) 03 BI 2H ES G024FR40| BEF13354| ptrs_and.0OF13384
ErEEERG] B B B B G e R BRZ4FA44| BEF 13382 ptre_and. OBF 13358
e [ g [ g g BAZ4FA42| BBF111CT|RETURN £o ptrs_and.BEFL11

FAZ4FA4C| BAPEREET

ABF13364| GG 03 PR GO 6R A6 OO @D
BEF1Z3EC| 0O BF BB DO| G0 DB OO B0 S SATREis D (e R =8
ARFTRA0A| AR AR AR AR AR AR AR QAR guz4Fnsd| @e4nzzla

Figure 10.4: OllyDbg: f1() finishes
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10.2. LOCAL VARIABLES EXAMPLE

Now values of global variables are loaded into registers for passing into printf():

BEF11a1i0n & |Registers (FPL
e . ] ERY BEEGDELSD
@EF 11620 S833F 168 ptrs_and. B0F 1 5355 ELn EpEmacds
BEF 11625 = S4ZoFLes ptre_and. BOF13334 ol EREERE
BEF 1 1BZA C201pERE 1C8 o R
earFiiesr|| o &A FE 7E ErP Becdrrn
REF 11651 CAFFFFFF | CALL ptrs_and.BAF1 1@ D ERERITEE:
BEF 1 163 1 HOU EA, DHORD FTR DS: [F133881 EDI BOF13950 prre_and.@OF1
BEF 1 16 SB60 S4Z5F 108| MOU ECH DWORD PTR DS:[F13384] Ik
FUSH ER YEAENEND | EIF 9BF11841 ptrs_snd.B8F1
1642 FLIEH ECH <ds =3 ; :
@EF 11643 FUSH prre_and. @F1S@ms [furnat = | @ ES Dob S2bix DIFFFFRF
paF1164z|| o FFIE CALL DWORD PTR OS:[<&MSUCRIBE.printf ] |Lprintf b5 S e sEdhe phdaads
peFiieae || o 22cd 10 ADD ESF, 1T S 0 BS AAoh 350 it BIFFFFF
aaFi1ast || o B30e WOR EAR, EAX BE R EEES EEehs whnandd
gaFiiass L. C3 RETH T ® G5 BEZE 22hit GIFFFFF
BEF11G54| . &2 ZB14F1BE | PUSH prrs_and.BOF11428 o
Aachnag| o [ BRET || B et T10 8 LastErr ERROR_SUCCESS
ERAR=DEBE0E 1 EFL GREARZEE [N, HE, NE, A, N
STH emptyw O.
ST1 empty 8.8
Address |Hen dump ASCII BEBBHEE
BOF13324| 43 02 OO 0| 1 OB 00 00| CE..tH.. EIEREE | GIERTE
poFl3sed| a3 pz do ma|ic DB bR ERIL BEZ4FR4E| BEF12354| pros_and. BEF13224
Beri3aos| o2 B9 9B BR|E2 BY 92 BR|Ghnedn BEZ4FA44| BEF13358| prrs_and. BEF 13358
SRR e B 2l s bl Bl ) ee) LB AAZ4FA4E| AAF111C1| RETURN to ptrs_and. @
QOF13304( @0 B0 OO 00| 08 GG 0@ B3| ... ..... pooafpar| poanazal
BEF1Z2AC| DG BE BB 09| BE BB B8 BE| ..., s
BEF1ZZE4|06 0B B8 6o 0R B8 oo Balooooollll ) @B24FAGH| BadAca1R

Figure 10.5: OllyDbg: global variables addresses are passed into printf()

10.2 Local variables example

Let’s rework our example slightly:

Listing 10.2: now variables are local

void main()

{
int sum, product; // now variables are local in this function
f1(123, 456, &sum, &product);
printf ("sum=%d, product=%d\n", sum, product);

}

1 () function code will not be changed. Only main() code will:

Listing 10.3: Optimizing MSVC 2010 (/Ob0)

_product$ = -8 ; size = 4
_sum$ = -4 ; size = 4
_main PROC
; Line 10
sub esp, 8
; Line 13
lea eax, DWORD PTR _product$[esp+8]
push eax
lea ecx, DWORD PTR _sum$[esp+12]
push ecx
push 456 ; 000001c8H
push 123 ; 0000007bH
call _f1
; Line 14
mov edx, DWORD PTR _product$[esp+24]
mov eax, DWORD PTR _sum$[esp+24]
push edx
push eax
push OFFSET $SG2803
call DWORD PTR __imp__printf
; Line 15
xor eax, eax
add esp, 36 ; 00000024H
ret 0
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CHAPTER 10. POINTERS 10.2. LOCAL VARIABLES EXAMPLE
Let’s again take a look into OllyDbg. Local variable addresses in the stack are 0Xx35FCF4 and 0x35FCF8. We see how
these are pushed into the stack:

E CPU - main thread, module ptrs_and

EQY BEAEEEEGE
ESF Go3seCro
SUB ESF,. 2 . EEF @B3EFD2C
208424 LEA ERX,DWORD FTR S5: [ESPI ES] BEEEEEE1

. 5@ PLUSH ERX
AEFS1827]] . 2?4324 o] ECOI BBEF23388 ptrs_and.BEF23382

LEA ECH DWORD FTR SS: [ESF+E1
: FUSH Er EIF BEFE1B2E ptrs_and. GEFG1E2E
€5 CoBlooe@ | FUSH 108
&A TE £

[E] q
@ ES BEZE S2biv G(FFFEFFFF

BEFE 1631 FUSH 7E -
BBFS1633(| - ES CEFFFFFF | CALL ptrs_and. BEFS1068 B0 52 Bhes ZEbiT BIEEEEEEER
BEFS1636|| . SBS424 1 |HOU EDX,DWORD FTR S5:LESF+181 -

£ 0 D BEZE 32bit GIFFFFFFFF)
SR B e B AT (PR SE0 LESFoRe P § 8 FS @853 32bit FEFOOBEGLFFF)
s | = FhEn Emn ikt T8 GS BU2B 32bit BUFFFFFFFF)
Borsiedz)| - G5 BOoEEEmE [FUSH Pt and. A e eeiiacoo I FTEMET = "SU TN @ LastErr ERROR_SUCCESS (0000E

ECH=AHSEFCFE EFL BE@EE282 (MO, ME,.MNE,A, M2, PO, GE

STA empty B.A
ST1 empty B.@

e T & ASCIT BECLFLES| BOFCoHDD] prrc_and. DOFCoHED
TESE |TeR CumR — —1 BaZEFCES| BEFSIR34| ptre_and. BEFE3E34

BEZCFCFD| Bl OB 90 B8] 0O 11 Fo 08| 8. .. M0, EESRS| AR

pE3SFOAE| 01 06 B0 62 25 15 15 60|60, (35, S CET

Feenl) O =) 85 G| 58 W2 35 86)) IS0l BEZEFCR4| EFBE2ESD RETURM to MSUCR1BE. EFESZE2D0
BEZEF016( 60 BE G0 06| 68 05 B8 B8[........ L AR TR

Q@3sFO1e) 8@ EQ FO vE| 63 08 88 86) .07, ... BEEEFCFC| BBFS1108| RETURN to ptrs_and.BEFS11CE §
BP35F026| B0 BB BE @S| GC FO 35 B6|..... 5. RSN Rt

BPISFDZS| 4% C2 DS FO| 7S FO 35 DB| Fr pecss. e

BEZEFDZE| 99 16 F2 @B[17 82 28 19|..°.%#804 e e e

BESEFD3E|BG 0P BB BB| 42 FO 55 B3| ....HsS, eEEa ]| WEasE

HE3EFD48| A 35 94 V& BE EA FD TE| j3%w. p=" GAZCSFOLG| AEREREEER

BP3EFD43| 52 FO 35 @B| 72 9F &0 vr| kS rAlw sREShE) R

Figure 10.6: OllyDbg: addresses of local variables are pushed into the stack
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CHAPTER 10. POINTERS 10.2. LOCAL VARIABLES EXAMPLE

£1() is started. Random garbage are at 0x35FCF4 and 0x35FCF8 so far:

CPU - main thread, module ptrs_and

TEALZ4 G5 MOU ECH, DUORD FTR S5t LESF+E]

Borciood|| . cEqdzd4 @d MOU EQ,OWORD PTR S92 [ESP+4] ETEEEE

oarcioos|| - aol4@e LEA ED¥,DWORD PTR DSz [EAH+ECH] R

soFeioee|| o BFAFCI TAUL EA%, ECH R

soFcioee|| - sEdcze 1m MoU ECH, DWORD PTR S5:[ESP+181 e

sarzioiz|| - g PUSH ESI FOSSEeET

oariaiz|| - GEv4cs 1e MOU ESI,DWORD PTR 55:[ESP+1@1 ETTEERTEE

saFeiniz|| D &sie HMOU DWORD PTR DS:CESI1,EOX ERERE

saFsiais|| o el MOU DWORD PTR D5: [ECH1, EAX BOFES998 prre_and.oe

BEFZ1G1E ==IiElo

gaFE1g1C EIF @EFS188@ ptrs_and,dE

C @ ES BRZE 3%bit BLFFF

ggggigig F @ C5 @823 32bit @iFFF

oFstotrl . A @ S5 eAZE 22hit BIFFF
. . Z @ DS 682B 3zbit ALFFF

seFsinzs|| LER ERM,DWORD PTR S5:[ESFI B[S HieE Eaens A

AR | | o B e SHMEEL: T @ &5 BBZE 3Zhit BIFFF

saFiozr|| - SDacze ee LEQ ECH,OWORD PTR SS:[ESP+21 bk

oRe Bl [N - — RICHIEEE 40 0 LaztEcr ERROR_SUCCE

Stack S5:[BOOSTLES1—HOGRDICE EFL @@@@Ezaz (Mo, HE, HE, F

ECH=GBISFCFS

Local call from BEFS1E33 §¥? EEEES S-S

Address |Hen dump ASCIT BEFE1838| RETURH to ptr=_and.l

BOSSFCFD| 01 DO BE ©0) GO 11 FO B0|@... 40, ppIsPLEA| oooooart

BEISFOGGE| 01 GA R 63 22 12 15 86| 8, .. (%5, SRR e

BE3ISFOAS| 18 29 15 @@ 13 OE ES 19| Mi&. 0 Ixd PRISFLEC| DESSPLFS

SR () (3 (G (G5 (608 () B (] oogga000 BEZSFCFG| GFOSZE30| RETURN to MSUCR1GE.:

BEIEFOLS| 08 E@ FO 7E 06 &0 60 o0| . ... . DoSSFCRY| efosassD

AN |Gl ER GE R ER A0 23 B8 goao s @EISFCFC| @EFS110CE| RETURN to ptrs_and.

BEISFOZE| 48 C2 OS FO| 78 FO 35 86| Fr peoss. BESSFLFL| parolitd

BBSEFOS6| 65 16 FE 66| 17 B2 28 19| ..%. 814 EAA | (LR

Figure 10.7: OllyDbg: 1 () starting
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10.3. CONCLUSION

f1() finished:

BEF2 1 HEE

BEFS BG4
BEFS1EE2
BEF21EEE
BEF21EEE
BaFsialz
BEFS1E12
BEF21a1vY
BBFSlB{E

MOL ECH, OWORD
ML ERX,. DWORD

R S55: [ESP
LEA ED¥,OWORD PTR O35: [EAX+ECK]

IMUL ERX,ECY

MOU ECY, DWORD PTR S2: [ESP+1@]

PUSH ESI

MO EST, OWORD PTR 55: [ESP+1@]
MOU DWORD PTR DS:[ESI], EDX
MOU OWORD PTR DS: [ECK], EAY

BAEE0ELS
BE3EFCF4
EEEaE242
SESREAGE
BE3SFCOC
BEZEFOEC
BE2EFCFS
saFzIzs2

Address [Hex dump

ASCIT

BEZEFDLE
BEZEFDLE
BEISFO2E
BEIEFOZS
EEES e

BEZEFCF2( 42 B2 @0 68 CH 11
BEICFOEE| 81 B8 a8 @@ 22 12 15 68| 6, .. ($5,
BEZEFOES| 18 23 15 @8 15 DE ES 13 HIE R

F2 B8 Ca,, 42,

HEIEFCES
BEZEFCEC
HEZEFCFA
BEISFCF4
HEIEFCFE
BEZEFCFC

Figure 10.8: OllyDbg: f1() finished

BEFE G BEFE1a1E
BEFELA10

BEFZ1A1E £l S Goe
BEFS1A1F C A @ 55 9aZB
BEFS1a28(rs 83EC @ SUE ESF, 8 7@ 05 BacE
porsioz:|| L shedzd LER ERi, DUORD PTR SS: [ESP] S @ FI @@s3
BEFE1AZ7 : BD4I324 as LER El:x DWORD PTR 55: [ESP+3] g g b EueE
BEFS 1626 FUSH EC 4068 LastErr
Stack [OG3EFCOC] SHBoooaT

Stack TOBIEE EFL 08062606

STE empty 8.8
STl empty B.8

Registers [(FPLI

ptrs_anc
phrs_anc
2Zbit @l
22bit @
Z2bit @[
SEbit @l
2Zbit TE
22bit @

ERROR_SL
(MO, HNE, T

BEEEEEEE

BEF21E22I RETURN to ptrs_a

BEEHEETE
EEEEE]CE
BEZEFCFS

2] ]

=] RETURM to ptrs_a

There are 0xDB18 and 0x243 now at 0x35FCF4 and 0x35FCF8 addresses, these values are T1() function result.

10.3 Conclusion

f1() can return results to any place in memory, located anywhere. This is essence and usefulness of pointers.
By the way, C++ references works just in the same way. Read more about them: (37.3).
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Chapter 11

GOTO

GOTO operator considered harmful [Dij68], but nevertheless, can be used resonably [Knu74], [Yurl3, p. 1.3.2].
Here is a simplest possible example:

#include <stdio.h>

int main()
{
printf ("begin\n");
goto exit;
printf ("skip me!\n");
exit:
printf ("end\n");
}

Here is what we’ve got is MSVC 2012:
Listing 11.1: MSVC 2012

$5G2934 DB 'begin', 0aH, OOH
$SG2936 DB ‘skip me!', 0OaH, OOH
$SG2937 DB 'end', OaH, OOH
_main PROC
push ebp
mov ebp, esp
push OFFSET $SG2934 ; 'begin'
call _printf
add esp, 4
jmp SHORT $exit$3
push OFFSET $SG2936 ; 'skip me!'
call _printf
add esp, 4
$exit$3:
push OFFSET $SG2937 ; 'end'
call _printf
add esp, 4
xor eax, eax
pop ebp
ret 0
_main ENDP

So the goto statement is just replaced by JMP instruction, which has the very same effect: unconditional jump to another
place.
The second printf() call can be executed only with the help of human intervention, using debugger or patching.
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CHAPTER 11. GOTO

This also could be a simple patching exercise. Let’s open resulting executable in Hiew:

C:\Polygoni\goto.exe a32 PE .08481660
ebp
ebp,esp

; 'begin® --E
printf
esp,

jmps --B

push ; 'skip me!' --E
call printf

add esp,

push

call printf

Figure 11.1: Hiew
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CHAPTER 11. GOTO 11.1. DEAD CODE
Place cursor to the address of JMP (0x410), press F3 (edit), press two zeroes, so the opcode will be EB 00:

: EFW0O EDITMODE a32 PE 00413
push ebp
mowv ebp,esp
push
call
add

jmps

push
call
add
push
call
add
xor

Fl O FI

Figure 11.2: Hiew
The second byte of JMP opcode mean relative offset of jump, 0 means the point right after current instruction. So now
JMP will not skip second printf() call.
Now press F9 (save) and exit. Now we run executable and we see this:

C:\Polygon>goto.exe

begin

Figure 11.3: Result

The same effect can be achieved if to replace JMP instruction by 2 NOP instructions. NOP has 0x90 opcode and length
of 1 byte, so we need 2 instructions as replacement.

11.1 Dead code

The second printf() call is also called “dead code” in compiler’s term. This mean, the code will never be executed. So
when you compile this example with optimization, compiler removing “dead code” leaving no trace of it:

Listing 11.2: Optimizing MSVC 2012

$5G2981 DB 'begin', 0aH, OOH
$5G2983 DB 'skip me!', 0OaH, OOH
$5G2984 DB 'end', 0OaH, OOH
_main PROC

push OFFSET $SG2981 ; 'begin'

call _printf

push OFFSET $SG2984 ; ‘'end'
$exit$4:

call _printf

add esp, 8

xor eax, eax

ret 0
_main ENDP

However, compiler forgot to remove the “skip me!” string.

11.2 Exercise

Try to achieve the same result using your favorite compiler and debugger.
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Chapter 12

Conditional jumps

12.1 Simple example

#include <stdio.h>

void f_signed (int a, int b)

{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
}
void f_unsigned (unsigned int a, unsigned int b)
{
if (a>b)
printf ("a>b\n");
if (a==b)
printf ("a==b\n");
if (a<b)
printf ("a<b\n");
+
int main()
{
f_signed(1, 2);
f_unsigned(1, 2);
return O;
}
12.1.1 x86
x86 + MSVC

What we have in the f_signed() function:

Listing 12.1: Non-optimizing MSVC 2010

_a%$ =8
_b$ =12
_f_signed PROC
push  ebp
mov ebp, esp

mov eax, DWORD PTR _a$[ebpl]
cmp eax, DWORD PTR _b$[ebp]
jle SHORT $LN3@f_signed
push  OFFSET $SG737 ; 'a>b!
call _printf
add esp, 4
$LN3@f_signed:
mov ecx, DWORD PTR _a$[ebp]
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12.1. SIMPLE EXAMPLE

cmp ecx, DWORD PTR _b$[ebp]
jne SHORT $LN2@f_signed
push OFFSET $SG739 ; 'a==b'
call _printf
add esp, 4
$LN2@f_signed:
mov edx, DWORD PTR _a$[ebp]
cmp edx, DWORD PTR _b$[ebp]
jge SHORT $LN4@f_signed
push  OFFSET $SG741 ; 'a<b!
call _printf
add esp, 4
$LN4@f_signed:
pop ebp
ret 0
_f_signed ENDP

First instruction JLE means Jump if Less or Equal. In other words, if second operand is larger than first or equal, control

flow will be passed to address or label mentioned

in instruction. But if this condition will not trigger (second operand less

than first), control flow will not be altered and first printf () will be called. The second check is JNE: Jump if Not Equal.
Control flow will not altered if operands are equals to each other. The third check is JGE: Jump if Greater or Equal—jump if
the first operand is larger than the second or if they are equals to each other. By the way, if all three conditional jumps are
triggered, no printf () will be called whatsoever. But, without special intervention, it is impossible.

f_unsigned() function is likewise, with the exception the JBE and JAE instructions are used here instead of JLE

and JGE, see below about it:

Now let’s take a look to the f_unsigned() function

Listing 12.2: GCC

_a$ =8 ; size = 4
_b$ =12 ; size = 4
_f_unsigned PROC
push  ebp
mov ebp, esp

mov eax, DWORD PTR _a$[ebp]
cmp eax, DWORD PTR _b$[ebp]
jbe SHORT $LN3@f_unsigned
push  OFFSET $SG2761 ; 'a>b’
call _printf
add esp, 4

$LN3@f_unsigned:
mov ecx, DWORD PTR _a$[ebp]
cmp ecx, DWORD PTR _b$[ebp]
jne SHORT $LN2@f_unsigned
push OFFSET $SG2763 ; 'a==b'
call _printf
add esp, 4

$LN2@f_unsigned:
mov edx, DWORD PTR _a$[ebp]
cmp edx, DWORD PTR _b$[ebp]
jae SHORT $LN4@f_unsigned
push  OFFSET $SG2765 ; 'a<b’
call _printf
add esp, 4

$LN4@f_unsigned:
pop ebp
ret 0

_f_unsigned ENDP

Almost the same, with exception of instructions: JBE—Jump if Below or Equal and JAE—Jump if Above or Equal. These
instructions (JA/JAE/JBE/JBE) are distinct from JG/JGE/JL/JLE in that way, they works with unsigned numbers.

See also section about signed number representations (41). So, where we see usage of JG/JL instead of JA/JBE or
otherwise, we can almost be sure about signed or unsigned type of variable.

Here is also main() function, where nothing much new to us:

Listing 12.3: main()

_main PROC
push ebp
mov ebp, esp
push 2
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12.1. SIMPLE EXAMPLE

_main

push
call
add
push
push
call
add
Xor
pop
ret
ENDP

1

_f_signed
esp, 8

2

1
_f_unsigned
esp, 8

eax, eax
ebp

0
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CHAPTER 12. CONDITIONAL JUMPS 12.1. SIMPLE EXAMPLE
x86 + MSVC + OllyDbg

We can see how flags are set by running this example in OllyDbg. Let’s begin with f_unsigned() function, which works
with unsigned number. CMP executed thrice here, but for the same arguments, so flags will be the same each time.
First comparison results:

[&) cPU - main thread, module 7_1

G1ZE1G50|rE 55 FLEH EEF
g12e1651|| - Seec MOU EEF, ESP = EE&LEESEEEIFPU]
G12E163|| .« £B4E B HOU ERS,DWORD PTR 55: [EBP+E] Erd RiSBI1ES 7 1.@13G1152
12E1655|] - EB4E aC CHF EF, DWORD FTR 55: [EBF+C] — i AeeFeanE — o
7€ o0 JEE SHORT 7_1.013E18E8 EE" ~EFDEGRG
1zelose|| - 68 18E@EERL _1.813EER 1S ASCII "arb@" ESh bERiFaRC
12E16ea(] - EB SABEORGY ~1.613E18EF EBP BRGiFaEE
13B1665 P, 4 ES1 BOSHBHEG
Eioce|| 5 Badn o MOU EC3, DWORD FTR 55t [EBF+E] ELT samacoas
1zEimeE|| - 2B4D BC CHF ECX,DWORD FTR 5S: [EBF+C]
e ] sert e [ L L
- . "a==te” ES BAZE SEhit BIFFFFFFFF)
- EE_d45@0anan 1.@13B1@BF CS BEZ3 3Ebit @(FFFFFFFF)

. B2C4 84 ADD ESF, 4
55 DEZE 2Zbit BIFFFFFFFF)
g i EDA: DUORD PR 8o CEBFec] DS @82 3zbit BIFFFFFEFE]

. 3ES5 GC CHF EDX, ONGRD PTR S5:[EBF+C] FZ BRES Sohit PEFOOEARLFEE)

e G5 BEZE 32bit @FFFFFFFF)
e - 1.B13E1063

LastErr ERROR_SUCCESS [(BOEE
AARAR=SY (HO B HE BE, S, FE.|

0 D D D 0 O 0 D )

Figure 12.1: OllyDbg: f_unsigned(): first conditional jump
So, the flags are: (=1, P=1, A=1, Z=0, S=1, T=0, D=0, 0=0. Flags are named by one character for brevity in OllyDbg.

OllyDbg gives a hint that (JBE) jump will be triggered. Indeed, if to take a look into [Int13], we will read there that JBE
will trigger if CF=1 or ZF=1. Condition is true here, so jump is triggered.
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The next conditional jump:

MOU ER,DWORD PTR S5: [EBF+8] S
CHE ER, DUORD PTR 53: [EBP+C] e

JBE SHORT 7 1.B13E186%
- EEY TEFDE@EE

. &2 12REEEAL £ ASCIT "a>t@”

- £0 EABBAGHD 7-1.813E16EF EShyeo1kanE

EBF BEz1F2ac
ESI BEBannasn

b 4D g
. ZE4D BC CHF ECH,DWORD TR S5z [EBP+C] 300 Gl
B1ZEL1MEE 7_1.013E166E

e gaaa_aam T e
Bizeiors|| - ES 95e@oo0s | CALL T_1.o13E18EF 353 (e} G (AR

C% BEES 3zhit @FFFFF
sizeiorn|| - g2cd @4 AO0 ESF, 4 T Bl ooty SAandd
sizeiorn|| b EESE a9 MO ECH. OWORD FTR S5S: [EEF+E] SH LaEE SRy EAAAs
oi5e1000|| . 3BSE aC CHP EDi, DWORD FTR S5:[EEP+C] E = g e

BF DOZE 3zhit OFFFFF

e 1.81361870
o LastErr ERROR_SICCESS

ASCII "a==bE™

oo omo
b T

Figure 12.2: OllyDbg: f_unsigned(): second conditional jump

OllyDbg gives a hint that JNZ will trigger. Indeed, JNZ will trigger if ZF=0 (zero flag).
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12.1. SIMPLE EXAMPLE

The third conditional jump JNB:

H1SB1REE[) . S3C4 B4
> SB4D B2
. ZB4D GC

7o @0

- 65 ZEBASEOA]
- E2 4E0Ba8ER
. 2204 04
» BBES @g
. SBEE @C

thread, module

AOO ESF, 4

MOL ECk, DWORD PTR SS: [EEP+2]
CHMP ECH, DWORD PTR S2: [EEP+C]

ADD ESF, 4

JHZ SHORT ¥_1.
PLI

SH v_1.@815
CALL v_1.812E18BF

81361870
JSpeds]

EE

M0y EDK, OWORD FTR S5: [EEP+3]
CHFP EDX, OWORD F

TR 55: [EBP+C]

a | Registers (FFU)

= | ER¥ BREEEGEE1
ECHK BHEGEEEE]
EDN BEEEE0E]

RSCIT "a==bd EEY TEFDEGGA
ESF BEZ1F9EC
EEF BEZ1F9EC
ES] BREBAGHAE
ED] BREEEGEE

3EB1
3
3
3
= n] JHE SHORT 7¥_1.813B1892
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Figure 12.3: OllyDbg: f_unsigned(): third conditional jump

In [Int13] we may find that JNB will trigger if CF=0 (carry flag).
execute.
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CHAPTER 12. CONDITIONAL JUMPS

12.1. SIMPLE EXAMPLE

Now we can try in OllyDbg the f_signed() function which works with signed values.
Flags are set in the same way: C=1, P=1, A=1, Z=0, S=1, T=0, D=0, 0=0.
The first conditional jump JLE will trigger:
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Figure 12.4: OllyDbg: f_unsigned(): first conditional jump

In [Int13] we may find that this instruction is triggering if ZF=1 or SF+OF. SF+OF in our case, so jump is triggering.
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12.1. SIMPLE EXAMPLE

The next JNZ conditional jump will trigger: it does if ZF=0 (zero flag):
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Figure 12.5: OllyDbg: f_unsigned(): second conditional jump
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12.1. SIMPLE EXAMPLE

The third conditional jump JGE will not trigger because it will only if SF=0OF, and that is not true in our case:

. 2204 B4
» 8B40 Bg
- ZB4D BC
75 @l
« 62 BIEAZRAL
. ES_SSBEBaag
. 23c4 B4
@izelaznl] > SEEE @2
HizelE2a]] o SBEEDBC

o

H1ZB1ASE &5 1EBASEA]
aizelazA ES 2RacEa6:a
B1ZB182F 2204 a4
Biseia4z2(] > 50

Bi3B1A43L.
aizeladd

Glonai i

n thread, module

H 7_1.812BE0E2
7_l1.813B10EBF

CHMP EDW, DWORD
JGE SHORT 7_
FUSH ¥_1.813EEA1A
CALL 7_1.812EB18EF

AOD ESF, 4

MO ECH, DWORD PTR S5: [EEP+3]
CHP ECx,0DWORD PTR 55: CEEP+C]
JME SHORT v_1.@812B1620

PTR_=S: [EEP+C]
1.813B1842

ASCII "a==b@"

ASCIT *"ad{b@™

Fy

Registers [FFL)

Jump is HOT
BIEEIEﬂE T I.B1oEID4z

ERX BREEEEE]
ECH BEREEEEE]
EDX BREE8EE1
EBX FEFDEBGER
ESP BEZ1F2a8c
EBF BEZ1F9EC
ESI GRoa8aEE
EDI GREEEEGEE

EIF 813B1833 v_1.813E1833

ES 8@z 22bit
CS BE22 22bit
55 EBzZBE J2hbit
0OS BEZE 32bit
FS 8@c32 22bit
GS B8z2EB 22bit

@i FFFF
BLFFFF
BiFFFF
BiFFFF
TEFDDG
BIFFFF

LastErr ERROR_SUCCES

FFl AARARZST (MO_R_MF_RF.

Figure 12.6: OllyDbg: f_unsigned(): third conditional jump
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x86 + MSVC + Hiew

We can try patch executable file in that way, that f_unsigned() function will always print “a==b", for any input values.
Here is how it looks in Hiew:

=13

a32 PE .00401000 |Hiew 8.82 (c)SEN

Fl O Fl

int
int
int
int
int
léleave (11

Figure 12.7: Hiew: f_unsigned() function

Essentially, we've got three tasks:

« force first jump to be always triggered;

« force second jump to be never triggered;
« force third jump to be always triggered.

Thus we can point code flow into the second printf(), and it always print “a==b".
Three instructions (or bytes) should be patched:

e The first jump will now be JMP, but jump offset will be same.

» The second jump may be triggered sometimes, but in any case it will jump to the next instruction, because, we set
jump offset to 0. Jump offset is just to be added to the address of the next instruction in these instructions. So if
offset is 0, jump will be done to the next instruction.

e The third jump we convert into JMP just as the first one, so it will be triggered always.
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That’s what we do:

=T
EFW0 EDITMODE a32 PE 00800434 |Hiew 8.82 (c)SEN
push

mows

mons
cmp
jmps
push
call
add
e

jnz
push
call
add

mons

Jjmp
push
call
add

pop

int
int
int
int
int

Figure 12.8: Hiew: let’s modify f_unsigned() function

If we could forget about any of these jumps, then several printf () calls may execute, but this is not behaviour we're
need.
Non-optimizing GCC
Non-optimizing GCC 4.4.1 produce almost the same code, but with puts() (3.4.3) instead of printf().

Optimizing GCC

Observant reader may ask, why to execute CMP several times, if flags are same after each execution? Perhaps, optimizing
MSVC can’t do this, but optimizing GCC 4.8.1 can optimize more deeply:

Listing 12.4: GCC 4.8.1 f_signed()

f_signed:
mov eax, DWORD PTR [esp+8]
cmp DWORD PTR [esp+4], eax
jg .L6
je .L7
jge .L1
mov DWORD PTR [esp+4], OFFSET FLAT:.LC2 ; "a<b"
jmp puts
.L6:
mov DWORD PTR [esp+4], OFFSET FLAT:.LCO ; "a>b"
jmp puts
LT
rep ret
L7
mov DWORD PTR [esp+4], OFFSET FLAT:.LC1 ; "a==b"
jmp puts
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We also see JMP puts here instead of CALL puts / RETN. This kind of trick will be described later: 13.1.1.
Needless to say, that this type of x86 code is somewhat rare. MSVC 2012, as it seems, can’t generate such code. On the

other hand, assembly language programmers are fully aware of the fact that Jcc instructions can be stacked. So if you see

it somewhere, it may be a good probability that the code is hand-written.
f_unsigned() function is not that aesthetically short:

Listing 12.5: GCC 4.8.1 f_unsigned()

f_unsigned:
push esi
push ebx
sub esp, 20
mov esi, DWORD PTR [esp+32]
mov ebx, DWORD PTR [esp+36]
cmp esi, ebx
ja .L13
cmp esi, ebx ; ilnstruction may be removed
je .L14
.L10:
jb .L15
add esp, 20
pop ebx
pop esi
ret
.L15:
mov DWORD PTR [esp+32], OFFSET FLAT:.LC2 ; "a<b"
add esp, 20
pop ebx
pop esi
jmp puts
.L13:
mov DWORD PTR [esp], OFFSET FLAT:.LCO ; "a>b"
call puts
cmp esi, ebx
jne .L10
.L14:
mov DWORD PTR [esp+32], OFFSET FLAT:.LC1 ; "a==b"
add esp, 20
pop ebx
pop esi
jmp puts

But nevertheless, there are two CMP instructions instead of three. So, optimization algorithms of GCC 4.8.1 are probably
not always perfect yet.

12.1.2 ARM
32-bit ARM
Optimizing Keil 6/2013 (ARM mode)

Listing 12.6: Optimizing Keil 6/2013 (ARM mode)

.text:000000B8 EXPORT f_signed

.text:000000B8 f_signed ; CODE XREF: main+C
.text:000000B8 70 40 2D E9 STMFD  SP!, {R4-R6,LR}
.text:000000BC 01 40 A0 E1 MoV R4, R1

.text:000000C0 04 00 50 E1 CMP RO, R4

.text:000000C4 00 50 A0 E1 MoV R5, RO

.text:000000C8 1A OE 8F C2 ADRGT RO, aAB ; "a>b\n"
.text:000000CC A1 18 00 CB BLGT _ 2printf

.text:000000D0 04 00 55 E1 CMP R5, R4

.text:000000D4 67 OF 8F 02 ADREQ RO, aAB_0 ; "a==b\n"
.text:000000D8 9E 18 00 0B BLEQ _ 2printf

.text:000000DC 04 00 55 E1 CMP R5, R4

.text:000000E0 70 80 BD A8 LDMGEFD SP!, {R4-R6,PC}
.text:000000E4 70 40 BD E8 LDMFD  SP!, {R4-R6,LR}
.text:000000E8 19 OE 8F E2 ADR RO, aAB_1 ; "a<b\n"
.text:000000EC 99 18 00 EA B __ 2printf

.text:000000EC ; End of function f_signed
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A lot of instructions in ARM mode can be executed only when specific flags are set. E.g. this is often used while numbers
comparing.

For instance, ADD instruction is ADDAL internally in fact, where AL meaning Always, i.e., execute always. Predicates are
encoded in 4 high bits of 32-bit ARM instructions (condition field). B instruction of unconditional jump is in fact conditional
and encoded just like any other conditional jumps, but has AL in the condition field, and what it means, executing always,
ignoring flags.

ADRGT instructions works just Llike ADR but will execute only in the case when previous CMP instruction, while comparing
two numbers, found one number greater than another (Greater Than).

The next BLGT instruction behaves exactly as BL and will be triggered only if result of comparison was the same (Greater
Than). ADRGT writes a pointer to the string * "a>b\n"' "', into RO and BLGT calls printf (). Consequently, these instruc-
tions with -GT suffix, will be executed only in the case when value in the RO (a is there) was bigger than value in the R4 (b
is there).

Then we see ADREQ and BLEQ instructions. They behave just like ADR and BL but is to be executed only in the case
when operands were equal to each other during last comparison. Another CMP is located before them (because printf()
call may tamper state of flags).

Then we see LDMGEFD, this instruction works just like LDMFD?, but will be triggered only in the case when one value
was greater or equal to another while comparison (Greater or Equal).

The sense of * "LDMGEFD SP!, {R4-R6,PC}'"' instruction is that is like function epilogue, but it will be triggered
only if a >= b, only then function execution will be finished. But if it is not true, i.e., a < b, then control flow come to next
" "LDMFD SP!, {R4-R6,LR}'' instruction, this is one more function epilogue, this instruction restores R4-R6 registers
state, but also LR instead of PC, thus, it does not returns from function. Last two instructions calls printf () with the string
«a<b\n» as sole argument. Unconditional jump to the printf () function instead of function return, is what we already
examined in «printf () with several arguments» section, here (6.3.1).

f_unsigned is likewise, but ADRHI, BLHI, and LDMCSFD instructions are used there, these predicates (H/ = Unsigned
higher, CS = Carry Set (greater than or equal)) are analogical to those examined before, but serving for unsigned values.

There is not much new in the main() function for us:

Listing 12.7: main()

.text:00000128 EXPORT main
.text:00000128 main

.text:00000128 10 40 2D E9 STMFD  SP!, {R4,LR}
.text:0000012C 02 10 A0 E3 MoV R1, #2
.text:00000130 01 00 AO E3 [0} RO, #1
.text:00000134 DF FF FF EB BL f_signed
.text:00000138 02 10 A0 E3 MoV R1, #2
.text:0000013C 01 00 AO E3 [0} RO, #1
.text:00000140 EA FF FF EB BL f_unsigned
.text:00000144 00 00 AO E3 MoV RO, #0
.text:00000148 10 80 BD ES8 LDMFD SP!, {R4,PC}
.text:00000148 : End of function main

That’s how to get rid of conditional jumps in ARM mode.

Why it is so good? Read here: 44.1.

There is no such feature in x86, if not to consider CMOVcc instruction, it is the same as MOV, but triggered only when
specific flags are set, usually set while value comparison by CMP.

Optimizing Keil 6/2013 (thumb mode)

Listing 12.8: Optimizing Keil 6/2013 (thumb mode)

.text:00000072 f_signed ; CODE XREF: main+6
.text:00000072 70 B5 PUSH {R4-R6,LR}

.text:00000074 0C 00 MOVS R4, R1

.text:00000076 05 00 MOVS R5, RO

.text:00000078 A0 42 CMP RO, R4

.text:0000007A 02 DD BLE loc_82

.text:0000007C A4 AOQ ADR RO, aAB ; "a>b\n"
.text:0000007E 06 FO B7 F8 BL _ 2printf

.text:00000082

.text:00000082 loc_82 ; CODE XREF: f_signed+8
.text:00000082 A5 42 CMP R5, R4

.text:00000084 02 D1 BNE loc_8C

.text:00000086 A4 AOQ ADR RO, aAB_0 ; "a==b\n"
.text:00000088 06 FO B2 F8 BL _ 2printf

.text:0000008C

1LDMFD
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.text:0000008C loc_8C ; CODE XREF: f_signed+12
.text:0000008C A5 42 CMP R5, R4

.text:0000008E 02 DA BGE locret_96

.text:00000090 A3 A0 ADR RO, aAB_1 ;o "a<b\n"
.text:00000092 06 FO AD F8 BL _ 2printf

.text:00000096

.text:00000096 locret_96 ; CODE XREF: f_signed+1C
.text:00000096 70 BD POP {R4-R6,PC}

.text:00000096 ; End of function f_signed

Only B instructions in thumb mode may be supplemented by condition codes, so the thumb code looks more ordinary.

BLE is usual conditional jump Less than or Equal, BNE—Not Equal, BGE —Greater than or Equal.

f_unsigned function is just likewise, but other instructions are used while dealing with unsigned values: BLS (Unsigned

lower or same) and BCS (Carry Set (Greater than or equal)).
ARM64: Optimizing GCC (Linaro) 4.9

Listing 12.9: f signed()

f_signed:
; W0=a, Wi=b
cmp w0, wi
bgt .L19 ; Branch if Greater than (a>b)
beq .L20 ; Branch if Equal (a==b)
bge .L15 ; Branch if Greater than or Equal (a>=b) (impossible here)
; a<b
adrp x0, .LC11 ; "a<b"
add x0, x0, :1lo12:.LC11
b puts
.L19:
adrp x0, .LC9 ;o "a>b"
add x0, x0, :1lo12:.LC9
b puts
.L15: ; impossible here
ret
.L20:
adrp x0, .LC10 ;o "a==b"
add x0, x0, :1lo12:.LC10
b puts

Listing 12.10: f_unsigned()

f_unsigned:

stp x29, x30, [sp, -48]!
; W0=a, Wi=b

cmp w0, wi

add x29, sp, O

str x19, [sp,16]

mov w19, w0

bhi .L25 ; Branch if HIgher (a>b)

cmp w19, wi

beq .L26 ; Branch if Equal (a==b)
.L23:

bcc .L27 ; Branch if Carry Clear (if less than) (a<b)
; function epilogue, impossible to be here

ldr x19, [sp,16]

ldp x29, x30, [sp]l, 48

ret
.L27:

ldr x19, [sp,16]

adrp x0, .LC11 ; "a<b"

ldp x29, x30, [sp]l, 48

add x0, x0, :1lo12:.LC11

b puts
.L25:

adrp x0, .LC9 ;o "a>b"

str x1, [x29,40]

add x0, x0, :1o12:.LC9

bl puts
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ldr x1, [%x29,40]

cmp w19, wi

bne .L23 ; Branch if Not Equal
.L26:

ldr x19, [sp,16]

adrp x0, .LC10 ;o "a==p"

ldp x29, x30, [sp]l, 48

add x0, x0, :1lo12:.LC10

b puts

| added comments. What is also striking is that compiler is not aware that some conditions are not possible at all, so
there are dead code at some places, which never will be executed.

Exercise

Try to optimize these functions manually, by size, removing redundant instructions, while not adding new ones.

12.2 Calculating absolute value

That’s a simple function:

int my_abs (int i)
{
if (i<0)
return -i;
else
return i;

+,

12.2.1 Optimizing MSVC
This is very usual way to generate it:

Listing 12.11: Optimizing MSVC 2012 x64

i$ = 8
my_abs PROC
; ECX = input
test ecx, ecx
; check for sign of input value
; skip NEG instruction if sign is positive

jns SHORT $LN2@my_abs
; negate value
neg ecx

$LN2@my_abs:
; prepare result in EAX:

mov eax, ecx
ret 0
my_abs ENDP

GCC 4.9 does mostly the same.

12.2.2 Optimizing Keil 6/2013: thumb mode

Listing 12.12: Optimizing Keil 6/2013: thumb mode

my_abs PROC

CMP ro,#0
; 1s input value equal to zero or greater than zero?
; skip RSBS instruction then

BGE |LO.6|
; subtract input value from O0:
RSBS ro,r0,#0
|LO.6|
BX 1r
ENDP

ARM lacks negate instruction, so Keil compiler uses “Reverse Subtract” instruction, which just subtracts, but with operands
reversed.
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12.2.3 Optimizing Keil 6/2013: ARM mode

It's possible to add condition codes to some instructions in ARM mode, so that’s what Keil compiler did:

Listing 12.13: Optimizing Keil 6/2013: ARM mode

my_abs PROC
CMP ro,#0
; execute "Reverse Subtract" instruction only if input value is less than 0:
RSBLT ro,r0,#0
BX 1r
ENDP

Now there are no conditional jumps and this is good: 44.1.

12.2.4 Non-optimizing GCC 4.9 (ARM64)
ARM&64 has NEG instruction for negating:
Listing 12.14: Optimizing GCC 4.9 (ARM64)

my_abs:
sub sp, sp, #16
str w0, [sp,12]
ldr w0, [sp,12]

; compare input value with contents of WZR register
; (which always holds zero)

cmp w0, wzr
bge .L2
ldr w0, [sp,12]
neg w0, wO
b .L3
L2
ldr w0, [sp,12]
.L3:
add sp, sp, 16
ret

12.2.5 Branchless version?

There are also could be branchless version, which we will consider later: 36.

12.3 Conditional operator

Conditional operator in C/C++ is:

expression ? expression : expression

Now here is an example:

const char* f (int a)

{

return a==10 ? "it is ten" : "it is not ten";
ki
12.3.1 x86

Listing 12.15: Non-optimizing MSVC 2008

$SG746 DB 'it is ten', OOH
$SG747 DB 'it is not ten', OOH
tve5 = -4 ; this will be used as a temporary variable
_a$ =8
_f PROC

push ebp

mov ebp, esp

push ecx
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; compare input value with 10

cmp DWORD PTR _a$[ebp], 10
; jump to $LN3@f if not equal
jne SHORT $LN3@f
; store pointer to the string into temporary variable
mov DWORD PTR tv65[ebp], OFFSET $SG746 ; 'it is ten'
; jump to exit
jmp SHORT $LN4e@f
$LN3@f:
; store pointer to the string into temporary variable
mov DWORD PTR tv65[ebp], OFFSET $SG747 ; 'it is not ten'
$LN4@T :
; this is exit. copy pointer to the string from temporary variable to EAX.
mov eax, DWORD PTR tv65[ebp]
mov esp, ebp
pop ebp
ret 0
_7 ENDP
Listing 12.16: Optimizing MSVC 2008
$5SG792 DB 'it is ten', OOH
$SG793 DB 'it is not ten', OOH
_a$ =8 ; size = 4
_ PROC
; compare input value with 10
cmp DWORD PTR _a$[esp-4], 10
mov eax, OFFSET $SG792 ; 'it is ten'
; jump to $LN4@f if equal
je SHORT $LN4@f
mov eax, OFFSET $SG793 ; 'it is not ten'
$LN4@T :
ret 0
f ENDP

Latest compilers may be more concise:

Listing 12.17: Optimizing MSVC 2012 x64

$SG1355 DB ‘it is ten', OOH
$SG1356 DB 'it is not ten', OOH
a$ = 8
f PROC
; load pointers to the both strings
lea rdx, OFFSET FLAT:$SG1355 ; 'it is ten'
lea rax, OFFSET FLAT:$SG1356 ; 'it is not ten'
; compare input value with 10
cmp ecx, 10

; 1f equal, copy RDX value ('it is ten')

; 1f not, do nothing. pointer to the string 'it is not ten' is still in RDX as for now.
cmove rax, rdx
ret 0

f ENDP

Optimizing GCC 4.8 for x86 also use CMOVcc instruction, while non-optimizing GCC 4.8 use conditional jumps.

12.3.2 ARM

Optimizing Keil for ARM mode also use conditional instructions ADRcc:

Listing 12.18: Optimizing Keil 6/2013 (ARM mode)

f PROC

; compare input value with 10
CMP ro,#0xa

; 1f comparison result is EQual, copy pointer to the "it is ten" string into RO
ADREQ ro,|L0.16| ; "it is ten"

; 1f comparison result is Not Equal, copy pointer to the "it is not ten" string into RO
ADRNE ro,|L0.28| ; "it is not ten"
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BX 1r

ENDP
|[LO.16]|

DCB "it is ten",0
|LO.28]|

DCB "it is not ten",0

Without manual intervention, both ADREQ and ADRNE instructions cannot be executed.
Optimizing Keil for Thumb mode ought to use conditional jump instructions, since there are no load instruction supporting
conditional flags:

Listing 12.19: Optimizing Keil 6/2013 (thumb mode)

f PROC
; compare input value with 10
CMmP ro,#0xa
; jump to |LO.8| if EQual
BEQ |LO.8]|
ADR ro,|L0.12| ; "it is not ten"
BX 1r
|LO.8|
ADR ro,|L0.28| ; "it is ten"
BX 1r
ENDP
[LO.12]|
DCB "it is not ten",0
|LO.28|
DCB "it is ten",0

12.3.3 ARMé64
Optimizing GCC (Linaro) 4.9 for ARM64 also use conditional jumps:

Listing 12.20: Optimizing GCC (Linaro) 4.9

f:
cmp x0, 10
beq .L3 ; branch if equal
adrp x0, .LC1 ; "it is ten"
add x0, x0, :1lo12:.LC1
ret
.L3:
adrp x0, .LCO : "it is not ten"
add x0, x0, :1lo12:.LCO
ret
.LCO:
.string "it is ten"
.LC1:

.string "it is not ten"

That’s because ARM64 hasn’'t simple load instruction with conditional flags, like ADRcc in 32-bit ARM mode or CMOVcc
in x86 [ARM13a, p390, C5.5]. It has, however, “Conditional SELect” instruction (CSEL), but GCC 4.9 is probably not that good
to generate it in such piece of code.

12.3.4 Letsrewriteitin if/else way

const char* f (int a)

{
if (a==10)
return "it is ten";
else
return "it is not ten";
T

Interestingly, optimizing GCC 4.8 for x86 also was able to generate CMOVcc in this case:

109




CHAPTER 12. CONDITIONAL JUMPS 12.4. GETTING MINIMAL AND MAXIMAL VALUES
Listing 12.21: Optimizing GCC 4.8

.LCO:
.string "it is ten"
.LC1:
.string "it is not ten"
f:
.LFBO:
; compare input value with 10
cmp DWORD PTR [esp+4], 10
mov edx, OFFSET FLAT:.LC1 ; "it is not ten"
mov eax, OFFSET FLAT:.LCO ; "it is ten"

; 1f comparison result is Not Equal, copy EDX value to EAX
; 1f not, do nothing

cmovne eax, edx

ret

Optimizing Keil in ARM mode generates a code identical to listing.12.18.
But optimizing MSVC 2012 is not that good (yet).

12.3.5 Conclusion

Why optimizing compilers try to get rid of conditional jumps? Read here about it: 44.1.

12.3.6 Exercise

Try to rewrite the code in listing.12.20 by removing all conditional jump instructions, and use CSEL instruction.

12.4 Getting minimal and maximal values

12.4.1 32-bit

int my_max(int a, int b)

{
if (a>b)
return a;
else
return b;
}
int my_min(int a, int b)
{
if (a<b)
return a;
else
return b;
}
Listing 12.22: Non-optimizing MSVC 2013
_a%$ =8
_b$ =12
_my_min PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
; compare A and B:
cmp eax, DWORD PTR _b$[ebp]
; jump if A is greater or equal to B:
jge SHORT $LN2@my_min
; reload A to EAX if otherwise and jump to exit
mov eax, DWORD PTR _a$[ebp]
jmp SHORT $LN3@my_min
jmp SHORT $LN3@my_min ; this is idle JMP
$LN2@my_min:
, return B
mov eax, DWORD PTR _b$[ebp]

$LN3@my_min:
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pop ebp
ret 0
_my_min ENDP
_a$ = 8
_b$ =12
_my_max PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
; compare A and B:
cmp eax, DWORD PTR _b$[ebp]
; jump if A is less or equal to B:
jle SHORT $LN2@my_max
; reload A to EAX if otherwise and jump to exit
mov eax, DWORD PTR _a$[ebp]
jmp SHORT $LN3@my_max
jmp SHORT $LN3@my_max ; this is idle JMP
$LN2@my_max:
; return B
mov eax, DWORD PTR _b$[ebp]
$LN3@my_max:
pop ebp
ret 0
_my_max ENDP

These two functions are differ only in conditional jump instruction: JGE (Jump if Greater or Equal) is used in first and JLE
(Jump if Less or Equal) in second.
There are unneeded JMP instruction in each function which MSVC left by mistake, probably.

Branchless

ARM for thumb mode reminds us x86 code:

Listing 12.23: Optimizing Keil 6/2013 (thumb mode)

my_max PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,r1

; branch if A is greater then B:
BGT |LO.6|

; otherwise (A<=B) return R1 (B):
MOVS ro,ri

|[LO.6|

; return
BX 1r
ENDP

my_min PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,ri

; branch if A is less then B:
BLT |LO.14|

; otherwise (A>=B) return R1 (B):
MOVS ro,ri

|LO.14|

; return
BX 1r
ENDP

The functions are differ in branching instruction: BGT and BLT.
It's possible to use conditional suffixes in ARM mode, so the code is more terse. MOVcc will be executed only if condition
is met:

Listing 12.24: Optimizing Keil 6/2013 (ARM mode)

my_max PROC
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; RO=A
; R1=B
; compare A and B:
CMP ro,ri
; return B instead of A by placing B in RO
; this instruction will trigger only if A<=B (hence, LE - Less or Equal)
; 1f instruction is not triggered (in case of A>B), A is still in RO register
MOVLE ro,r1

BX 1r
ENDP

my_min PROC

; RO=A

; R1=B

; compare A and B:
CMP ro,ri1

; return B instead of A by placing B in RO

; this instruction will trigger only if A>=B (hence, GE - Greater or Equal)

; 1f instruction is not triggered (in case of A<B), A value is still in RO register
MOVGE ro,ri
BX 1r
ENDP

Optimizing GCC 4.8.1 and optimizing MSVC 2013 can use CMOVcc instruction, which is analoogus to MOVcc in ARM:
Listing 12.25: Optimizing MSVC 2013

my_max:
mov edx, DWORD PTR [esp+4]
mov eax, DWORD PTR [esp+8]
; EAX=A
; EDX=B
; compare B and A:
cmp edx, eax

; if B>=A, load B value in EAX
; the instruction idle if otherwise (if B<A)
cmovge eax, edx

ret
my_min:
mov edx, DWORD PTR [esp+4]
mov eax, DWORD PTR [esp+8]
; EAX=A
; EDX=B
; compare B and A:
cmp edx, eax
; EAX=A
; EDX=B

; if B<=A, load B value in EAX

; the instruction idle if otherwise (if B>A)
cmovle eax, edx
ret

12.4.2 64-bit

#include <stdint.h>

int64_t my_max(int64_t a, int64_t b)
{
if (a>b)

return a;
else
return b;
}

int64_t my_min(int64_t a, int64_t b)
{
if (a<b)

return a;
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else
return b;
o
There are redundant value shufflings, but the code is comprehensible:
Listing 12.26: Non-optimizing GCC 4.9.1 ARM64
my_max :
sub sp, sp, #16
str x0, [sp,8]
str x1, [spl
ldr x1, [sp,8]
ldr x0, [spl]
cmp x1, x0
ble .L2
ldr x0, [sp,8]
b .L3
L2
ldr x0, [spl]
.L3:
add sp, sp, 16
ret
my_min:
sub sp, sp, #16
str x0, [sp,8]
str x1, [spl
ldr x1, [sp,8]
ldr x0, [sp]
cmp x1, x0
bge .L5
ldr x0, [sp,8]
b .L6
.L5:
ldr x0, [sp]
.L6:
add sp, sp, 16
ret
Branchless

No need to load function arguments from stack, they are already in registers:

Listing 12.27: Optimizing GCC 4.9.1 x64

my.

’

my.

’

_max:

RDI=A
RSI=B
compare A and B:
cmp rdi, rsi

prepare B in RAX for return:

mov rax, rsi
if A>=B, put A (RDI) in RAX
this instruction is idle if
cmovge rax, rdi

ret
min:
RDI=A
RSI=B
compare A and B:
cmp rdi, rsi

prepare B in RAX for return:

mov rax, rsi
if A<=B, put A (RDI) in RAX
this instruction is idle if
cmovle rax, rdi
ret

for return.
otherwise (if A<B)

for return.
otherwise (if A>B)
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MSVC 2013 does almost the same.
ARM®64 has CSEL instruction, which works just as MOVcc in ARM or CMOVcc in x86, but name is changed: “Conditional

SElLect™

Listing 12.28: Optimizing GCC 4.9.1 ARM64

my_max :
; X0=A
; X1=B

; compare A and B:

cmp

; select X0 (A)
; select X1 (B)

csel
ret
my_min:
;. X0=A
;. X1=B

; compare A and

cmp

; select X0 (A)
; select X1 (B)

csel
ret

x0, x1

to X0 if X0>=X1 or A>=B (Greater or Equal)

to X0 if A<B
x0, x0, x1, ge

B:
x0, x1

to X0 if X0<=X1 or A<=B (Less or Equal)

to X0 if A>B
x0, x0, x1, le

12.5 Conclusion

12.5.1 x86

Rough skeleton of conditional jump:

Listing 12.29: x86

CMP register, register/value
Jcc true ; cc=condition code

false:

. some code to be executed

JMP exit
true:

. some code to be executed

exit:

if

if

comparison result is false ...

comparison result is true .

Listing 12.30: ARM

CMP register, register/value
Bcc true ; cc=condition code

false:

. some code to be executed

JMP exit
true:

. some code to be executed

exit:

if

if

comparison result is false ...

comparison result is true ...

12.5.2 Branchless

If condition statement body is very short, conditional move instruction can be used: MOVcc in ARM (in ARM mode), CSEL in
ARM64, CMOVcc in x86.

ARM

It's possible to use conditional suffixes in ARM mode for some instructions:

Listing 12.31: ARM (ARM mode)

CMP register, register/value

instr1_cc ; some instruction will be executed if condition code is true
instr2_cc ; some other instruction will be executed if other condition code is true

. etc ...
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Of course, there are no limit of number of instructions with conditional code suffixes, as long as CPU flags are not modified
by any of them.
Thumb mode has IT instruction, allowing to add conditional suffixes to the next four instructions. Read more about it:
17.3.2.

Listing 12.32: ARM (thumb mode)

CMP register, register/value
ITEEE EQ ; set these suffixes: if-then-else-else-else

instr1 ; instruction will be executed if condition is true
instr2 ; instruction will be executed if condition is false
instr3 ; instruction will be executed if condition is false
instr4 ; instruction will be executed if condition is false
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Chapter 13

switch()/case/default

13.1 Few number of cases

#include <stdio.h>

void f (int a)

{
switch (a)
{
case 0: printf ("zero\n"); break;
case 1: printf ("one\n"); break;
case 2: printf ("two\n"); break;
default: printf ("something unknown\n"); break;
}

}

int main()

{
f (2); // test

T

13.1.1 x86

Non-optimizing MSVC
Result (MSVC 2010):
Listing 13.1: MSVC 2010

tve4d = -4 ; size = 4
_a$ = 8 ; size = 4
_f PROC

push  ebp

mov ebp, esp

push  ecx

mov eax, DWORD PTR _a$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp  DWORD PTR tv64[ebp], 0

je SHORT $LN4@f
cmp DWORD PTR tv64[ebp], 1
je SHORT $LN3@f
cmp DWORD PTR tv64[ebp], 2
je SHORT $LN2@f
jmp SHORT $LN1@f

$LN4@T :

push  OFFSET $SG739 ; 'zero', 0OaH, OOH
call _printf

add esp, 4

jmp SHORT $LN7@f

$LN3@f:

push OFFSET $SG741 ; 'one', 0OaH, OOH
call _printf

add esp, 4
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jmp SHORT $LN7@f
$LN2@T :
push OFFSET $SG743 ; 'two', OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN7@f
$LN1@f:
push  OFFSET $SG745 ; 'something unknown', 0OaH, OOH
call _printf
add esp, 4

$LN7@f:
mov esp, ebp
pop ebp
ret 0

_f ENDP

Our function with a few cases in switch(), in fact, is analogous to this construction:

void f (int a)
{
if (a==0)
printf ("zero\n");
else if (a==1)
printf ("one\n");
else if (a==2)
printf ("two\n");
else
printf ("something unknown\n");
o

If we work with switch() with a few cases, it is impossible to be sure, was it real switch() in source code, or just pack of
if() statements. This means, switch() is like syntactic sugar for large number of nested checks constructed using if().

Nothing especially new to us in generated code, with the exception the compiler moving input variable a to temporary
local variable tv64 1.

If to compile the same in GCC 4.4.1, we'll get almost the same, even with maximal optimization turned on (-03 option).

Optimizing MSVC
Now let’s turn on optimization in MSVC (/0x): c1 1.c /Fal.asm /0x

Listing 13.2: MSVC

_a$ =8 ; size = 4

_f PROC
mov eax, DWORD PTR _a$[esp-4]
sub eax, 0
je SHORT $LN4@f
sub eax, 1
je SHORT $LN3@f
sub eax, 1
je SHORT $LN2@f
mov DWORD PTR _a$[esp-4], OFFSET $SG791 ; 'something unknown', OaH, OOH
jmp _printf
$LN2@T :
mov DWORD PTR _a$[esp-4], OFFSET $SG789 ; 'two', OaH, OOH
jmp _printf
$LN3@T :
mov DWORD PTR _a$[esp-4], OFFSET $SG787 ; 'one', 0OaH, OOH
jmp _printf
$LN4@T :
mov DWORD PTR _a$[esp-4], OFFSET $SG785 ; 'zero', 0OaH, OOH
jmp _printf
_f ENDP

Here we can see some dirty hacks.

First: the value of the a variable is placed into EAX and 0 subtracted from it. Sounds absurd, but it may needs to check if
0 was in the EAX register before? If yes, flag ZF will be set (this also means that subtracting from 0 is 0) and first conditional
jump JE (Jump if Equal or synonym JZ —Jump if Zero) will be triggered and control flow passed to the $LN4@f label, where

Local variables in stack prefixed with tv — that’s how MSVC names internal variables for its needs
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'zero' message is being printed. If first jump was not triggered, 1 subtracted from the input value and if at some stage 0
will be resulted, corresponding jump will be triggered.

And if no jump triggered at all, control flow passed to the printf () with argument 'something unknown' string.

Second: we see unusual thing for us: string pointer is placed into the a variable, and then printf() is called not via
CALL, but via JMP. This could be explained simply. Caller pushing to stack a value and calling our function via CALL. CALL
itself pushing returning address (RA) to stack and do unconditional jump to our function address. Our function at any point
of execution (since it do not contain any instruction moving stack pointer) has the following stack layout:

e ESP—pointing to RA
e ESP+4—pointing to the a variable

On the other side, when we need to call printf () here, we need exactly the same stack layout, except of first printf()
argument pointing to string. And that is what our code does.

It replaces function’s first argument to address of the string and jumping to the printf(), as if not our function f()
was called firstly, but immediately printf(). printf() printing a string to stdout and then execute RET instruction,
which POPping RA from stack and control flow is returned not to () but rather to the T()’s callee, bypassing end of ()
function.

All this is possible since printf () is called right at the end of the () function in any case. In some way, it is all similar
to the longjmp()? function. And of course, it is all done for the sake of speed.

Similar case with ARM compiler described in “printf () with several arguments”, section, here (6.3.1).

Zhttp://en.wikipedia.org/wiki/Setjmp.h
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OllyDbg

Since this example is tricky, let’s trace it in OllyDbg.

OllyDbg can detect such switch() constructs, so its add some useful comments. EAX is 2 at start, that’s function’s input

value:

Ecre thread, module sw -0l x|
Fegisters (FPUI
Blze SLE ER. Fewitch (cases B..2, 4 o FALETEit =l
oizoio07 || J2 SHORT 01201039 S
61201590| J2_SHORT 81281628 D aaamaaas
A176166EC || DEC EAR Ebw pognoes
G12616E0)| J2 SHORT @12@1810 e
81551517 JHP DWDRD PR GS: [ GHAULRIDE Brintod. || (oot "scmevhing unknoun | esr oopoano]
Dr‘ll'lt
B1E61B10 DWORD FTR 551 [ARE. 17, 0FFSET B1765818 | ASCIT "twod”, case 2 of EDI B12033A2 sw.B12033A8 | |
pioaiooc|| e DuoRo PR DS: LQuiUERID prinef) e - p o ) |CL PIEPIEES Bu-BlERERS
H "onef@d™, case =] :
61261655 DWORD FTR 0: [<&NSUCRIB0, printf ] ’ FYOEE BEEE Esbin BIEREEEERR)
B1E61BE5 OWORD FTR 55:[ARG. 13,0FFSET B1zG508a meerc@”, case B of | L EE BESD ZERIT DIEEEERRED
aizatad] DWORD FTR D%t [C&HSUCRIGE. print 5] A0 G2 B9k Zebic BFFFFFFEE)
S 6 FS GESD S2bit FEFDOGEELFFF)
Trn=a af T 8 G5 GE2E Z2bit BUFFFFFFFF)
ERH=zZ =
06 LastErr DEEEEEEE ERROR_SUCCESS
+ || EFL @Emeez4s (no,ME,E,BE, NS, FE, GE, LE
hadress |Hen dump CE1201657| WP G| RETURN from ow.G12R1008 fo o, 0] 2
BEZGF 44| r BEG0H6ES | 8 1=
plepcueolERles fo of 1EH B o9 o SC BE Bh EHoE B Bl P GazerAds|Loi2a110A| =4 6| RETURN from sw.B1201858 to sw.B
B1263620| 67 20 7S 6E| 6B 6E EF 77| 6E GR 00 ©6|FF FF FF Fr | DO2OFRAT) DO9aE00LI0,
B1203636| FF FF FE FF|GR 05 6o 09|00 05 bo @0 0o oo o oo | 22928FASE) Bocdlsce) Ced
Bi263646( FE FE FF FF|B1 06 06 06|02 F3 DA CF 20 oC 45 3¢ | 2928FAG4) Bacdeada) Bid,
B1EEEEEE| Bl BB DD B[40 29 &4 DO C5 1 64 OB| 00 GO BB O Chonoen ey
GlZEI0EE| 00 0D DO 0P| 00 OO 0D OO 9O 0D OO BB| 00 GO GO O foaooone
G1Z63670| 60 OF 90 6P| 60 B9 OO 06 B9 00 OO BB| 00 B9 00 O e
G1ZG3656| 96 GF G0 GB| 60 68 0P 06 G 0D G0 Q9|60 66 6O QLT pa -

Figure 13.1: OllyDbg: EAX now contain first (and sole) function argument
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0 is subtracted from 2 in EAX. Of course, EAX is still contain 2. But ZF flag is now 0, indicating that resulting value is

non-zero:

Blzaiaen
E12E18E0
aizalaan
B12E186F
glzeial?
E1Za1a10
alzalazc
B12E162E

DWORD
OWoRD
CWORD
DWORD
DWORD
OWoRD
OWoRD

Blza1azs
B1ZE1A59
aizaiadl
Q12616847

Blzaiasa
DEC _EMX
JE SHORT @1z@8182B
OEC ERX
JZ SHORT 8iz@iain
FMOW DWORD PTR S5: [ARG. 11, 0FFSET B1262812

DS E<&NSUCRIBB orint

ARG. 11, 0FFSE

DS E<&HSUCRIBB printf:l
SS:[ARG. 11, OFFSET @1282602
DS E<&HSUCRIBB print

ARG. 11, 0FFSE

DS E<&HSUCRIBB printf:]

£l
T 81263618

£l
T 81263668

Switch (cases A..2, 4 E‘H;

ASCII
ASCII
ASCII
ASCII

fsomething unknown
" @™
.

fonel™, case 1 of

case 2 of

"zerod'™, case B of
-

[3 cpu - main thread, module sw

=10/ x|

Registers (FFUI

HEERRREZ
EFB04714
SEBREEGE
BEEEEREE
BEZEFA4E
EEZEFAZS
SEBRAEEAG 1
B120833R2

B12E1067

Jump is not taken
Dest=sw.B1281839

Fy

w

o-
=
[}
(15}

068 LastEcr
EFL BREEE2E2

ASCII

=W, B12033R2
=W 812016887

22bit
Z2bit
SEbit
2EZbit
22bit
32bit

aEEsaEaE ERROR_SUCCESS
(MO, ME, ME. A, MS, PO, GE, 5]

g g

BIFFFFFFFF)
BiFFFFFFFF)
@i FFFFFFFF)
@i FFFFFFFF)
TEFDD@AE(FFF)
BIFFFFFFFF)

Address | Her dump CElzE1BGE s
G1Z6000[ 2R E5 (2 GF| OR 00 b0 DO| 6F GE 6o OH| 00 00 09 Oi—f socorhad| [unaaan.
BiZadainl 74 77 6F GA|0B R 6B BA| 73 EF 60 £E|74 A8 69 AP | BOZEFR4S LAlzallcH
G12e3628( 67 20 75 £E| 6B £E 6F 77|6E OR B oB|FF FF FF Fi | 2B28FR4E) 2000001
B1263a20( FE FF FE FF| GG OB GO 08|66 0p 6p op| oo bn op o | 2929FHSE) 2acdists
@1263046| FE FF FF FF| 61 @8 B0 68|02 F3 BA CF| 20 oC 45 3¢ | BAC0FAsd) Baedzs4n
BiZa%A00 A1 DR BB BE| 46 23 64 BO|CE 12 A4 GB| 0B 0o ob o | 2BZEFHSS) CFSRG9SH
O12G3ACH( 06 OF OO OB 0O DR 0O 0B G6b GE 0b ool on op op oo | 2EZOFASE BO6ROGGD
01263670 6O GE GG OE| GG 0P GO 06|60 0O 6o o6l oo oo op o 2929FRcR)  Gaaegaa
BiFRZRCE| B DR DO 00| 50 AR AR A B DR DO 00| 60 Ba A p | SA20FA

L]
a

Al =4 8
=4d

Eid
o=

|

o

EETURH from sw.B128106E fo sw.B]
RETURN from sw.@1201650 to sw.B]

Figure 13.2: OllyDbg: SUB executed
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DEC is executed and EAX now contain 1. But 1 is non-zero, so the ZF flag is still 0:

[E cPu - main thread, module sw =10l %]

Gilzeleee Moy ER:, DWORD PTR SS:[ARG. 11
SUE ERK

Registers [(FPLUI -

B12a1664 ’ Switch (cases B..2, 4 P —
B1201867 SECSEEET 81261839 | | EFGDAT1d ASCIT ™@1d”
EDX G8038068

JE SHORT 812681828
EC_ERH EEX BEAEEEEME

B12a1eeC]
1261600 J2 SHORT B1261810 ESF peeprnas
G126100F | MOU DWORD PTR S5: [ARG.11,0FFSET 81263018 \ASCII "something unknown |ECT DOZEFASS
B1201817 OUORD PTR DSt [<AMSUCA1BE.printf>] ol e L miseaane
B1261810 OUORD PTR S5:[ARG.11,0FFSET 61283618 |ASCII "twod", case 2 of : |
21201056 | iy DUDRD PTR 95 [ARA- 11, OFFSET Bibadoas |ASCII “aned S i

H .11, Toneld™, case o i
B1201823 OUORD PTR DSt [<AMSUCA1BE.printf>] Eo ED DEEE Zibin BIERCEERERY
81201839 OUORD PTR S5:[ARG.11,0FFSET 61283008 |ASCII "zercd”, case 8 of CE PEEE SRiT BIEREREEEER
@1261641 DUORD PTR OS: [<&MSUCAIBA. printf 1 LHCLy G5 gRch SEbir DAEERREEER)
alzalads FS @EES 3Zbit FEFOOGEE!FFF
Jump i not taken «lT 8 G5 BE2E 32bit BIFFFFFFFF]
Dest=sw.01Z20162E Oa

06 LastErr GARGEAGA ERROR_SUCCESS

= | EFL G8aBBzaz (MO, ME,.ME,A, M5, PO, GE, G)w

Col2a165F | Wk 8| RETURH from sw.@1201000 to sw. @]
HECEREEZ | @ —
GlzaliCA| =4 @ RETURH from sw.@1281858 to sw.@1
EEEEEAEE]L | &
BEc4 1208  B4d
BEC42340( @14
CF2RE3SA| Eob™

Address [Hex dump
Bl2azE0E |[FA 65 V2 &6F|BA BE B8 B8 6F 6E &5 BA|[ BN BB BB &
Blzazala| 74 77 &F BA| @8 88 88 88 73 6F &0 65|74 68 &9 &
B12036828| 67 28 75 6E| 6B 6E &F 77| &6E BA @A A&\ FF FF FF FF
B1203838| FF FF FF FF| @8 88 Q8 88 a8 a8 an &an| a0 ag &0 &
B12083848| FE FF FF FF| @1 B8 @8 88| 02 F2 BA CF| 20 &C 45 3¢

HEZEFHL4
BEZEFA4S
EEZEFALC
BEZEFACE
BEZEFACS
BEZEFASS

G1263050| 01 BO OO 00|48 29 54 66| C3 12 &4 00|06 60 0O o

BIZA3GEG| GG GO R G GG A0 GO GG GA 6B A0 G668 0o oo oo | DBSOPASE) BEAR0EEE Lot
01263670 B0 DO OO 00| 00 0O DO 00 00 60 0O DD 0D 0o oo oo J ADZOFRCA) Q9RARRED)

P1262920| 00 PO BR 60|60 B9 06 06 68 BD 08 06 R 60 oo oY 9928FAc4) FEFDEGEE) [ 2

Figure 13.3: OllyDbg: first DEC executed
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Next DEC is executed. EAX is finally 0 and ZF flag is set, because the result is zero:

E CPU - main thread, module sw ;Iglzl
HG0M L 00| MO ERR, DWORD PTR 55: [ESF+47 = lRegizters (FPLD -
HEDA1EES || SUB ERM, & Switch l[cases B..2, 4 sn— :Flg EEEEEEEE] —
AE0A1EE7 || J2 SHORT BeDA1639 £ PR RE—-
AE0A1E65| DEC EAX -1
GE0A1EGA| J2 SHORT @eDA162E S
nE001eEc|| DEC ERX Eob BE1EE e
[EENEREEN] | J2 SHORT 8aDA18in EEF oA1FFaZa
BEDF 1BGF || MOU DWORD PTR S5: [ESP+41,0DFFSET BADA38LE |ASCII “something unknown |Eo7 SEAEEEES
GE0A1E17(| JHP DWORD PTR DS:[<&MSUCRIBA. printf>] ERl AOaans . ae0Asans
QE0A1E10|| MOY DWORD PTR SS:[ESP+41,0FFSET BEDA2ELE |ASCII "two@™, case 2 of : | |
DO0E 026 | Rl DMDED TR 55: [eerad] OPFSET BOnA3e@s | ASCIT "onem R
H +47], "onef@™, case a] :
GE0A16%3 || AP DUORD PTR DS [CRMSUCRIEE, printf o] EYOEZ DREE ZEbin BIERRERERC)
QE001E29(| MOV DWORD PTR SS:[ESP+41,0FFSET BEDA2E8A |ASCII "zerc@”, case @ of S5 Bh Sobit BIEFFEFFER)
GE0A1E41 (| JHP DWORD PTR DS:C<&MSUCRIBA, printf ] = D: GASE A5hit BIFFFFFFFFI
aa0a1e47 || THT= !
- FS BBES ZFbit PEFODEEGE!FFF
% aflT @ &5 8@2E 22bit BIFFFFFFFF)
R =T Ooa
0 8 LastErr BAGEEGEE ERROR_SUCCESS
+ | EFL @B@EEz4s (HO,HE,E,EE,HS,FE, GE, LE
Address | Her dump " BOOALESY| Wk |RETURN from sw.DBDALGEE to sw.BE 4
BELFF7OC|| BEDOEEGS =]
OEONSE0D| A 65 rZ SF | GH OF DO 00 6F SE 65 G| B0 06 G0 0 8
BEDA3E16( 74 77 EF DA B9 08 99 08| /3 6F 60 £5|74 63 53 e —| SAIFRTER) | WIOBLIEAI A r | RETURN from Suw.BEDALESE to 2w
BEDA3G26| 67 26 75 GE| 6B GE &F 77| 6E BR 0@ @8|FF FF FF Fr | BIFECES)| Daaaeaal b
BE0RSE3E| FE FFOFF FF| G0 06 0o ob| 6@ of o oo| oo oo oo oo | SAIFETES)| BASS1ZC8) tae
0O0RS04E| FE FF FF FF| @1 0@ 0o 00|F1 994 9E 33|GE 6B 61 cc | 221FFTECH) 00522949 Bi2
BODAZ05E| @1 B9 BB 06|48 29 92 6|2 12 32 00|oo oo oo oo | ZALEECRA)) SEEleLOLT —
BEDAZGEE| B 0O 6 0 O B0 GO 06|00 6B 0F 60|00 oo oa oo | BAIFETEY)| Basaamaa
BE0RSE7E| GG 06 OO 66|60 6O D6 05| 6o 6o oo oo| oo oo oo oo d SAIFETES)) 0ReARA88)
GE0AIEE6| 06 A6 PR 60|60 0P GO GG 60 0D 06 66 60 60 oo oo | D91FFTFEC)| FEFOEGER) pe i

Figure 13.4: OllyDbg: second DEC executed

OllyDbg shows that this jump will be taken now.
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A pointer to the string “two” will now be written into the stack:

PU - main thread, module sw _|EI|£|
TIOW ER, OWORD FTR 55t LARG. 11 FEEET {FPL]
OB ERx. Switch (cases B..2, 4 su e fTesi=i=f=—m =
oZ SHORT 81201833 |_JECH EFED4T14 ASCII ™@)d™
JZ _SHORT B120102E EDn pponanan
DEC_ERX ESF BEZGFAE
JZ SHORT @12@1@10 EEF GRSAFASE
MOLDWORD FTR $5:LARG. 13, OFFSET 01203018 | ASCIT "something unknown | or osoooe
DWORD PTR DOS:C<%MSUCRIBE, print EOT BLioBASHE <w.312M2300
OWORD PTR S5:CARG. 13, OFFSET Bitedete | mscIn "ucE”, caze £ of : |
L Ly R
fonefl™, case o ;
A1Z61633 OWORD PTR DS:[<&NSUCRIBA, orint £ 9 OED DPEE bl BIECEERRRC
B1261A39 OWORD PTR S5:CARG. 131, OFFSET Bitideen |mscin "zercd”, caze @ of |§ 5 S5 Aaoh GoRit ALFFFFERFED
Biza1ae] DWORD FTR D5:C<aMSUCRIGE. orintf»] A7 Y FZ E55E ol GIFFEFFFER)
01761047 !
— S @ FS B@SZ 32hbit YEFOD@@BIFFF)
éggzﬁwigéggggégi_gﬁﬂll twold - 5 8 GE GEZE 22bit BIFFFFFFFF)
Junp from 12E1860 0 8 LastErr BEOREEEE ERROR_SUCCESS
w | EFL oem@ez4s (MO, ME,E,EBE, NS, PE, GE, LEfw
Rddress |Hew dump o |EEEEITE] Ca1261857 Wb 6 RETURI Fron su.B1201008 to su.01.
e =
oloEERfarol e r= b e BE o oo Sh EE SR 20| 9% 2 2E M SeREFRaT oI ZAL 10N T O RETURN from sw.@1201658 to sw. 8]

BECEFOAC| AEEREEE] | 6
B1ZA5626| 67 26 T GE|6E SE &F F7| 6E BO BB BB FF FF FE FI a
@1za3030| FF FF FF FF| 00 0O 00 60|00 0f 0o 0p| 0o oo oo o | 2220FRSG) Boe412C8) wd

B1263pda| FE FF FF FF|B1 0@ @ 0o/ D2 F3 BA CF 20 oc 45 o | 2929FASS) Bacdzsie) 01d,
1263056 01 BB 6B 65| 48 29 64 BB|CH 12 &4 OB| G0 o oo o | BAOFRSS) CEORASER i
B1ZA5AEA( 06 OO G GO\ 66 BB 66 06|66 GO 0p ool b oo on oo | BEZEFASE) BoAEOEG
01203670 00 Op OO 0P| O OB OO 0P| 0G 0p 0O Op oo op oo o S02AFRCE) BRonoand)
B1ZA2A26| A6 06 B9 0R| 63 OF B0 66 G0 08 60 00| A0 05 69 o7 | S92EFRGd| TEFODECEE| pH v

Figure 13.5: OllyDbg: pointer to the string is to be written at the place of first argument

Please note: current argument of the function is 2 and 2 is now in the stack at the address 0x0020FA44.
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MOV wrote pointer to the string at the address 0X0020FA44 (see stack window). Jump is happen. This is the first
instruction of printf () function in MSVCR100.DLL (I compiled the example with /MD switch):

[E cPu - main thread, module MSVCR100 -0 x|

PUSH BC IMNT MSUCR1BA.printfiform o f Registers [(FFLUD N
cFEE55S6|| PUSH &FBS8563e Eﬂg R ]
EFESEEEE|| CALL 6FB3E958 ECH EFED4T14 ASCIT ™@) 4™
EF@E559E XDR EHX EHX
EFRSECOR EQx SE@E885E
CFGoEcod|| CHE DWORD PTR 6:[EBP+81,EST EEn poomenen
EFEEEESF|| SETHE AL

EEBF BBEZEFASE
SFEEE59A)| CHP ERX,ESI ESl GODREHEL
EFESEEIC] JHE SHDRT &FESEEES __J EDI B12BZ208 cw, 31202202
SFES5ESE| CALL _errno CHMSUCR1EE. _srrno - . —
EFAESEEAS|| HOW DWORD PTR OS: CEAXI, 16 COMST 16 = E=DEU EIF &FHE5584 MSUCR1GH. printf
EFSEEEEE EHLEHHLnEaLLdLDarameter noinfo CHSUCR1EA. _inwval id_pacam C® ES @826 32bit @(FFFFFFFF]
EFASSSEL || JMP SHORT &FBESe12 Pl LE e Sebit GLERFFFFEFEF
eraseera |l PALL tob_funo A B 55 BAZE 22bit @(FFFFFFFF)
crFozcces| PUSH 26 Q2 1 DS BB2E 32bit BIFFFFFFFF]

S @ FS 8853 3Zbit VEFDDE@GHIFFF)
Stack [ABZOFASC]=sw.B1ZA3AG4 2l T 5 G5 BEZE SThbit BIFFFFEFFF)
Imm=BEEEEEEC (decimal 12.) e I

08 LastEcr BEOEEEEE ERROFR_SUCCESS
MSUCRLEE. printf ~ || EFL @@p@Ez4e (MO,NE,E,EE, NS, FE, GE, LE
Addres=s |Hex dump —~ Cal2al1as7 | Wk @| RETURH Frnm'su BlzAlaEa to sw.Bl

BEEEF A4 | B1703018) bE 8| ASCIL "twad”
Si%sgS?s ;E %g EE SE SS SS SS SS %g EE EE EE gg gg Eg 2 TECEFATD [ el oo L ICH| — ¥ & RETORH from sw.B120816050 to sw. B]
BiZaZaZal 67 20 75 EE| 6B £E 6F 77| 6E OO OB GE|FF FF FF Fi | B2OFR4E) osebanl b
o12a3ac0| FFFF FF FF| 0O OB 0O 0B\ 06 0p op 0p|op op op of | 2820FASE) Bo641268) Sed
B1263pda| FE FF FF FF|B1 0@ @ 0o/ D2 F3 BA CF 20 oc 45 o | 2929FASS) Bacdzsie) 01d,
1263056 01 BB 6B 65| 48 29 64 BB|CH 12 &4 OB| G0 o oo o | BAOFRSS) CEORASER =
B1ZA5AEA( 06 OO G GO\ 66 BB 66 06|66 GO 0p ool b oo on oo | BEZEFASE) BoAEOEG
01203670 00 Op OO 0P| O OB OO 0P| 0G 0p 0O Op oo op oo o S02AFRCE) BRonoand)
B1FRZRCE| BE DR DO 00| 09 PR PR OR BE DR DO 00| 08 Be p o | B02OFAGd) FEFOEAGE) pe e

Figure 13.6: OllyDbg: first instruction of printf () in MSVCR100.DLL

Now the printf () will treat the string at 0X0020FA44 as its sole argument and will print the string.
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This is the very last instruction of printf():

[& cPu - main thread, module MSVCR100

=10l x|

EFOTLSE S| FUSH EAR Registers (FPLI
EFEEEEER|| CALL EFE9CFLD e =
EERSEEED ”UULDNUFL*E‘DPIE“ES [EBP-1C1,EAX ECH EFBESE1T MSUCRGE, SFEES61T
EFAZ55F7 || ADD ERR, EER D e
eFE2SsFa|| PUSH ERN Argz EEh BAomEmam
SFESEEFA|| PUSH EDI [Flrgl EEF BEZEFASE
EFAZSSFE(| CALL FE4@5AC HMZUCR 188, EFB4AGAC EET B Ha
SFo2teqa)| oD ESP, 12 _| EDI B12B33A8 =w.01203502
£FE2Soaz|| MOY DWORD PTR SS:[EBP-41,-2 - | |
crocoon| CALL eFegters o EIP £FBSS617 MSUCR1AE. SFESSE1T

C @ ES @326 S2hit @CFFFFFFFF)
S A& S5 ooce sebir BIEFFFEEFE)

. L
ool fon e, 8 S b FS Bast 3obit PLFDDBOBFFF)
L T
Top of stack [BEAZEFA48]=:w.B12818CY 2T B G55 GEZE 32b{1: A(FFFFFFFF
e DI

08 LastErr BEABAGEE ERROR_SUCCESS
MSUCRLOD. pr intf +93 ~ | EFL eemeezas (HO.ME, E,BE, NS, PE,GE, LEw
Rddress | Hex dump CBI1ZB1a57 | UF G FETURN from w. G1ZA1008 to w. 6l o

BEZAFH4%| a1 26318 | M 8| ASCIT "twcd”

IRl EE T2 e o oo SF EE SR 2P| 92 22 PR T pozernas|Loizeiica| =4 o RETURN from cw.B12016850 to cw.81
1263620 67 2B 75 GE|GE GE 6F 77| GE G B@ OE|FF FF FF FE | 2A20FRAC) Bogeaaal B,
6iZaZaca| FF FF FE FF| GG G5 0b 6|66 0p ob ool ob op op o | 2926FHSE BO641268) Bed
G12a3adn| FE FF FF FF|@l 0p 0o 0|02 F3 BA CF| 20 oC 45 o | 2028FAS4) 22642340 01d
B1263ACA( 61 DB GG OB/ 46 29 64 OB|CE 12 64 Gp| oo b@ op o | 2ASOFHSE) CFoROTSH y
B1ZGI066| B0 GG 0O 66| 00 GO o DE| 69 08 0o ool 6o oo oo oo | BASOFRSC) Haaanaen
B1ZA5A7E 06 OO GG GO 6G OO GG OO 6G 0O 66 GOl o6 on oo o d POZAFRGA) pasaoans)
O1ZA2AZA| G0 R G0 GF| AR 08 BE 00| B3 A A0 GF A0 of mo T D928FRC4) FEFDEGE0) o =

Figure 13.7: OllyDbg: last instruction of printf () in MSVCR100.DLL

“two” string was just printed to the console window.
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Let’s press F7 or F8 (step over) and we will return...not to () function, but rather to the main():

[ cPU - main thread, module sw 10| =|
E1za1E4H]] 1H15

g1za1646|| INT3  fRegisrers (PR =
pleglaad) InTs ek sFosseiy nmsucriee. sFesselr
a12a1a40|| INTS Erv BReBniEs

@1Za1A4E || THTS ERn oEeEEEs

L e | AL ESF BRZBFA44 FTR to ASCII "twe@”

EEF BRZBFASS
e e CHLL 8129198@ ESI Be8a6a01
H12A1HEF
Tt xoR e EDT B12B33A% =w.B12AS3AS |
B12A1EEC EIF B12B1857 =w.B1281057
B1516e0|| st o12a142A -

C 8 ES 8826 2gbit BIFFFFFFFF]
alzalgez|| CALL 81281360 F 1 C5 B@Z3 35bit @iFFFFFFFF)
9121067 || HOU EAX, DWORD PTR DS:[1263@741 BB D BRch GSRIT DIERRRRRRFD
B1ZA16EC|| MOW DWORD PTR S5 [LOCAL.B1,0FFSET BL2BS06: RS =3 sw. L2A3064 Y R
B12A1675) PUSH DWORD PTR DS: (12658781 Arad = @ 5 Fo aacs a5hit SEFRDERGCFEF]

Trin= T 8 G5 BAZE 32hit BIFFFFFFFF)
ESP=BA28FA44, PTR to ASCID "two@” =1 P '
0 8 LastErr BBEEEEAE ERROR_SUCCESS
+ | EFL ooeeEz4e (MO, ME, E,BE, NS, PE. GE, LEw
fdd Hew d B1205810| A B ASCIT "twed”
To== \ted SurE Boztrbas| LE1ZE110A| =4 6| RETURN from sw. 1201058 to Sw.dla
1 ZASE00| ¢ 65 rZ G6F| B G0 B8 68
BOZBFA4C|  DEAREEE1 | @
B1ZAZ616| 74 77 GF BA(BR 0B BB DA !
BEZOFASE| BEE412CE| S4d
B1ZRZA28| 67 2B r5 EBE|EE EE EF 77
BEZOFASS| BEE42340| @1d
B12A26%6| FF FF FF FF|B0 88 B8 0@ pacerdsa| acdoiia fid,
@17A3646| FE FF FF FF|B1 @8 B8 6@ e
B1ZAZACA| 61 DB DO BO| 48 23 Ed DA e )
B1ZAZEEA| B0 0B DO BO|BE 9O 6O OR L -
BIPAZAVA| B0 0B GO BA|BE B3 BB OR R
A1 FASASA| A7 DR PO A6| AR GA BEGA <

Figure 13.8: OllyDbg: return to main()

Yes, the jump was direct, from the guts of printf() tomain(). Because RA in the stack pointed not to some place in
f () function, but rather to main(). And CALL 0x01201000 was the actual instruction which called f () function.

13.1.2 ARM: Optimizing Keil 6/2013 (ARM mode)

.text:

.text

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

RO, #0

RO, aZero ;
loc_170

RO, #1

RO, alOne ;
loc_170

RO, #2

RO,
RO,

"one\n"

aTwo ; "two\n"

"zero\n"

aSomethingUnkno ;

"something unknown\n"

0000014C f1:
:0000014C 00 00 50 E3  CMP
00000150 13 OE 8F 02  ADREQ
00000154 05 00 00 OA  BEQ
00000158 01 00 50 E3  CMP
0000015C 4B OF 8F 02  ADREQ
00000160 02 00 00 OA  BEQ
00000164 02 00 50 E3  CMP
00000168 4A OF 8F 12  ADRNE
0000016C 4E OF 8F 02  ADREQ
00000170

00000170 loc_170:
00000170

00000170 78 18 00 EA B

’

; CODE XREF: f1+8
; T1+14
_ 2printf

Again, by investigating this code, we cannot say, was it switch() in the original source code, or pack of if() statements.

Anyway, we see here predicated instructions again (Like ADREQ (Equal)) which will be triggered only in RO = 0 case, and
the, address of the «zero\n» string will be loaded into the RO. The next instruction BEQ will redirect control flow to 1oc_170,
if RO =0. By the way, astute reader may ask, will BEQ triggered right since ADREQ before it is already filled the RO register
with another value. Yes, it will since BEQ checking flags set by CMP instruction, and ADREQ not modifying flags at all.

Other instructions are already familiar to us. There is only one call to printf(), at the end, and we already examined
this trick here (6.3.1). There are three paths to printf() at the end.

The last

CMP RO, #2'' instruction is needed here to figure out, if a = 2 or not.

If it is not true, then ADRNE will

load pointer to the string «something unknown \n» into RO since a was already checked to be equal to 0 or 1 before, so we
can be assured the a variable is not equal to these numbers at this point. And if RO = 2, a pointer to string «two\n» will be
loaded by ADREQ into RO.

13.1.3 ARM: Optimizing Keil 6/2013 (thumb mode)

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

000000D4 f1:
000000D4 10 B5 PUSH
000000D6 00 28 CcmpP
000000D8 05 DO BEQ
000000DA 01 28 Ccmp
000000DC 05 DO BEQ
000000DE 02 28 CcvpP
000000E0 05 DO BEQ

{R4,LR}
RO, #0
zero_case
RO, #1
one_case
RO, #2
two_case
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.text:000000E2 91 AOQ ADR RO, aSomethingUnkno ; "something unknown\n"
.text:000000E4 04 EO B default_case

.text:000000E6 zero_case: ; CODE XREF: f1+4

.text:000000E6 95 A0 ADR RO, aZero ; "zero\n"

.text:000000E8 02 EO B default_case

.text:000000EA one_case:. ; CODE XREF: f1+8

.text:000000EA 96 AO ADR RO, aOne ; "one\n"

.text:000000EC 00 EO B default_case

.text:000000EE two_case: ; CODE XREF: f1+C

.text:000000EE 97 AO ADR RO, aTwo ; "two\n"

.text:000000F0 default_case ; CODE XREF: f1+10

.text:000000F0 ; f1+14

.text:000000F0 06 FO 7E F8 BL _ 2printf

.text:000000F4 10 BD POP {R4,PC}

.text:000000F4 ; End of function f1

As | already mentioned, there is no feature of adding conditional predicates to majority of instructions in thumb mode,
so the thumb-code here is somewhat similar to the easily understandable x86 CISC-style code.

13.1.4 ARM64: Non-opti

mizing GCC (Linaro) 4.9

.LC12:

.string "zero"
.LC13:

.string "one"
.LC14:

.string "two"
.LC15:

.string "somethin
f12:

stp x29, x30,

add x29, sp,

str w0, [x29,

ldr w0, [x29,

cmp w0, 1

beq .L34

cmp wo, 2

beq .L35

cmp w0, wzr

bne .L38

adrp x0, .LC12

add x0, x0, :

bl puts

b .L32
.L34:

adrp x0, .LC13

add x0, x0, :

bl puts

b .L32
.L35:

adrp x0, .LC14

add x0, x0, :

bl puts

b .L32
.L38:

adrp x0, .LC15

add x0, x0, :

bl puts

nop
.L32:

ldp x29, x30,

ret

g unknown"
[sp, -32]!

0

28]

28]

; jump to default label
; "zero"

lo12:.LC12

nonell

lo12:.LC13

;o "two

lo12:.LC14

; "something unknown"

lo12:.LC15

[spl, 32

Input value has int type, hence WO register is used as input value instead of the whole X0 register. String pointers are
passed to puts () using ADRP/ADD instructions pair just like | showed in “Hello, world!” example: 3.4.5.
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13.1.5 ARM®64: Optimizing GCC (Linaro) 4.9

f12:
cmp
beq
cmp
beq
cbhz
; default case
adrp
add
b
.L35:
adrp
add
b
.L32:
adrp
add
b
.L31:
adrp
add
b

w0, 1

.L31

w0, 2

.L32

w0, .L35

x0, .LC15

x0, x0, :lol12:
puts

x0, .LC12

x0, x0, :lol12:
puts

x0, .LC14

x0, x0, :1lo12:
puts

x0, .LC13

x0, x0, :lol12:
puts

; "something unknown"
.LC15

; "zero"
.LC12

;o "two
.LC14

.LC13

one

Better optimized piece of code. CBZ (Compare and Branch on Zero) instruction do jump if WO is zero. There is also direct
jump to puts() instead of calling it, like | described before: 13.1.1.

13.1.6 Conclusion

switch() with few number of cases is indistinguishable from jf/else construction, for example: listing.13.1.1.

13.2 A lot of cases

If switch() statement contain a lot of case’s, it is not very convenient for compiler to emit too large code with a lot JE/JNE

instructions.

#include <stdio.h>

void f (int a)

{

switch (a)
{
case 0: printf ("zero\n"); break;
case 1: printf ("one\n"); break;
case 2: printf ("two\n"); break;
case 3: printf ("three\n"); break;
case 4: printf ("four\n"); break;
default: printf ("something unknown\n"); break;
j

+

int main()

{
f (2); // test

T

13.2.1 x86

Non-optimizing MSVC
We got (MSVC 2010):

Listing 13.3: MSVC 2010

tved = -4 ;
_a%$ =8 ;
_f PROC

size
size
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push  ebp
mov ebp, esp
push  ecx
mov eax, DWORD PTR _a$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp DWORD PTR tv64[ebp], 4
ja SHORT $LN1@f
mov ecx, DWORD PTR tvé64[ebp]
jmp DWORD PTR $LN11@f[ecx*4]
$LN6@T :
push  OFFSET $SG739 ; 'zero', 0OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9@f
$LN5@T :
push OFFSET $SG741 ; 'one', 0OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9@f
$LN4@T :
push OFFSET $SG743 ; 'two', 0aH, OOH
call _printf
add esp, 4
jmp SHORT $LN9ef
$LN3@f:
push OFFSET $SG745 ; 'three', 0aH, OOH
call _printf
add esp, 4
jmp SHORT $LN9ef
$LN2@T:
push OFFSET $SG747 ; 'four', OaH, OOH
call _printf
add esp, 4
jmp SHORT $LN9@f
$LN1@T :
push OFFSET $SG749 ; 'something unknown', 0OaH, OOH
call _printf
add esp, 4

$LNo@f:
mov esp, ebp
pop ebp
ret 0
npad 2 ; align next label
$LN11@f:
DD $LN6e@f ; O
DD $LNS@f ; 1
DD $LN4@T ; 2
DD $LN3@f ; 3
DD $LN2@f ; 4
_f ENDP

OK, what we see here is: there is a set of the printf() calls with various arguments. All they has not only addresses
in process memory, but also internal symbolic labels assigned by compiler. All these labels are also mentioned in $LN11@f
internal table.

At the function beginning, if a is greater than 4, control flow is passed to label $LN1@f, where printf () with argument
'something unknown' is called.

But if a value is less or equals to 4, let’s multiply it by 4 and add $LN11@f table address. That is how address inside
of table is constructed, pointing exactly to the element we need. For example, let’s say a is equal to 2. 2+ 4 = 8 (all table
elements are addresses within 32-bit process that is why all elements contain 4 bytes). Address of the $LN11@f table +
8 —it will be table element where $LN4@f label is stored. JMP fetches $LN4@f address from the table and jump to it.

This table sometimes called jumptable or branch table®.

Then corresponding printf() is called with argument 'two'. Literally, jmp DWORD PTR $LN11@f[ecx*4] in-
struction means jump to DWORD, which is stored at address $LN11@f + ecx * 4.

npad (78) is assembly language macro, aligning next label so that it will be stored at address aligned on a 4 byte (or
16 byte) border. This is very suitable for processor since it is able to fetch 32-bit values from memory through memory bus,
cache memory, etc, in much effective way if it is aligned.

3The whole method once called computed GOTO in early FORTRAN versions: http://en.wikipedia.org/wiki/Branch_table. Not quite rele-
vant these days, but what a term!
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CHAPTER 13. SWITCH()/CASE/DEFAULT 13.2. A LOT OF CASES
OllyDbg

Let’s try this example in OllyDbg. Function’s input value (2) is loaded into EAX:

[E crPu - main thread, module lot =10 x|

GEF 41006 FUSH_EEF -
e i 3
541 564)| MU EAR, DWORD PR S5: [EBP+81 -

MOU DWORD PTR S5:[EEF-41,EAX EEY Boaomean
BEF41600|| CHP DWORD PTR S5: [EEP-41,4 EBn ZEEERERY rh o meCII mEl e
BoF4106E | JA SHORT BoF4186R EEF BOASFAFS
BEF41016 ECH, DWORD PTR_55: [EBP-4] EET EEacnand
BoFa 101 || JHP DWORD PTR Dat [ECKw4+BF4107C] il BOPasobs Loe. coFazzes
BEF4161A|| PUSH OFFSET GOF43800 fornat = "zerdd” : | |
GEr1aiT| CALL DWORD PTR DS: C<MISUCR1GE.or inef>] | LISUCR1GG. o int? EIF BEF41B07 Lot.BEF41667
coFdiooc| P SHORT paFetars F 1 CS o025 Sooiv OFFEFFFFF)
BEF4 1620 PUSH OFFSET BOF4300S fornat = "one@” B 6 Gt BESE 3500t BIFFFFFEFER)
BoF4162F | CALL DUORD PTR DS: [<6MSUCR1BB.printf>] |LNSUCRIBB.orinst o f7 T 55 G5 25010 GiFFFFFFFe)
SCE I T8 &S ooss Sooiv by FFFFFFRR)
Stack [BEITFSFEI=6FED4T14 (MSUCRIBA. _initenu) = v

00 LastErr DEGOBEEE ERROR_SUCCESS
~| eFL meeEp24s (MO,ME,E,BE, NS, PE, GE,LE) |

Address |Hew dump ASCII (ANMSI - Cula BFE04714 A5 0| OFFSET It o
BEF43000| Al 65 vz &F| BR BB B0 05 &F EE 65 OA| 0D 0B b 0b|Berod  oned ooatEerd [gggifggg b |RETURN £
BEF42016| 74 77 £F BA| 09 0B B0 00|74 €5 rZ 65 55 O BB 00| twed  fhrecd gascrers) Loardloon b :
BEF43026| 66 EF 75 72| GA B8 0O BB|rd GF 60 £5|74 60 69 GE|four@  someshin| | SASTESEC|rEOGARAAS @
BEF42036| &7 20 75 SE| 6B 6E &F v7|SE DA 08 BE|FF FF FF FF|g unknownd ]| [ECEpE ] 1P IR
BEF43048| FF FF FF FF| 00 05 B0 00| B8 00 00 0B 60 09 BB 0O BRSTEZY) Loordl=oE £ -
BEF43EEE( FE FF FF FF(G1 B9 G@ 69|27 29 20 E1(08 C6 C2 AE(s B ro=gfprof | 22S7FZESIr000001 0, =
BEF43066| B 0O 0O BB 46 29 23 66|Co 12 23 AB| B0 60 08 05|@  E)s i oarEaoC|| Bocsicta) e
BEF42075| B3 DO 9A BE| 00 HF 5O 06| BB G5 0O OB 6O 09 B O DhorEiie)| Bezseadn ik
BEF42056| B DO 0O BB 00 0D 5O 00| DA 05 00 0B 5B 09 BA 0O nd EREIEERR| R R hd

Figure 13.9: OllyDbg: function’s input value is loaded in EAX
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Input value is checked, if it’s bigger than 4? No, “default” jump is not taken:

[E crPu - main thread, module lot

=10l x|

aEF4laas| PLISH EBP a|Registers [FPU] -
BEF4 1661 || MOU EEP, ESF e =
AEF416a3)) PUSH ELH EC4 Grabdsid ASCII "over
BEF41604( MOU ERX,DWORD FTR SS5:[EEF+3] e
BEF4 1967 (| MOU DWORD PTR S5:[EBP-41,EAR Eev moacaans
AEF4 155A]| CHP DWORD PTR S5: [EEP-41, 4 Eor noaorars
5 JA SHORT @BF4166H EoF BESFaFa

MOU ECX, DWORD PTR S5: [EBF-4] B Bennnan

P DUORD TR DS: [ECK44DF4107C] EOT AOPanobs lov.aoFassss

PUSH OFFSET BOF43000 format = "zercd” : | |
GEr1aiT| CALL DWORD PTR DS: C<MISUCR1GE.or inef>] | LISUCR1GG. o int? EIF BBF4100E lot.BOF4108E
coFd o2 | M SHORT poFa1a7s F o 5 ooso 501t (FFFFFFFF)
BEF4 152A(| PUSH OFFSET BOF43Res format = "one@” 0 GE BREE IS0t OURRRRERRE)
BEF41GEF || CALL_DWORD PTR OS: [<&MSUCR1BB.orintf>] |LMSUCRIGE. orintf B L 0E BAEE TSt GIFFRRRFRR)
AT e T o S oos5 201t GFFFFFFFF)
==t= Lot . BHF4166A = o Lt

08 LastErr DPEEEEEE ERROR_SUCCESS
+ || EFL @oBEB293 (HO,E,NE,BE,S,FO.L,LE) W

Hddress |Hex dump ASCII [FIHSI—_C;IJ - HARBEREZ | & s
BBF 42000 | FH 65 T 6F | GR B9 00 0B & SE &5 OH| 0D 0D 00 Ob|Eercd  oned ooatEerd [gggifggg b |RETURN £
BEF43816( 74 77 SF BA|BE BB 5O 09|74 &5 72 65|65 BA B9 08| twdd  thresm gRSrEsrE) LaardlashI T -
BEF43626| 66 &F 75 72 BA OO B@ GG 73 6F 60 65|74 &9 69 EE|four®  somethin| | BESTESTL paamoanes @
BEF43030| 67 20 75 &E|&E 6E SF vr|6E DA BB BA|FF FF FF FF|g unknownd il | (S DA
BEF43048| FF FF FF FF|BR 85 5O 00|00 DF B2 BB BB 0D DO 0O DoaTEoDd| coRralzne A -
BEF43826| FE FF FF FF|B1 BB BO 88|27 29 20 51|02 C& C2 AE|s "osof pro| | ERETEEEE ronaenal B, ., [l
ARF4a088| 01 PE Op ba| 48 59 b5 69|k 1o 53 B8 0@ Bo Gn bG|® 1w 4w oarEaoC|| Bocsicta) e
BEF43070( 00 BB BB BB BB 6D BO 06|00 BB B BB DA 0D 0O 0O BoorTEala|| Bozs=aan Bk
BEF43050| 60 BB BR BB PR 0D DO 00| 0D DR BR BB PR 0D DO 0O b [EREDRE | B hd

Figure 13.10: OllyDbg: 2 is no bigger than 4: no jump is taken
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Here we see a jumptable:
[E cPuU - main thread, module lot -|0] =]
DBF 41600 FUSH _EEF 7
GEF4 1861 || HOW EEF, ESP = EEELESEEEBEEPU] =
GEF41863 || PUSH ECH ECY DRERGEES
GEF4 1664 || MOY EAY, DWORD PTR S5: [EEF+5] b I
GEF4 1867 || HOU DWORD PTR S5:[EEF-41,EA% EEY BRRGGRAG
GEF4 1864 || CHE DWORD PTR S5: [EEF-41,4 ESF ARSCFEFE
GEF4186E || JA SHORT @@F4185A EEF GRSCFEF4
oz 0 SV S
3 g+

FUSH OFFSET BEF42066 format = "zerc@” EDI BBF433ES lot.BaF4358s | |
gardigir EEELEEEDED PTR DSz [<&MSUCRLEB.prints ] [LMSUCRLG8, printf EIF BEF41812 lot, BAF4161:
0EF41625 || JHF SHORT @OF41075 E é Eg gg%g g%g{g 8{;;;;;;;;}
GEF4 1820 || PUSH OFFSET BEF4308s fornat = "one@” A1 St ARG 55Bit BIFFFFFFFE)
a8F4162F || CALL_DWORD PTR DS: C<&MSUCR18E.Dointf ] (LMSUCRIGE.coints |5 5 55 G550 oobit Gl FFFEFFFE)
QEEalboc || 00 ESP 4 51 FS @055 57bit FEFDOGEELFFF)
[BaF418541=1lot. BAF41G3A - E S 55 BEZE 3Ebit @iFFFFFFFF)

08 LastErr DEEREEEE ERROR_SUCCESS
~ | EFL @em@szss (MO,E,ME,BE,S,PO,L,LE] |

Address JHen—dump BSCLL (ANST - Cy a |WEWEREEEH [SS%?EESS g = -
QEF4 1E7) (BpLierL LML [ pacrrers|Loerd109a| Bl [RETURN +:
HEF41E2C| S0 16 F4 BE EEL B o2 Eo BB CkL UJ'Ib,JBuJF I~ GRSFFEFD| rooDaE0Gz| &
QEF41 83 {H—SQ—G@—EE=ES &5 _EE 14/ F4 8O ES 8t 83 BE B0 B1| 311 hodl uhe & EEETREA] I e
@EF416AC| 54 30 Fd AA|C7 @4 24 24150 F4 G0 FF(35 50 5@ F4) 061 |bestar saer| | ZESCREERE)| BRaERAR DaS o L
0BF410EC[BA A5 74 20| F4 aa ss £ 20 F4 DR 63 rt@l hdd@l hhET o Fana| ronnoana:| o :
BEF41BCC[ 65 6A SR P4 60 F 94[om Fa b 23[C4 14 Az _co|h'EL =9 1 [-9rpl | 2990FZHE FAAEREl i E, =
QEF 41600 L] ?9 aa 6H B EC 0@ 02|00 @8 59 TS| By EtuBiBwa® Wil | 2ECCEb | 2ReHt el Lt
BEF410EC(EA 10 55 38|21 F4 Bp ES| B8 65 00 05|33 0B 33 10|JphStl uls omss| _f Qacso2inl | 2Hece da) g
0PF418FC|C4 23 F4 00| 7o BE G2 52/ 6A @1 53 FF 1S 2C 20 F4|-20 usssjns 5, (|7 29S7F214)) S1BACEES) o ~

Figure 13.11: OllyDbg: calculating destination address using jumptable

By the way, | clicked “Follow in Dump” — “Address constant”, so now we see a jumptable in data window. These are 4

32-bit values®.

ECXis 2 now, so the second element (counting from zeroth) of table will be used. By the way, it’s also possible

to click “Follow in Dump” — “Memory address” and OllyDbg will show the element JMP instruction being address now. That’s

0x0116103A.

4They are underlined by OllyDbg because these are also FIXUPs: 59.2.6, we will back to them later
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Jump occured and we now at 0x0116103A: the code printing “two” string will now be executed:

[E cPU - main thread, module lot =[0] x|
O 4101 PUSH OFFSET Dk 4500 Fornat = "zercE” | . |[REaisters CFPDY
CAFa101F|| GALL DUORD PTR Do CC4MSUCR1A.pr intF>] |LHEULAIGE.pe e A R =
AAF 41625 | AOG ESP, 4 [ B
ooFdlozs | P SHORT geFaters b oomaans
BIBF 41020 OFFSET BEF43 [feinet = moned” B e
GAF410or | BALL DWORD PTH Dof LoaMSUCRIEE.pr intF>] |LHEUCALAE. pe et EEn DoaeREn
AAF 41635 | AOG ESP, 4 Eof BoacEerd
poFdLozal b SHEE;E$BE4éB?8 ; - B amman
ormat = "twcE”

A ERCC DUORD PTR Dof [CWMBUCRLBG.pr inef>] |LHOURR om. e neF EDT BEF4SSES Lot. BuF42sEs -
96ri10:2)| P SHORT eeraiars L oot e mirrer
BIEF41619A OFFSET MEF43 [forner = mehrecd EL ED ReE Zfbin BIERREEERC)
GAF4104F | CALL DWORD PTH Dot L AMSUCRIEE.pr intf>] |LHEUCAIAE. pe it B L gHeE Zsbiv BLEEERERED)
@EF41855| AOD ESP, 4 w[z & D5 GEE 3Fbit GIFFFFFFFF)
T e T & GE G038 3a0ir MUFFFRREFF)
Twm=lot . GOF43A1E, ASCI1 rwod” = P v

0 B LastErr AAAAARAA ERROR_SUCCESS
«| eFL @@eeezaz (no,EME,BE, S POLLEY v

Address |Hex dump ASCII (AMSI — Cy|a elslslslal el -
BIEF <107 C LA B Fa PR oH 16 Fe Bl oo 10 Fa DRl n 10 Fa ol LRl s bL JFL R [SSEETEEE e | RETURN £1
BEF4160CIEA 10 F4 Do tt 0B EC 6A| 02 £O 66 FF|FF FF 03 C4|Zhi_Uilejuf ~ r— =4 BB37FOEE) Loarslaon b :
BEF41B9C[ B4 55 0 B0 C3 65 F 14 F4 BA ES 56(B3 0@ 08 AL +3:1hedl we s | 9930PSPC Fooaanons 8
BIEF 4 10AC Cv @4 24 74|50 F4 b0 FF| 35 00 20 F4l Sy festar Samy| | 2E37F300)| destiadd\ D |
BIBF 4 1BEC [ B0 12 £2 420 F4 oy 63 real hael hher || SESOERSY COREALT B ;
BIBF41BCC[ 62 FE 1594150 T4 00 63Ca 14" Ra ool b ] | R e N =
BIAF 4 1600 SRR D5 b5 GiTee T ho o b b9 Bo o|or EuB muse ot DoITEoNC|| pazsiete) s
BEF41GECI6A 10 &5 35|21 F4 08 ES 05 B 00 0@ 33 DB 33 10|Jehatl us smes| f B237F3L0) | B0222949) 810
BBF410FC| 04 22 Fa Bl 75 BB &2 53| 6A B1 53 FF 15 20 20 F4| 31 wissins g, o|T) 997F314)| EIEACAES) o s

Figure 13.12: OllyDbg: now we at corresponding case: label

Non-optimizing GCC
Let’'s see what GCC 4.4.1 generates:
Listing 13.4: GCC 4.4.1

public f
f proc near ; CODE XREF: main+10
var_18 = dword ptr -18h
arg_0 = dword ptr 8
push ebp
mov ebp, esp
sub esp, 18h
cmp [ebp+targ 01,
ja short loc_8048444
mov eax, [ebp+arg_0]
shl eax, 2
mov eax, ds:off_804855C[eax]
jmp eax
loc_80483FE: ; DATA XREF: .rodata:off_804855C
mov [esp+t18h+var_18], offset aZero ; "zero"
call _puts
jmp short locret_8048450
loc_804840C: ; DATA XREF: .rodata:08048560
mov [esp+t18h+var_18], offset aOne "one"
call _puts
jmp short locret_8048450
loc_804841A: ; DATA XREF: .rodata:08048564
mov [espt18h+var_18], offset aTwo ; "two"
call _puts
jmp short locret_8048450

loc_8048428: ; DATA XREF: .rodata:08048568

mov [espt18h+var_18], offset aThree ; "three"
call _puts
jmp short locret_8048450

loc_8048436: ; DATA XREF: .rodata:0804856C
mov [esp+t18h+var_18], offset aFour ; "four"
call _puts
jmp short locret_8048450
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loc_8048444: ;
mov
call

locret_8048450:

leave
retn
f endp
off_804855C dd
dd
dd
dd
dd

CODE XREF:
[espt18h+var_18], offset aSomethingUnkno ; "something unknown"

_puts

f+A

; CODE XREF: f+26

; 43

offset
offset
offset
offset
offset

Booo

loc_80483FE :

loc_804840C
loc_804841A
loc_8048428
loc_8048436

DATA XREF: f+12

It is almost the same, except little nuance: argument arg_0 is multiplied by 4 by shifting it to left by 2 bits (it is almost
the same as multiplication by 4) (16.2.1). Then label address is taken from off_804855C array, address is calculated and
stored into EAX, then * “JMP EAX'' do actual jump.

13.2.2 ARM: Optimizing Keil 6/2013 (ARM mode)

00000174
00000174
00000178
0000017C

05 00
00 F1
0E 00

00000180
00000180
00000180 03 00
00000184
00000184
00000184 04 00
00000188
00000188
00000188 05 00
0000018C
0000018C
0000018C 06 00
00000190
00000190
00000190 07 00
00000194
00000194
00000194
00000194

00000198

EC
06

00
00

0000019C
0000019C
0000019C
0000019C
000001A0

EC
04

00
00

000001A4
000001A4
000001A4
000001A4 01
000001A8 02

0C
00

000001AC
000001AC
000001AC

50
8F
00

E3
30
EA

00

EA

00

EA

00

EA

00

EA

00 EA

8F
00

E2
EA

8F
00

E2
EA

8F
00

E2
EA

f2
Ccmp
ADDCC
B

loc_180 ;
B

loc_184 ;
B

loc_188 ;
B

loc_18C ;
B

loc_190 ;
B

zZero_case

ADR
B

one_case

ADR
B

two_case ;

ADR
B

’

’

’

three_case

RO, #5

; switch 5

cases

PC, PC, RO,LSL#2 ; switch jump

default_case

CODE XREF: f2+4

Zero_case

CODE XREF: f2+4
one_case

CODE XREF: f2+4
two_case

CODE XREF: f2+4
three_case

CODE XREF: f2+4
four_case

; CODE XREF: f2+4

; f2:1oc_180
RO, aZero
loc_1B8

CODE XREF: f2+4
f2:1loc_184

RO, alOne
loc_1B8

CODE XREF: f2+4

; f2:1oc_188

RO, aTwo
loc_1B8

; CODE XREF:
; f2:1oc_18C

f2+4
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; jumptable 00000178 default case

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

jumptable

00000178

00000178

00000178

00000178

00000178

00000178

00000178

00000178

case

case

case

case

case

case

case

case
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000001AC 01 0OC 8F E2 ADR RO, aThree ; jumptable 00000178 case 3
000001B0 00 00 00 EA B loc_1B8

000001B4

000001B4 four_case ; CODE XREF: f2+4

000001B4 ; f2:1oc_190

000001B4 01 0OC 8F E2 ADR RO, aFour ; jumptable 00000178 case 4
000001B8

000001B8 loc_1B8 ; CODE XREF: f2+24

000001B8 ; f2+2C

000001B8 66 18 00 EA B _ 2printf

000001BC

000001BC default_case ; CODE XREF: f2+4

000001BC ; T2+8

000001BC D4 00 8F E2 ADR RO, aSomethingUnkno ; jumptable 00000178 default case
000001CO FC FF FF EA B loc_1B8

000001CO ; End of function f2

This code makes use of the ARM mode feature in which all instructions has fixed size of 4 bytes.

Let’s keep in mind the maximum value for a is 4 and any greater value must cause «something unknown\n» string printing.

The very first * "CMP RO, #5'' instruction compares a input value with 5

The next “ "ADDCC PC, PC, RO,LSL#2'' * instruction will execute only if RO < 5 (CC=Carry clear / Less than).
Consequently, if ADDCC will not trigger (it is @ RO > 5 case), a jump to default_case label will be occurred.

But if R0 < 5 and ADDCC will trigger, following events will happen:

Value in the RO is multiplied by 4. In fact, LSL#2 at the instruction’s suffix means “shift left by 2 bits”. But as we will see
later (16.2.1) in “Shifts” section, shift left by 2 bits is just equivalently to multiplying by 4.

Then, R0 = 4 value we got, is added to current value in the PC, thus jumping to one of B (Branch) instructions located
below.

At the moment of ADDCC execution, value in the PC is 8 bytes ahead (0x180) than address at which ADDCC instruction
is located (0x178), or, in other words, 2 instructions ahead.

This is how ARM processor pipeline works: when ADDCC instruction is executed, the processor at the moment is beginning
to process instruction after the next one, so that is why PC pointing there. This fact should be memorized.

If a = 0, then nothing will be added to the value in the PC, and actual value in the PC is to be written into the PC (which
is 8 bytes ahead) and jump to the label loc_180 will happen, this is 8 bytes ahead of the point where ADDCC instruction is.

Incaseof a =1,then PC+8+a*x4=PC+8+1+4=PC+ 12 = 02184 will be written to the PC, this is the address
of the loc_184 label.

With every 1 added to q, resulting PC increasing by 4. 4 is also instruction length in ARM mode and also, length of each
B instruction length, there are 5 of them in row.

Each of these five B instructions passing control further, where something is going on, what was programmed in switch().
Pointer loading to corresponding string occurring there, etc.

13.2.3 ARM: Optimizing Keil 6/2013 (thumb mode)

000000F6 EXPORT f2

000000F6 f2

000000F6 10 B5 PUSH {R4,LR}

000000F8 03 00 MOVS R3, RO

000000FA 06 FO 69 F8 BL __ARM_common_switch8_thumb ; switch 6 cases
000000FE 05 DCB 5

000000FF 04 06 08 OA OC 10 DCB 4, 6, 8, O0xA, 0xC, 0x10 ; jump table for switch statement
00000105 00 ALIGN 2

00000106

00000106 zero_case ; CODE XREF: f2+4

00000106 8D A0 ADR RO, aZero ; jumptable 000000OFA case 0
00000108 06 EO B loc_118

0000010A

0000010A one_case ; CODE XREF: f2+4

0000010A 8E A0 ADR RO, aOne ; jumptable 000000FA case 1
0000010C 04 EO B loc_118

0000010E

0000010E two_case ; CODE XREF: f2+4

> ADD—addition
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0000010E 8F AO ADR RO, aTwo ; jumptable 00000OFA case 2
00000110 02 EO B loc_118
00000112
00000112 three_case ; CODE XREF: f2+4
00000112 90 AO ADR RO, aThree ; jumptable 000000FA case 3
00000114 00 EO B loc_118
00000116
00000116 four_case ; CODE XREF: f2+4
00000116 91 AO ADR RO, aFour ; jumptable 000000FA case 4
00000118
00000118 loc_118 ; CODE XREF: f2+12
00000118 ; f2+16
00000118 06 FO 6A F8 BL _ 2printf
0000011C 10 BD POP {R4,PC}
0000011E
0000011E default_case ; CODE XREF: f2+4
0000011E 82 AOQ ADR RO, aSomethingUnkno ; jumptable 000000FA default case
00000120 FA E7 B loc_118
000061D0 EXPORT __ARM_common_switch8_thumb
000061D0 __ARM_common_switch8_thumb ; CODE XREF: example6_f2+4
000061D0 78 47 BX PC
000061D2 00 00 ALIGN 4
000061D2 ; End of function _ARM_common_switch8_thumb
000061D2
000061D4 32 _ARM_common_switch8_thumb ; CODE XREF: v
& __ARM_common_switch8_thumb
000061D4 01 CO 5E E5 LDRB R12, [LR,#-1]
000061D8 0C 00 53 E1 CmMP R3, R12
000061DC 0C 30 DE 27 LDRCSB R3, [LR,R12]
000061E0 03 30 DE 37 LDRCCB R3, [LR,R3]
000061E4 83 CO 8E EO ADD R12, LR, R3,LSL#1
000061E8 1C FF 2F E1 BX R12
000061E8 ; End of function __32_ ARM_common_switch8_thumb

One cannot be sure all instructions in thumb and thumb-2 modes will have same size. It is even can be said that in
these modes instructions has variable length, just like in x86.

So there is a special table added, containing information about how much cases are there, not including default-case,
and offset, for each, each encoding a label, to which control must be passed in corresponding case.

A special function here present in order to deal with the table and pass control, named
__ARM_common_switch8 thumb. It is beginning with ~ "BX PC'' instruction, which function is to switch processor to ARM-
mode. Then you may see the function for table processing. It is too complex for describing it here now, so | will omit all
elaborations.

But it is interesting to note the function uses LR register as a pointer to the table. Indeed, after this function calling, LR
will contain address after
“"BL __ARM_common_switch8_thumb'"' instruction, and the table is beginning right there.

It is also worth noting the code is generated as a separate function in order to reuse it, so compiler will not generate the
very same code for each switch() statement.

IDA successfully perceived it as a service function and table automatically, and added commentaries to labels like
jumptable 00000OFA case O.

13.2.4 Conclusion
Rough skeleton of switch():
Listing 13.5: x86

MOV REG, input

CMP REG, 4 ; maximal number of cases

JA default

SHL REG, 2 ; find element in table. shift for 3 bits in x64.
MOV REG, jump_table[REG]

JMP REG
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casel:
; do something
JMP exit
case2:
; do something
JMP exit
case3:
; do something
JMP exit
case4:
; do something
JMP exit
case5:
; do something
JMP exit

default:

exit:

jump_table dd case1
dd case2
dd case3
dd case4
dd case5

Jump to the address in jump table may also be implemented using this instruction: JMP jump_table[REG*4]. Or
JMP jump_table[REG*8] in x64.
A jump table is just array of pointers, like it was described here: 18.5

13.3 When there are several case in one block

Here is also a very often used construction: several case statements may be used in single block:

#include <stdio.h>

void f(int a)

{

switch (a)

{

case 1

case 2:

case 7.

case 10:
printf ("1, 2, 7, 10\n");
break;

case 3:

case 4.

case 5:

case 6:
printf ("3, 4, 5\n");
break;

case 8:

case 9:

case 20:

case 21:
printf ("8, 9, 21\n");
break;

case 22:
printf ("22\n");
break;

default:
printf ("default\n");
break;

iE
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13.3.  WHEN THERE ARE SEVERAL CASE IN ONE BLOCK

}
int main()
{
(4);
o

It's too wasteful to generate each block for each possible case, so what is usually done, is each block generated plus

some kind of dispatcher.

13.3.1 MSVC
Listing 13.6: Optimizing MSVC 2010
$SG2798 DB '1, 2, 7, 10', 0OaH, OOH
$5G2800 DB '3, 4, 5', 0aH, O0H
$SG2802 DB '8, 9, 21', 0OaH, OOH
$5G2804 DB '22', 0aH, OOH
$5SG2806 DB 'default', 0aH, OOH
_a%$ =8
_f PROC
mov eax, DWORD PTR _a$[esp-4]
dec eax
cmp eax, 21
ja SHORT $LN1@f
movzx  eax, BYTE PTR $LN10@f[eax]
jmp DWORD PTR $LN11@f[eax*4]
$LN5@T :
mov DWORD PTR _a$[esp-4]1, OFFSET $SG2798 ; '1, 2, 7, 10'
jmp DWORD PTR __imp__printf
$LN4@T :
mov DWORD PTR _a$[esp-4], OFFSET $SG2800 ; '3, 4, 5'
jmp DWORD PTR __imp__printf
$LN3@f:
mov DWORD PTR _a$[esp-4], OFFSET $SG2802 ; '8, 9, 21'
jmp DWORD PTR __imp__printf
$LN2@T:
mov DWORD PTR _a$[esp-4], OFFSET $5SG2804 ; '22'
jmp DWORD PTR __imp__printf
$LN1@f:
mov DWORD PTR _a$[esp-4], OFFSET $5SG2806 ; 'default'
jmp DWORD PTR __imp__printf
npad 2 ; align $LN11@f table on 16-byte boundary
$LN11@f:
DD $LN5@f ; print '1, 2, 7, 10'
DD $LNde@f ; print '3, 4, 5'
DD $LN3@f ; print '8, 9, 21'
DD $LN2@f ; print '22°'
DD $LN1@f ; print 'default’
$LN10@f:
DB 0 ; a=1
DB 0 ; a=2
DB 1 ; a=3
DB 1, a=4
DB 1, a=5
DB 1 ; a=6
DB 0 ; a=7
DB 2 ; a=8
DB 2 ; a=9
DB 0 ; a=10
DB 4 ; a=11
DB 4 ; a=12
DB 4 ; a=13
DB 4 ; a=14
DB 4 ; a=15
DB 4 ; a=16
DB 4 ; a=17
DB 4 ; a=18
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DB 4 ; a=19

DB 2 ; a=20

DB 2 ; a=21

DB 3 ; a=22
f ENDP

We see two tables here: the first table ($LN10@f) is index table, and the second table ($LN11@f) is an array of pointers
to blocks.

First, input value is used as index in index table (line 13).

Here is short legend for values in the table: O is first case block (for values 1, 2, 7, 10), 1 is second (for values 3, 4, 5), 2 is
third (for values 8, 9, 21), 3 is fourth (for value 22), 4 is for default block.

We get there index for the second table of block pointers and we we jump there (line 14).

What is also worth to note that there are no case for input value 0. Hence, we see DEC instruction at line 10, and the
table is beginning at a = 1. Because there are no need to allocate table element for a = 0.

This is very often used pattern.

So where economy is? Why it’s not possible to make it as it was already discussed (13.2.1), just with one table, consisting
of block pointers? The reason is because elements in index table has 8-bit byte type, hence it’s all more compact.

13.3.2 GCC

GCC do the job like it was already discussed (13.2.1), using just one table of pointers.

13.3.3 ARM64: Optimizing GCC 4.9.1

First of all, there are no code triggering if input value is 0, so GCC tries to make jumptable more compact and so it’s started
at the case of 1 as input value.

GCC 4.9.1 for ARM64 uses even more clever trick. It's able to encode all offsets as 8-bit bytes. Let’s remind us, all ARM64
instructions has size of 4 bytes. GCC is also use the fact that all offsets in my tiny example are in close proximity to each
other. So the jumptable consisting of bytes of corresponding jumps.

Listing 13.7: Optimizing GCC 4.9.1 ARM64

f14:

; input value in WO
sub w0, w0, #1
cmp w0, 21

; branch if less or equal (unsigned):
bls .L9

.L2:

; print "default":
adrp x0, .LC4
add x0, x0, :1lo12:.LC4
b puts
.L9:
; load jumptable address to X1:
adrp x1, .L4
add x1, x1, :1lo12:.L4
; WO=input_value-1
; load byte from the table:
ldrb w0, [x1,w0,uxtw]
; load pointer to the Lrtx:

adr x1, .Lrtx4
; multiply table element by 4 (by shifting 2 bits left) and add/subtract to the address of Lrtxv
S
add x0, x1, w0, sxtb #2
; jump to the calculated address:
br x0
; this label is pointing in code (text) segment:
.Lrtx4:
.section .rodata

; everything after "section" statement is allocated in the read-only data (rodata) segment:
.L4:

.byte (.L3 - .Lrtx4) / 4 ; case 1
.byte (.L3 - .Lrtx4) / 4 ; case 2
.byte (.L5 - .Lrtx4) / 4 ; case 3
.byte (.L5 - .Lrtx4) / 4 ; case 4
.byte (.L5 - .Lrtx4) / 4 ; case 5
.byte (.L5 - .Lrtx4) / 4 ; case 6
.byte (.L3 - .Lrtx4) / 4 ; case 7

139




CHAPTER 13. SWITCH()/CASE/DEFAULT 13.3.  WHEN THERE ARE SEVERAL CASE IN ONE BLOCK

.byte (.L6 - .Lrtx4) / 4 ; case 8
.byte (.L6 - .Lrtx4) / 4 ; case 9
.byte (.L3 - .Lrtx4) / 4 ; case 10
.byte (.L2 - .Lrtx4) / 4 ; case 11
.byte (.L2 - .Lrtx4) / 4 ; case 12
.byte (.L2 - .Lrtx4) / 4 ; case 13
.byte (.L2 - .Lrtx4) / 4 ; case 14
.byte (.L2 - .Lrtx4) / 4 ; case 15
.byte (.L2 - .Lrtx4) / 4 ; case 16
.byte (.L2 - .Lrtx4) / 4 ; case 17
.byte (.L2 - .Lrtx4) / 4 ; case 18
.byte (.L2 - .Lrtx4) / 4 ; case 19
.byte (.L6 - .Lrtx4) / 4 ; case 20
.byte (.L6 - .Lrtx4) / 4 ; case 21
.byte (.L7 - .Lrtx4) / 4 ; case 22
.text

; everything after ".text" statement is allocated in the code (text) segment:

L7:

; print "22"
adrp x0, .LC3
add x0, x0, :lo12:.LC3
b puts

.L6:

; print "8, 9, 21"
adrp x0, .LC2
add x0, x0, :lo12:.LC2
b puts
.L5:
; print "3, 4, 5"
adrp x0, .LC1
add x0, x0, :1lo12:.LC1
b puts
.L3:
; print "1, 2, 7, 10"
adrp x0, .LCO

add x0, x0, :1lo12:.LCO

b puts
.LCO:

.string "1, 2, 7, 10"
.LC1:

.string "3, 4, 5"
.LC2:

.string "8, 9, 21"
.LC3:

.string "22"
.LC4:

.string "default"

| just compiled my example to object file and opened it in IDA. Here is a jump table:

Listing 13.8: jumptable in IDA

.rodata:0000000000000064 AREA .rodata, DATA, READONLY
.rodata:0000000000000064 ; ORG 0x64
.rodata:0000000000000064 $d DCB 9 ; case 1
.rodata:0000000000000065 DCB 9 ; case 2
.rodata:0000000000000066 DCB 6 ; case 3
.rodata:0000000000000067 DCB 6 ; case 4
.rodata:0000000000000068 DCB 6 ; case 5
.rodata:0000000000000069 DCB 6 ; case 6
.rodata:000000000000006A DCB 9 ; case 7
.rodata:000000000000006B DCB 3 ; case 8
.rodata:000000000000006C DCB 3 ; case 9
.rodata:000000000000006D DCB 9 ; case 10
.rodata:000000000000006E DCB 0OxF7 ; case 11
.rodata:000000000000006F DCB OxF7 ; case 12
.rodata:0000000000000070 DCB OxF7 ; case 13
.rodata:0000000000000071 DCB 0OxF7 ; case 14
.rodata:0000000000000072 DCB OxF7 ; case 15
.rodata:0000000000000073 DCB OxF7 ; case 16
.rodata:0000000000000074 DCB 0OxF7 ; case 17
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.rodata:0000000000000075 DCB OxF7 ; case 18
.rodata:0000000000000076 DCB OxF7 ; case 19
.rodata:0000000000000077 DCB 3 ; case 20
.rodata:0000000000000078 DCB 3 ; case 21
.rodata:0000000000000079 DCB 0 ; case 22
.rodata:000000000000007B ; .rodata ends

So in case of 1, 9 will be multiplied by 4 and added to the Lrtx4 label. In case of 22, 0 is to be multiplied by 4 resulting
0. The place right after Lrtx4 label is L7 label, where the code printing “22” is. There are no jumptable in the code segment,
it is allocated in separate .rodata section (there are no special need to place it in code section).

There are also negative bytes (0xF7), they are used for jumping back to the code printing “default” string (at .L2).

13.4 Fallthrough

Another very popular usage of switch() is fallthrough. Here is a small example:

#define R 1
#define W 2
#define RW 3
void f(int type)
{
int read=0, write=0;
switch (type)
{
case RW:
read=1;
case W:
write=1;
break;
case R:
read=1;
break;
default:
break;
E
printf ("read=%d, write=%d\n", read, write);
}

If type = 1 (R), read to be set to 1, if type = 2 (W), write is to be set to 2. In case of type = 3 (RW), both read and write
are to be setto 1.

The piece of code at line 14 is executed in two cases: if type = RW or if type = W. There are no “break” for “‘case RW’,
that’s OK.

13.4.1 MSVC x86

Listing 13.9: MSVC 2012

$SG1305 DB 'read=%d, write=%d', OaH, OOH

_write$ = -12 ; size = 4

_read$ = -8 ; size = 4

tved = -4 ; Size = 4

_type$ = 8 ; size = 4

_f PROC
push ebp
mov ebp, esp
sub esp, 12
mov DWORD PTR _read$[ebp], O
mov DWORD PTR _write$[ebp], O
mov eax, DWORD PTR _type$[ebp]
mov DWORD PTR tv64[ebp], eax
cmp DWORD PTR tv64[ebp], 1 ; R
je SHORT $LN2@f
cmp DWORD PTR tv64[ebp], 2 ; W
je SHORT $LN3@f
cmp DWORD PTR tv64[ebp], 3 ; RW
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je
jmp
mov

mov
jmp

SHORT $LN4@f
SHORT $LN5@f
$LN4@f: ; case RW:
DWORD PTR _read$[ebp], 1
$LN3@f: ; case W:
DWORD PTR _write$[ebp], 1
SHORT $LN5@f

$LN2@f: ; case R:

mov DWORD PTR _read$[ebp], 1
$LN5@f: ; default
mov ecx, DWORD PTR _write$[ebp]
push ecx
mov edx, DWORD PTR _read$[ebp]
push edx
push OFFSET $SG1305 ; 'read=%d, write=%d'
call _printf
add esp, 12
mov esp, ebp
pop ebp
ret 0
f ENDP

The code is mostly resembles what is in source. There are no jumps between labels $LN4@f and $LN3@f: so when code
flow are at $LN4@T, read value are first set to 1, then write. This is probably why it’s called fallthrough: code flow is falling
through one piece of code (setting read) to another (setting write). If type = W, we are landing at $LN3@f, so no code

setting read to 1 is executing.

13.4.2 ARM64

Listing 13.10: GCC (Linaro) 4.9

.LCO:
.string "read=%d, write=%d\n"
f:
stp x29, x30, [sp, -48]!
add x29, sp, O
str w0, [x29,28]
str wzr, [x29,44] ; set read and write local variables to zero
str wzr, [x29,40]
ldr w0, [x29,28] ; load 'type' argument
cmp wo, 2 ; type=W?
beq .L3
cmp w0, 3 ; type=RW?
beq .L4
cmp wo, 1 ; type=R?
beq .L5
b .L6 ; otherwise...
.L4: ; case RW
mov w0, 1
str w0, [x29,44] ; read=1
.L3: ; case W
mov w0, 1
str w0, [x29,40] ; write=1
b .L6
.L5: ; case R
mov w0, 1
str w0, [x29,44] ; read=1
nop

.L6: ; default
adrp x0, .LCO ; "read=%d, write=%d\n"

add x0, x0, :1o12:.LCO

1dr w1, [x29,44] ; load read
ldr w2, [x29,40] ; load write
bl printf

ldp x29, x30, [sp]l, 48

ret

Merely the same thing. There are no jumps between labels .L4 and .L3.
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13.5 Exercises

13.5.1 Exercise #1
It's possible to rework C example in 13.2 in such way, so the compiler will produce even smaller code, but it will work just

the same. Try to achieve it.
Hint: F.1.3.
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Chapter 14

Loops

14.1 Simple example
14.1.1 x86

There is a special LOOP instruction in x86 instruction set, it is checking value in the ECX register and if it is not 0, do ECX
decrement and pass control flow to the label mentioned in the LOOP operand. Probably, this instruction is not very conve-
nient, so, | did not ever see any modern compiler emit it automatically. So, if you see the instruction somewhere in code, it
is most likely this is manually written piece of assembly code.

In C/C++ loops are usually constructed using for (), while(), do/while() statements.

Let’s start with for ().

This statement defines loop initialization (set loop counter to initial value), loop condition (is counter is bigger than a
limit?), what is done at each iteration (increment/decrement) and of course loop body.

for (initialization; condition; at each iteration)

{
loop_body;

}

So, generated code will be consisted of four parts as well.
Let’s start with simple example:

#include <stdio.h>

void printing_function(int 1)

{
printf ("f(%d)\n", 1);
}
int main()
{
int 1i;
for (i=2; i<10; i++)
printing_function(i);
return 0;
I
Result (MSVC 2010):
Listing 14.1: MSVC 2010
_i$ = -4
_main PROC
push  ebp
mov ebp, esp
push  ecx
mov DWORD PTR _i$[ebp]l, 2 ; loop initialization
jmp SHORT $LN3@main
$LN2@main:
mov eax, DWORD PTR _i$[ebp] ; here is what we do after each iteration:
add eax, 1 ; add 1 to i value

mov DWORD PTR _i$[ebp], eax
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$LN3@main:
cmp DWORD PTR _i$[ebp], 10 ; this condition is checked *before* each iteration
jge SHORT $LN1@main ; if 1 is biggest or equals to 10, let's finish loop

mov ecx, DWORD PTR _i$[ebp] ; loop body: call printing_function(i)
push  ecx

call _printing_function

add esp, 4

jmp SHORT $LN2@main ; jump to loop begin
$LN1@main: ; loop end

xor eax, eax

mov esp, ebp

pop ebp

ret 0
_main ENDP

Nothing very special, as we see.
GCC 4.4.1 emits almost the same code, with one subtle difference:

Listing 14.2: GCC 4.4.1

main proc near
var_20 = dword ptr -20h
var_4 = dword ptr -4
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 20h
mov [esp+20h+var_4], 2 ; 1 initializing
jmp short loc_8048476
loc_8048465:
mov eax, [esp+20h+var_4]
mov [esp+20h+var_20], eax
call printing_function
add [esp+20h+var_4], 1 ; 1 increment
loc_8048476:
cmp [esp+20h+var_471, 9
jle short loc_8048465 ; 1f 1i<=9, continue loop
mov eax, 0
leave
retn
main endp

Now let’s see what we will get if optimization is turned on (/0x):

Listing 14.3: Optimizing MSVC

_main PROC
push esi

mov esi, 2
$LL3@main:
push esi
call _printing_function
inc esi
add esp, 4
cmp esi, 10 ; 0000000aH
jl SHORT $LL3@main
xor eax, eax
pop esi
ret 0
_main ENDP

What is going on here is: space for the i variable is not allocated in local stack anymore, but individual register is allocated
for it: the ESI. This is possible in such small functions where not so many local variables are present.

One very important property is the () function must not change the value in the ESI. Our compiler is sure here. And
if compiler decided to use the ESI register in () too, its value would be saved then at the f() function’s prologue and
restored at the () function’s epilogue. Almost like in our listing: please note PUSH ESI/POP ESI at the function begin
and end.

Let’s try GCC 4.4.1 with maximal optimization turned on (-03 option):
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Listing 14.4: Optimizing GCC 4.4.1

main proc near

var_10 = dword ptr -10h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
sub esp, 10h
mov [esp+10h+var_10], 2
call printing_function
mov [esp+10h+var_10], 3
call printing_function
mov [esp+10h+var_10], 4
call printing_function
mov [esp+10h+var_10], 5
call printing_function
mov [esp+10h+var_10], 6
call printing_function
mov [esp+10h+var_10], 7
call printing_function
mov [esp+10h+var_10], 8
call printing_function
mov [esp+10h+var_10], 9
call printing_function
xor eax, eax
leave
retn

main endp

Huh, GCC just unwind our loop.

Loop unwinding has advantage in these cases when there is not so much iterations and we could cut some execution
speed by removing all loop supporting instructions. On the other side, resulting code is obviously larger.

OK, let’s increase maximal value of the 7 variable to 100 and try again. GCC will do:

Listing 14.5: GCC

public main

main proc near
var_20 = dword ptr -20h
push ebp
mov ebp, esp
and esp, OFFFFFFFOh
push ebx
mov ebx, 2 ;o i=2
sub esp, 1Ch
nop ; aligning label loc_80484D0 (loop body begin) by 16-byte border
loc_80484DO0:
mov [esp+20h+var_20], ebx ; pass i as first argument to printing_function()
add ebx, 1 ; 1+t
call printing_function
cmp ebx, 64h ; i==1007
jnz short loc_80484D0 ; if not, continue
add esp, 1Ch
xor eax, eax ; return 0
pop ebx
mov esp, ebp
pop ebp
retn
main endp

It is quite similar to what MSVC 2010 with optimization (/0x) produce. With the exception the EBX register will be fixed
to the ¢ variable. GCC is sure this register will not be modified inside of the () function, and if it will, it will be saved at
the function prologue and restored at epilogue, just like here in the main() function.
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14.1.2 x86: OllyDbg

Let’s compile our example in MSVC 2010 with /0x and /0b0 options and load it into OllyDbg.
It seems, OllyDbg is able to detect simple loops and show them in square brackets, for convenience:

thread, module loops_2
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Figure 14.1: OllyDbg: main( ) begin
By tracing (F8 (step over)) we see how ESI incrementing. Here, for instance, EST =i = 6:

[& cPU - main thread, module loops_2
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Figure 14.2: OllyDbg: loop body just executed with i = 6

9 is a last loop value. That’s why JL will not trigger after increment, and function is finishing:
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Figure 14.3: OllyDbg: ESI = 10, loop end

14.1.3 x86: tracer

As we might see, it is not very convenient to trace in debugger manually. That’s one of the reasons | wrote tracer for myself.
| open compiled example in IDA, | find the address of the instruction PUSH ESI (passing sole argument into f()) and
this is 0x401026 for me and | run tracer:

tracer.exe -1l:loops_2.exe bpx=loops_2.exe!0x00401026

BPX just sets breakpoint at address and then will print registers state.
In the tracer.log | see after running:

PID=12884|New process loops_2.exe
(0) loops_2.exe!0x401026
EAX=0x00a328c8 EBX=0x00000000 ECX=0x6f0f4714 EDX=0x00000000
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ESI=0x00000002 EDI=0x00333378
EIP=0x00331026

FLAGS=PF ZF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000003 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000004 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000005 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000006 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000007 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000008 EDI=0x00333378
EIP=0x00331026

FLAGS=CF AF SF IF

(0) loops_2.exe!0x401026
EAX=0x00000005 EBX=0x00000000
ESI=0x00000009 EDI=0x00333378
EIP=0x00331026

FLAGS=CF PF AF SF IF

EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ECX=0x6f0a5617
EBP=0x0024fbfc

ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

EDX=0x000ee188
ESP=0x0024fbb8

PID=12884|Process loops_2.exe exited. ExitCode=0 (0xO0)

We see how value of EST register is changed from 2 to 9.
Even more than that, tracer can collect register values on all addresses within function. This is called trace there. Each
instruction is being traced, all interesting register values are noticed and collected. IDA.idc-script is generated then. So, in

the IDA I've learned that main() function address is 0x00401020 and | run:

tracer.exe -1l:loops_2.exe bpf=loops_2.exe!0x00401020,trace:cc

BPF mean set breakpoint on function.
As a result, | have got loops_2.exe.idc and loops_2.exe_clear.idc scripts.
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I'm loading loops_2.exe.idc into IDA and | see:

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
8481837

.text

.text:
.text:

aeLg1e28
geLg1e828
aeLg1e28
aeLg1e28

ge4e1828 ; int _ cdecl main{int argc, const char

aeLg1e28
aeLg1e28
aeLg1e28
aeLg1e28
aeLg1e28
aeLg1e28
aeLg1e2a
aang1821
aeLa10826
aeLa10826
aeLa10826
aeng1e27
aeLg1e2c
aeLg1ez2p
geLng1838
ae4610833
aeLg1835

geLg1038
geLg1038

; =============== S UBROUTIMHE

=xargu, const char ==enup)

_main proc near ; CODE XREF: ___ tmainCRTStartup+11D]p
argc = dword ptr &4
argu = dword ptr 8
enup = dword ptr BCh
push esi ; ESI=1
mov esi, 2
loc_hB1826: ; CODE XREF: _main+13]j
push esi ; ESI=2..9
call sub_481000 - tracing nested mazimum level (1)} reached,
inc esi ; ESI=2..9
add esp, 4 s ESP=8x38fcbc
cmp esi, BaAh ; ESI=3..8za
j1 short loc_481826 ; SF=false,true OF=false
X0 eax, eax
pop esi
retn ; EAX=8
_main endp

Figure 14.4: IDA with .idc-script loaded

We see that EST can be from 2 to 9 at the begin of loop body, but from 3 to OxA (10) after increment. We can also see
that main() is finishing with 0 in EAX.
tracer also generates loops_2.exe. txt, containing information about how many times each instruction was executed
and register values:

Listing 14.6: loops_2.exe.txt

0x401020 (.text+0x20), e= 1 [PUSH ESI] ESI=1

0x401021 (.text+0x21), e= 1 [MOV ESI, 2]

0x401026 (.text+0x26), e= 8 [PUSH ESI] ESI=2..9

0x401027 (.text+0x27), e= 8 [CALL 8D1000h] tracing nested maximum level (1) reached, v
, skipping this CALL 8D1000h=0x8d1000

0x40102c (.text+0x2c), e= 8 [INC ESI] ESI=2..9

0x40102d (.text+0x2d), e= 8 [ADD ESP, 4] ESP=0x38fchc

0x401030 (.text+0x30), e= 8 [CMP ESI, 0Ah] ESI=3..0xa

0x401033 (.text+0x33), e= 8 [JL 8D1026h] SF=false,true OF=false

0x401035 (.text+0x35), e= 1 [XOR EAX, EAX]

0x401037 (.text+0x37), e= 1 [POP ESI]

0x401038 (.text+0x38), e= 1 [RETN] EAX=0

grep can be used here.

14.1.4 ARM
Non-optimizing Keil 6/2013 (ARM mode)

main

STMFD  SP!, {R4,LR}

MOV R4, #2

B loc_368
loc_35C ; CODE XREF: main+1C

MOV RO, R4

BL printing_function

ADD R4, R4, #1
loc_368 ; CODE XREF: main+8

CMP R4, #0xA

BLT loc_35C

MoV RO, #0
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LDMFD  SP!, {R4,PC}

Iteration counter i is to be stored in the R4 register.
MOV R4, #2'' instruction just initializing i.

MOV RO, R4''and "'BL printing_function'' instructions are compose loop body, the first instruction

preparing argument for () function and the second is calling it.

“"ADD R4, R4, #1'' instruction is just adding 1 to the i variable during each iteration.

""CMP R4, #OxA'' comparing ¢ with OXA (10). Next instruction BLT (Branch Less Than) will jump if 4 is less than 10.

Otherwise, 0 will be written into RO (since our function returns 0) and function execution ended.

Optimizing Keil 6/2013 (thumb mode)

_main
PUSH {R4,LR}
MOVS R4, #2
loc_132 ; CODE XREF: _main+E
MOVS RO, R4
BL printing_function
ADDS R4, R4, #1
CMP R4, #O0xA
BLT loc_132
MOVS RO, #0
POP {R4,PC}

Practically, the same.

Optimizing Xcode 4.6.3 (LLVM) (thumb-2 mode)

_main
PUSH {R4,R7,LR}
MOVW R4, #0x1124 ; "%d\n"
MOVS R1, #2
MOVT.W R4, #0
ADD R7, SP, #4
ADD R4, PC
[0} RO, R4
BLX _printf
{0}V RO, R4
MOVS R1, #3
BLX _printf
{0}V RO, R4
MOVS R1, #4
BLX _printf
MoV RO, R4
MOVS R1, #5
BLX _printf
MoV RO, R4
MOVS R1, #6
BLX _printf
MoV RO, R4
MOVS R1, #7
BLX _printf
[0)% RO, R4
MOVS R1, #8
BLX _printf
[0)% RO, R4
MOVS R1, #9
BLX _printf
MOVS RO, #0
POP {R4,R7,PC}

In fact, this was in my () function:

void printing_function(int 1)
{
// do something here
printf ("%d\n", i);
3
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So, LLVM not just unrolled the loop, but also represented my very simple function () as inlined, and inserted its body 8
times instead of loop. This is possible when function is so primitive (like mine) and when it is called not many times (like
here).

ARM64: Optimizing GCC 4.9.1

Listing 14.7: Optimizing GCC 4.9.1

printing_function:

; prepare second argument of printf():
mov w1, wO

; load address of the "f(%d)\n" string:
adrp x0, .LCO

add x0, x0, :1lo12:.LCO
; branch instead of branch with link and return:
b printf
main:
; save FP and LR in the local stack:
stp x29, x30, [sp, -32]!
; set up stack frame:
add x29, sp, O
; save contents of X19 register in the local stack:
str x19, [sp,16]

; we will use W19 register as counter.
; set initial value of 2 to it:
mov w19, 2
.L3:
; prepare first argument of printing_function():
mov w0, w19
; increment counter register.
add w19, w19, 1
; WO here still holds value of counter value before increment.
; skip in otherwise

bl printing_function
; is it end?
cmp w19, 10
; no, jump to the loop body begin:
bne .L3
; return O
mov wo, O
; restore contents of X19 register:
ldr x19, [sp,16]
: restore FP and LR values:
ldp x29, x30, [spl, 32
ret

.LCO:
.string "f(%d)\n"

ARM64: Non-optimizing GCC 4.9.1

Listing 14.8: Non-optimizing GCC 4.9.1 -fno-inline

printing_function:

; prepare second argument of printf():
mov w1, w0

; load address of the "f(%d)\n" string:
adrp x0, .LCO

add x0, x0, :1lo12:.LCO
; branch instead of branch with link and return:
b printf
main:
; save FP and LR in the local stack:
stp x29, x30, [sp, -32]!
; set up stack frame:
add x29, sp, O
; save contents of X19 register in the local stack:
str x19, [sp,16]

; we will use W19 register as counter.
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; set initial value of 2 to it:
mov w19, 2

.L3:
; prepare first argument of printing_function():
mov w0, w19
; increment counter register.
add w19, w19, 1
; WO here still holds value of counter value before increment.
; skip in otherwise

bl printing_function
; 1s it end?
cmp w19, 10
; no, jump to the loop body begin:
bne .L3
; return O
mov wOo, 0
; restore contents of X19 register:
ldr x19, [sp,16]
; restore FP and LR values:
ldp x29, x30, [sp]l, 32
ret

.LCO:
.string "f(%d)\n"

14.1.5 One more thing

On the code generated we can see: after ¢ initialization, loop body will not be executed, but ¢ condition checked first, and
only after loop body is to be executed. And that is correct. Because, if loop condition is not met at the beginning, loop body
must not be executed. For example, this is possible in the following case:

for (i=0; i<total_entries_to_process; i++)
loop_body;

If total_entries_to_process equals to 0, loop body must not be executed whatsoever. So that is why condition checked
before loop body execution.

However, optimizing compiler may swap condition check and loop body, if it sure that the situation described here is not
possible (like in case of our very simple example and Keil, Xcode (LLVM), MSVC in optimization mode).

14.2 Memory copying routine

Real-world memory copy routines may copy blocks by 4 or 8 bytes at each iteration, use SIMD?, vectorization, etc. But for
the sake of simplicity, this example is simplest possible.

#include <stdio.h>

void my_memcpy (unsigned char* dst, unsigned char* src, size_t cnt)
{
size_t i;
for (i=0; i<cnt; i++)
dst[i]=src[i];
}

14.2.1 Straight-forward implementation

Listing 14.9: GCC 4.9 x64 optimized for size (-Os)

my_memcpy :

: RDI = destination address
; RSI = source address

; RDX = size of block

; initialize counter (i) at O
xor eax, eax
L2:

1Single instruction, multiple data
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; all bytes copied? exit then:

cmp rax, rdx
je .L5
; load byte at RSI+i:
mov cl, BYTE PTR [rsi+rax]
; store byte at RDI+i:
mov BYTE PTR [rdi+rax], cl
inc rax ; i++
jmp .L2
.L5:
ret
Listing 14.10: GCC 4.9 ARM64 optimized for size (-Os)
my_memcpy:
; X0 = destination address
; X1 = source address
; X2 = size of block
; initialize counter (i) at O
mov x3, 0
.L2:
; all bytes copied? exit then:
cmp X3, X2
beq .L5

; load byte at X1+i:

ldrb w4, [x1,x3]
; store byte at X1+i:

strb w4, [x0,x3]

add x3, x3, 1 ; i++
b L2

.L5:
ret

Listing 14.11: Optimizing Keil 6/2013 (thumb mode)

my_memcpy PROC

; RO = destination address
; R1 = source address
: R2 = size of block
PUSH {r4,1r}
; initialize counter (i) at O
MOVS r3,#0
; condition checked at the end of function, so jump there:
B [LO.12]|
|LO.6|
; load byte at R1+i:
LDRB r4,[r1,r3]
; store byte at R1+i:
STRB r4,[r0,r3]
;14
ADDS r3,r3,#1
[LO.12]|
; 1<size?
CMP r3,r2
; jump to the loop begin if it's so:
BCC |LO.6|
POP {r4,pc}
ENDP

14.2.2 ARM in ARM mode

Keil in ARM mode take full advantage of conditional suffixes:

Listing 14.12: Optimizing Keil 6/2013 (ARM mode)

my_memcpy PROC
: RO = destination address
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; R1 = source address
; R2 = size of block

; initialize counter (i) at O

MoV r3,#0
|LO.4|
; all bytes copied?
CmpP r3,r2

; the following block is executed only if "Less than" condition,
; i.e., if R2<R3 or i<size.
; load byte at R1+i:
LDRBCC r12,[r1,r3]

; store byte at R1+i:

STRBCC r12,[r0,r3]
1++

ADDCC r3,r3,#1
; the last instruction of the conditional block.
; jump to loop begin if i<size
; do nothing otherwise (i.e., if i>=size)

BCC |[LO.4|
. return

BX 1r

ENDP

That’s why there are only one branch instruction instead of 2.

14.2.3 Vectorization

Optimizing GCC can do much more on this example: 25.1.2.

14.3 Several iterators

Common loop has only one iterator, but there could be several in resulting code.
Here is very simple example:

#include <stdio.h>

void f(int *al, int *a2, size_t cnt)

{
size_t i;
// copy from one array to another in some weird scheme
for (i=0; i<cnt; i++)
al[i*3]=a2[i*7];
}

There are two multiplications at each iteration and this is costly operation. Can we optimize it somehow? Yes, if we will
notice that both array indices are leaping on places we can calculate easily without multiplication.

14.3.1 Three iterators

Listing 14.13: Optimizing MSVC 2013 x64

f PROC

; RDX=a1

; RCX=a2

; R8=cnt
test r8, r8 ; cnt==0? exit then
je SHORT $LN1@f
npad 11

$LL3@T:
mov eax, DWORD PTR [rdx]
lea rcx, QWORD PTR [rcx+12]
lea rdx, QWORD PTR [rdx+28]
mov DWORD PTR [rcx-12], eax
dec r8
jne SHORT $LL3@f

$LN1@T :
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ret 0
f ENDP

Now there are 3 iterators: cnt variable and two indices, they are increased by 12 and 28 at each iteration, pointing to
new array elements. We can rewrite this code in C/C++:

#include <stdio.h>

void f(int *al, int *a2, size_t cnt)
{

size_t i;

size_t idx1=0; idx2=0;

// copy from one array to another in some weird scheme
for (i=0; i<cnt; i++)
{
al[idx1]=a2[idx2];
idx1+=3;
idx2+=7;
b
b

So, at the cost of updating 3 iterators on each iteration instead of one, two multiplication operations are dropped.

14.3.2 Two iterators

GCC 4.9 did even more, leaving only 2 iterators:

Listing 14.14: Optimizing GCC 4.9 x64

; RDI=al

; RSI=a2

; RDX=cnt

f:
test rdx, rdx ; cnt==0? exit then
je .L1

; calculate last element address in a2 and leave it in RDX
lea rax, [0+rdx*4]

; RAX=RDX*4=cnt*4
sal rdx, 5

; RDX=RDX<<5=cnt*32
sub rdx, rax

; RDX=RDX-RAX=cnt*32-cnt*4=cnt*28
add rdx, rsi

; RDX=RDX+RSI=a2+cnt*28

.L3:
mov eax, DWORD PTR [rsi]
add rsi, 28
add rdi, 12
mov DWORD PTR [rdi-12], eax
cmp rsi, rdx
jne .L3

LL1:
rep ret

There are no counter variable: GCC concluded it not needed. Last element of aZ array is calculated before loop begin
(which is easy: cnt * 7) and that’s how loop will be stopped: just iterate until second index not reached this precalculated
value.

About multiplication using shifts/additions/subtractions read here: 16.1.3.

This code can be rewritten into C/C++ like that:

#include <stdio.h>

void f(int *al, int *a2, size_t cnt)
{
size_t i;
size_t idx1=0; idx2=0;
size_t last_idx2=cnt*7;

// copy from one array to another in some weird scheme
for (53)
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{
al[idx1]=a2[idx2];
idx1+=3;
idx2+=7;
if (idx2==last_idx2)
break;
5

}

GCC (Linaro) 4.9 for ARM64 do the same, but precalculates last index of al array instead of a2, and this has the same

effect, of course:

Listing 14.15: Optimizing GCC (Linaro) 4.9 ARM64

; X0=a1
i X1=a2
; X2=cnt
f:
cbz x2, .L1 ;. cnt==0? exit then
; calculate last element of al array
add x2, x2, x2, 1sl 1
i X2=X2+X2<<1=X2+X2*2=X2*3
mov x3, 0
1s1 X2, X2, 2
i X2=X2<<2=X2*4=X2%3*4=X2%12
.L3:
ldr w4, [x1],28 ; load at X1, add 28 to X1 (post-increment)
str w4, [x0,x3] ; store at X0+X3=a1+X3
add x3, x3, 12 ; shift X3
cmp X3, X2 ; end?
bne .L3
LL1:
ret

14.3.3 Intel C++ 2011 case

Compiler optimizations can also be weird, but nevertheless, still correct. Here is what Intel C++ compiler 2011 do:

Listing 14.16: Optimizing Intel C++ 2011 x64

f PROC
; parameter 1: rcx = al

; parameter 2: rdx = a2

; parameter 3: r8 = cnt

.B1.1:: ;: Preds .B1.0
test r8, r8 ;8.14
jbe exit ; Prob 50% ;8.14

; LOE rdx rcx rbx rbp rsi rdi r8 r12 r13 r14 r15 xmm6 xmm7 xmm8,

¢ xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15
.B1.2:: ; Preds .B1.1
cmp r8, 6 ;8.2
jbe just_copy ; Prob 50% ;8.2

; LOE rdx rcx rbx rbp rsi rdi r8 r12 r13 r14 r15 xmm6 xmm7 xmm8.

G xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15
.B1.3:: ; Preds .B1.2
cmp rcx, rdx ;9.11
jbe .B1.5 ; Prob 50% :9.11

; LOE rdx rcx rbx rbp rsi rdi r8 r12 r13 r14 r15 xmm6 xmm7 xmm8.

G xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15

.B1.4:: ; Preds .B1.3
mov r10, r8 ;9.1
mov r9, rcx ;9.11
shl r10, 5 :9.11
lea rax, QWORD PTR [r8%*4] ;9.11
sub r9, rdx ;9.11
sub r10, rax :9.11
cmp r9, r10 ;9.1
jge just_copy2 ; Prob 50% ;9.1

; LOE rdx rcx rbx rbp rsi rdi r8 r12 r13 r14 r15 xmmé xmm7 xmm8,

G xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15
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.B1.5:: ; Preds .B1.3 .B1.4
cmp rdx, rcx ;9.11
jbe just_copy ; Prob 50% ;9.11
; LOE rdx rcx rbx rbp rsi rdi r8 r12 r13 r14 r15 xmmé xmm7 xmm8,
G xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15

.B1.6:: ;: Preds .B1.5
mov r9, rdx :9.11
lea rax, QWORD PTR [r8%*8] ;9.11
sub r9, rcx :9.11
lea r10, QWORD PTR [rax+r8*4] :9.11
cmp ro, ri10 ;9.1
jl just_copy ; Prob 50% ;9.11

; LOE rdx rcx rbx rbp rsi rdi r8 r12 r13 r14 r15 xmm6 xmm7 xmm8.
G xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15

just_copy2:: ; Preds .B1.4 .B1.6

; R8 = cnt

; RDX = a2

; RCX = a1
xor r10d, r10d ;8.2
xor rad, rad :
xor eax, eax ;

; LOE rax rdx rcx rbx rbp rsi rdi r8 r9 r10 r12 r13 r14 r15 v
G xmm6 xmm7 xmm8 xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15
.B1.8:: ; Preds .B1.8 just_copy2

mov r11d, DWORD PTR [rax+rdx] ;3.6
inc r10 ;8.2
mov DWORD PTR [r9+rcx], r11d ;3.6
add ro, 12 ;8.2
add rax, 28 ;8.2
cmp r10, r8 ;8.2
jb .B1.8 ; Prob 82% ;8.2
jmp exit ; Prob 100% ;8.2

; LOE rax rdx rcx rbx rbp rsi rdi r8 r9 r10 r12 r13 r14 ri15 v
G xmm6 xmm7 xmm8 xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15

just_copy:: ; Preds .B1.2 .B1.5 .B1.6

; R8 = cnt

; RDX = a2

; RCX = a1
xor r10d, r10d :8.2
xor rod, road .
xor eax, eax ;

; LOE rax rdx rcx rbx rbp rsi rdi r8 r9 r10 r12 r13 r14 ri15 v
G xmm6 xmm7 xmm8 xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15

B1.11:: ; Preds .B1.11 just_copy
mov r11d, DWORD PTR [rax+rdx] ;3.6
inc r10 ;8.2
mov DWORD PTR [r9+rcx], r11d ;3.6
add ro, 12 :8.2
add rax, 28 ;8.2
cmp r10, r8 ;8.2
jb .B1.11 ; Prob 82% ;8.2

; LOE rax rdx rcx rbx rbp rsi rdi r8 r9 r10 r12 r13 r14 r15 v
G xmm6 xmm7 xmm8 xmm9 xmm10 xmm11 xmm12 xmm13 xmm14 xmm15
exit:: ; Preds .B1.11 .B1.8 .B1.1
ret ;10.1

First, there are some decisions taken, than one of the routines is executed. Supposedly, it is checked, if arrays are
intersected. This is very well known way of optimizing memory blocks copy routines. But copy routines are the same! This
is probably error of Intel C++ optimizer, which still produce workable code, though.

I'm adding such example code to my book so reader would understand that compilers output is weird at times, but still
correct, because when compiler was tested, tests were passed.

14.4 Conclusion

Rough skeleton of loop from 2 to 9 inclusive:

Listing 14.17: x86

mov [counter], 2 ; initialization
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jmp check
body:
; loop body
; do something here
; use counter variable in local stack
add [counter], 1 ; increment
check:
cmp [counter], 9
jle body

Increment operation may be represented as 3 instructions in non-optimized code:

Listing 14.18: x86

MOV [counter], 2 ; initialization
JMP check
body:
; loop body
; do something here
; use counter variable in local stack
MOV REG, [counter] ; increment

INC REG

MOV [counter], REG
check:

CMP [counter], 9

JLE body

If lLoop body is short, a whole register can be dedicated to the counter variable:

Listing 14.19: x86

MOV EBX, 2 ; initialization
JMP check
body:
; loop body
; do something here
; use counter in EBX, but do not modify it!
INC EBX ; increment
check:
CMP EBX, 9
JLE body

Some parts of loop may be generated by compiler in different order:

Listing 14.20: x86

MOV [counter], 2 ; initialization
JMP label_check
label_increment:
ADD [counter], 1 ; increment
label_check:
CMP [counter], 10
JGE exit
; loop body
; do something here
; use counter variable in local stack
JMP label_increment
exit:

Usually condition is checked before loop body, but compiler may rearrange loop in that way so condition will be checked
after loop body. This is when compiler is sure that condition is always true on first iteration, so loop body will be executed
at least once:

Listing 14.21: x86

MOV REG, 2 ; initialization
body:
; loop body
; do something here
; use counter in REG, but do not modify it!
INC REG ; increment
CMP REG, 10
JL body
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Using LOOP instruction. This is rare, compilers are not using it. So when you see it, it’s a right sign this piece of code is

hand-written:

Listing 14.22: x86

; count from 10 to 1
MOV ECX, 10
body:
; loop body
; use ECX, bit do not modify it!
LOOP body

ARM. A R4 register is dedicated to counter variable in this example:

Listing 14.23: ARM

MOV R4, 2 ; initialization
B check
body:
; loop body
; do something here
; use counter in R4, but do not modify it!
ADD R4,R4, #1 ; increment
check:
CMP R4, #10
BLT body

14.5 Exercises

14.5.1 Exercise #1

Why LOOP instruction is not used by modern compilers anymore?

14.5.2 Exercise #2

Take a loop example from this section (14.1.1), compile it in your favorite OS and compiler and modify (patch) executable

file, so the loop range will be [6..20].

14.5.3 Exercise #3
What this code does?

Listing 14.24: Optimizing MSVC 2010

$SG2795 DB '%d', OaH, OOH
_main PROC
push esi
push edi
mov edi, DWORD PTR __imp__printf
mov esi, 100
npad 3 ; align next label
$LL3@main:
push esi
push OFFSET $SG2795 ; '%d'
call edi
dec esi
add esp, 8
test esi, esi
jg SHORT $LL3@main
pop edi
Xor eax, eax
pop esi
ret 0
_main ENDP
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Listing 14.25: Non-optimizing Keil 6/2013 (ARM mode)

main PROC
PUSH {r4,1r}
MoV r4,#0x64
|LO.8|
MOV ri,r4
ADR ro,|L0.40]|
BL _ 2printf
SUB rd,rd, #1
CMP r4,#0
MOVLE ro,#0
BGT |LO.8]|
POP {r4,pc}
ENDP
|LO.40|
DCB "%d\n",0
Listing 14.26: Non-optimizing Keil 6/2013 (thumb mode)
main PROC
PUSH {r4,1r}
MOVS r4,#0x64
|LO.4|
MOVS ri,réd
ADR ro,|L0.24|
BL _ 2printf
SUBS r4,rd, #1
CMmP r4,#0
BGT |LO.4|
MOVS ro,#0
POP {r4,pc}
ENDP
DCW 0x0000
|LO.24 |
DCB "%d\n",0
Listing 14.27: Optimizing GCC 4.9 (ARM64)
main:
stp x29, x30, [sp, -32]!
add x29, sp, O
stp x19, x20, [sp,16]
adrp x20, .LCO
mov w19, 100
add x20, x20, :lo12:.LCO
L2:
mov w1, w19
mov x0, x20
bl printf
subs w19, w19, #1
bne L2
ldp x19, x20, [sp,16]
ldp x29, x30, [spl, 32
ret
.LCO:

.string "%d\n"

Answer: F.1.5.

14.5.4 Exercise #4

What this code does?

Listing 14.28: Optimizing MSVC 2010

$SG2795 DB '%d', OaH, OOH

_main PROC
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push esi

push edi

mov edi, DWORD PTR __imp__ printf

mov esi, 1

npad 3 ; align next label
$LL3@main:

push esi

push OFFSET $SG2795 ; '%d'

call edi

add esi, 3

add esp, 8

cmp esi, 100

jl SHORT $LL3@main

pop edi

Xor eax, eax

pop esi

ret 0
_main ENDP

Listing 14.29: Non-optimizing Keil 6/2013 (ARM mode)

main PROC

PUSH {r4,1r}

MoV r4,#1
|LO.8|

MOV ri,r4

ADR ro,|L0.40]|

BL _ 2printf

ADD r4,rd,#3

CmMP r4,#0x64

MOVGE ro,#0

BLT [LO.8|

POP {r4,pc}

ENDP
|LO.40|

DCB "%d\n", 0

Listing 14.30: Non-optimizing Keil 6/2013 (thumb mode)

main PROC

PUSH {r4,1r}

MOVS r4,#1
|[LO.4|

MOVS ri,rd

ADR ro, |L0.24|

BL _ 2printf

ADDS rd,rd, #3

CmMP r4,#0x64

BLT |LO.4|

MOVS ro,#0

POP {r4,pc}

ENDP

DCW 0x0000
|LO.24 |

DCB "%d\n", 0

Listing 14.31: Optimizing GCC 4.9 (ARM64)

main:

stp x29, x30, [sp, -32]!

add x29, sp, O

stp x19, x20, [sp,16]

adrp x20, .LCO

mov w19, 1

add x20, x20, :lo12:.LCO
LL2:

mov w1, w19

mov x0, x20
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add w19, w19, 3
bl printf
cmp w19, 100
bne L2
ldp x19, x20, [sp,16]
ldp x29, x30, [spl, 32
ret

.LCO:
.string "%d\n"

Answer: F.1.6.
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Chapter 15

Simple C-strings processings

15.1 strlen()

Now let’s talk about loops one more time. Often, strlen() function® is implemented using while() statement. Here is
how it is done in MSVC standard libraries:

int my_strlen (const char * str)

{
const char *eos = str;
while( *eos++ ) ;
return( eos - str - 1 );
b
int main()
{
// test
return my_strlen("hello!");
}
15.1.1 x86

Non-optimizing MSVC

Let’s compile:

_eos$ = -4 ; size = 4
_str$ = 8 ; size = 4
_strlen PROC
push ebp
mov ebp, esp
push ecx
mov eax, DWORD PTR _str$[ebp] ; place pointer to string from str
mov DWORD PTR _eos$[ebp], eax ; place it to local variable eos
$LN2@strlen_:
mov ecx, DWORD PTR _eos$[ebp] ; ECX=eos

; take 8-bit byte from address in ECX and place it as 32-bit value to EDX with sign v
\, extension

movsx edx, BYTE PTR [ecx]

mov eax, DWORD PTR _eos$[ebp] ; EAX=eos

add eax, 1 ; increment EAX

mov DWORD PTR _eos$[ebp], eax ; place EAX back to eos

test edx, edx ; EDX is zero?

je SHORT $LN1@strlen_ ; yes, then finish loop

jmp SHORT $LN2@strlen_ ; continue loop
$LN1@strlen_:

; here we calculate the difference between two pointers

Lcounting characters in string in C language
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mov eax, DWORD PTR _eos$[ebp]
sub eax, DWORD PTR _str$[ebp]

sub eax, 1 ; subtract 1 and return result
mov esp, ebp

pop ebp

ret 0

_strlen_ ENDP

Two new instructions here: MOVSX and TEST.

About first: MOVSX is intended to take byte from a point in memory and store value in a 32-bit register. MOVSX meaning
MOV with Sign-Extent. Rest bits starting at 8th till 31th MOVSX will set to 1 if source byte in memory has minus sign or to 0
if plus.

And here is why all this.

By default, char type as signed in MSVC and GCC. If we have two values, one is char and another is int, (int is signed too),
and if first value contain -2 (it is coded as 0XFE) and we just copying this byte into int container, there will be 0X000000FE,
and this, from the point of signed int view is 254, but not —2. In signed int, -2 is coded as OXFFFFFFFE. So if we need to
transfer OXFE value from variable of char type to int, we need to identify its sign and extend it. That is what MOVSX does.

Also read about it in “Signed number representations” section (41).

I'm not sure if the compiler needs to store char variable in the EDX, it could take 8-bit register part (let’s say DL). Apparently,
compiler’s register allocator works like that.

Then we see TEST EDX, EDX. About TEST instruction, read more in section about bit fields (19). But here, this
instruction just checking value in the EDX, if it is equals to 0.

Non-optimizing GCC

Let’s try GCC 4.4.1:
public strlen
strlen proc near
eos = dword ptr -4
arg_0 = dword ptr 8
push ebp
mov ebp, esp
sub esp, 10h
mov eax, [ebp+arg_0]
mov [ebpteos], eax
loc_80483F0:
mov eax, [ebpteos]

movzx  eax, byte ptr [eax]
test al, al

setnz al
add [ebpteos], 1
test al, al
jnz short loc_80483F0
mov edx, [ebpteos]
mov eax, [ebp+arg_0]
mov ecx, edx
sub ecx, eax
mov eax, ecx
sub eax, 1
leave
retn

strlen endp

The result almost the same as MSVC did, but here we see MOVZX instead of MOVSX. MOVZX means MOV with Zero-Extent.
This instruction copies 8-bit or 16-bit value into 32-bit register and sets the rest bits to 0. In fact, this instruction is convenient
only since it enable us to replace two instructions at once: xor eax, eax / mov al, [...].

On the other hand, it is obvious to us the compiler could produce the code: mov al, byte ptr [eax] / test al,
al —it is almost the same, however, the highest EAX register bits will contain random noise. But let’s think it is compiler’s
drawback —it cannot produce more understandable code. Strictly speaking, compiler is not obliged to emit understandable
(to humans) code at all.

Next new instruction for us is SETNZ. Here, if AL contain not zero, test al, al will set 0 to the ZF flag, but SETNZ,
if ZF==0 (NZ means not zero) will set 1 to the AL. Speaking in natural language, if AL is not zero, let’s jump to loc 80483FO0.
Compiler emitted slightly redundant code, but let’s not forget the optimization is turned off.
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Optimizing MSVC

Now let’s compile all this in MSVC 2012, with optimization turned on (/0x):

Listing 15.1: Optimizing MSVC 2012 /Ob0

_str$ = 8 ; size = 4
_strlen PROC
mov edx, DWORD PTR _str$[esp-4]
mov eax, edx
$LL2@strlen:
mov cl, BYTE PTR [eax]
inc eax
test cl, cl
jne SHORT $LL2@strlen
sub eax, edx
dec eax
ret 0

_strlen ENDP

’

EDX -> pointer to the string
move to EAX

CL = *EAX
EAX++
CL==07?

no, continue loop
calculate pointers difference
decrement EAX

Now it is all simpler. But it is needless to say the compiler could use registers such efficiently only in small functions

with small number of local variables.

INC/DEC- are increment/decrement instruction, in other words: add 1 to variable or subtract.
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Optimizing MSVC + OllyDbg

We may try this (optimized) example in OllyDbg. Here is a very first iteration:

thread, module ex1

=100

S EBSd24 04 MO ECH, DUORD PTR 551 [ESP+d] Regizters (FPL)

MOU ER. ED (S e -
L Ense Hay c, BWTE PTR DS: [EARI EF: NSNS HSCIL “hello?
- 44 IHC El T EDk 61603666 ASCIT "hellot™
D Z4cs TRET R, L ED plooenen '
: JHz SHDREHEHI . 818016088 EBY pomponen

EEF BRISFOCH
ESI BOBHBBG1
EDI BOOBE0GS

EIF 816016806 el 01601060

C B ES BZE SZbit @iFFFFFFFF)
G5+ [2160omaa1e8 T F 1 C5 B@22 22hit @(FFFFFFFF)
A6 55 GEZE 32bit @FFFFFFFF)
2 1 DS B32E 35bit @(FFFFFFFF)

CL=948
Jump from B1E0186E

Address |Hex dump ASCII

B1B0506E EC EC &6F 21 0B 60| hellat.. ooioEten
5160 206%| B 12 Bo—mmoEE an| A, paterbed
B1B02618|FE FE FF FF|FE FF FF FF|m aaiarnas
BiB05G15| 80 7O 96 74|72 85 69 SB|HelerEin Gatcrnen

B1E0SEZE[ A6 B8 A6 B8 BE BE 66 B8)........
Glenzazel el 08 88 0@ YO A9 6B @) 8. ..pak.
Gle02a28) 260 D2 6B 00| B0 08 60 08) Plk.....
B1lED3E32) B8 B8 A8 88| 88 88 B8 BE[ ... ...0..
BlE0sa4@] A6 66 A6 56| 66 BA BE B8] ........

aE1eF0ad
aE12F09s
BE1SF0C
BE12FOAE

[EERR=T=a e ]

FARAARRAAR

Figure 15.1: OllyDbg: first iteration begin

We see that OllyDbg found a loop and, for convenience, wrapped its instructions in bracket. By clicking right button on
EAX, we can choose “Follow in Dump” and the memory window position will scroll to the right place. We can see here a
string “hello!” in memory. There are at least one zero byte after it and then random garbage. If OllyDbg sees a register with

a valid address in it, pointing to some string, it will show a string.
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Let’s press F8 (step over) enough number of times, so the current address will be at the loop body begin again:

=10 x|
HMOL ED, OWORD PTR S5: CESF+4] & | Registers (FPU) £
MOY ERX, EDX = = =
MOU CL,EBYTE PTR OS:[EAR] e oo e
B1G601 BEE INC EAR — - .
EDW 81605866 ASCIT "hellot
G1601 665 TEST CL,CL ED plooenne
A1601 568

JNZ_SHORT ewl.@1801006
R L, ESF BE1BFO7C
EEF GE1SFOCE
alanigar | . ES] GEEEEEE1
ara0iete| L.
ED] GRGOOEEE

@1E01E11
@lafiaiz CC EIF 81801688 exl.016001806:

AIANIATS LC )
- = = C @ ES @E2B 32bit BiFFFFFFFF)

O5:[alanspal1=es (et F @ CS @823 32bit BiFFFFFFFF)

oo E 1801860 A B S5 pEZE 32bit BIFFFFFFFE)

AIAL {FESEl 2 8 DS BEZE 22bit BIFFFFFFFF)

Addres= | Hex dump ASCIT BIE01E2AH| RETURM o =rl.@1601620 From & -

DI6D3EEE| 65 65 60 &C|6F =1 68 68| hellot.. ggiggggg

01602685 5| &

B1E02616 Ga12rF0se

BO15F0GC| BOGERSTE| ASCIT "aAk™
alobaEis BA1EFOSE
olpbeoce BO1EF054

A1 ANZASA Ea1sr0as

Figure 15.2: OllyDbg: second iteration begin

We see that EAX contain address of the second character in the string.
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We will press F8 enough number of times in order to escape from the loop:

n thread, module exi -0 x|

T tbbacd 04 MO ED:, DUORD FTR 55: LESF+4] « |Fegisters (FFLI <
. BBCE - - I —- =1 EFx [B1BDSREY. cx 1, BlA0E0T
: B ECH BREEOZAE —

EDX @leD2aaa ASCIT "hellot'™

o
L EEX BHEGEEEER
JME SHORT exl.@168016886 ESP GaisF0OFC

SUE ERX.EOX EEF B@1SFDCA
ESI GEBOHAE1
EDI BEEHHEED

EIF @igDiead =x1.81801860
C 8 ES @aze 22bit BIFFFFFFFF]

EDX=B16002880 (n].B1802008), ASCIT "hellot'™ f
— ’ P 1 CS @822 22bit BIFFFFFFFF)
ERX=816803887 (enl.@1802067) A B 5SS 882EB 22bit G@(FFFFFFFF)
2 1 D05 B88zE 32bit BIFFFFFFFF)

Bia01EzA

RETURH to exl.B1001EZA from &
B1la02ana

Address |Hed dump ASCIT ASCII "hellot™

aalsFnsE

plobspenles eo oo ob ef 2l lmoainellot.. BE1SFOS4| BIBD1Z2F|RETURN to enl.B180122F from ¢
B1803618| FE FF FF FF| FF FF FF FF|n _ polgrDos| BoomadBll crIl maak
B1AD3A13| 50 7A 96 74 72 55 &3 5B|HeltrEif R nEEe

102620 B8 B3 B8 B3 B8 B B8 68 .. ......

1602622 @1 B B8 60 7E A9 6B B8 8. ..pAk.
iENa3G1 an N2 AR GGl 66 66 QR G6| P

BE12F094
BE1oF0es

T42EET40
BEEHEEEE

Figure 15.3: OllyDbg: pointers difference to be calculated now

We will see that EAX now contain address of zeroth byte, placed right after the string. Meanwhile, EDX wasn’t changed,
so it still pointing to the string begin. Difference between these two addresses will be calculated now.
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SUB instruction was just executed:

CPU - main thread, module ex1 =10l %]

BIO0IEEE| [ § SEGdEd 84 TGV ELR, DWORD FTR S5: LESF+4] Feaisters (FPUI Z
4| . sBtz I ER.EDX egisters

Mol =
En; BEEEEEET
?ﬁg EIﬁXBVTE FTR DS: [EAX] I Ei ey
e £5¢ siecseee eecit Mellor
N SHDEEXEHI.BIBDIBBB ESF BBlSFDoE

EEF EBE12FOCH
ESI BEaaEa8]1
EDI BHEEEEEE

EIF @i18D18aF =x1.8180186F
C 8 ES @aze 22bit @IFFFFFFFF]

R P8 CS @E22 22bit BIFFFFFFFF)
H B S5 BE2E 3Zbit @(FFFFFFFF)
03 BBZE 32bit BIFFFFFFFE]

Address | Hen dump ASCII BIGO1GEA| RETURN to en i, G160 1H2R From & 4
BI1B03ERE| 62 65 &L &L G6F 21 @@ B3| hellof.. Ge13F0aa) AlE0seaa ASCIl "hellot
BE1SF024| B1B01Z2F|RETURM to enl.B1BD122F from ¢

1602662 @] B BE 0O GE B G0 B8 B8.......
@lanD3aia| FE FF FF FF|FFE FE FE FF|m

BiE0sE12 80 PA 95 P4 ¥2 85 &9 8B\ HzUtrEiN
102620 B8 B3 B8 B3 B8 B B8 68 .. ......
B}BDSBES Bl B8 08 88 7A A9 cB 888, ..pek.

J e I A T - N A

BE1oF0es
BE1SFOSC
aElsF0oE
aa12F0eg
BE1oF0es

BEEHEEE 1
EESBASTE
BEcEDZoE
T42ES74D0
BEEHEEEE

ASCIT "wEk™

Figure 15.4: OllyDbg: EAX to be decremented now

Difference of pointers in the EAX register now—7. Indeed, the “hello!” string length is 6, but with zeroth byte included—7.
But the strlen() must return number of non-zero characters in the string. So the decrement will processed now and then
return from the function.

Optimizing GCC
Let’s check GCC 4.4.1 with optimization turned on (-03 key):

public strlen

strlen proc near
arg_0 = dword ptr 8
push ebp
mov ebp, esp
mov ecx, [ebptarg_0]
mov eax, ecx

loc_8048418:
movzx  edx, byte ptr [eax]

add eax, 1
test dl, dl
jnz short loc_8048418
not ecx
add eax, ecx
pop ebp
retn
strlen endp

Here GCC is almost the same as MSVC, except of MOVZX presence.

However, MOVZX could be replaced here tomov dl, byte ptr [eax].

Probably, it is simpler for GCC compiler’s code generator to remember the whole 32-bit EDX register is allocated for char
variable and it can be sure the highest bits will not contain any noise at any point.

After, we also see new instruction NOT. This instruction inverts all bits in operand. It can be said, it is synonym to the XOR
ECX, Offffffffh instruction. NOT and following ADD calculating pointer difference and subtracting 1. At the beginning
ECX, where pointer to str is stored, inverted and 1 is subtracted from it.

See also: “Signed number representations” (41).

In other words, at the end of function, just after loop body, these operations are executed:

ecx=str;
eax=eos;
ecx=(-ecx)-1;
eax=eax+ecx
return eax

...and this is effectively equivalent to:

ecx=str;
eax=eos;
eax=eax-ecx;
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eax=eax-1;
return eax

Why GCC decided it would be better? | cannot be sure. But I'm sure the both variants are effectively equivalent in
efficiency sense.

15.1.2 ARM
32-bit ARM
Non-optimizing Xcode 4.6.3 (LLVM) (ARM mode)

Listing 15.2: Non-optimizing Xcode 4.6.3 (LLVM) (ARM mode)

_strlen
eos = -8
str = -4

SUB SP, SP, #8 ; allocate 8 bytes for local variables
STR RO, [SP,#8+str]
LDR RO, [SP,#8+str]
STR RO, [SP,#8+eos]

loc_2CB8 ; CODE XREF: _strlen+28
LDR RO, [SP,#8+eos]
ADD R1, RO, #1
STR R1, [SP,#8+eos]
LDRSB RO, [RO]
CMP RO, #0
BEQ loc_2CD4
B loc_2CBS8

loc_2CD4 ; CODE XREF: _strlen+24
LDR RO, [SP,#8+eo0s]
LDR R1, [SP,#8+str]
SUB RO, RO, R1 ; RO=eos-str
SUB RO, RO, #1 ; RO=R0O-1
ADD SP, SP, #8 ; deallocate 8 bytes for local variables
BX LR

Non-optimizing LLVM generates too much code, however, here we can see how function works with local variables in the
stack. There are only two local variables in our function, eos and str.

In this listing, generated by IDA, | renamed var_8 and var_4 into eos and str manually.

So, first instructions are just saves input value into both str and eos.

Loop body is beginning at loc_2CB8 label.

First three instruction in loop body (LDR, ADD, STR) loads eos value into RO, then value is incremented and it is saved
back into eos local variable located in the stack.

The next * "LDRSB RO, [RO]'' (Load Register Signed Byte) instruction loading byte from memory at RO address and
sign-extends it to 32-bit 2. This is similar to MOVSX instruction in x86. The compiler treating this byte as signed since char
type in C standard is signed. | already wrote about it (15.1.1) in this section, but in relation to x86.

It is should be noted, it is impossible in ARM to use 8-bit part or 16-bit part of 32-bit register separately of the whole
register, as it is in x86. Apparently, it is because x86 has a huge history of compatibility with its ancestors up to 16-bit
8086 and even 8-bit 8080, but ARM was developed from scratch as 32-bit RISC-processor. Consequently, in order to process
separate bytes in ARM, one have to use 32-bit registers anyway.

So, LDRSB loads symbol from string into RO, one by one. The next CMP and BEQ instructions checks, if loaded symbol
is 0. If not 0, control passed to loop body begin. And if 0, loop is finishing.

At the end of function, a difference between eos and str is calculated, 1 is also subtracting, and resulting value is returned
via RO.

N.B. Registers was not saved in this function. That’s because by ARM calling convention, RO-R3 registers are “scratch
registers”, they are intended for arguments passing, its values may not be restored upon function exit since calling function
will not use them anymore. Consequently, they may be used for anything we want. Other registers are not used here, so
that is why we have nothing to save on the stack. Thus, control may be returned back to calling function by simple jump
(BX), to address in the LR register.

ZKeil compiler treat char type as signed, just like MSVC and GCC.
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Optimizing Xcode 4.6.3 (LLVM) (thumb mode)

Listing 15.3: Optimizing Xcode 4.6.3 (LLVM) (thumb mode)

_strlen
MoV R1, RO
loc_2DF6 ; CODE XREF: _strlen+8
LDRB.W R2, [R1],#1
CMP R2, #0
BNE loc_2DF6
MVNS RO, RO
ADD RO, R1
BX LR

As optimizing LLVM concludes, space on the stack for eos and str may not be allocated, and these variables may always
be stored right in registers. Before loop body beginning, str will always be in RO, and eos—in R1.

""LDRB.W R2, [R1],#1'"' instruction loads byte from memory at the address R1 into R2, sign-extending it to 32-bit
value, but not just that. #1 at the instruction’s end calling “Post-indexed addressing”, this means, 1 is to be added to the R1
after byte load.

Read more about it: 39.2.

Then one may spot CMP and BNE® in loop body, these instructions continue operation until 0 will be met in string.

MVNS* (inverting all bits, NOT in x86) instructions and ADD computes eos — str — 1. In fact, these two instructions
computes RO = str + eos, which is effectively equivalent to what was in source code, and why it is so, | already described
here (15.1.1).

Apparently, LLVM, just like GCC, concludes this code will be shorter, or faster.

Optimizing Keil 6/2013 (ARM mode)

Listing 15.4: Optimizing Keil 6/2013 (ARM mode)

_strlen
MoV R1, RO

loc_2C8 ; CODE XREF: _strlen+14
LDRB R2, [R1],#1
CMP R2, #0
SUBEQ RO, R1, RO
SUBEQ RO, RO, #1
BNE loc_2C8
BX LR

Almost the same what we saw before, with the exception the sitr — eos — 1 expression may be computed not at the
function’s end, but right in loop body. -EQ suffix, as we may recall, means the instruction will be executed only if operands
in executed before CMP were equal to each other. Thus, if 0 will be in the RO register, both SUBEQ instructions are to be
executed and result is leaved in the RO register.

ARM64
Optimizing GCC (Linaro) 4.9

my_strlen:
mov x1, x0
; X1 1is now temporary pointer (eos), like cursor
.L58:
; load byte from X1 to W2, increment X1 by 1 (post-index)
ldrb w2, [x1],1
; Compare and Branch if NonZero: compare W2 with 0, jump to .L58 if it's not
cbnz w2, .L58
; calculate difference between original X0 pointer and current value of X1

sub x0, x1, x0

; decrement lowest 32-bit of result
sub w0, w0, #1

ret

3(PowerPC, ARM) Branch if Not Equal
“MoVe Not
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The algorithm is the same as in 15.1.1: find a zero byte, then calculate difference between pointers, then decrement
result. | added some comments. The only thing worth noting is that my example is somewhat broken: my_strlen()
function returns 32-bit int, while it should return size_t or other 64-bit type. The reason for that is that, theoretically,
strlen() can be called for huge blocks in memory, exceeding 4GB, so it must able to return 64-bit value on 64-bit platform.
So because of my mistake, the last SUB instruction operates on 32-bit part of register, while penultimate SUB instruction
works on full 64-bit parts (it calculates pointer difference). It's my mistake, but | decided to leave it as is, as an example of
what code could be in such case.

Non-optimizing GCC (Linaro) 4.9

my_strlen:

; function epilogue
sub sp, sp, #32

; first argument (str) will be stored in [sp,8]
str x0, [sp,8]
ldr x0, [sp,8]

; copy str to eos variable
str x0, [sp,24]
nop

.L62:

; e0Ss++
ldr x0, [sp,24] ; load eos to XO
add x1, x0, 1 ; increment XO
str x1, [sp,24] , save X0 to eos

; load byte from memory at address in X0 to WO
ldrb w0, [x0]
; 1s it zero? (wzr is the register always contain 32-bit zero)

cmp w0, wzr
; jump if not zero (Branch Not Equal)
bne .L62

; zero byte found. now calculate difference.
; load eos to X1

ldr x1, [sp,24]
; load str to X0

1dr x0, [sp,8]
; calculate difference

sub x0, x1, x0
; decrement result

sub w0, w0, #1
; function prologue

add sp, sp, 32

ret

It's more verbose. Variables are often tossed here to and from memory (local stack). The same mistake here: decrement
operation is happen on 32-bit register part.

15.2 Strings trimming

Another very common task is to remove some characters on begin and/or end.
In this example, we will work with a function which removes all newline characters (CR*/LF®) at the input string end:

#include <stdio.h>
#include <string.h>

char* str_trim (char *s)
{
char c;

size t str_len;

// work as long as \r or \n is at the end of string
// stop if some other character there or it's an empty string
// (at start or due to our operation)
for (str_len=strlen(s); str_len>0 && (c=s[str_len-1]); str_len--)
{
if (c=='\r' || c=="'\n")

5Carriage return (13 or\r’ in C/C++)
6Line feed (10 or\n’ in C/C++)
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s[str_len-1]=0;

else
break;
+
return s;
o
int main()
{
// test
// strdup() is used to copy text string into data segment, because it will crash on v
G Linux,
// where text strings are allocated in constant data segment, and not modifiable.
printf ("[%s]\n", str_trim (strdup("")));
printf ("[%s]\n", str_trim (strdup("\n")));
printf ("[%s]1\n", str_trim (strdup("\r")));
printf ("[%s]\n", str_trim (strdup("\n\r")));
printf ("[%s]\n", str_trim (strdup("\r\n")));
printf ("[%s]\n", str_trim (strdup("testi\r\n")));
printf ("[%s]\n", str_trim (strdup("test2\n\r")));
printf ("[%s]\n", str_trim (strdup("test3\n\r\n\r")));
printf ("[%s]\n", str_trim (strdup("test4\n")));
printf ("[%s]\n", str_trim (strdup("test5\r")));
printf ("[%s]\n", str_trim (strdup("test6\r\r\r")));
}

Input argument is always returned on exit, this is convenient when you need to chain string processing functions, like it
was done here in the main() function.

The second part of for() (str_len>0 && (c=s[str_len-1]))is so called “short-circuit” in C/C++ and is very conve-
nient [Yurl3, p. 1.3.8]. C/C++ compilers guarantee evaluation sequence from left to right. So if the first clause is false after
evaluation, second will never be evaluated.

15.2.1 x64: Optimizing MSVC 2013

Listing 15.5: Optimizing MSVC 2013 x64

s$ = 8
str_trim PROC

; RCX is the first function argument and it always holds pointer to the string

; this is strlen() function inlined right here:
; set RAX to OxFFFFFFFFFFFFFFFF (-1)

or rax, -1
$LL14@str_trim:

inc rax

cmp BYTE PTR [rcx+rax], O

jne SHORT $LL14@str_trim
; 1s string length zero? exit then

test eax, eax
$LN18@str_trim:

je SHORT $LN15@str_trim

; RAX holds string length
; here is probably disassembler (or disassembler printing routine) error,
: LEA RDX... should be here instead of LEA EDX...

lea edx, DWORD PTR [rax-1]
; idle instruction: EAX will be reset at the next instruction's execution
mov eax, edx

; load character at s[str_len-1]
movzx eax, BYTE PTR [rdx+rcx]
; save also pointer to the last character to R8

lea r8, QWORD PTR [rdx+rcx]
cmp al, 13 ; is it '\r'?
je SHORT $LN2@str_trim
cmp al, 10 ; is it '\n'?
jne SHORT $LN15@str_trim

$LN2@str_trim:
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; store 0 to that place

mov BYTE PTR [r8], O
mov eax, edx
; check character for 0, but conditional jump is above...
test edx, edx
jmp SHORT $LN18@str_trim
$LN15@str_trim:
; return s
mov rax, rcx
ret 0

str_trim ENDP

First, MSVC inlined strlen() function code right in the code, because it concludes this will be faster then usual
strlen() work + cost of calling it and returning from it. This is called inlining: 31.

First instruction of inlined strlen() is OR RAX, OxFFFFFFFFFFFFFFFF. | don't know, why MSVC uses OR instead
of MOV RAX, OxFFFFFFFFFFFFFFFF, but it does this often. And of course, it is equivalent: all bits are just set, and all
bits set is -1 in two’'s complement arithmetics: 41.

Why would -1 number be used in strlen(), one might ask? Due to optimizations, of course. Here is the code MSVC
did:

Listing 15.6: Inlined strlen() by MSVC 2013 x64

; RCX = pointer to the input string
; RAX = current string length
or rax, -1
label:
inc rax
cmp BYTE PTR [rcx+rax], O
jne SHORT label

; RAX = string length

Try to write shorter if you want to initialize counter at 0! Here is my attempt:

Listing 15.7: My version of strlen()

; RCX = pointer to the input string
; RAX = current string length
xor rax, rax
label:
cmp byte ptr [rcx+rax], O
jz exit
inc rax
jmp label
exit:

; RAX = string length

| failed. We ought to use additional JMP instruction anyway!

So what MSVC 2013 compiler did is moved INC instruction to the place before actual character load. If the very first
character is 0, that’s OK, RAX is 0 at this moment, so the resulting string length is O.

All the rest in the function is seems easy to understand. Another trick is at the end. If not to count strlen() inlined
code, there are only 3 conditional jumps in function. There should be 4: 4th is to be located at the function end, checking,
if the character is zero. But there are unconditional jump to the “$LN18@str_trim” label, where we see JE, which was first
used to check if the input string is empty, right after strlen() finish. So the code uses JE instruction at this place for two
purposes! This may be overkill, but nevertheless, MSVC did it.

Read more, why it’s important to do the job without conditional jumps, if possible: 44.1.

15.2.2 x64: Non-optimizing GCC 4.9.1

str_trim:

push rbp

mov rbp, rsp

sub rsp, 32

mov QWORD PTR [rbp-24], rdi
; for() first part begins here

mov rax, QWORD PTR [rbp-24]

mov rdi, rax

call strlen

mov QWORD PTR [rbp-8], rax ; str_len
; for() first part ends here

jmp .L2
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; for() body begins here

.L5:
cmp BYTE PTR [rbp-9], 13
je .L3
cmp BYTE PTR [rbp-9], 10
jne .L4

.L3:
mov rax, QWORD PTR [rbp-8]
lea rdx, [rax-1]
mov rax, QWORD PTR [rbp-24]
add rax, rdx
mov BYTE PTR [rax], O

; for() body ends here
; for() third part begins here

sub QWORD PTR [rbp-8], 1

; for() third part ends here

L2

; for() second part begins here
cmp QWORD PTR [rbp-8], O
je .L4

; check second clause (and load c)
mov rax, QWORD PTR [rbp-8]
lea rdx, [rax-1]
mov rax, QWORD PTR [rbp-24]
add rax, rdx
movzx eax, BYTE PTR [rax]
mov BYTE PTR [rbp-9], al
cmp BYTE PTR [rbp-9], O
jne .L5

; for() second part ends here

.L4:

; return s
mov rax, QWORD PTR [rbp-24]
leave
ret

; c=="'\r'?

: c=='\n'?

; str_len

; EDX=str_len-1
;S

; RAX=s+str_len-1
; s[str_len-1]=0

; str_len--

; str_len==0?
; exit then

; RAX=str_len

; RDX=str_len-1

; RAX=s

; RAX=s+str_len-1

; AL=s[str_len-1]

; store loaded char to c
; is it zero?

; yes? exit then

| added my comments. After strlen() execution, control is passed to L2 label, and there are two clauses are checked,

one after one. Second will never be checked, if first (str_len==0) is false (this is “short-circuit”).

Now let’s see this function in short form:

« First for() part (call to strlen())

e goto L2

e L5:

« for() body. goto exit, if needed

« for() third part (decrement of str_len)

e L2:

« for() second part: check first clause, then second. goto loop body begin or exit.

o L4:
e // exit

e returns

15.2.3 x64: Optimizing GCC 4.9.1

str_trim:
push rbx
mov rbx, rdi
; RBX will always be s
call strlen
; check for str_len==0 and exit if it's so
test rax, rax
je .L9
lea rdx, [rax-1]
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; RDX will always contain str_len-1 value, not str_len
; so RDX is more like buffer index variable
lea rsi, [rbx+rdx] ; RSI=s+str_len-1
movzx ecx, BYTE PTR [rsi] ; load character
test cl, cl

je .L9 ; exit if it's zero

cmp cl, 10

je .L4

cmp cl, 13 ; exit if it's not '\n' and not '\r'
jne .L9

.L4:
; this is weird instruction. we need RSI=s-1 here.
; 1t's possible to get it by MOV RSI, EBX / DEC RSI
; but this is two instructions instead of one
sub rsi, rax
; RSI = s+str_len-1-str_len = s-1
; main loop begin
LL12:

test rdx, rdx
; store zero at s-1+str_len-1+1 = s-1+str_len = s+str_len-1
mov BYTE PTR [rsi+1+rdx], O
; check for str_len-1==0. exit if so.
je .L9
sub rdx, 1 ; equivalent to str_len--

; load next character at s+str_len-1
movzx ecx, BYTE PTR [rbx+rdx]

test cl, cl ; is it zero? exit then
je .L9
cmp cl, 10 ; is it '\n'?
je .L12
cmp cl, 13 ;o is it '\r'?
je .L12

.L9:

; return s
mov rax, rbx
pop rbx
ret

Now this is more complex. Code before loop body begin executed only once, but it has CR/LF characters check too!
What this code duplication is for?
Common way to implement main loop is probably this:

* (loop begin) check for CR/LF characters, make decisions
* store zero character

But GCC decided to reverse these two steps. Of course, store zero character cannot be first step, so another check is
needed:

» workout first character. match it to CR/LF, exit if character is not CR/LF
* (loop begin) store zero character
e check for CR/LF characters, make decisions

Now the main loop is very short, which is very good for modern CPUs.

The code doesn’t use str_len variable, but str_len-1. So this is more like index in buffer. Apparently, GCC notices that
str_len-1 statement is used twice. So it’s better to allocate a variable which is always holds a value lesser of current string
length by one, and decrement it (this is the same effect as decrementing str_len variable).

15.2.4 ARM64: Non-optimizing GCC (Linaro) 4.9
This implementation is straightforward:

Listing 15.8: Non-optimizing GCC (Linaro) 4.9

str_trim:
stp x29, x30, [sp, -48]!
add x29, sp, O
str x0, [x29,24] ; copy input argument into local stack
ldr x0, [x29,24] ; s
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bl strlen
str x0, [x29,40] ; str_len variable in local stack
b L2
; main loop begin
.L5:
ldrb w0, [x29,39]
; WO0=c
cmp w0, 13 ; 1s it '\r'?
beq .L3
ldrb w0, [x29,39]
; W0=c
cmp w0, 10 ; is it '\n'?
bne .L4 ; goto exit if it's not
.L3:
ldr x0, [x29,40]
; XO=str_len
sub x0, x0, #1
; X0=str_len-1
ldr x1, [x29,24]
i X1=s
add x0, x1, x0
; XO=s+str_len-1
strb wzr, [x0] ; write byte at s+str_len-1
; decrement str_len:
ldr x0, [x29,40]
; XO0=str_len
sub x0, x0, #1
; XO=str_len-1
str x0, [x29,40]
; save X0 or str_len-1 to local stack
L2:
1dr x0, [x29,40]
; 1s str_len==0?
cmp x0, xzr
; goto exit then
beq .L4
ldr x0, [x29,40]
; XO0=str_len
sub x0, x0, #1
; XO=str_len-1
1dr x1, [x29,24]
; X1=s
add x0, x1, x0

; XO=s+str_len-1

; load byte at s+str_len-1 to WO
ldrb w0, [x0]
strb w0, [x29,39] ; store loaded byte to c
ldrb w0, [x29,39] ; reload it

; is it zero?

cmp w0, wzr
; goto exit, if it's zero or to L5 if it's not
bne .L5
.L4:
; return s
ldr x0, [x29,24]
ldp x29, x30, [sp]l, 48
ret

15.2.5 ARMG64: Optimizing GCC (Linaro) 4.9

This is more advanced optimization. First character is loaded at the beginning, and compared against 10 (LF character).
Characters also loaded in the main loop, for characters after first. This is somewhat similar to 15.2.3 example.

Listing 15.9: Optimizing GCC (Linaro) 4.9

str_trim:
stp x29, x30, [sp, -32]!
add x29, sp, O
str x19, [sp,16]
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mov x19, x0
; X19 will always hold value of s
bl strlen
; XO=str_len
cbz x0, .L9 ; goto L9 (exit) if str_len==0
sub x1, x0, #1
; X1=X0-1=str_len-1
add x3, x19, x1
; X3=X19+X1=s+str_len-1
ldrb w2, [x19,x1] ; load byte at X19+X1=s+str_len-1
; W2=loaded character
cbz w2, .L9 ; 1s it zero? jump to exit then
cmp w2, 10 ; is it '\n'?
bne .L15
LL12:
; main loop body. loaded character is always 10 or 13 for this moment!
sub x2, x1, x0
; X2=X1-X0=str_len-1-str_len=-1
add X2, x3, x2
; X2=X3+X2=s+str_len-1+(-1)=s+str_len-2
strb wzr, [x2,1] ; store 0 byte at s+str_len-2+1=s+str_len-1
cbz x1, .L9 ; str_len-1==0? goto exit, if so
sub x1, x1, #1 ; str_len--
ldrb w2, [x19,x1] ; load next character at X19+X1=s+str_len-1
cmp w2, 10 ; is it '\n'?
cbz w2, .L9 ; jump to exit, if it's zero
beq .L12 ; jump to begin loop, if it's '\n'
.L15:
cmp w2, 13 ; is it '\r'?
beq .L12 ; yes, jump to the loop body begin
.L9:
; return s
mov x0, x19
ldr x19, [sp,16]
ldp x29, x30, [sp]l, 32
ret

15.2.6 ARM: Optimizing Keil 6/2013 (ARM mode)
And again, compiler took advantage of ARM mode conditional instructions, so the code is much more compact.

Listing 15.10: Optimizing Keil 6/2013 (ARM mode)

str_trim PROC

PUSH {r4,1r}
; RO=s
MOV r4,r0
; R4=s
BL strlen ; it takes s value from RO
; RO=str_len
[0} r3,#0
; R3 will always hold 0
[LO.16|
CMP ro,#0 ; str_len==07?
ADDNE r2,r4,r0 ; (if str_len!=0) R2=R4+R0O=s+str_len
LDRBNE r1,[r2,#-11 ; (if str_len!=0) R1=load byte at R2-1=s+str_len-1
CMPNE r1,#0 ; (if str_len!=0) compare loaded byte against 0
BEQ |LO.56| ; jump to exit if str_len==0 or loaded byte is 0
CMP r1,#0xd ; 1s loaded byte '\r'?
CMPNE r1,#0xa ; (if loaded byte is not '\r') is loaded byte '\r'?
SUBEQ ro,ro0,#1 ; (if loaded byte is '\r' or '\n') RO-- or str_len--
STRBEQ r3,[r2,#-11 ; (if loaded byte is '\r' or '\n') store R3 (zero) at R2-1=s+y
G str_len-1
BEQ |[LO.16| ; jump to loop begin if loaded byte was '\r' or '\n'
|LO.56|
; return s
MOV ro,r4
POP {r4,pc}
ENDP
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15.2.7 ARM: Optimizing Keil 6/2013 (thumb mode)

There are less number of conditional instructions in Thumb mode, so the code is more ordinary. But there are one really
weird thing with 0x20 and 0x19 offsets. Why Keil compiler did so? Honestly, | have no idea. Probably, this is a quirk of Keil
optimization process. Nevertheless, the code will work correctly.

Listing 15.11: Optimizing Keil 6/2013 (thumb mode)

str_trim PROC

PUSH {r4,1r}
MOVS r4,r0
; R4=s
BL strlen ; it takes s value from RO
; RO=str_len
MOVS r3,#0
; R3 will always hold zero
B |LO.24 |
[LO.12|
CMP r1,#0xd ; 1s loaded byte '\r'?
BEQ [LO.20|
CMP r1,#0xa ; 1s loaded byte '\n'?
BNE |LO.38| ; jump to exit, if no
|LO.20|
SUBS ro,ro0,#1 ; RO-- or str_len--
STRB r3,[r2,#0x1f] ; store 0 at R2+0x1F=s+str_len-0x20+0x1F=s+str_len-1
|LO.24 |
CMP ro,#0 ; str_len==0?
BEQ |LO.38| ; yes, jump to exit
ADDS r2,r4,r0 ; R2=R4+R0=s+str_len
SUBS r2,r2,#0x20 ; R2=R2-0x20=s+str_len-0x20
LDRB r1,[r2,#0x1f] ; load byte at R2+0Ox1F=s+str_len-0x20+0x1F=s+str_len-1 to R1
Ccmp r1,#0 ; 1s loaded byte 07?
BNE [LO.12]| ; jump to loop begin, if it's not 0
|LO.38|
; return s
MOVS ro,ré
POP {r4,pc}
ENDP
15.3 Exercises
15.3.1 Exercise #1

What this code does?

Listing 15.12: Optimizing MSVC 2010

_s$ =28
_f PROC
mov edx, DWORD PTR _s$[esp-4]
mov cl, BYTE PTR [edx]
xor eax, eax
test cl, cl
je SHORT $LN2e@f
npad 4 ; align next label
$LL4@T :
cmp cl, 32
jne SHORT $LN3@f
inc eax
$LN3@f:
mov cl, BYTE PTR [edx+1]
inc edx
test cl, cl
jne SHORT $LL4@f
$LN2@T :
ret 0
f ENDP
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Listing 15.13: GCC 4.8.1 -03

f:
.LFB24:
push ebx
mov ecx, DWORD PTR [esp+8]
xor eax, eax
movzx edx, BYTE PTR [ecx]
test dl, dl
je .L2
.L3:
cmp dl, 32
lea ebx, [eax+1]
cmove eax, ebx
add ecx, 1
movzx edx, BYTE PTR [ecx]
test dl, dl
jne .L3
L2
pop ebx
ret
Listing 15.14: Optimizing Keil 6/2013 (ARM mode)
f PROC
MoV r1,#0
|[LO.4|
LDRB r2,[r0,#0]
CMP r2,#0
MOVEQ ro,r1
BXEQ 1r
CMP r2,#0x20
ADDEQ ri,r1,#1
ADD ro,r0,#1
B |[LO.4|
ENDP
Listing 15.15: Optimizing Keil 6/2013 (thumb mode)
f PROC
MOVS r1,#0
B [LO.12]|
[LO.4|
CMP r2,#0x20
BNE [LO.10|
ADDS r1,r1,#1
|[LO.10|
ADDS ro,r0,#1
[LO.12]|
LDRB r2,[r0,#0]
CMP r2,#0
BNE |LO.4|
MOVS ro,r1
BX 1r
ENDP
Listing 15.16: Optimizing GCC 4.9 (ARM64)
f:
ldrb wl, [x0]
cbz wl, .L4
mov w2, 0
.L3:
cmp wl, 32
ldrb w1, [x0,1]!
csinc w2, w2, w2, ne
cbnz wl, .L3
L2
mov w0, w2
ret
.L4:
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mov w2, wi
b L2
Answer F.1.7.
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Chapter 16

Replacing arithmetic instructions to other ones

While pursuing the goal of optimization, one instruction may be replaced by others, or even with group of instructions.
LEA instruction is also often used for simple arithmetic calculations: A.6.2.
ADD and SUB may replace each other. For example, line 18 in listing.18.32.

16.1 Multiplication

16.1.1 Multiplication using addition
Here is a simple example:

Listing 16.1: Optimizing MSVC 2010

unsigned int f(unsigned int a)
{

return a*8;

+

Multiplication by 8 is replaced by 3 addition instructions, which do the same. Apparently, MSVC’s optimizer decided that
code will be faster.

_TEXT  SEGMENT

_a%$ =8 ; size = 4
_f PROC
; File c:\polygon\c\2.c
mov eax, DWORD PTR _a$[esp-4]
add eax, eax
add eax, eax
add eax, eax
ret 0
_f ENDP
_TEXT ENDS
END

16.1.2 Multiplication using shifting

Multiplication and division instructions by numbers in form 2™ are often replaced by shift instructions.

unsigned int f(unsigned int a)

{
return a*4;
o
Listing 16.2: Non-optimizing MSVC 2010
_a%$ =8 ; size = 4
7 PROC
push ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
shl eax, 2
pop ebp
ret 0
f ENDP

182




CHAPTER 16. REPLACING ARITHMETIC INSTRUCTIONS TO OTHER ONES 16.1. MULTIPLICATION
Multiplication by 4 is just shifting the number to the left by 2 bits, while inserting 2 zero bits at right (as the last two
bits). It is just like to multiply 3 by 100 —we need just to add two zeroes at the right.
That’s how shift left instruction works:

Added bits at right—always zeroes.
Multiplication by 4 in ARM:

Listing 16.3: Non-optimizing Keil 6/2013 (ARM mode)

f PROC
LSL ro,r0,#2
BX 1r
ENDP

16.1.3 Multiplication using shifting/subtracting/adding

It’s still possible to get rid of multiplication operation when you multiplicate by numbers like 7 or 17 and still use shifting.
Relatively easy mathematics is used here.

32-bit

#include <stdint.h>

int f1(int a)

{
return a*7;
I
int f2(int a)
{
return a*28;
}
int f3(int a)
{
return a*17;
T
Listing 16.4: Optimizing MSVC 2012
;a*7
_a%$ =8
f1 PROC
mov ecx, DWORD PTR _a$[esp-4]
; ECX=a
lea eax, DWORD PTR [ecx*8]
; EAX=ECX*8
sub eax, ecx
; EAX=EAX-ECX=ECX*8-ECX=ECX*7=a*7
ret 0
_f1 ENDP
; a*28
_a%$ =8
_f2 PROC
mov ecx, DWORD PTR _a$[esp-4]
; ECX=a
lea eax, DWORD PTR [ecx*8]
; EAX=ECX*8
sub eax, ecx
; EAX=EAX-ECX=ECX*8-ECX=ECX*7=a*7
shl eax, 2

183




CHAPTER 16. REPLACING ARITHMETIC INSTRUCTIONS TO OTHER ONES

16.1. MULTIPLICATION

; EAX=EAX<<2=(a*7)*4=a*28

ret 0
_f2 ENDP
;o a*17
_a%$ =8
_f3 PROC
mov eax, DWORD PTR _a$[esp-4]
; EAX=a
shl eax, 4
; EAX=EAX<<4=EAX*16=a*16
add eax, DWORD PTR _a$[esp-4]
; EAX=EAX+a=a*16+a=a*17
ret 0
_f3 ENDP

Keil generating for ARM mode took advantage of second operand’s shift modifiers:

Listing 16.5: Optimizing Keil 6/2013 (ARM mode)

;a*7
[|f1]] PROC
RSB ro,r0,r0,LSL #3
; RO=R0<<3-R0=R0*8-R0=a*8-a=a*7
BX 1r
ENDP
; a*28
| |f2]| PROC
RSB ro,r0,r0,LSL #3
; RO=R0<<3-R0=R0*8-R0=a*8-a=a*7
LSL ro,r0,#2
; RO=R0<<2=R0*4=a*7*4=a*28
BX 1r
ENDP
; a*17
| |f3]] PROC
ADD ro,r0,r0,LSL #4
; RO=R0+R0<<4=R0+R0*16=R0*17=a*17
BX 1r
ENDP

But there are no such modifiers in Thumb mode. It also can’t optimize T2 () function:

Listing 16.6: Optimizing Keil 6/2013 (thumb mode)

;a*7
|| f1]] PROC

LSLS r1,r0,#3
; R1=R0<<3=a<<3=a*8

SUBS ro,r1,r0
; RO=R1-R0=a*8-a=a*7

BX 1r

ENDP
; a*28
| |f2]| PROC

MOVS r1,#0x1c ; 28
; R1=28

MULS ro,r1,r0
; RO=R1*R0=28*a

BX 1r

ENDP
;a*17
|| f3]| PROC

LSLS ri1,r0,#4
; R1=R0<<4=R0*16=a*16

ADDS ro,ro0,r1
; RO=RO+R1=a+a*16=a*17

BX 1r
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ENDP

64-bit

#include <stdint.h>

inte4_t f1(int64_t a)

{
return a*7;
I
int64_t f2(int64_t a)
{
return a*28;
}
inte4_t f3(int64_t a)
{
return a*17;
}
Listing 16.7: Optimizing MSVC 2012
;a*7
f1:
lea rax, [0+rdi*8]
; RAX=RDI*8=a*8
sub rax, rdi
; RAX=RAX-RDI=a*8-a=a*7
ret
; a*28
f2:
lea rax, [0+rdi*4]
; RAX=RDI*4=a*4
sal rdi, 5
; RDI=RDI<<5=RDI*32=a%32
sub rdi, rax
; RDI=RDI-RAX=a*32-a*4=a%*28
mov rax, rdi
ret
;o a*17
f3:
mov rax, rdi
sal rax, 4
; RAX=RAX<<4=a*16
add rax, rdi
; RAX=a*16+a=a*17
ret
GCC 4.9 for ARM64 is also terse, thanks to shift modifiers:
Listing 16.8: Optimizing GCC (Linaro) 4.9 ARM64
; a*7
f1:
1sl x1, x0, 3
; X1=X0<<3=X0*8=a*8
sub x0, x1, x0
; X0=X1-X0=a*8-a=a*7
ret
; a*28
f2:
1sl x1, x0, 5
; X1=X0<<5=a*32
sub x0, x1, x0, 1sl 2

; X0=X1-X0<<2=a*32-a<<2=a*32-a*4=a*28
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ret
;a*17
f3:

add x0, x0, x0, 1sl 4
; X0=X0+X0<<4=a+a*16=a*17

ret

16.2 Division

16.2.1 Division using shifts

For example:

unsigned int f(unsigned int a)

{

return a/4;
}

We got (MSVC 2010):
Listing 16.9: MSVC 2010

_a%$ =8 ; size = 4
_f PROC

mov eax, DWORD PTR _a$[esp-4]

shr eax, 2

ret 0
f ENDP

SHR (SHift Right) instruction in this example is shifting a number by 2 bits right. Two freed bits at left (e.g., two most
significant bits) are set to zero. Two least significant bits are dropped. In fact, these two dropped bits —division operation
remainder.

SHR instruction works just like as SHL but in other direction.

It can be easily understood if to imagine decimal numeral system and number 23. 23 can be easily divided by 10 just by
dropping last digit (3 —is division remainder). 2 is leaving after operation as a quotient.

So remainder is dropped, but that’s OK, we work on integer values anyway, these are not floating point numbers!
Division by 4 in ARM:

Listing 16.10: Non-optimizing Keil 6/2013 (ARM mode)

f PROC
LSR ro,r0,#2
BX 1r
ENDP

16.3 Division by 9

Very simple function:

int f(int a)
{

return a/9;
}
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16.3.1 x86

...iIs compiled in a very predictable way:

Listing 16.11: MSVC

_a%$ =8 ; size = 4

_f PROC
push  ebp
mov ebp, esp
mov eax, DWORD PTR _a$[ebp]
cdq ; sign extend EAX to EDX:EAX
mov ecx, 9
idiv = ecx
pop ebp
ret 0

f ENDP

IDIV divides 64-bit number stored in the EDX: EAX register pair by value in the ECX register. As a result, EAX will
contain quotient, and EDX —remainder. Result is returning from the f () function in the EAX register, so, the value is not
moved anymore after division operation, it is in right place already. Since IDIV requires value in the EDX: EAX register
pair, CDQ instruction (before IDIV) extending value in the EAX to 64-bit value taking value sign into account, just as MOVSX
does. If we turn optimization on (/0x), we got:

Listing 16.12: Optimizing MSVC

_a%$ =8 ; size = 4
f PROC

mov ecx, DWORD PTR _a$[esp-4]
mov eax, 954437177 ; 38e38e39H
imul ecx
sar edx, 1
mov eax, edx
shr eax, 31 ; 0000001fH
add eax, edx
ret 0

_f ENDP

This is —division by multiplication. Multiplication operation works much faster. And it is possible to use the trick ! to
produce a code which is effectively equivalent and faster.

This is also called “strength reduction” in compiler optimization.

GCC 4.4.1 generates almost the same code even without additional optimization flags, just like MSVC with optimization
turned on:

Listing 16.13: Non-optimizing GCC 4.4.1

public f
f proc near

arg_0 = dword ptr 8

push ebp
mov ebp, esp
mov ecx, [ebp+arg_0]
mov edx, 954437177 ; 38E38E39h
mov eax, ecx
imul edx
sar edx, 1
mov eax, ecx
sar eax, 1Fh
mov ecx, edx
sub ecx, eax
mov eax, ecx
pop ebp
retn
f endp

TRead more about division by multiplication in [War02, pp. 10-3]
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16.3.2 ARM

ARM processor, just like in any other "pure” RISC-processors, lacks division instruction. It also lacks a single instruction for
multiplication by 32-bit constant (recall that 32-bit constant cannot fit into 32-bit opcode). By taking advantage of this
clever trick (or hack), it is possible to do division using only three instructions: addition, subtraction and bit shifts (19).

Here is an example of 32-bit number division by 10 from [Ltd94, 3.3 Division by a Constant]. Quotient and remainder on
output.

; takes argument in a1
; returns quotient in al, remainder in a2
; cycles could be saved if only divide or remainder is required
SUB a2, al, #10 ; keep (x-10) for later
SUB al, a1, al, lsr #2
ADD al, al, al, 1lsr #4
ADD al, a1, al, lsr #8
ADD al, a1, a1, 1lsr #16
MOV al, a1, lsr #3
ADD a3, al, al, asl #2
SUBS a2, a2, a3, asl #1 ; calc (x-10) - (x/10)*10
ADDPL a1, al, #1 ; fix-up quotient
ADDMI a2, a2, #10 ; fix-up remainder
MoV pc, 1r

Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

__text:00002C58 39 1E 08 E3 E3 18 43 E3 MOV R1, Ox38E38E39

__text:00002C60 10 F1 50 E7 SMMUL RO, RO, R1
__text:00002C64 CO 10 AO E1 MoV R1, RO,ASR#1
__text:00002C68 A0 OF 81 EO ADD RO, R1, RO,LSR#31
__text:00002C6C 1E FF 2F E1 BX LR

This code is mostly the same to what was generated by optimizing MSVC and GCC. Apparently, LLVM use the same
algorithm for constants generating.

Observant reader may ask, how MOV writes 32-bit value in register, while this is not possible in ARM mode. it is
impossible indeed, but, as we see, there are 8 bytes per instruction instead of standard 4, in fact, there are two instructions.
First instruction loading 0xX8E39 value into low 16 bit of register and second instruction is in fact MOVT, it loading 0x383E
into high 16-bit of register. IDA is fully aware of such sequences, and for the sake of compactness, reduced it to one single
“pseudo-instruction”.

SMMUL (Signed Most Significant Word Multiply) instruction multiply numbers treating them as signed numbers, and leaving
high 32-bit part of result in the RO register, dropping low 32-bit part of result.

MOV R1, RO,ASR#1'' instruction is arithmetic shift right by one bit.

“"ADD RO, R1, RO,LSR#31''"is R0O= R1+ RO >>31

As a matter of fact, there is no separate shifting instruction in ARM mode. Instead, an instructions like (MOV, ADD, SUB,
RSB)? may be supplied by suffix, is the second operand must be shifted, if yes, by what value and how. ASR meaning
Arithmetic Shift Right, LSR—Logical Shift Right.

Optimizing Xcode 4.6.3 (LLVM) (thumb-2 mode)

MoV R1, Ox38E38E39
SMMUL . W RO, RO, R1

ASRS R1, RO, #1

ADD.W RO, R1, RO,LSR#31
BX LR

There are separate instructions for shifting in thumb mode, and one of them is used here—ASRS (arithmetic shift right).

Non-optimizing Xcode 4.6.3 (LLVM) and Keil 6/2013

Non-optimizing LLVM does not generate code we saw before in this section, but inserts a call to library function __ divsi3
instead.
What about Keil: it inserts call to library function __aeabi_idivmod in all cases.

2These instructions are also called “data processing instructions”
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16.3.3 How it works

That’s how division can be replaced by multiplication and division by 2" numbers:

result — input ::input-gagg; _ input- M
divisor 2 2n
Where M is magic-coefficient.
That’s how M can be computed:
2n
M =
divisor
So these code snippets are usually have this form:
nput - M
result = ———
271

Division by 2™ is usually done by simple right bit shift. If n < 32, then low part of product is shifted (in EAX or RAX). If
n > 32, then the high part of product is shifted (in EDX or RDX).

n is choosen in order to minimize error.

When doing signed division, sign of multiplication result also added to the output result.

Take a look at the difference:

int f3_32_signed(int a)

{
return a/3;
T
unsigned int f3_32_unsigned(unsigned int a)
{
return a/3;
I

In the unsigned version of function, magic-coefficient is OXAAAAAAAB and multiplication result is divided by 233.

In the signed version of function, magic- coefficient is 0x55555556 and multiplication result is divided by 232. There
are no division instruction though: result is just taken from EDX.

Sign is also taken from multiplication result: high 32 bits of result is shifted by 31 (leaving sign in least significant bit of
EAX). 1 is added to the final result if sign is negative, for result correction.

Listing 16.14: Optimizing MSVC 2012

_f3_32_unsigned PROC

mov eax, -1431655765 ; aaaaaaabH

mul DWORD PTR _a$[esp-4] ; unsigned multiply
; EDX=(input*0Oxaaaaaaab)/2/32

shr edx, 1
; EDX=(input*0xaaaaaaab)/2/33

mov eax, edx

ret 0

_f3_32_unsigned ENDP

_f3_32_signed PROC
mov eax, 1431655766 ; 55555556H
imul DWORD PTR _a$[esp-4] ; signed multiply
; take high part of product
; i1t is just the same as if to shift product by 32 bits right or to divide it by 2/32

mov eax, edx ; EAX=EDX=(input*0x55555556)/2/32
shr eax, 31 ; 0000001fH

add eax, edx ; add 1 if sign is negative

ret 0

_T3_32_signed ENDP

Read more about it in [War02, pp. 10-3].

16.3.4 Getting divisor
Variant #1

Often, the code has a form of:
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mov eax, MAGICAL CONSTANT

imul input value

sar edx, SHIFTING COEFFICIENT ; signed division by 2Ax using arithmetic shift right
mov eax, edx

shr eax, 31

add eax, edx

Let’s denote 32-bit magic-coefficient as M, shifting coefficient by C and divisor by D.
The divisor we need to get is:

232+C

D=
M

For example:

Listing 16.15: Optimizing MSVC 2012

mov eax, 2021161081 ; 78787879H
imul DWORD PTR _a$[esp-4]
sar edx, 3
mov eax, edx
shr eax, 31 ; 0000001fH
add eax, edx
This is:
93243

D=—"——
2021161081
Numbers are larger than 32-bit ones, so | use Wolfram Mathematica for convenience:

Listing 16.16: Wolfram Mathematica

In[1]:=N[2/7(32+3)/2021161081]
Out[1]:=17.

So the divisor from the code | used for example is 17.
As of x64 division, things are the same, but 254 should be used instead of 232:

uint64_t f1234(uint64_t a)

{
return a/1234;
}
Listing 16.17: Optimizing MSVC 2012 x64
1234 PROC
mov rax, 7653754429286296943 ; 6a37991a23aead6fH
mul rcx
shr rdx, 9
mov rax, rdx
ret 0
1234 ENDP

Listing 16.18: Wolfram Mathematica

In[1]:=N[2A(64+9)/16AN6a37991a23aead6f]
Out[1]:=1234.

Variant #2

A variant with omitted arithmetic shift is also exist:

mov eax, 55555556h ; 1431655766
imul ecx

mov eax, edx

shr eax, 1Fh
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The method of getting divisor is simplified:

As of my example, this is:

D=——"
1431655766

And again | use Wolfram Mathematica:

Listing 16.19: Wolfram Mathematica

232

M

232

In[1]:=N[2A32/16AN55555556]
Qut[1]:=3.

The divisor is 3.

16.4 Exercises

16.4.1 Exercise #1

What this code does?

Listing 16.20: Optimizing MSVC 2010

_a%$ =8
_f PROC
mov ecx, DWORD PTR _a$[esp-4]
mov eax, -968154503 ; c64b2279H
imul ecx
add edx, ecx
sar edx, 9
mov eax, edx
shr eax, 31 ; 0000001fH
add eax, edx
ret 0
_f ENDP
Listing 16.21: Optimizing GCC 4.9 (ARM64)
f:
mov w1, 8825

movk w1, Oxc64b, 1lsl 16
smull x1, w0, wi

Isr x1, x1, 32
add w1, w0, wil
asr wl, wi, 9
sub w0, wl, w0, asr 31
ret
Answer F.1.8.

16.4.2 Exercise #2

What this code does?

Listing 16.22: Optimizing MSVC 2010

_a%$ =8

it PROC
mov ecx, DWORD PTR _a$[esp-4]
lea eax, DWORD PTR [ecx*8]
sub eax, ecx
ret 0

f ENDP
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Listing 16.23: Non-optimizing Keil 6/2013 (ARM mode)

f PROC

RSB ro,r0,r0,LSL #3

BX 1r

ENDP

Listing 16.24: Non-optimizing Keil 6/2013 (thumb mode)

f PROC

LSLS r1,r0,#3

SUBS ro,r1,r0

BX 1r

ENDP

Listing 16.25: Optimizing GCC 4.9 (ARM64)

f:

1sl wl, wO, 3

sub wOo, wil, w0

ret

Answer F.1.8.
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Chapter 17

Floating-point unit

FPU!— is a device within main CPU specially designed to deal with floating point numbers.
It was called coprocessor in past. It stay aside of the main CPU and looks like programmable calculator in some way.
It is worth to study stack machines? before FPU studying, or learn Forth language basics®.

It is interesting to know that coprocessor in past (before 80486 CPU) was a separate chip and it was not always set-
tled on motherboard. It was possible to buy it separately and install *.

Starting at 80486 DX CPU, FPU is always present in it.

FWAIT instruction may remind us that fact—it switches CPU to waiting state, so it can wait until FPU finishes its work.
Another rudiment is the fact that FPU-instruction opcodes are started with so called ‘escape™opcodes (D8. .DF), i.e., op-
codes passed into separate coprocessor.

FPU has a stack capable to hold 8 80-bit registers, each register can hold a number in IEEE 754°format.  They are
ST(0)..ST(7). For brevity, IDA and OllyDbg shows ST(0) as ST, which is represented in some textbooks and manuals as
“Stack Top”.

Standard C/C++ languages offer at least two floating number types, float (single-precision®, 32 bits) 7 and double (double-
precision®, 64 bits).

GCC also supports long double type (extended precision®, 80 bit) but MSVC is not.

float type requires the same number of bits as int type in 32-bit environment, but number representation is completely
different.

Number in IEEE 754 format consisting of sign, significand (also called fraction) and exponent.

17.1 Simple example

Let’s consider simple example:

#include <stdio.h>

double f (double a, double b)

{

return a/3.14 + b*4.1;
+
int main()

LFloating-point unit

Zhttp://en.wikipedia.org/wiki/Stack_machine

Shttp://en.wikipedia.org/wiki/Forth_(programming_language)

“For example, John Carmack used fixed-point arithmetic values in his Doom video game, stored in 32-bit GPR registers (16 bit for intergral part and
another 16 bit for fractional part), so the Doom could work on 32-bit computer without FPU, i.e., 80386 and 80486 SX

Shttp://en.wikipedia.org/wiki/IEEE_754-2008

bhttp://en.wikipedia.org/wiki/Single-precision_floating-point_format

’single precision float numbers format is also addressed in the Working with the float type as with a structure (21.6.2) section

8http://en.wikipedia.org/wiki/Double-precision_floating-point_format

°http://en.wikipedia.org/wiki/Extended_precision
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CHAPTER 17. FLOATING-POINT UNIT 17.1. SIMPLE EXAMPLE
{

printf ("%f\n", (1.2, 3.4));
+

17.1.1 x86
MSVC
Compile it in MSVC 2010:
Listing 17.1: MSVC 2010: f()

CONST SEGMENT

_ real@4010666666666666 DQ 04010666666666666r ;4.1
CONST ENDS

CONST SEGMENT

_ real@40091eb851eb851f DQ 040091eb851eb851fr ; 3.14
CONST ENDS

_TEXT SEGMENT

_a$ =38 ; size = 8
_b%$ = 16 ; size = 8
_T PROC

push  ebp

mov ebp, esp

fld QWORD PTR _a$[ebp]
; current stack state: ST(0) = _a
fdiv QWORD PTR _ real@40091eb851eb851f
; current stack state: ST(0) = result of _a divided by 3.13
fld QWORD PTR _b$[ebp]
; current stack state: ST(0) = _b; ST(1) = result of _a divided by 3.13
fmul  QWORD PTR _ real@4010666666666666
; current stack state: ST(0) = result of _b * 4.1; ST(1) = result of _a divided by 3.13
faddp ST(1), ST(0)

; current stack state: ST(0) = result of addition

pop ebp
ret 0
_f ENDP

FLD takes 8 bytes from stack and load the number into the ST(0Q) register, automatically converting it into internal
80-bit format (extended precision).

FDIV divides value in the ST(0) register by number stored at address ___real@40091eb851eb851f —3.14 value is
encoded there. Assembler syntax missing floating point numbers, so, what we see here is hexadecimal representation of
3.14 number in 64-bit IEEE 754 format.

After FDIV execution, ST(0) will hold quotient.

By the way, there is also FDIVP instruction, which divides ST(1) by ST(0), popping both these values from stack and
then pushing result. If you know Forth language'®, you will quickly understand that this is stack machine®*.

The next FLD instruction pushing b value into stack.

After that, quotient is placed to the ST( 1) register, and the ST(0) will hold b value.

Tht next FMUL instruction do multiplication: b from the ST(0) register by value at ___real@4010666666666666 (4.1
number is there) and leaves result in the ST(0) register.

The very last FADDP instruction adds two values at top of stack, storing result to the ST (1) register and then popping
value at ST( 1), hereby leaving result at top of stack in the ST(0).

The function must return result in the ST(0) register, so there are no any other instructions except of function epilogue
after FADDP.

Ohttp://en.wikipedia.org/wiki/Forth_(programming_language)
Uhttp://en.wikipedia.org/wiki/Stack_machine
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MSVC + OllyDbg

| marked by red 2 pairs of 32-bit words in stack. Each pair is double-number in IEEE 754 format passed from main(). We
see how first FLD loads a value (1.2) from stack and put it into ST(0Q) register:

=10 x|
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. EEEC MU EEP, ESP =
: ERy Q9242950
s IE] | IS FLD GWORD PTR S5:[EEP+31 EoD AAaoneeT
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<
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paeaines|| | SUE ESF. 68

paasinze| - FLO GWORD PTR DS:[9C158] Lessisse ERAMREIHESSS (e
pagaiazc|| | FSTP QWORD FTR $5: LESFI EFL @EAEGZEE (MO, ME, HE, A, NS, FE, GE, &)

ES BBZE 22bit BIFFFFFFFF)
CS BEz22 22bit BIFFFFFFFF)
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22bit FEFDDBE@LFFF)
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m

L]

]

(]

o

w

eEa3iazr|| . SUE ESP, S :

GEE51652|| . DOBS SAC1A%8E| FLO GUWORD FTR OS:[SC1S5E1 %Tl——a—a—m ggléd 1. 1355309993339999550 )
FaE21622|| . DDICZ4 FSTP QWORD FTR S5:LESFI ST empty B

FA321602E|| . ES CBFFFFFF  |CALL simple. 38391860 sinple.@88918 | 205 ZURCD G0

gEasiada|| . §304 @5 ADO_ESF, 2 ST4 empty Q.8

FERzia4z|| . DDiC24 FSTP QWORD FTR S5:[ESFI ETS empty 8.0

Faa21046 | . 6% BEFEA2ER |FUSH imple.3O0SFEGD ASCIT "wf@” w276 Zepry ooo
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BE4EFCOE -
BEES1E46 | RETURH to simple.@@@31840 from Simple.@88916008

SFF33333
533335532
JEEE222

Baas12C1 | RETURM to simple.@@8912C1 from simple. BAE91E28
BEEEHEHE1

—Ez
I
iy

Address |Hex dump HSCIT

GRE9FEEE[ 25 &6 BA B@| 7S 28 60 88| Xf..ull..
BEEIFREZ| 7S 92 BE B8 Bl B8 B0 88 sU..6...
GEE9Faial0g 22 ER BRIND 23 FO R9) LopRLasy)
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BE4aFCCC
BE4EFCDE
BE4aFC04
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Figure 17.1: OllyDbg: first FLD executed

Because of unavoidable conversion errors from 64-bit IEEE 754 float point number into 80-bit (used internally in FPU), we
see here 1.999..., which is close to 1.2. EIP right now is pointing to the next instruction (FDIV), which loads double-number
(a constant) from memory. For convenience, OllyDbg shows its value: 3.14.
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Let’s trace more. FDIV executed, now ST(0) contain 0.382... (quotient):
CPU - main thread, module simple ] [
BOE1GEE| 5 55 PUSH _EGF i
sooaioel ([ . SBEc MOU EEF, ESP 2 |Registers (PP =
ooetines|| - OD4S Bo FLO GWORD PTR S5:[EEP+S] Eon AAGoaanl
Bogataoel] | DCSS FOIU GWORD PTR OS:[3C1451 b
. 0045 1@ FLO GWORD PTR S5t LEEF+1@] o RS
Boooi0oF|| . DCED 48C1A9EE| FRUL GWORD PTR DS:C9C1481 = e
eoeainis|| - DECI FRODP ST011,5T ERP AR46FCRA
eaea1ni7|| - 50 POP EBP T REREEE
eaeaimiz|L. C3 RETH S
pEER1E1R| | CC INTZ _
auobiolhl  CC INT3 EIF @E@T1EAC = imple.DE0T1EE0
C @ ES @826 3Zbit BiFFFFFFFF)
goaciolnl  EE e F 1 CS BB23 32bit BIFFFFFFFF)
e B S A @ S5 BBEZE 32bit BIFFFFFFFF)
e . il £ @ DS BBZE 32bit BIFFFFFFFF)
Boaotolfl s St - 5 @ F5 @653 37bit FEFOOGEELFFF)
T @ G5 @826 32bit BiFFFFFFFF)
Bhgainss||  E3E€ oo O0p ESprE™ D g
paEaiazc|| - OOBE Efcimome|FLD GWORD FTR DS:[SC1SS] 0 8 LastErr ERROR_SUCCESS (88080084)
ggggiggg - ggéEEgS EE;F‘ QU,II:IRI:I FPTRE SS:LESF1] EEL _ARARAZAS (MO, ME,HE, R, M5, PE, GE, G)
“oaoinzo|| o BRGE Eeciases| FLD GHbRD PTR Ds:racisal g ualid 2. 20e100eaRERERd1aT1z
eaeainss|| - DD1GE4 FSTP GWORD PTR 55:LESF] Iz e Eh
GOBOIGGE|| L ES COPFFFFF | CALL <ingle. 00031000 simple.ooestn | Zp5 SOETY D0
oopzinan|| - 5304 Be ADO_ESP, ST4 EmEry Al
coaoidd)| . ooiczd PP GWBAD PTR 55: [ESF EE o ath
paeainds|| | PUSH =imple.@RESFGEE ASCII "RFE” - orc CHEES 200
BAGT AAE: Lol cipnle BAGIIGNOA EA EMpTY aa
Stack ss-tamam:cs: 2. 4ADEDEDDEHERERE EUECURL 3218 ESPUDZOI
FST 3928 Cond BB BB Ecr @O 1008888 (GT)
FCW 827F Frec HEAR,53 Hask 111111
Address |Hex dum ASCII B4 EFCOE “
E - BEAGFCE || GEE31646| RETURH to =imple. @EE310A40 from :imple. GOE3 1666
POESEOER| 25 66 OF B0 7S 95 O 06| 2f..ul. . FE | e
PEEEFGES| 73 95 G0 06 61 @0 oo 06| sl 6. . Err | == e
PERRFEIG| 02 33 E2 P2 D3 22 Fo pol CorRedh)
e podorcis|| 2aadaaas
BEERFEIS[ 00 o5 40 Bol Do oo oo b9 “SL9 w36
] endarcoc || aa8E35355
PRESFAZA[ 0o o5 FE BalDs o5 F 3.9v378
s o e GE4EFCOE| £ GR4EFD1S ) )
BRBSFBoa I s e be Do o o Er| waemuah BE4BFCDS [aaamzm RETURM to imple.BEEYI2C] from <imple.BBE91029
ARARACADIOI NG A0 AN QAR An AR Aan Gnl -da BBq’BFEDB BBBBBBBI

Figure 17.2: OllyDbg: FDIV executed
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Third step: the next FLD executed, loading 3.4 into ST(0) (we see here approximated value 3.39999...):

Figure 17.3: OllyDbg: second FLD executed

[E cPU - main thread, module simple -0l =l
[STETSERNETSTE] =t FUSH EEF Regist [FFU] £ s
gooaionl ([ - SBEC MOU EEP, ESP e R
saaoi6ez|| - OD4E e FLO GWORD PTR SS:[EBP+E] e e
aaaoinos|| - OC3E 4gnieses| FOIV GWORD PTR DS:[3C143] —A B poaepEl
gonaiancl] | 0048 i@ FLD GWORD FTR S5: [EEF+161 EEoREI=tE ot

. DCED 48C16966| FAUL GWORD PTR OS:CSC1d4@7 e pans
Boooioin|| . DECT FAODODP STC11,5T BHIE e
el g R
BEEa1E1s| | ok INTZ 30y Gy
pEEa1@ln|  oC INT2 EIF @EAS106F <imple.B009160F
geaalaie|  Co INTZ -

C @ ES 8828 32bit @iFFFFFFFF)

poEslolnl B mre F 1 O3 @923 32bit BiFFFFFFFF)
popsleln) e s A @ 53 @P2B 32bit G(FFFFFFFF]
goaslalel Lo e Z @ DS @928 32bit BIFFFFFFFE]
gaoaiatfl . EC A p— S @ FS@ec3 32bit PEFO0ABACFFF
EREt | = FUSH EEP o T 0 G5 6p28 32t GUFFFFFFFF)
Sacatocc|| o BheE Saciases| FLD GRS PTR DS:[5C158] UG LesdEs ERIRUEIEESS (EHEaEEE)
onobinat | 1 01C24. ESTP_QUDRD TR SS: [ESF] EFL @@AEE285 (MO, ME, HE, A, NS, PE, GE, &)

- B walid 5. 399995999599559955110
sasoinzz|| - ooes FLO GWORD PTR DS:[9C15@] Ig L 7
goasieds|| - DD1CEE FSTP QUORD PTR 56: [ESF] I_ e oo BEEIERA 15719
soaoi62E|| - ES CBFFFFFF | CALL simple.B@ss simple.@oBo1s | 212 CTS ol
soaoindn|| o 8304 e ADD_EF, S o1 ot B8
saaaiadz|| - OOlced FSTP GUWORD PTR SS:[ESFI oTe Tt oh
peaainde|| - &8 PUSH = inp |=. BGG3F 050 RSCIT "wf@” = | S1c ChEEY 200
SRGSI QAR E imole GARSIANG empty B
.ﬁ% ST7 empty BB e ESFUDZOI
A e AT By BTl el o]l ] FST 2828 Cond B G @G Err GG 1 @08 G@ (G

FCW 627F Prec NEAR,53 Mask 111 111

Add Hex d ASCII ETEETE TS
T R R R ] Er T BE4EFCEG | EE31648| RETURN to simple. G089 1848 fron = inple. GE091668 -
BRESFGES| 73 95 0P 06 61 00 6P o6 =W, LA, .. | b=
e A E ES B3 /S 2t smaproce| | 2zeasass
seooFoising 9o 4C CoT0r o g gl LaLyude) EER et ] e
peaarazal 0y oo PE BalDo o2 B2 bo|v3.9378
e el AR T 9a4GFCOA) sBadaF01S
AR s ol e B4 EFC O [aaamzm RETURM to imple.B08912C1 from =imple. BBE51E26
AAAQAFAZ2] 0@ (F @0 @A AA AR AR A a8 BR4EFCDE BREDEEE1

At the same time, quotient pushed into ST (1). Right now, EIP points to the next instruction: FMUL. It loads 4.1 constant
from memory, so OllyDbg shows it here.
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Next: FMUL was executed, now product is in ST(0):

=10] x|

gggg%gg? a |Registers (FFU) < <
BEE51 663 FLO GWORD PTR 551 [EEF+E] Er poeiete
BRG] G5 FOIY QUORD FTR DS:L9C148] — 5 poappEnt
BaE16EC FLO GWORD PTR S5: [EBF-+18] EpoggictEdos

BF FAUL GWORD FTR DS:CS9C146] EEn [EFDEREE

E FAODODP STi11,5T
BEEI1E1T EBP ECRQAndOREES
T ES] DEAEREHE
R E0] GEREER6E
BEES1E1A EIF BBAS1A15 simple.BOEI161E
S C @ ES @928 S2bit @(FFFFFFFE]
R F 1 CS@p23 32bit BIFFFFFFFF]
R A @ 53 GOZB 32hit @IFFFFFFFF]
JaEaimE Z @ DOS @@28 32bit GIFFFFFFFF]
| 5@ FS @953 22bit FEFOOE@ACFFF)
e i T @ G5 6828 32bit BiFFFFFFFF)
N | o Sy 3 DB Lasterr ERROR_SUCCESS | BRGEOHEE]
paaa1ezs| - FLO GWORD PTR DS:L[9C158]
pagaiazc| - ESTP QUORD FTR S5+ [EGF] EFL @EAEEZEE (MO, ME, NE, A, NS, PE, GE, &)
ErEErre| SNl a——— 5T@ valid 18,009939939939997 730
peaaieas|| - FSTP GUORD FTR 55:LESF] I_ T S LESEroAasalSE
paaa163e|| - EB EBFFFFFF CALL sinple. 00251068 simple.oagoie | 215 ENEES 2e0
sossinaa| | - ESF, B Sl S
Paman4s|| . Boited FETF BWBAD TR 55:[ESFI e S B
seaainds|| - 6o PUSH = inp |=. 2805F 000 RSCII "wfE” | oi: SWErY 22
Socoiadn =W=TeTe el TeTe ) Ll incle COSOianGa i EMphy X
ST=13. D39999599999597 700 SR Bl Ferunzo
Bt LI SR (S e e FST 2620 Cond B B 66 Ecr GG 1 @G GO & (6T

FCW B27F Prec MEAR,52 Mask 111 111

Add Hex _d ASCII LTI uTe]
T R R R R ] BT BEIGFCED | | GE05 LE4E| RETURN to 5 inple. DOESLEME from = inplLe. G0051006
BEESFEES| 7S 05 B9 00 Bl 00 oo oo s, 6., . | B
BEGSFG1A| 05 55 5 55 Fo Bol Lorgesd) posorcos | soios
AT S 4= i BE4GFCOE | | J00EEE 53
pEEaFezal 0o oo PE BolDo o2 B2 Bl wd.qud godorcis Linebesse
peaaraze[0s oo FAIBL DD o2 6o bl -3-83.3 . .
BBDAFASE[ Do Sa hr EEhs oo Go Bnl|umauih aoqarchs | [ B6a51251 | RETURN to simple.BBES1201 from = imple.BRES162E
AARACAEIS [ Am Re @O (Aml AW AE AE mEl - BadarFchDs| | aaaaaEa 1

Figure 17.4: OllyDbg: FMUL executed
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Next: FADDP was executed, now result of addition is in ST(0), and ST(1) is cleared:

EEEEIEECE N
EEE1AE1 () .
EEE1662
GEEI1 A6
BEEI1EEC
EEE1AEF
CAEA1A1E
EEEERE =]
EEEI1E1S
EEEa1a1A
GEE31a1E
BaEI1aic
BEE21E10
EEE821a1E
GEE1a1F
BaEI1E28
BEE1AZ1
EEEI1E22
GEEI1AZE
BAEI1EZC
BEES1AZF
EEE1aZ2

= PUSH_EEFP

HMaL EEF, ESP

FLD GWORD PTR S5:[EEF+2]
FOIYV QWORD PTR DS:[2C142]
FLO GWORD PTR S5: [EBF+1@]
FHMUL WiRD PTR OS:[2Ci4@]
FRADDP STC11,5T

SUB ESF, 2
FLD GQWORD PTR DS:[9C152]
FSTP _GWORD PTR S5: [ESP]
SlB ESF, 2
FLD GWORD PTR DS:[9C1EE]

gEEzioze| ) . DD1C24 FSTP QWORD PTE_SS:[ESP]
GaE31a3e|) « E8_CBFFFFFF CALL simple.B3@891868
EEEa1a4a(l . 83C4 A3 AOO ESF, 2

gEeaia42() . DD1C24 FSTP QWORD PTR S5S:[ESF]

G104
Ieleiel=Ehe =] ES SCREAREG

FUSH =imple.3089F0GG
Coll i e GEECGOH

BE48FCDE

ASCII "&f@E™

lsimnle.888918

E CPU - main thread, module simple

Stack EBB4EECBB]:BB4BFCDB (B84EFC0&)

EBP=EBER4EFC|

Address |Hex dump HSCII
BEHIFEEE] 25 g5 BA @A) VE 92 88 88| Ef. .ull.
BAEIFEES) 72 95 68 806l 80 ad eaf sl. .8, ..
BAEIFE1A| 03 23 F 2 33 F2 B9 “3Tw-3™
BAGIFALS 4 S B9 w2 w36
pagIFaza| 02 22 2E BRI 02 22 E2 B2l w3318
pagaFaze| 02 22 FPAMEL D2 22 6 Bol “S=fv3.9
BAE9Fasa 03 33 AC BaI 03 33 18 BF| “Sr -3t
AARAFAZAT0R AF A0 MRl AR 6 66 HE] S8

=0l x|

& |Registecs (FFU) i kS
=@ ERX 88242358
M ECY 8800881

ELC¥ HEZCEHSE

EE¥ VEFCEBEEH

ESF B84E8FCES

EEF BE84E8FCES

ESI BEREEEEE

ECI BEEEE8EE

EIF 886831817 simple.B8031817

C B ES B82B 22bit BIFFFFFFFF]

P 1 C5 @823 32bit BIFFFFFFFF]

A @ 55 @82B 32bit BIFFFFFFFF)

£ 8 D5 @828 22bit BIFFFFFFFF)

5 @ FS5 @853 22bit FEFOOBEELFFF)

E g 55 BEZE 32bit BIFFFFFFFF)

0 @ LastErrc ERROR_SUCCESS (O003E88E)

EF & (MO, ME,.MNE, A, N5, PE, GE, 5]

STA walid 14, 3221656A5095539938

'l emptir Eroor

ST2 empty B8

5TS empty @.0

ST4 empty B.A8

STE empty B.8
TR ETEe empty B.08

ST7 empty 13, 939999299900 297 720

3218 ESPUDZDI
FST 326 Cond 8 B 1 8 Err @ 8 1 @ 6 @ 8@ (GT)
FClW B27F Prec MEAR,52 Mask 111111

BE4aFC0E
BEEI 1 E40
33333333
SFF235532
3323332
4GEE2222
[BB4BFD18

BE4EFCEC
Ba4aFCCE
BE4EFCCS
BE4aFCCs
BE4EFCCC
Ba4aFCoE
BE4EFCO4
BE4aFCoe

BEE312C1
BEEEHEEE]

ry

RETURM to simple.BEER1E4E from simple. BEED1EEGE

RETURH to simple.@@8@912C1 from simple. 80891625

Figure 17.5: OllyDbg: FADDP executed

Result is left in ST(0), because the function returns its value in ST(0). main() will take this value from the register

soon.

We also see something unusual: 13.93... value is now located in ST(7). Why?

As | wrote before, FPU registers is stack: 17. But this is simplification.

Just imagine if it would be implemented in

hardware as it's described, then all the rest 7 register’s contents must be moved (or copied) to adjacent registers during

pushing and popping, and that’s a lot of work.

In reality, FPU has just 8 registers and a pointer (called TOP) which has

register number, which is current “top of stack” When value is pushed into stack, TOP register is changing and pointing to

a next available register, and then a value is written to it.

The procedure is reversed if value is popped, however, register

which was freed is not cleared (it could be cleared, but this is another work which may degrade performance). So that’s what

we see here.

It can be said, FADDP saved sum in stack, and then popped one element.

sum and then shifted TOP register. More precisely, FPU registers is circular buffer.

GCC

GCC 4.4.1 (with -03 option) emits the same code, however, slightly different:

Listing 17.2: Optimizing GCC 4.4.1

But in fact, this instruction saved

public f
f proc near
arg_0 = gword ptr 8
arg_8 = qword ptr 10h
push ebp
fld ds:dbl_8048608 ; 3.14

; stack state now: ST(0) = 3.13

mov
fdivr

ebp, esp
[ebp+arg_0]

; stack state now: ST(0) = result of division

fld ds:dbl_8048610 ; 4.1

; stack state now: ST(0) = 4.1, ST(1)

result of division
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fmul [ebp+arg_8]
; stack state now: ST(0) = result of multiplication, ST(1) = result of division

pop ebp
faddp st(1), st

; stack state now: ST(0) = result of addition

retn
f endp

The difference is that, first of all, 3.14 is pushed to stack (into ST(0)), and then value in arg_0 is divided by value in
the ST(0) register.

FDIVR meaning Reverse Divide —to divide with divisor and dividend swapped with each other. There is no likewise
instruction for multiplication since multiplication is commutative operation, so we have just FMUL without its - R counterpart.

FADDP adding two values but also popping one value from stack. After that operation, ST(0) holds the sum.

17.1.2  ARM: Optimizing Xcode 4.6.3 (LLVM) (ARM mode)

Until ARM has floating standardized point support, several processor manufacturers may add their own instructions exten-
sions. Then, VFP (Vector Floating Point) was standardized.

One important difference from x86, there you working with FPU-stack, but here, in ARM, there are no any stack, you work
just with registers.

f
VLDR D16, =3.14
VMOV D17, RO, R1 ; load a
VMOV D18, R2, R3 ; load b
VDIV.F64 D16, D17, D16 ; a/3.14
VLDR D17, =4.1
VMUL . F64 D17, D18, D17 ; b*4.1
VADD.F64 D16, D17, D16 ; +
VMOV RO, R1, D16
BX LR
dbl_2C98 DCFD 3.14 ; DATA XREF: f
dbl_2CA0 DCFD 4.1 ; DATA XREF: f+10

So, we see here new registers used, with D prefix. These are 64-bit registers, there are 32 of them, and these can be
used both for floating-point numbers (double) but also for SIMD (it is called NEON here in ARM). There are also 32 32-
bit S-registers, they are intended to be used for single precision floating pointer numbers (float). It is easy to remember:
D-registers are intended for double precision numbers, while S-registers —for single precision numbers. More about it: B.3.3.

Both (3.14 and 4.1) constants are stored in memory in IEEE 754 form.

VLDR and VMOV instructions, as it can be easily deduced, are analogous to the LDR and MOV instructions, but they works
with D-registers. It should be noted that these instructions, just like D-registers, are intended not only for floating point
numbers, but can be also used for SIMD (NEON) operations and this will also be revealed soon.

Arguments are passed to function in common way, via R-registers, however, each number having double precision has
size 64-bits, so, for passing each, two R-registers are needed.

VMOV D17, RO, R1'' atthe very beginning, composing two 32-bit values from RO and R1 into one 64-bit value
and saves it to D17.

VMOV RO, R1, D16'' is inverse operation, what was in D16 leaving in two RO and R1 registers, since double-
precision number, needing 64 bits for storage, is returning in the RO and R1 registers pair.

VDIV, VMUL and VADD, are instruction for floating point numbers processing, computing, quotient, product and sum,
respectively.

The code for thumb-2 is same.

17.1.3 ARM: Optimizing Keil 6/2013 (thumb mode)

.f
PUSH {R3-R7,LR}
MOVS R7, R2
MOVS R4, R3
MOVS R5, RO
MOVS R6, R1
LDR R2, =0x66666666 ; 4.1
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LDR R3, =0x40106666
MOVS RO, R7

MOVS R1, R4

BL __aeabi_dmul
MOVS R7, RO

MOVS R4, R1

LDR R2, =0x51EB851F ; 3.14
LDR R3, =0x40091EBS8
MOVS RO, R5

MOVS R1, R6

BL __aeabi_ddiv
MOVS R2, R7

MOVS R3, R4

BL __aeabi_dadd

POP {R3-R7,PC}
; 4.1 in IEEE 754 form:
dword_364 DCD 0x66666666 ; DATA XREF: f+A
dword_368 DCD 0x40106666 ; DATA XREF: f+C
; 3.14 in IEEE 754 form:
dword_36C DCD Ox51EB851F ; DATA XREF: f+1A
dword_370 DCD 0x40091EBS8 ; DATA XREF: f+1C

Keil generated for processor without FPU or NEON support. So, double-precision floating numbers are passed via generic
R-registers, and instead of FPU-instructions, service library functions are called (like __aeabi_dmul, _ aeabi_ddiv,
__aeabi_dadd ) which emulates multiplication, division and addition floating-point numbers. Of course, that is slower

than FPU-coprocessor, but it is better than nothing.

By the way, similar FPU-emulating libraries were very popular in x86 world when coprocessors were rare and expensive,

and were installed only on expensive computers.

FPU-coprocessor emulating called soft float or armel in ARM world, while using coprocessor’s FPU-instructions called hard

float or armhf.

17.1.4 ARM64: Optimizing GCC (Linaro) 4.9

Very compact code:

f:
; DO = a, D1 =D

ldr d2, .LC25 ; 3.14
; D2 = 3.14

fdiv do, do, d2
; DO = DO/D2 = a/3.14

ldr d2, .LC26 ;4.1
; D2 = 4.1

fmadd do, d1, d2, doO
; DO = D1*D2+D0 = b*4.1+a/3.14

ret

; constants in IEEE 754 format

.LC25:
.word 1374389535 ; 3.14
.word 1074339512

.LC26:
.word 1717986918 ;4.1
.word 1074816614

17.1.5 ARM64: Non-optimizing GCC (Linaro) 4.9

f:
sub sp, sp, #16
str do, [sp,8] ; store a in Register Save Area
str d1, [sp] ; store b in Register Save Area
ldr x1, [sp,8]

; X1 = a
ldr x0, .LC25

; X0 = 3.14

fmov do, x1
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fmov d1, x0

a, D1 3.14
fdiv do, do, d1

; DO = DO/D1 = a/3.14

; DO

fmov x1, doO

; X1 = a/3.14

ldr x2, [spl
X2 =D

ldr x0, .LC26
; X0 = 4.1

fmov do, x2
; DO = Db

fmov d1, x0
; D1 = 4.1

fmul do, do, di
; DO = DO*D1 = b*4.1

fmov x0, doO
; X0 = DO = b*4.1
fmov do, x1
; DO = a/3.14
fmov d1, x0
; D1 = X0 = b*4.1
fadd do, do, d1
; DO = DO+D1 = a/3.14 + b*4.1

; redundant code:
fmov x0, doO
fmov do, xO0

add sp, sp, 16
ret
.LC25:
.word 1374389535 ; 3.14
.word 1074339512
.LC26:

.word 1717986918 ;4.1
.word 1074816614

Non-optimizing GCC is more verbose. There are a lot of unnecessary value shuffling, including clearly redundant code
(last two FMOV instructions). Probably, GCC 4.9 is not yet good on generating ARM64 code. What is worth to note is that
ARM64 has 64-bit registers, and D-registers are 64-bit ones as well. So the compiler is free to save values of double type in
GPR’s instead of local stack. This wasn’t possible on 32-bit CPUs.

And again, as an exercise, you can try to optimize this function manually, without introducing new instructions like
FMADD.

17.2 Passing floating point number via arguments

#include <math.h>
#include <stdio.h>

int main ()

{
printf ("32.01 A~ 1.54 = %1f\n", pow (32.01,1.54));
return 0;

h

17.2.1 x86

Let’s see what we got in (MSVC 2010):

Listing 17.3: MSVC 2010

CONST SEGMENT
__real@40400147ae147ae1 DQ 040400147ae147aelr ; 32.01
__real@3ff8a3d70a3d70a4 DQ 03ff8a3d70a3d70a4dr ; 1.54
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CONST ENDS

_main PROC
push  ebp
mov ebp, esp
sub esp, 8 ; allocate place for the first variable

fld QWORD PTR __real@3ff8a3d70a3d70a4

fstp QWORD PTR [esp]

sub esp, 8 ; allocate place for the second variable
fld QWORD PTR __real@40400147ae147ae1

fstp QWORD PTR [esp]

call _pow

add esp, 8 ; "return back" place of one variable.

; in local stack here 8 bytes still reserved for us.
; result now in ST(0)

fstp QWORD PTR [esp] ; move result from ST(0) to local stack for printf()
push  OFFSET $5G2651

call _printf

add esp, 12

Xor eax, eax
pop ebp
ret 0

_main ENDP

FLD and FSTP are moving variables from/to data segment to FPU stack. pow( )*? taking both values from FPU-stack and
returns result in the ST(0) register. printf () takes 8 bytes from local stack and interpret them as double type variable.

By the way, pair of MOV instructions could be used here for moving values from memory into stack: because values in
memory are stored in IEEE 754 format, and pow() also takes them in this format, so, no conversion is necessary. That’s how
it's done in the next ARM example: 17.2.2.

17.2.2 ARM + Non-optimizing Xcode 4.6.3 (LLVM) (thumb-2 mode)

_main
var_C = -0xC
PUSH {R7,LR}
MoV R7, SP
SUB SP, SP, #4
VLDR D16, =32.01
VMOV RO, R1, D16
VLDR D16, =1.54
VMOV R2, R3, D16
BLX _pow
VMOV D16, RO, R1
MoV RO, OxFC1 ; "32.01 A 1.54 = %1f\n"
ADD RO, PC
VMOV R1, R2, D16
BLX _printf
MOVS R1, O
STR RO, [SP,#0xC+var_C]
MoV RO, R1
ADD SP, SP, #4
POP {R7,PC}
dbl_2F90 DCFD 32.01 ; DATA XREF: _main+6
dbl_2F98 DCFD 1.54 ; DATA XREF: _main+E

As | wrote before, 64-bit floating pointer numbers are passed in R-registers pairs. This code is redundant for a little
(certainly because optimization is turned off), since it is actually possible to load values into R-registers directly without
touching D-registers.

So, as we see, _pow function receiving first argument in RO and R1, and the second one in R2 and R3. Function leaves
result in RO and R1. Result of _pow is moved into D16, then in R1 and R2 pair, from where printf () will take the resulting
number.

2standard C function, raises a number to the given power (exponentiation)
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17.2.3 ARM + Non-optimizing Keil 6/2013 (ARM mode)

_main

STMFD SP!, {R4-R6,LR}

LDR R2, =0xA3D70A4 ; y

LDR R3, =0x3FF8A3D7

LDR RO, =0xAE147AE1 ; x

LDR R1, =0x40400147

BL pow

MoV R4, RO

MoV R2, R4

MoV R3, R1

ADR RO, a32_011_54Lf ; "32.01 A 1.54 = %1f\n"

BL _ 2printf

MoV RO, #0

LDMFD SP!, {R4-R6,PC}
y DCD 0xA3D70A4 ; DATA XREF: _main+4
dword_520 DCD O0x3FF8A3D7 ; DATA XREF: _main+8
; double x
X DCD OxAE147AE1 ; DATA XREF: _main+C
dword_528 DCD 0x40400147 ; DATA XREF: _main+10

a32_011_54Lf DCB "32.01 A 1.54 = %1f",0xA,0
; DATA XREF: _main+24

D-registers are not used here, only R-register pairs are used.

17.2.4 ARM64 + Optimizing GCC (Linaro) 4.9

f:
stp x29, x30, [sp, -16]!
add x29, sp, O
ldr d1, .LC1 ; load 1.54 into D1
ldr d0, .LCO ; load 32.01 into DO
bl pow

; result of pow() in DO
adrp x0, .LC2

add x0, x0, :lo12:.LC2
bl printf

mov w0, 0

ldp x29, x30, [spl, 16
ret

.LCO:
: 32.01 in IEEE 754 format
.word -1374389535
.word 1077936455
.LC1:
; 1.54 in IEEE 754 format
.word 171798692
.word 1073259479
.LC2:
.string "32.01 A 1.54 = %1f\n"

Constants are loaded into DO and D1: pow() function will take them there. Result is in DO after execution of pow(). It
is passed into printf () without any modification and moving, because printf () takes argumens of integral types and

pointers from X-registers, and floating pointer arguments from D-registers.

17.3 Comparison example

Let’s try this:

#include <stdio.h>

double d_max (double a, double b)

{
if (a>b)
return a;
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return b;
}
int main()
{
printf ("%f\n", d_max (1.2, 3.4));
printf ("%f\n", d_max (5.6, -4));
I

Despite simplicity of the function, it will be harder to understand how it works.

17.3.1 x86
Non-optimizing MSVC
MSVC 2010 generated:
Listing 17.4: MSVC 2010

PUBLIC _d_max
_TEXT SEGMENT
_a$ =8 ; size = 8
_b$ = 16 ; size = 8
_d_max PROC

push ebp

mov ebp, esp

fld  QWORD PTR _b$[ebp]

; current stack state: ST(0) = _b
; compare _b (ST(0)) and _a, and pop register

fcomp QWORD PTR _a$[ebp]

; stack is empty here

fnstsw ax
test ah, 5
jp SHORT $LN1@d_max

; we are here only if a>b

f1d QWORD PTR _a$[ebp]
jmp SHORT $LN2@d_max

$LN1@d_max:

f1ld QWORD PTR _b$[ebp]
$LN2@d_max:

pop ebp

ret 0
_d_max ENDP

So, FLD loading _b into the ST(0) register.

FCOMP compares the value in the ST(0) register with what is in _a value and set C3/C2/C0 bits in FPU status word
register. This is 16-bit register reflecting current state of FPU.

After bits are set, the FCOMP instruction also popping one variable from stack. This is what distinguish it from FCOM,
which is just comparing values, leaving the stack at the same state.

Unfortunately, CPU before Intel P6 > has not any conditional jumps instructions which are checking C3/C2/CO bits.
Probably, it is a matter of history (remember: FPU was separate chip in past).
Modern CPU starting at Intel P6 has FCOMI/FCOMIP/FUCOMI/FUCOMIP instructions —which does the same, but modifies
CPU flags ZF/PF/CF.

So the FNSTSW instruction copies FPU status word register to the AX. Bits C3/C2/CO are placed at positions 14/10/8,
they will be at the same positions in the AX register and all they are placed in high part of the AX —AH.

e If b> a in our example, then C3/C2/CO bits will be set as following: 0, 0, 0.
e If a > b, then bits will be set: 0, 0, 1.
e If a = b, then bits will be set: 1, 0, 0.

« If result is unordered (in case of error), then bits will be set: 1, 1, 1.

13|ntel P6 is Pentium Pro, Pentium II, etc
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This is how C3/C2/CO0 bits are located in the AX register:

14 10 9 8

3 cz2(c1|co

This is how C3/C2/CO0 bits are located in the AH register:

6 2 1 0

3 C2(C1i|CO

After test ah, 5 execution®*, only CO and C2 bits (on 0 and 2 position) will be considered, all other bits will be
ignored.

Now let’s talk about parity flag. Another notable epoch rudiment.

This flag is to be set to 1 if number of ones in last calculation result is even. And to 0 if odd.

Let’s look into Wikipedia °:

One common reason to test the parity flag actually has nothing to do with parity. The FPU has four
condition flags (CO to C3), but they can not be tested directly, and must instead be first copied to the flags
register. When this happens, CO is placed in the carry flag, C2 in the parity flag and C3 in the zero flag. The
(2 flag is set when e.g. incomparable floating point values (NaN or unsupported format) are compared with
the FUCOM instructions.

As noted in Wikipedia, the parity flag used sometimes in FPU code and let’s see how.

The PF flag will be set to 1 if both CO and C2 are set to 0 or both are 1. And then following JP (jump if PF==1) will be
triggered. If we recall values of the C3/C2/CO for various cases, we will see the conditional jump JP will be triggered in two
cases: if b> a or a = b (C3 bit is not considering here since it was cleared while execution of the test ah, 5 instruction).

It is all simple thereafter. If conditional jump was triggered, FLD will load the _b value to the ST(0) register, and if it
is not triggered, the value of the _a variable will be loaded.

What about C2 flag checking?

C2 flag is set in case of error (NaN, etc), but our code doesn’t check it. If programmer is aware about FPU errors, he/she
must add additional checks.

145=1001b
Bhttp://en.wikipedia.org/wiki/Parity_flag
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First OllyDbg example: a=1.2 and b=3.4

Let’s load the example into OllyDbg:

E CPU - main thread, module d_max

Registers [(FFLU) 4 <

FTR SS:[EBFP+18]

HACAIBEE| S 55 FLIEH EEF

EECALl@El() . SBEC MoL EEF, ESP