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Enter your personal notes here

Cisco Webex App 

5

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKEWN-2846
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1.  Importance of wireless High Availability
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3.  SSO Wireless Controller Redundancy
4.  Upstream Switch & Link Level Redundancy

5.  Software Upgrades; ISSU & N+1 Hitless

6.  Software Patching Capabilities
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..But First Let me Introduce Myself
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Importance of wireless
High Availability
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The New Normal: Zero Downtime

9BRKEWN-2846

• Power outage

• Network or controller failure
• WAN Down

• Image Upgrade

• Network Upgrade

• Software Updates

• Hot/Cold Patching 
• PSIRT Fix

Unplanned events Image Upgrades 



N+1 Wireless
Controller Redundancy
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N+1 Redundancy

11BRKEWN-2846

• Single 9800 serves as backup for N number of 
controllers

• Backup controller can be different model and 
software version

• Can be configured to automatically fallback to 
primary

• APs will need to rejoin, and clients re-authenticate

• Secondary WLC can be on a different subnet

Primary 
9800

Secondary 
9800

AP failover takes ~45-60 seconds
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N+1 Redundancy
Configuration
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N+1 Redundancy
Bulk AP Provisioning
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N+1 Redundancy
Bulk AP Provisioning
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N+1 Redundancy
Configuration
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N+1 Redundancy
Configuration
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N+1 Redundancy
Configuration

17BRKEWN-2846



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

N+1 Redundancy
Configuration
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Define tag mappings via static mappings 

Save tag mappings on the AP
(& define tags on secondary controller)

Primary 
9800

Secondary 
9800

SSID A SSID A

AP to Tag Mappings
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AP to Tag Mappings
Configuration
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N+1 Redundancy
Using  Catalyst Center; Primary WLC
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N+1 Redundancy
Using Catalyst Center; Secondary WLC
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N+1 Redundancy
Best Practices 

24BRKEWN-2846

WLANs Profiles and Policies

Policy TagMobility Group

RF TagSite Tag

AP-to-Tag Mappings

Primary and Secondary WLC should run the same 
software version

Configurations should be consistent across the Primary, 
Secondary, and controllers (use Catalyst Center to 
automate)



SSO Wireless
Controller Redundancy
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Stateful Switchover (SSO)

Active 
9800

AP failover takes order of sub seconds

Active 
9800

Standby 
9800

Standby 
9800

HA SSO Pair

BRKEWN-2846 26

• Pair of 9800 in Active & Hot-
Standby appear as a single WLC to 
the network

• All configuration synced between 
the pair for seamless, stateful 
switchover

• Clients and APs do not disconnect
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Stateful Switchover (SSO)

BRKEWN-2846

RP Port

Enterprise network

L2 port channels
+ dot1q trunk

Active Standby

StackWise 
Pair

Redundancy Port (RP)

• Syncs configuration and AP/Client 
databases between Active and 
Standby

• Monitors status of the chassis

• Layer 2 adjacent

27
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Stateful Switchover (SSO)
Redundancy Port on 9800-CL Virtual (on-prem)

vWLC1-Standby
vWLC1-Active

C
P

D
P

vswitch

vWLC1-Standby

C
P

D
P

vswitch

vswitch

HA interface

vWLC1-Active

C
P

D
P

vswitch

vswitch

HA interface

C
P

D
P

switch

switch

UCS Server UCS Server UCS Server

Intra-Host Redundancy 

Inter-Host 
Redundancy 

BRKEWN-2846 

vswitch 

28
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Stateful Switchover (SSO)
Redundancy Management Interface (RMI) 
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RP Port

Enterprise network

L2 port channels
+ dot1q trunk

Active Standby

StackWise 
Pair

RMI

RMI + RP

• RMI is virtual interface used for:
• Dual Active Detection
• Monitor status of Active/Standby

• Default Gateway Check with RMI

• RP is recommended to have back-to-
back connection

• RMI utilizes same underlay as wireless 
traffic
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Stateful Switchover (SSO)
Configuring SSO 

BRKEWN-2846 30



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Stateful Switchover (SSO)
Verifying the State of SSO; “show redundancy states”
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Chassis-1 Chassis-2
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Stateful Switchover (SSO)
Verifying the State of SSO; “show redundancy states”
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Chassis-1
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Stateful Switchover (SSO)
Verifying the State of SSO; from the GUI
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Stateful Switchover (SSO)
Using Catalyst Center 
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Stateful Switchover (SSO)
Using Catalyst Center 
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Stateful Switchover (SSO)
Using Catalyst Center 
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Stateful Switchover (SSO)
Best Practices 

BRKEWN-2846 37

Appliance Type

• Physical Appliances: Use exact same hardware model
        Eg, C9800-L-C cannot pair with C9800-L-F

• C9800-CL Private Cloud: Pick same template for both VMs

Software

• Both boxes are running the same software and 
in the same boot mode

• Install mode is recommend

Configurations
• Set keep-alive retries to 5

• Set the higher priority (2) on the chassis that 
should be active

• Renumber chassis prior to configuring



Upstream Switch &
Link Level Redundancy
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Supported Topologies
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StackWise 
Pair

Enterprise network

Active Standby

RP Port

RMI 

StackWise Pair with Split links StackWise Pair without Split links

RMI 

Enterprise network

StackWise 
Pair

Active Standby

RP Port

HSRP 
Activ

e

HSRP 
Standby

HSRP 

Enterprise network

RMI

Active Standby

RP Port
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9800-CL Port Channel

BRKEWN-2846 40

Link Level Connections 

• 9800-CL Private Cloud (17.5.1 and later) –  SR-IOV only

StackWise Switches

Gig1
Gig2

HA Port

9800-CL Standby

NIC1NIC2NIC3

UCS 2

Gig1
Gig2

HA Port

UCS 1
9800-CL Active

NIC1 NIC3NIC2



Software Upgrades;
ISSU & N+1 Hitless



Rolling AP Upgrades
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Rolling AP Upgrades
Neighbor Marking

25% 15% 5%
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802.11v

44

Clients steered from candidate APs to non-
candidate APs

802.11v BSS Transition Request à 
Dissociation Imminent 

Clients that do not honor this will be de-
authenticated before AP reload

Starting 17.11 AP stops responding to client 
probes and association (in Flex) 

BRKEWN-2846

Rolling AP Upgrades
Client Steering



In Service Software 
Upgrades (ISSU)
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In Service Software Upgrades (ISSU)
What is ISSU…? 
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Complete image upgrade 
from one image to another 

while traffic forwarding 
continues

All AP/Client sessions 
are retained during 
upgrade process

Automate the process of upgrade 
without manual intervention

Eliminate network downtime during 
controller upgrade process

Eliminate the need for a dedicated N+1 
controller in the upgrade process

Pre-requisites:
ü Base image is ISSU capable
ü SSO pair in Active-Hot Standby
ü Controllers in INSTALL mode
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In Service Software Upgrades (ISSU)
ISSU Process 
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SMU

Active
V1

Standby
V2

V1 V2

Standby
V2

Active
V2

Install New Image on Standby

Switchover

Install New Image on New 
Standby

Standby

New 
Image

New 
Image

New 
Image

New 
Image

Active

4 Fully Automated Steps
APs running V1
Pre-download V2 

APs running V1 on 
Active controller 
running V2

Enables ISSU
Enables ISSU

Active running V2 in SSO 
with Standby running V1 

Staggered AP upgrade
(Reload APs in staggered 

way)
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In Service Software Upgrades (ISSU)
ISSU Configuration 
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In Service Software Upgrades (ISSU)
ISSU; Monitoring the Process
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In Service Software Upgrades (ISSU)
ISSU; Monitoring the Process
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In Service Software Upgrades (ISSU)
Using Catalyst Center 
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In Service Software Upgrades (ISSU)
Using Catalyst Center 
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In Service Software Upgrades (ISSU)
Using Catalyst Center 
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In Service Software Upgrades (ISSU)
Using Catalyst Center 
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N+1 Site Based Hitless 
Upgrades
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N+1 Site Based Hitless Upgrade

Primary Secondary
Mobility TunnelVersion A

Version B

3 Pre-download image to the APs:

Pre-Download: 
AP Image Version B

Catalyst 9800 IOS-XE 17.9.1

2 Add the Sites that will be upgraded first

1 Load the new IOS XE image to the Primary controller

Version B
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N+1 Site Based Hitless Upgrade

4 Candidate AP and neighbor marking selection begins 

5 APs will reload with the new image and join the 
Secondary WLC on a rolling basis

6 As the APs successfully join the Secondary WLC, the 
Secondary will update the Primary WLC.

Mobility TunnelVersion A

Version B

Pre-Download: 
AP Image Version 
B

Version B

Catalyst 9800 IOS-XE 17.9.1

Primary Secondary
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N+1 Site Based Hitless Upgrade

7 Add further sites to the site filter: 

8
Initiate the AP image pre-download, reload with the 
new image, and join to the Secondary WLC in rolling 
fashion

9 As the APs successfully join the Secondary WLC, the 
Secondary will update the Primary WLC.

Mobility TunnelVersion A

Version B

Pre-Download: 
AP Image Version B

Version B

Catalyst 9800 IOS-XE 17.9.1

Primary Secondary
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N+1 Site Based Hitless Upgrade

Mobility TunnelVersion A Version B

Version B
Upgrade the rest of the sites by clearing the site filter 10

APs at the remaining sites will pre-download the 
image, reload with the new image, and join to the 
Secondary WLC in rolling fashion.

11

As the APs successfully join the Secondary WLC, the 
Secondary will update the Primary WLC.12

Pre-Download: 
AP Image Version B

Activate the new IOS XE image on the Primary WLC.13

Version B

Catalyst 9800 IOS-XE 17.9.1

Primary Secondary
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N+1 Site Based Hitless Upgrade
Configuration
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N+1 Site Based Hitless Upgrade
Configuration
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N+1 Site Based Hitless Upgrade
Verification
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N+1 Site Based Hitless Upgrade
Verification
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N+1 Site Based Hitless Upgrade
Verification
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N+1 Hitless Upgrade
Using Catalyst Center
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N+1 Hitless Upgrade
Using Catalyst Center
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N+1 Hitless Upgrade
Using Catalyst Center
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N+1 Hitless Upgrade
Using Catalyst Center
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N+1 Hitless Upgrade
Using Catalyst Center



Software Patching
Capabilities 
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Software Patching Capabilities 

Controller 
Updates

Controller update or bug fixes

New AP Model 
Support

Hot-patchable support for Device Pack

Contain impact within release
Fixes for defects and security issues 
without need to requalify a new release

Faster resolution to critical issues
Provide fixes to critical issues found in 
network devices that are time-sensitive

SMU^ AP Device Pack

PSIRTs, Fixes 
on APs 

AP updates or bug fixes

AP Service Pack

^SMU on MD 
Release only 
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Software Maintenance Update (SMU) 

Wireless Controller SMU installation 
Options 

Hot Patch
(No Wireless Controller reboot)

Auto Install on Standby 

Cold Patch
Wireless Controller Reboot

Hot-Patching

Inline replace of functions 
without restarting the process

On SSO Systems, patch will be 
applied on both active and 
standby without any reload

Cold Patching 

Install of a SMU will require a 
system reload

On SSO systems, SMU updates 
can be installed on the HA Pair with 
zero downtime

§ Software Maintenance Update (SMU) is the 
ability to apply patch fixes on a software 
release in the customer network

§ Current mechanism relies on Engineering 
Specials
• Entire image is rebuilt and delivered to 

customer
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Software Maintenance Update (SMU) 
Standalone vs Redundant Wireless Controller

Standalone 
Wireless 
Controller 

SSO Pair 

Hot Patch
(No Wireless Controller reboot)

Auto Install on Standby 

Cold Patch
Wireless Controller Reboot

Reload controller. AP & 
Client sessions would be 
affected.

Follows ISSU path and both 
Standby & Active controller 
reloaded but there is no impact to 
AP and Client session.

No reload of Controller. AP & 
Client session won’t be 
affected.

SMU activation applies patch on 
Active & Standby. There is no 
controller reload and there is no 
impact to AP and Client sessions.
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Software Maintenance Update (SMU) 
Cold Patch SMU on SSO Pair

Follows ISSU path and both 
Standby & Active controller 
reloaded but there is no 
impact to AP and Client 
session.

SMU

Active Standby

SMU

SMU

Standby Active

SMU

Standby

SMU

Active

SMU

Install SMU on Standby

Switchover to Activate SMU

Install SMU on New Standby
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Software Maintenance Update (SMU)
Configuration 
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Software Maintenance Update (SMU)
SSO
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AP Service Pack (APSP)

AP
 S

er
vi

ce
 P

ac
ks

Supported on all 
platforms and all 

deployment scenarios 
(Flex, Local and 

Fabric)

Per-AP model Service Pack
APSP can have a subset of APs that are 
affected by the update

Update on Subset APs
Fix applied on a subset of APs in the 
deployment using a site-filter 

Controlled Propagation
Enables user to control the propagation 
of APSP in the network

Pre-downloaded to and 
activated on the affected AP 

models only

Per-model APSP 
works in conjunction 

with site-specific 
rollout 
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AP Service Pack (APSP)
Per-Site / Per-Model Workflow

SiteCSiteA

9120AX APs 9115AX APs

Apply on Site A in rolling AP fashion Not applicable for building with 9130AX 

SiteB

9120AX APs 9115AX APs9130AX APs



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 79BRKEWN-2846

AP Service Pack (APSP)
Configuration
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AP Service Pack (APSP)
Verification
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AP Service Pack (APSP)
Verification
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AP Device Pack (APDP)

Traditionally ...

Reduce Lifecycle delays
Faster deployment of latest AP hardware 
and technology

Contain Impact within release
Deploy new hardware without need to
requalify a new controller release

Zero Network Downtime 
Applied as HOT patch on the controller 
with no service impact for APs and Clients

Plan for 
Upgrading 

entire network 

New AP hardware 
models need new 

WLC software 

Wait for CCO 
version and re-

qualify new release 

W
ith

 A
P 

D
ev

ic
e 

Pa
ck

s
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AP Device Pack (APDP)
Installation Workflow

9130AX APs 9115AX APs 9124AX APs
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AP Device Pack (APDP)
Configuration 
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AP Device Pack (APDP)
Verification 
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AP Device Pack (APDP)
Verification 
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Software Patching using Catalyst Center
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Software Patching using Catalyst Center
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Software Patching in Catalyst Center
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Extra Content..!

• Resiliency Feature Matrix

• Failure Scenarios for SSO

• Official Support Matrix for ISSUs

• Reference Documentation

• Additional Technical notes
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The New Normal: Zero Downtime

ü Link Level redundancy

ü N+1 redundancy for always-on 
wireless  network

ü SSO leveraging Active & Hot 
Standby

Unplanned Events 

ü ISSU for Seamless Upgrades 

ü N+1 rolling AP upgrades help 
ensure seamless client connectivity

Image Upgrades 

ü Patching capability with SMU and 
APSP for wireless controllers and 
APs

ü APDP and flexible per-site updates 
contain impact area

Infrastructure 
Updates 
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